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Tz Add Roles and Features Wizard

Select server roles

DESTINATION SERVER
WIN-3E202T1QD0U

Hide

Before You Begin Select one or more roles to install on the selected server.
i Installation Type Rales Description
" SEFVer SElEction [] Active Directory Certificate Services - Active Directun{r Domair_i Services
chive Directory Domain Services (AD DS) stores information about
E— (] Active Directory Federation Services ob_Jelcts on the netw?rk and makes
== [[] Active Directory Lightweight Directory Services this information a}fa_llable to users
DIMS Server [] Active Directory Rights Management Services and netwm_'k administrators. fa‘D bs
~ [] Device Health Attestation uses domain controllers to give
AD D5 ] DHCP Server network users access to permitted
Confirmation DNS Server resources anywhere on the network
] Fax Server through a single logon process.
| [W] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[] Hyper-v
[ MultiPoint Services
[[] Network Policy and Access Services
[] Print and Dacument Services
[ Remote Access
[[] Remote Desktop Services
[ Veolume Activation Services
[C] Web Server (1IS)
[ Windows Deployment Services W
b | < Previous | I Next > Install |
Events Events
Performance H Services
BPA results Performance
BPA results
1010030732 11,058 Ahd

wowswe Active Directory



E'; Add Roles and Features Wizard - = X

DESTINATION SERVER

Installation progress WIN-3E202T1QD0U |

i View installation progress
LD o Feature installation
i
ﬁ‘l‘a Canfiguration required. Installation succeeded on WIN-3E202T1QDOU.
L Active Directory Domain Services
¥

Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller

DMS Server

Group Policy Management
Remate Server Administration Tools
Role Administration Tools
DNS Server Tools
AD DS and AD LDS Tools
Active Directory medule for Windows PowerShell
AD D5 Toels v

Hide

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking MNotifications in the command bar, and then Task Details.

Export configuration settings

MNext » Cancel

Events Events
Services Services
Performance Performance
BPA results BPA results

lowole wowse AD

lJglogs 4. wpzys IJluwole @) W98 Jogo IJpedsple 1UElLoo o) 9so o3l 1Ughe |Js 9226
Caa-.’JIo ;_;|.J|o€_|.J.

fe Server Manager —_ %

Y
{ ey

Server Manager * Dashboard @ | FA Manage  Tools  View  Help

|, Post-deployment Configuration

Dashboard WELCOME TO SERVER MANAGI

Configuration required for Active Directory Domain

il Local Server
l Services at WIN-3E202T1QDOU
B& All Servers Promote this server to a domain controller
i§l ADDS . .
Feature installation
2 DNS QUICK START
ii File and Storage Services P Configuration required. Installation succeeded on
WIN-3E202T1QD0U.
3 Add Roles and Features
S 4 | Task Details
. rannact thic caminre +a clad coaroioae

odysu grple AD

1U¢1o96 5. $p wluuble Elus 23836 91, Iuwe prld.



fiz Server Manager

[z Active Directory Domain Services Configuration Wizard — O x
- - TARGET SERVER
Deployment Configuration R e

Deployment Configuration

]
s
i .
e
L

Select the deployment operation
Domain Controller Options

() Add a domain controller to an existing domain

Additional Options () Add a new domain to an existing forest

Paths (@ Add a new forest

Review Options ) o _ ) )
Specify the domain information for this operation
Prereguisites Check

Root domain name: mydomain.loca‘

More about deployment configurations

< Previous Mext = Install Cancel

Fuonte [ Fuantc I

lgosh luwpe glod

IJg1o96 6. 1,0 59, g3ple IJubobsle [Us 1Jgle:

Server Manager * Dashboard @ Tools  View  Help

Dashboard WELCOME TO SERVER MANAGER

Local Server | —
All Servers f= Add Roles and Features Wizard = [} X

AD DS

& -

DESTINATION SERVER

DNS Select server ro | es WIN-3E202T1QD0U mydomain local
File and Storage Ser|

= e

Select one or more roles to install on the selected server,

Before You Begin

Roles Description

Active Direckony Certificate Senvice A Active Directory Certificate Services
| Active Directory Domain Services (Installed) {AD_CS} = used to create
] Active Directory Federation Services certification authorities and related

[[] Active Directory Lightweight Directory Services role services fhal_afllow you to issue
[] Active Directory Rights Management Services anc_! manage c.eml_lcates usedin a de
Role Services [] Device Health Attestation variety of applications.
T [[] DHCP Server
Confirmation +| DNS Server (Installed)
— e o-

luol8s grple Lol



Server Manager * Dashboard Manage  Tools

T WELCOME TO SERVER MANAGER

B olocalServer | |

liE All Servers [ Add Reles and Features Wizard - ] *
il ADDs

2 DNS lect | 3 DESTINATION SERVER
== Select role services WIN-3E202T1G00U.mydomain jecal
W§ File and Storage Ser|

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description
Server —— - - Certification Authority (CA) i d
ertification Authority ertification Au ority | .E}. is use
Ser [[] Certificate Enroliment Policy Web Service LT I G 'catfs'
—— [] Certificate Enrollment Web Service Multiple Cés can be linked to form a
o [] Certification Authority Web Enrollment public key infrastructure. de
AD C5 ] Metwork Device Enrollment Service

Connmaticn

Il 1dpsze Idpuosd S3b

lJgb9s 7. Lz IJluwoele: §p wodssu IJprze IUpuo>8 IUElue o

T AD CS Configuration

DESTINATION SERVER

Role Services WIN-3E202T1QDOU.mydomain.local

i Lod

i All Select Role Services to configure i %
E® AD
i§l AD [¥] Certification Authority DESTINATION SERVER
o Certification Authority Web Enroliment D moiomat oce
== DN Online Responder
g File Network Device Enrollment Service

Certificate Enrollment Web Service

Certificate Enrollment Policy Web Service
Validity Period ainlocal
Certificate Database

Confirmation n the destination

More about AD CS Server Roles

< Previous | | Next > Configure

less or open this

IJ¢b9s 8. ¢, Enterprise CA.



ZEE  Setup Type
i Log

iia Al Credentials

E® AD Role Services

i AD

- Drj CA Type
ii Fil Private 2y

Cryptography

CA Name

Validity Pericd
Certificate Database

Confirmation

DESTINATION SERVER
WIN-3E202T1QDOU.mydomain.local

Specify the setup type of the CA

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

®) Enterprise CA
Enterprise CAs must be domain members and are typically online to issue certificates or
certificate policies.

() Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection (offling).

More about Setup Type

Configure Cancel

< Previous | [ Next >

age Tools

View

[AD0U.mydomain.local

main.local

n the destination

less or open this

PIRE PuUPS JJpSwwd

IJg 1096 9. zeJo IJprze IJpuo38 1z5). pod Cisco 10S XE 17.6. s p sgp CAs IJologs J LSC.

DESTINATION SERVER




- DESTINATION SERVER

B¢ Da
s CA Type WIN-3E202T1QDOU.mydomain.Jocal
i Low
& Al Credentials Specify the type of the CA - b
& AD Raole Services
i@l AD Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a DESTINATION SERVER
a _ public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its [R0Umydomaln local
em DN CA Type own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
g File Private Kay hierarchy.

Cryotography ® Root CA

CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

O Subordinate CA nainlocal.
Database Suberdinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy. ide

n the destination

More about CA Type

< Previous I | Next » Configure Cancel
ess or open this

EN  page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext = Close Cance

lZosh ez pu2dd 230

o Idpoe 1o s Iosd Ieuwly 13 wuwetsee Jds oo IJpaze IJpuods zisl pu presesd
[IS_IUSRS. Ws o3l IJpeld: spdod |gwegsle zuvle Administrator gldloe@ld |Js [J8lises Active
Directory Users and Computers Jl_olw96 1Jpwegs pso Idpuwdsdso lJs peeses IIS_IUSRS.



Server Manager * Dashboard

- @\] ] rm Manage Tools View Help

=N Administrator Properties ? X
= File Action View Help Remcte control Remote Desktop Services Profie COM+
B Local § &= | @5 sl ‘g | | { General  Address  Account  Profle Telephones  Organization
il Allsery — : . 8 Member Of Dialin Environment Sessions
wi = Active Directory Users and A
E® ADCS | Saved Queries Member of:
i§i ADDS| | ™ #3 mydomain.local Mame Active Directory Domain Services Folder
oy DNS = Builtin Administrators mydomain Jocal,/Buittin
— = Comp_uters Demain Admins mydemain local/ Users
WE File ang :—_ Don'!aln Cont.rolle_rs Domain Users mydomain Jocal/Users
io IS 1 FareignSecurityPrin Enterprise Adming  mydomain Jocal/Users
| Managed Service Ac Group Pelicy Cre... mydomain Jocal,/Users
| Users lIS_IUSRS mydomain Jocal//Buittin
Schema Admins mydomain Jocal/ Users
Hide
o
Primary group: Domain Users
et Primary Gro There is no need to change Pramary group unless
Set Primary Group you have Macintosh clients or POSIX-compliant
applications.
< v
OK Cancel Apply Help
Previous Mext > Configure | Cancel
BPA results EPA results

luold6 puwle IUpuwssd 1gluo wd 1Js pzeses IIS_USER

IUglss 10. wpz)> 16 sY90 Jssd puwetspe B pzeoed IS 1 ozsed: Bp wluolds 1Jixsl,
aldgrplo. &p luowd g5ple Online Responder 9 NDES |Js pyze ldouosrsd 1UEluo wJ.



Server Manager * Dashboard gy Manage Tools  View  Help

[z Add Roles and Features Wizard — [m} *® .
i# Dashbg
= DESTINATION SERVER
B Locals) Se | ect server roles WIN-35202T10D0U mydemain local
liE All Seny
Ez ADCS Before You Begin Select one or more roles to install on the selected server.
I§l ADDS Installation Ty, Roles Description
2 DNS ' ' i -
= 4 [W] Active Directory Certificate Services (1 of 6 installe * Online Besponde.r makes certlﬁcgte
g File ang | Certification Autherity (Installed) revocation checking data accessible
[] Certificate Enrollment Policy Web Service o clI ients in complex network
[] Certificate Enrollment Web Service environments.

[] Certification Authority Web Enroliment
MNetwork Device Enrollment Service
Confirmation | Active Directory Domain Services (Installed)
[[] Active Directory Federation Services Hide
[ Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[ Device Health Attestation

[C] DHCP Server

«f DNS Server (Installed)

[ Fax Server

[m] File and Storage Services (2 of 12 installed)

[T] Host Guardian Service

[ Hyper-v

[71 MultiPoint Services

< Previous | | Next » Install

Performance Performance

BPA results BPA results

oowsw NDES 9¢sple lJpuwozse gw lJloeyuw

IJglbgo 1. Lz IJdsle w3dIe §p wodasy odo IJgsplo.



Server Manager * Dashboard g Manage  Tools

[ AD C5 Configuration — O 5
Local 5¢

| . DESTINATION SERVER
All Sery Role Services WIN-3E202T1QD0U.mydomain.local
AD CS
AD DS Credentials Select Role Services to configure
DNS Role Services
File ang Service Account for MDES /! Certification Authority
iis Certification Authority Web Enrcliment

Online Responder

Metwork Device Enrollment Service
Certificate Enrollment Web Service
Certificate Enrollment Policy Web Service

Maore about AD CS Server Roles

| < Previous | | MNext = Configure Cancel

| BPA results ‘ | BPA results |

oowsw g6 Online Responsder 9 NDES

lJglo9é 12. wop pbldood wlgosl) euvle €306. 03l 09 IUzuwle 1U3s iu'o;éoo eU Sud IJds
pzp9ed IIS_IUSRS.



Server Manager * Dashboard (B) | g Mamage Tools  View

iz ADCS Configuration — O =

i Local 5 |

L . DESTINATION SERVER
I& All Serv Service Account for NDES WIN-3E202T1QD0U.mydomain.local
® ADCS

il ADDS Cradentials Specify the service account

& DNS Role Services

ii File and Service Account for NDES Select the identity the Network Device Enrollment Service (NDES) will use,

® IS RA Information (®) Specify service account (recommended)

The account must be a member of the domain and must be added to the local [1S_IUSRS group.
MYDOMAIN\Administrator

I 0 Use the built-in application pool identity bid
iae

More about Service Account for NDES

| < Previous | | Next = Configure

BPA results ‘ ‘ BPA results

loodle IJpuwegsp IJss luodeo |Us pzeoes IS

IJzb96 13.031 sJbs Jg pdsle SCEP. sJJo Jozdsd puolh8s 802.1X. sdjpd lsuol cowse
wwolxs gds glbe RADIUS. J3JY: 9p vodwse 306 ouwesd IUsse sodssuol wwosdsd zus
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-rﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

Server Selection

Featurzs

Confirmation

Select one or more roles to install on the selected server.

Roles

+| Certification Authority (Installed)

] Certificate Enrollment Web Service

Certification Authority Web Enrollment]

+| Online Responder (Installed)
+| Active Directory Domain Services (Installed)
[] Active Directory Federation Services

[] Device Health Attestation
[C] DHCP Server
+| DNS Server (Installed)
[] Fax Server
| [m] File and Storage Services (2 of 12 installed)
[T Host Guardian Service
[] Hyper-v
[T MultiPoint Services

[] Certificate Enrallment Palicy Web Service

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services

4 [W] Active Directory Certificate Services (3 of 6 installe

| Metwork Device Enrollment Service (Installed)

fal

— a ot

DESTINATICON SERVER
WIN-3E202T1C00U.mydomain.local

Description

Certification Authority Web
Enrollment provides a simple Web
interface that allows users to
perform tasks such as request and
renew certificates, retrieve certificate
revacation lists (CRLs), and enroll for
smart card certificates.

< Previous | | Mext =

Install Cancel

COUSY E3p06 wuwesd lJssy

T — [ T T
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fiz AD CS Configuration — O x

DESTINATION SERVER

Role Services WIN-3E202T1QD0U.mydomain.local

Credentials Select Role Services to configure

Role Services

Confirmation +f| Certification Authority
Certification Authority Web Enrollment
+| Online Responder
+f| Metwork Device Enrollment Service
I Certificate Enrollment Web Service

Certificate Enrollment Policy Web Service

More about AD C5 Server Roles

< Previous | | Mext > Configure Cancel

SI9SU 200 wuwesd Iyse

Iglogs 14. spdud IJoeldd pu wubgsd €206 SCEP wbdd vozse pu el ssbé
http://<serverify>/certsrv/mscep/mscep.dll :



http://%3Cserverip%3E/certsrv/mscep/mscep.dll

| - |3 -
<« = @ No seguro ||‘J?2.‘16.80.8;’(E-|'t5!'\.r,"mscpp,r'lmcep.dl| | r 0

Metwork Device Enroliment Service

Network Device Enroliment Service allows you to obtain certificates for routers or other network devices
using the Simple Certificate Enrollment Protocol (SCEP).

@ Network Device Enrollment Serv. X +

This URL is used by network devices to submit certificate requests.

To obtain an enrollment challenge password, go to the admin URL. By default, the admin URL is
http://Chuu-Win12/CertSrvimscep_admin

For more information see Using_Network Device Enrollment Service .
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e § Registry Editor — ] ':-

File Edit View Favorites Help

MSCEP “~ || Name Type Data
. CAType ab) (Default) REG 57 {value not set)

- CertsinMYStore #8|EnforcePassword | REG_DWORD 0x00000000 (0)
------ | . EnforcePassword

. PasswordVDir
- UseSinglePassword
QD
Protect
Providers
Services
| Userinterface
CTF
DataAccess
DevDiv
Device Association Framework %
Dfrg
DFs
DHCPMibAgent
DirectDraw
Directlnput
DirectPlay8
DirectPlayNATHelp W
< [} > £ i >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Cryptography\MSCEP\EnforcePassword
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]

[ Publish cedificate in Active Directory
| | Do not automatically reenroll § a duplicate cedificate exdsts in Active
Directory
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I.J?_Joggé 5. luwyd IJs gdlpd I?Jo.__agt;.__, luwp IJ,ogu'oge‘goid> pu s 1wy Vs Idbde.
Se9 U puwed suvs) IUs o ldpuvegseso Jl seolzeo Jesldds 1deuwssd Jdzuesd eds

©98Se0p eds IJuwolss: 23> o9l 8.

Compatibiity | General | Request Handing | Cryptography | Key Attestation
Superseded Templates Edensions |  Securty
Subject Name Sever | lssuance Requirements
(®) Supply in the request

] Use subject information from exdsting certificates for autoenroliment
— renewal requests ()

() Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cerificate administration,

IJogsss Bs Idbdo

lJglbgs 6. |9QL§J !?J.,s edlpé IJowssy ldpdzlle: &p 235 2sh voz IJobosdle 9235 1))
S  wlds pu 1o puolb 96 1Jgpsd 092926 Vs wlWd3s Jusluwle Idobosd: gldl 22> [uolws
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Properties of New Template ’i’

Compatibilty | General | Request Handling | Cryptography | Key Attestation
Subject Name [ Server Issuance Requirements
Superseded Templates Bdensions Security

To modify an esdension, select it, and then chck Edit.
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epdsle vu) 89bpe pugrss Jluo seule IUs IJuuwe Idpwplod gds JIs 1Jgglsp.

Select one Cenificate Tempiate to enable on this Certification

Mole: lawﬂuwﬂaﬂwmmmm%mﬁth you may nead to wak untl
information about this template has been replicated to all domain controllens.

Al of the cerficate templates in the organization may not be avaiable to your CA

For more information, see Certificate Template Concepts.
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File MAction View Help
o 7 = H

s Certification Authority (Lo-cal)
4 gl CHUU-WIN12-CA
] Revoked Certificates
1 kssued Certificates
[} Pending Requests
] Failed Requests
| Certificate Ternplates

Intended Purpose

Chent Authentication, Secure Email, En...

%MHHM

3 Exchange Enralirment Agent (Offlne r...

2 IPSec (Offline request)

= CEP Encryption

3 Diwectory Email Replication

3 Domain Controlier Authentication
3 Kerberos Authentication

3 EFS Recovery Agent

3 Basic EFS

= Darnain Controller

2 Wb Server

3 Computer

3 User

2 Subgordinate Cenification Authority
| Administrator

Chent Authentsestnon

Certificate Request Agent

IF security IKE intermediate

Certificate Request Agent

Derectony Service Emaal Replication

File Becoveny

Encrypting File Syttem

Chent duthenticston, Server Suthentic..
Server Authentication

Chent Authentcstion, Server Authentic..,
Encrypting File Systern, Secure Email, C1..,
< Al

Micrgsoft Trust List Signing. Encrypting...

2> LSC

IJgo96 10. e 1Js oldsé e, Iduved sloedd lJs Computer > HKEY_LOCAL_MACHINE >

Software > Microsoft > Cryptography > MSCEP.

lJglb9s 11. Gp wogys,y uvedle EncryptionTemplate 9GeneralPurposeTemplate
9SignatureTemplate Lzse wuvs) IJs lde [Juboel>s 1U3s wp logilge goswl.




File Edit View Favorites Help
p ). CertificateTemplateCa ~ || Name Type Data
bk Defaults at| (Default) REG_SZ (value not set)
4 1), MSCEP. o) EncryptionTempl.. REG_SZ 9800-LSC
b|GeneralPurposeT.. REG_SZ 9800-L5C
< |2t | SignatureTempla.. REG_SZ Q800-L5C
.

). CAType

). CertsinMYStore
-} EnforcePassword
| PasswordVDir
| UseSinglePasswo
Qo

| Userinterface

CTF

Datafccess

DevDiv

Device Association Frame
Dirg

DFS
DHCPMibAgent
DirectDraw
Directinput

1
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wEssy J8lJe B Iduwed

IUg o9 12. [g> e ugsd glbpe NDES. JsJd Lize 1Js o138 Ipyze 1dpuos8: 9235 luwpe 1JEl e
922> jy lsdlW souvgsd wugle.
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1. 9p wluuvle pdclz RSA. swp luvwgsle 03l Idpvelz Jizél J PKI TrustPoint.
2. 9p wlouble v 9o & 96 9oesSU pIwlz RSA IUss we lugblge.
3. 8p wupdsu lesh LSC Juslb 1Usuesd sesssy TrustPoint.
1. 8p wopdsu LSC Jeese wllb 1dsuesd IJpouops.
2. opdsu LSC Juslb 1Uguoad 1Upee36 guy Slisped lJo9uss,).
4. 8p vuESS) u9bs &8 IJble IJJlyvdIdsé ol iy lJs udbé &6 LSC.

tbsle wdosy 9lzod [Jpwegse IUyum9pessd (GUI) J AP LSC

lJgb9s 1. luod IJs IJodssy > IJiroIg, > e PKI > Jogule joz Idpdlose.

1. bdb§s S0 9sebso luwe puluwe.

2. 9p wluols el pgl9&|a_ RSA.

3. lugsh Idpdolz IUSlod JJouoss) lRoshs. 03l pbdye Wb Il Juo oyss ouoss)
IJedolz ¢he ldeswe.

4. 2 logwle

Configuration~ > Security~ > PKI Management

A Server Key Pair Generation Add Certificate Trustpoo

Key Y Key T 4
Key Name T Exportable Zeroize
TP-self-signed-2147029136  RSA No
9800-40.cisco.com RSA Mo @® RSA Key O EC Key
TP-self-signed-
147029 corver
CISCO_IDEVID_SUDI RSA No
CISCO_IDEVID_SUDI_LEGACY RSA Mo m Key Exportable*

lJglogs 2. luod IJs IJodysy > Ui,olg, > b6 PKI> g 9lb 1Je 96

1. bbb §s suosI 9sebso lwe puluwe.

- bgd guslo URL Jdouwesd (euslo URL oul o9
http://10.106.35.61:80/certsrv/mscep/mscep.dll) 9.1 8s IJodlosJ.

2 bglz pBlose RSA IJos wp logilyel B 1Jglogs 1.

Aol eds lJpuol> 86.

0@y W98 wuwesd TrustPoint shgd JJeé 0,9).

Nudy V998 wbosy eds IJzols.

N

o O b W


http://10.106.35.61:80/certsrv/mscep/mscep.dll

Add Trustpoint

Label® Access_Point-MS-CA Enroliment Type ® SCEP O Terminal

Subject Name

Country Code IN State KA

Location Bengaluru Domain Name TAC-LAB.cisco.local

Organization TAC Email Address mail@tac-lab.local

Enrollment URL {certsrvimscep/mscep.dil Authenticate v l

Key Generated Available RSA AP-SCEP
Keypairs

Enrall Trustpaint

Password*

Re-Enter Password®

= Apply to Device

IJ¢ 96 3.luedd IJs 1dodsse > Jluvdds > udlb 19s09d. Gp wldo sy Jigudd 9z

1. weass 1Jelds Jppdus. o3l spdy LSC J all the APs I SY9u yobo |Js 03l WLC.
2. 235 luwpe TrustPoint 1Jss Tugblole W 1Uglogs 2.

loJl L6 IJoWlosd 90838l Jlzoslzled.
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lJogde vulbd 1suosd: gwoss uvssl pod oo IU9oluos.

[+09/25/2823 10:03:28.0993] .euccicvcccnnaannnaaas . S e . . B . . sassssssEssEEmss s s e T

lJgb9é 4. wpz)d wpdsu LSCh spdud wgss) guolss IUbLé IUJlpwdIdss Joble g TrustPoint J
LSC. 03l sgeJ APs swdl s pg op LSC Luol>é 91lJ WLC swegped 09 LSC Luolss J AP
Swdlds. 030 ¢bgo [oshss bl Juo powpl V8 wgpd puol> 96 802.1X Jullb IJyosd
lJgluoo v

1. lue@d IJs Configuration (IJodysy) > Interface (IJglzos) > Wireless 9w 9, <999 9lzoo
lJI>1)6.
2. 8p wogss) TrustPoint Joblod TrustPoint 1Uss logulole W 1glogs 2.

903 Sguwp gie wdysu 9lgod lUpwese IUyuw9pesd (GUI) J LSC. sgo o ods ublb lJso9J
315,56 £Jss Wlouople 1Js 000, IJoede B IJuieds 1pedss 1Jlund Jsé (WLC) wlowsssle
Jwol>e LSC [JTe.

—
dace~ » Winsless Edit Managament Intarface *
ImerTnoe Maime T werteee Tyose T wa T P ASwes T PNk
rmface
Har
=
1
T = oo susipoint comigured on e co e .
0000
< Update B Appdy to Divice

2bb9le ©dgse 9lzos Lub, 1Uisle, (CLI) J AP LSC

1. 8p wluusle pdolz RSA Uluwegsle o3l 1Jie,.

9800-40(config)#crypto key generate rsa general-keys modulus 2048 label AP-SCEP



% You already have RSA keys defined named AP-SCEP.

% They will be replaced

% The key modulus size is 2048 bits

% Generating 2048 bit RSA keys, keys will be non-exportable...

[OK] (eTapsed time was 0 seconds)

Sep 27 05:08:13.144: %CRYPTO_ENGINE-5-KEY_DELETED: A key named AP-SCEP has been removed from key storag
Sep 27 05:08:13.753: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named AP-SCEP has been generated or imported

2. lugile u8bs & @0 PKl gogssy gz pdlose RSA. i)éJ ewslu URL 1J¢gle wldoywesd
selds Idevsluasd.

9800-40(config)#crypto pki trustpoint Access_Point-MS-CA

9800-40(ca-trustpoint)#enrollment url http://10.106.35.61:80/certsrv/mscep/mscep.dl]
9800-40(ca-trustpoint)#subject-name C=IN,L=Bengaluru,ST=KA,0=TAC,CN=TAC-LAB.cisco.local,E=mail@tac-Tab.
9800-40(ca-trustpoint)#rsakeypair AP-SCEP

9800-40(ca-trustpoint)#revocation none

9800-40(ca-trustpoint)#exit

3. p2b s u¥bs w96 PKI 9o uwzsdol pg Elbp CA Cluweesle IJi0, crypto pki authenticate
<trustPoint>. I>¢J JJed 0,9, Bs pbldus JJeé 1Ue,9).

9800-40(config)#crypto pki authenticate Access_Point-MS-CA

Certificate has the following attributes:

Fingerprint MD5: C44D21AA 9B489622 4BF548E1l 707F9B3B

Fingerprint SHAl: D2DE6E8C BA665DEB B202ED70 899FDBO5 94996ED2

% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

9800-40(config)#crypto pki enroll Access_Point-MS-CA

%

% Start certificate enrollment ..

% Create a challenge password. You will need to verbally provide this

password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.

Please make a note of it.

Password:

Sep 26 01:25:00.880: %PKI-6-CERT_ENROLL_MANUAL: Manual enrollment for trustpoint Access_Point-MS-CA
Re-enter password:

% The subject name in the certificate will include: C=IN,L=Bengaluru,ST=KA,0=TAC,CN=TAC-LAB.cisco.Tlocal
% The subject name in the certificate will include: 9800-40.cisco.com

% Include the router serial number in the subject name? [yes/no]: yes

% The serial number in the certificate will be: TTM244909MX

% Include an IP address in the subject name? [nho]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose Access_Point-MS-CA' commandwill show the fingerprint.

Sep 26 01:25:15.062: %PKI-6-CSR_FINGERPRINT:

CSR Fingerprint MD5 : B3D551528B97DA5415052474E7880667

CSR Fingerprint SHAl: D426CE9B095E1B856848895DC14F997BA79F9005

CSR Fingerprint SHA2: B8CEE743549E3DD7C8FA816E97F2746AB48EE6311F38FOB8F4D01017D8081525

Sep 26 01:25:15.062: CRYPTO_PKI: Certificate Request Fingerprint MD5 :B3D55152 8B97DA54 15052474 E78806
Sep 26 01:25:15.062: CRYPTO_PKI: Certificate Request Fingerprint SHA1 :D426CE9B 095E1B85 6848895D C14F9
Sep 26 01:25:15.063: CRYPTO_PKI: Certificate Request Fingerprint SHA2 :B8CEE743 549E3DD7 C8FA816E 97F27



Sep 26 01:25:30.239: %PKI-6-CERT_INSTALL: An ID certificate has been installed under

Trustpoint : Access_Point-MS-CA

Issuer-name : chn=sumans-lab-ca,dc=sumans,dc=tac-lab,dc=com

Subject-name : e=mail@tac-lab.local,cn=TAC-LAB.cisco.local,o=TAC,1=Bengaluru,st=KA,c=IN, hostname=9800-4
Serial-number: 5C0000001400DD405D77E6FE7F000000000014

End-date : 2024-09-25T06:45:157Z

9800-40(config)#

4. 9p vodIsu lugople 0 8bé 1UsLo9d wluwwgsle Juolsé LSC.

9800-40(config)#ap lsc-provision join-attempt 10

9800-40(config)#ap 1sc-provision subject-name-parameter country IN state KA city Bengaluru domain TAC-L
9800-40(config)#ap 1sc-provision key-size 2048

9800-40(config)#ap 1sc-provision trustpoint Access_Point-MS-CA

9800-40(config)#ap 1sc-provision

In Non-WLANCC mode APs will be provisioning with RSA certificates with specified key-size configuration
Are you sure you want to continue? (y/n): vy

5. 8p wotss) TrustPoint IJgloes wlbls IUdluwddss Joblod TrustPoint IJos o e logsldol
iedlo.

9800-40(config)#wireless management trustpoint Access_Point-MS-CA

IJoedd pu AP LSC
Sduow 03lley eJs WLC Iy 288 IJ LSC.
#show wireless management trustpoint

#show ap Tsc-provision summary
#show ap name < AP NAME > config general | be Certificate



=== o hon s =r o=

988@-40#sho aE lsc-frovision summ

Trustpoint used for LSC-provisioning : Access_Point-MS-CA
Certificate chain status : Available
Number of certs on chain : 2
Certificate hash : b7f12604ffe66bdd4abedle32c92a417b5c6cade
LSC Revert Count in AP reboots : 18

AP LSC Parameters :
Country : IN

State : KA

City : Bengaluru

Orgn : TAC

Dept : TAC-LAB.cisco.local

Email : mail@tac-lab.local
Key Size : 2048
EC Key Size : 384 bit

AP LSC-provision List
Total number of APs in provision list: @

Mac Addresses :

980@-40#sho wire

980@-40#sho wireless man

98@0-40#sho wireless management tru
9800-40#sho wireless management trustpoint
Frustpoint Name : Access Point-MS-CA |

Certificate Info :
Certificate Type :
Certificate Hash :

Available
LSC

b7f12604ffe66b4ddabe@le32c92a417b5cEeale

Private key Info : Available
FIPS suitability : Not Applicable

9BeR-40#
4B#sh it AP JFEJA, & cont general | begin Certificate
AP Certificate type : Locally Significant Certificate |
AF CertiTicate Explry-Time T U d008 Bhan s
AP Certificate issuer common-name : sumans-lab-ca
AP Certificate Policy Default
AP CAPWAP-DTLS LSC Status
Certificate status t Avallable
LSC fallback status t No
Issver certificate hash 1 611255bc691565a7537be 59297 14535930432¢10
Certificate expiry time i 09/25/2024 06:48:23
AP BBZ,1x LSC Status
Certificate status : Mot Mvailable
AP LSC authentication state : CAPWAP-DTLS

wee lebs cepsd udlb 1Usuosd: §p woumesd 1Uead s 9lzes uulo, Iisle) (CLI) Jugbs
lJso9d & e woubésd odo ldble, JJozdd pu wdssu LSC.

#show crypto | be LSC
#show capwap cl1i config | in 1sc
#show dtls connection

APBCD@ . FBI9A. 46FEB#sho crypto | be LSC
SC: Enabled

Device Certificate —

Certificate:
Data:
Version: 3 (@8x2)
5c:00:08:80:18:18:14:ed:da:85: f9:bFf:d1:02:0@:00:28:00:18
Signature Algorithm: sha256WithRSAEncryption
Issuer: DC = com, DC = tac-lab, DC = sumans, N = sumans—Llab—ca
Validity
Not Before: Sep 28 84:15:28 2823 GMT
Not After : Sep 27 24:15:28 2824 GMT
Subject: C = IN, 5T = KA, L = Bengaluru, 0 = TAC, N =[anlgE—BCDBF89A46E&] emailAddress = mail@tac—lab.local
Subject Public Key Infao:
Public Key Algorithm: rsaEncryption
RSA Public—Key: (2848 bit)
Modulus:




[ClientIP ntl IP ip t
[18.185.181. 1 f | 5. 181.1 24 d L.

lowoduldd Igble |5l LSC 9l oJlzol

spdud g3 1Jo@lb EPC p0 o0 pead wauosd WLC Is AP JJoedd pu ldubelss IJos
ouuegdeol udbé IJyoed Jodssy udd CAPWAP. ¢z §§ oo PCAP |3l wp logile 98 DTLS

wuele

- Datagram Transport Layer Security
- DTLSv1.2 Record Layer: Handshake Protocol: Certificate (Reassembled)
Content Type: Handshake (22)
Version: DTLS 1.2 (@xfefd)
Epoch: @
Sequence Number: 5
Length: 82
+w Handshake Protocol: Certificate (Reassembled)
Handshake Type: Certificate (11)
: 1627
ge Sequence: 2
Fragment Offset: 1557
Fragment Length: 78
Certificates Length: 1624
¢ Certificates (1624 bytes)
Certificate Length: 1621

w Certificate: 3@82065139820539200302010202135c000000181814eddad5fIbfd100an00000018300d. (pkcs-9-at-emailAddress=mail@tac-1lab. local, id-at-commo

» signedCertificate
version: v (2]
serialMumber: @x5c888880181814eddad5fobfdlaoReaae08018
» signature (sha256WithRSAEncryption)
Algorithm Id: 1.2.848.113549.1.1.11 (sha256WithRSAEncryption)
issuer: rdnSequence (@)
rdnSequence: 4 items (id-at-commonMame=sumans-lab-ca,dc=sumans,dc=tac-lab,dc=com)
RDNSequence item: 1 item (dc=com)
» RelativeDistinguishedName item (dc=com)
Object Id: 9.9.2342.192080300.100.1.25 (dc)
IASStrin com
- RDNSequence item: 1 item (dc=tac-lab)
v RelativeDistinguishedName item (dc=tac-lab)
Object Id: 9.9.2342.19200300.100.1.25 (dc)
IASString: tac-lab
+ RDMSequence item: 1 item (dc=sumans)
v RelativeDistinguishedName item (dc=sumans)
Object Id: ©.9.2342.19200380.100.1.25 (dc)
IASString: sumans
ADNSequence item: 1 item (id-at-commonName=sumans-lab-ca)
+ RelativeDistinguishedName item (id-at-commonNamessumans-lab-ca)
Object Id: 2.5.4.3 (id-at-commonMName)
v DirectoryStrin printableString (1)
printablestring T sumans=lab=ca

« notBefore: utcTime (@)
uteTime: 2023-89-28 04:15:28 ( ]
utcTime (@)
uteTime: 2024-89-27 @04:15:28 (UTC)

w subject: rdnSequence (8]

Spdo wubEsd wuoese 2ble DTLS gds AP 9 WLC Jope puidJs IUubolss.




06 19 09J IUwJIdss ool §6 802.1X Ll wessle LSC

op odssu uldbo 1Usuoed Jlgwegsle odw Jiolss LSC Jdpuol>§6 eds udwol. wgpd
udbé 1Jso9d Jpgzo 802.1X 95w p pusb 9ol woluwlod 1Upzed pllod Eloe ISE. swzse Else
ISE |Js IJlgJlo B 09256 |l us.

pdlebs: Lpzyd wedsu puob s dotix eds puds p2ad wsuosd AP. Jl sedu Judlb
IJsuosd lehs wozse 19 luveduld Is 2098 19, zos sop Sersy Ideuob$s. Jlgue,sls
udlb 1J9o9d (AP) L euob$6 £, wlzzs 9ldsuesd IUs AP §p wogbsd puold §6
dot1x gJs pud3 Idpzsd IduwdIds Jugbo 1Jso9d.

wSy Epd puolb 86 EAP-TLS soobd Idyuwlsd
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sbb9le ©dsss puoldds 8021 I vddss Judlbs 1s o9

1. 9p wopdsu puolr§o IJeuds dot1x o DTLS J CAPWAP 9255 98 EAP.
2. 9p vluusle vslole lgw el dot1x Juglb [Jso9d.

3. pJdue dot1x gds IJpdolz psule.
4. ooosw wolss 09899 wol gJs glbp RADIUS.

Server

J L

J |

step |

step i

step

step IV

Step 'V

u9bs 1J9uo9d IduwdIdss odysu 9lzes ldpuwese IUyum9ess (GUI) Jeuols 96

802.1x

1. 1u0dd 1Js pdWd wg)sW job udbo 1Jsuesd 9lud) eds pdud IJog s,

1. 108, eds udbs IJgo9d > gle. 235 u9g EAP 9u9g wigosd AP J "CAPWAP DTLS +
dot1x Port auth".
2. 1lpo@d lds bho > slule lgoeb 980 wlogsle luve puvesp 99dp6 039 Judbd
lJ9_o9dJ dot1x auth.



'élnlslzlh Cisco Catalyst 9800-40 Wireless Controller

Edit AP Join Profile

5= > AP Join
AP Managomont y :
Ganpssl Pt J
AP Join Prokie Hame T De
e, Powes Over Ethernat Client Statistics Reparting Interval
APG_tost Swile 0 B Gz (soc) a0
ot
I e 2.4 Oz (sec) L]
APO_ il =Fli-Afty
o Type e
P Extended Module
AP0 rkPs A NAL DOGO 0000 0000
Enatin
ARGt F - A%
Mash
APG_DIh-F r=fPy
A1y Pl A Frohie Hame L diies i
ARG 13- Fi-APy
1 0
T Cs (] Update & Appiy to Device
el Cisco Catalyst 9800-40 Wireless Controller # T ABSTOC Q Sfadel

» AP Join

ag-ash
A
it
APG_3rd-Fir- Ay
ABG_ath-F b-APy
APG_BUh-F -
APO_Tii-Fi
AP BIN-Fh AP
A [
APG_1 -l
1

Management

Cradantais

Dot 1 x Credentials.

g mired -

| Update & Apply to Davico

AP Wired 802.1x _oz6 0956 CLI v vdsd

lweg pde 03l e, Iy spde dot1x J APs oo IJ CLL JI $95.s o3l [UI lJs cpdso lJpuol> 86
lJuvdIdss Joudlb 19 od Idos ouvegse w9uosd IU)wb IJpesu.

#ap profile ap-auth
#dotlx eap-type eap-tls
#dotlx Tsc-ap-auth-state both

#dotlx username ap-wired-user password 0 cisco!123




ap uwJJs 802.1x Lozo 0986 pulz wuvdsd

Swp lwodsle vdysole IJpeed 030 Vs LAB Jopdsy pueb§o AP IJuwddss. spdod
lJeue9d eds wosiss pgoduds luwoubl |Js IJouopse.

aaa new-model

dotlx system-auth-control

aaa authentication dotlx default group radius
aaa authorization network default group radius
radius server ISE

address ipv4 10.106.34.170 auth-port 1812 acct-port 1813
key cisco!123

|

interface GigabitEthernetl/0/2

description "AP-UPLINK-PORT-AUTH-ENABLED"
switchport access vlan 101

switchport mode access

authentication host-mode multi-host
authentication order dotlx

authentication priority dotlx

authentication port-control auto

dotlx pae authenticator

end

oowsw yuolé g RADIUS

o2 IJpuob §6 wso udbs 1Jsuesd (IJes wepd Jedepuw) 9¢lse RADIUS. szu 1o sl JJ
puopl Vs u‘.’j;ol.)é IJIZ). 1Jb,s96 1Ugesss ldos wod wol udbs IJg ol a_9._s ol e
RADIUS os I suwwese gbe RADIUS Luolso Lols)o po pyze SCEP CA IJss luosy Jolso AP

Is_ol.
WO ISE: luwdd IJs 1dbLs > Juoble > luuble bdole wydse Jvoble

Bp wlouble CSR soguiss 1Jzd9d wpedsple &858 ISE 1JglLos wd.



= Cisco ISt Administration « System

Deployment Licensing Certificates Logging Maintgnance Upgrade Health Checks Backup & Restore Admin Access Settings

Cortificats Massguenent . Certificate Signing Request
System Cenificates Certicate types will require ditferent exiended key uwsages. The list below oullines which exiended key usages an reguired for sach cartificate type
Trussed Cerdicates ISE Identity Certificates:
OCSP Clent Profile + Risii-Uisa (Admin, EAP, Portal, puflid] - Cilont and Servr Authentication

Certificate Signing Requests + Acmin - Server Authentication
« EAP Authenticalion - Server Authentication
Gertificate Pariodic Gheck Se.
-0

entication - Server Authantication

* Portal - Server Authentication

Cartificats Authority N o pullid - Ciest and Server Authentication
* SAML - SAML Sgning Cartéicate
+ FSE Messaging Service - Generale & Signing Certificate or generate a tvand new Messaging Certificate.
« Dats Connest Cortificate - Connpel ta Ovacls Datsbiass
ISE Certificate Authority Certificates:
* FSE Root GA - This is not a signing request, but an abisty 1o generate a brand new Root GA certificabe for the ISE G functionality
« ISE intermediate CA - This is an Intemediste CA Signing Request

» Benow ISE OCSP Respondar Cortificates = This Is not s sigaisa requast. but sn ability to renew tha OCSP responder corttiicsts that i signad by the ISE Rest CASE Intermediste CA.

Usage

Cortificatofs) will bo used for  EAP Authemtication ~
Aliow Wikdcard Cestificates. [

Node(s)

Chaeaene CSE's for these Modes:

Hesde CSR Friendiy Mame
B sE00 ISESRHEAP Authertication
Subject
Common Name (GN)
SFODNS

Organizational Unit {OU)
Owganization (0
City (L)

State (ST)

wPT)d i Sup wodsdoli spdud wuorsyol suuweg Juool Juue I..suol
loowd Ids guslo IP 1Jgluo o Windows CA 9l o [certsrv/ |Js eusly URL

lu9) eds bdo Jvolsé

<« = G A\ Nonsécurisé | 192.168.1.98/certsry/

Micresoft Active Di E : 5 — mydomain-WiN- T1QDOU-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with
You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.
Select a task:

Request a cerificate

View the status of a pending_ceriificate request

Download a CA certificate, certificate chain, or CRL

lody eds buwld bde gvolss wluwegsle base-64 ...



< G A Non sécurisé 192.168.1.98/certsrv/certrqad.asp

Microsoft Active Directory Certificate Services — mydomain-WIN-3E202T1QD0U-CA

Advanced Certificate Request

The policy of the CA determines the types of certificates you can request. Click one of the following options to:

Create and submit a request to this CA.
Submit a cerfificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file.

IJuod wuo CSR W pywg IJuue. I Blde yolss ¢he IUssw.

« O Ak Non sécurisé | 192.168.1.98/certsrv/certrgxtasp

Microsoft Active Direclory Cerificate Services — mydomain-WIN-JE202T1QD0U-CA

Submit a Certificate Request or Renewal Request

To submit a saved request ta the CA, paste a base.6d.encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an extemal source (such as a Web server) in the Saved Request box

Soved Request:

Basi-B4-encaded
cartificats request
(CMC or

PKCS #10 or
PHCE #T)

Centilicate Template:

o templaties foundl) ¥|

Additional Attributes:

Asribustas |

Spdud wed 3JY wewse o3 ldyvols gJs ISE wldyzee IJs Blispes bde wsdse [Jduvolss
9ldud) W99 yob IUgbolss. spdud wes 3dd weesd IUgvols IJos zuode edsol oo Windows
C.
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Deploymeant Licensing Certificates Logging Maintanance Upgrade Health Checks Backup & Restore Admin Access Settings
Cortificats Mansgamont -

Certificate Signing Requests

Syateen Cortificates

Trusted Certificates
Generate Certificate Signing Requests [CSR)
OCSP Chient Profile

n o A Certificate Signing Requests (CSRs) must be sent 10 and signed by an extemnal suthority. Click *export”™ 10 downlond cne of mone C5RS 30 that they mary be signed by an external suthority. After o frequest has been signed, click
Cenificate Signing Requests

this list
Cevtificate Periodic Check Se...
Cartificate Authority * [ Friendly Name Certificate Subject Koy Length  Partal gro.  Timestamp Host
B ISES9MEAP Authentication CNe=ISEQD. mydomain.local 4096 Mon, 30 Ot 2023 ISE09

06 19 o9 1Joedld e puold 86 802.1x U wddss

leuod £Js 90509J 9258 IJoedp 1Js 0dbs 1Jsuo9d 96 wouvgsd IJie):

#show ap authentication status

Je sop wpdsu puob§é u§bs lJy o



wvedlo 9226 IJoedpe oo AP wes wpdsu puol> 96 AP:
APOCD@.F89A.46E0+#[*+09/26/2023 08:57:40.9154]

[%09/26/2023 08:57:40.9154] Restart for both CAPWAP DTLS & 802.1X LSC mode
[*09/26/2023 08:57:40.9719] AP Rebooting: Reset Reason - LSC mode ALL

e puelb 96 AP wuele:

030 gswo pu wwedle 9228 wede L6 IUsLesd wubs) [Us puolb 6 Llees:

*09/26/2023 07:33:57.5512] hostapd:dotlx: RX EAPOL from 40:f0:78:00:a1:02

*09/26/2023 07:33:57.5513] hostapd:EAP: Status notification: started (param=)

*09/26/2023 07:33:57.5513] hostapd:EAP: EAP-Request Identity

*09/26/2023 07:33:57.5633] hostapd:dotlx: RX EAPOL from 40:f0:78:00:a1:02

*09/26/2023 07:33:57.5634] hostapd:EAP: Status notification: accept proposed method (param=TLS)
*09/26/2023 07:33:57.5673] hostapd:dotlx: CTRL-EVENT-EAP-METHOD EAP vendor 0 method 13 (TLS) selected
*09/26/2023 07:33:57.5907] hostapd:dotlx: RX EAPOL from 40:f0:78:00:a1:02

*09/26/2023 07:33:57.5977] hostapd:dotlx: RX EAPOL from 40:f0:78:00:a1:02

*09/26/2023 07:33:57.6045] hostapd:dotlx: RX EAPOL from 40:f0:78:00:a1:02

*09/26/2023 07:33:57.6126] hostapd:dotlx: RX EAPOL from 40:f0:78:00:a1:02

*09/26/2023 07:33:57.6137] hostapd:dotlx: CTRL-EVENT-EAP-PEER-CERT depth=1 subject="'/DC=com/DC=tac-Tab
*09/26/2023 07:33:57.6145] hostapd:dotlx: CTRL-EVENT-EAP-PEER-CERT depth=0 subject='/C=IN/ST=KA/L=BLR/
*09/26/2023 07:33:57.6151] hostapd:EAP: Status notification: remote certificate verification (param=su
*09/26/2023 07:33:57.6539] hostapd:dotlx: RX EAPOL from 40:f0:78:00:a1:02

*09/26/2023 07:33:57.6601] hostapd:dotlx: RX EAPOL from 40:f0:78:00:a1:02

*09/26/2023 07:33:57.6773] hostapd:dotlx: RX EAPOL from 40:f0:78:00:a1:02

*09/26/2023 07:33:57.7812] hostapd:dotlx: RX EAPOL from 40:f0:78:00:a1:02

*09/26/2023 07:33:57.7812] hostapd:EAP: Status notification: completion (param=success)

*09/26/2023 07:33:57.7812] hostapd:dotlx: CTRL-EVENT-EAP-SUCCESS EAP authentication completed successf
*09/26/2023 07:33:57.7813] hostapd:dotlx: State: ASSOCIATED -> COMPLETED

*09/26/2023 07:33:57.7813] hostapd:dotlx: CTRL-EVENT-CONNECTED - Connection to 01:80:c2:00:00:03 comp]l
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lowoduld Igble o ol> 86 802.1X gl oJlzol

&3 PCAP gJs 9,0d0 AP 90288 pu pueb 86 RADIUS. Wspl sJs zie pu ldpuehb @6 IJulzzs.

L. 07:47:17.152983 Cisce, 2 - E Response, Id?‘!\‘-al;‘l-Fu:M“\ size Linited during capturel

Entrypted Hardihake Mesiage

L e O7:47517,34296 63 AP Response, TL5 EAP (EAP-TLSI[Packet size Limited du
479, O7:47:17.376979 18.186. 1813 55431 Access-Accept ideZ51

Sees TCPdump pu ISE JIJo gl 1Jpuol> 6.

Il oo oold puvdJs izl leole Ideuol> 86 Buvsdip IJedlb 1z wuvdd posles po
9,0J8 AP 1Juddsé 9zl ISE.

Iy wuoese IJigble J AP:

#debug ap authentication packet

pedyple dlo LoJs

¢ o o5y 802.1X £.hs AP Ul wegsle AireOS
v s lede.se 9800 ,) LSC

¢ LSC v ivdis] pol) ) 9800
¢ oJasy 802.1X Ju bl | 9800
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https://www.cisco.com/c/ar_ae/support/docs/wireless-mobility/wireless-lan-management/215557-configure-scep-for-locally-significant-c.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/catalyst-9800-series-wireless-controllers/217848-configure-802-1x-supplicant-for-access-p.html
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