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AP# configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z
AP(confi g)# interface DotllRadio0.1

AP(confi g-subif)# encapsulation dotlQ 1 native

AP(confi g-subif)# interface FastEthernet0.1

AP(confi g-subif)# encapsulation dotlQ 1 native
AP(config-subif)# end

AP# write memory
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AP# configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z
AP(confi g)# interface DotllRadio0.10

AP(config-subi f)# encapsulation dotlQ 10

AP(confi g-subif)# interface FastEthernet0.10

AP(config-subi f)# encapsulation dotlQ 10

AP(config-subif)# end

AP# write memory
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AP# configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z
AP(confi g)# interface DotllRadio0.30

AP(confi g-subi f)# encapsulation dotlQ 30

AP(confi g-subif)# interface FastEthernet0.30

AP(confi g-subif)# encapsulation dotlQ 30

AP(config-subif)# end

AP# write memory
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AP# configure terminal
.Enter configuration conmands, one per line. End with CNTL/Z

AP(confi g)# interface DotllRadio0
AP(config-if)# ssid Red



AP(config-if-ssid)# vian 10
AP(config-if-ssid)# end
AP# write memory
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AP# configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z
AP(confi g)# interface DotllRadio0

AP(config-if)# ssid Green

AP(config-if-ssid)# vlian 30

AP(config-if-ssid)# end

AP# write memory
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bri dge# configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z
bri dge(config)# interface DotllRadio0.1

bri dge(confi g-subi f)# encapsulation dotlQ 1 native

bri dge(confi g-subif)# interface FastEthernet0.1

bri dge(confi g-subi f)# encapsulation dotlQ 1 native

bri dge(config-subif)# end

bri dge# write memory
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bri dge# configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z
bri dge(confi g)# interface DotllRadio0.10

bri dge(confi g-subif)# encapsulation dotlQ 10

bri dge(confi g-subif)# interface FastEthernet0.10

bri dge(confi g-subif)# encapsulation dotlQ 10

bri dge(config-subif)# end

bri dge# write memory
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AP# configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z

bri dge(confi g)# interface DotllRadio0.30

bri dge(confi g-subi f)# encapsulation dotlQ 30

bri dge(confi g-subif)# interface FastEthernet0.30



bri dge(config-subif)# encapsulation dotlQ 30
bri dge(config-subif)# end
bri dge# write memory
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Cisco Aironet 1300 Series Wireless Bridge

Hesiname labbri310ip93 labbr1310ipd3 uptime is 3 days, 18 houwrs, 45 minutes

Security: 510 Manager
5510 Properties

Current S50 List

< NEW > ] S510: Elack

WLAN: 1 ] i VLAMN

Hetwork ID; (0-4096)

I Delete

Authentication Settings

Authentication Methods Accepted:
¥ Open Authenticalion: | < ND ADDITION> =
| Shared N =
Authentication: < NO ADDITION: -
[ Netword EAP: [ NO ADDITION » i

Server Priorities:
EAF Authentication Servers MAC Authentication Servers

inslall oo SSID 51> 802.11G-0 plall o31,U SSID Laslas ey éixaall Jawl I el a8
dalnal> .SSID duwlwVl gl cuss &awiol!




Usemanme | Password: |

Cappty ) [ Cancel )
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AP# configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z
AP(confi g)# interface DotllRadio0

AP(config-if)# ssid Black

AP(config-if-ssid)# vlian 1

AP(config-if-ssid)# infrastructure-ssid

AP(config-if-ssid)# end

AP# write memory
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AP(configure)#bridge 1
255 JI1 o sl wlegazo pud i diSa, tda>No
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AP# configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z

AP(confi g)# interface DotllRadio0.1

Ap(confi g-subif)# encapsulation dotlg 1 native

.Ap(config-subif)# bridge group 1 !/--- Here "1" represents the bridge group number
ap(config-subif)# exit
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Ap(config)# interface fastEthernet0.1

Ap(confi g-subif)# encapsulation dotlg 1 native

.Ap(config-subif)# bridge group 1 !/--- Here "1" represents the bridge group number
Ap(config-subif)# exit
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AP(configure)#bridge irb

Sbldl 5950 455> a>gi 21 o (BVI) Ll dcoaxal 4o Uall dg>loll pogio gorall layllg azeill patiuw
ol olegaxo w9l ] wlegooy dg>gall wle>lgll u

aiSJ9 Juogill BVI ac, ¥ igago dsle dgalsS Jas: il 3 aaall Joxo ago (o dxol,idl dgaly oo BVI
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BVI JI 1 sl

Ap(confi gure)#interface BVI 1
.AP(config-if)#ip address 10.1.1.1 255.255.0.0 !--- Assign an IP address to the BVI
Ap(config-if)#no shut

53l 03D 42659 4 dwoll Jwlall ] dcgazo oo dalimall axzgill dlall o3l Joui) BVI (S .2
---1Ap(config)# bridge 1 route ip
.This example enables the BVI to accept and route the IP packet ---!
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0S 6 jla> 85lo—, LSl pliso

dcgazo dlo> cly ,oIl «dlnd; dsio _JI VLANS dbaiis ol 08 63la> 65l [aS, ol glise clSuu in order to
<port #> <vlan list/# dudnai 61>9> dlaiiv dCg90ow09 dot1q e <# port/# ddaai 61>9> daii

58 i) ool puw )l 2395 I o Jlio

set trunk 2/1 on dotlg
set trunk 2/1 1,10,30

I0S _JI 6.iimoll Catalyst Switches o¥oxoll — Joxoll 11055

205 &S 131 paloVl 038 J2l agloll (oS o9 e

Jowog ds; JI VLANS daiis _JI switchport 95 -
i0s oS ol pliss 65> 65l le -
6x004x0035x0295x_uaxll ¥V Jladl Juw _Je CatlOS zol . youai -

switchport mode trunk

switchport trunk encapsulation dotlqg
switchport nonegotiate

switchport trunk native vlan 1

switchport trunk allowed vlan add 1,10,30

W9 (DTP) (Saoluall Juogill JsSei9, 10S JI éaimall Cisco Aironet asluI 6)-@>,3=ll PXSVRVRL1- LA P
aliy Joglaidl ol VI Jog=all e oy

2900x1/3500x! 6 3li> 8slo— i pliso

dlag; daio _JI VLANS dbaiis ol switchport JI JSuiy ol el 3 0l ol 138 alss coslwl JSis o)l oo
fios Las ol glias 3500xI 91 2900x1 65le> 65l e

switchport mode trunk

switchport trunk encapsulation dotlg
switchport trunk native vlan 1
switchport trunk allowed vlan 1,10,30
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aSlwM| olaoll 10 , gaxill

lell>9 Jowooll das e WI> leinoSs oo Ll VLAN &lSuis gao> Lo 2 —show vian -

ap#show vlan
(Virtual LAN ID: 1 (IEEE 802.1Q Encapsulation

VLAN Trunk Interfaces: FastEthernetO.1
Dot 11Radi 00. 1
Vi rtual - Dot 11Radi 00. 1

(This is configured as native Vlan for the following interface(s
Fast Et her net 0
Dot 11Radi 00
Vi rtual - Dot 11Radi 00

: Protocol s Configured: Addr ess: Recei ved: Transnitted
Bri dgi ng Bridge Goup 1 36954 0
Bri dgi ng Bridge Goup 1 36954 0

(Virtual LAN ID: 10 (IEEE 802.1Q Encapsulation

VLAN Trunk Interfaces: FastEthernetO.10
Dot 11Radi 00. 10
Vi rt ual - Dot 11Radi 00. 10

: Protocol s Configured: Addr ess: Recei ved: Transnitted
Bri dgi ng Bri dge G oup 10 5297 0
Bri dgi ng Bri dge G oup 10 5297 0
Bri dgi ng Bri dge G oup 10 5297 0

(Virtual LAN ID: 30 (IEEE 802.1Q Encapsulation

VLAN Trunk Interfaces: FastEthernetO0.30
Dot 11Radi 00. 30
Vi rt ual - Dot 11Radi 00. 30

: Protocol s Configured: Addr ess: Recei ved: Transnitted
Bri dgi ng Bri dge G oup 30 5290 0
Bri dgi ng Bri dge G oup 30 5290 0
Bri dgi ng Bri dge G oup 30 5290 0
#ap

.

SSID/VLAN JSJ s jisall eMasl Jo> ologleo o s2—abil8] show dot1

ap#show dotll associations

:Cient Stations on Dot11Radi o0 802. 11
[SSID [ Green

[SSID [ Red

(O hers: (not related to any ssid

#ap

2lisall i)

daio e dlaii dl> —<#port# ddaai 62>9> daiss o e Lo, (Catalyst OS _JI| xiiwy Jo=o e -



Consol e> (enabl e) show trunk 2/1
i ndicates vtp domain m smatch - *

Por t Mode Encapsul ati on Status Native vl an

""""" on  dotlg  trumking 1 2/1

Por t VI ans al |l owed on trunk

Por t VI ans al l owed and active in managenment domain

Por t VI ans in spanning tree forwardi ng state and not pruned

(Consol e> (enabl e

o> dl> — show interface fastEthernet <module #/port#> trunk _o =, {OS _J| xiwe Jo=xo _Jc -

dizo dg>ly Lle JlasVl
2950g#show i nterface fastEthernet 0/22 trunk

Por t Mode Encapsul ation Status Native vlan
Fa0/22 on 802.1q trunking 1

Por t VI ans al |l owed on trunk

Fa0/22 1,10,30

Por t VI ans al | owed and active in nmanagenment domain

Fa0/ 22 1,10, 30

Por t VI ans in spanning tree forwarding state and not pruned
Fa0/ 22 1,10, 30

#29509A

— port#> switchport/# daas 61>9> FastEthernet ¢,8 o e (2liao 2900xI1/3500xI 6la> 65le e -

Llage o8 e dbiis db> o,

cat 3524xl| #show i nterface fastEthernet 0/22 sw tchport
Nane: Fa0/ 22

Swi t chport: Enabl ed

Admini strative node: trunk

Operational Mode: trunk

Admini strative Trunki ng Encapsul ation: dot 1q
Operational Trunking Encapsulation: dotlg
Negoti ati on of Trunking: Disabled

((Access Mode VLAN. 0 ((Inactive

(Trunking Native Mode VLAN. 1 (default
Trunking VLANs Enabled: 1,10,30,1002-1005
Trunking VLANs Active: 1,10,30

Pruni ng VLANs Enabl ed: 2-1001

Priority for untagged franes: O
Override vlan tag priority: FALSE
Voi ce VLAN. none

Appl i ance trust: none

Sel f Loopback: No

#w an- cat 3524xl - a

Le>MNolg clasVl OLiSiwl

Sl g Le>Noly elas VI BliSiwy 63320 ologleo > 965 ¥



dlo ol olo

(Jaogll das; 'ueSS -U)) VLAN o l8ub eSS -

Guuz)l 0085 o) VLAN oS (09SG5 -

il Juogill pe> -

alall ol oV¥exall 2o Jelaill -

Jwogill Assi) plnill o lllio -

Juogdll _le dole 6 ks -

culil] ISR 15085 Jbio _Je aSLuMI a8sLaall glosl -

SDM 14955 Jlio JMS 0 culi)l ISR e aSLuWI d8s5kaoll glosl -
LEAP @85La0 5055 Jlog WEP i ISR plasiwly &SLwlUI LAN aSyi JuasVl -
aSLuwMI LAN aSuis JlasV ,_puwluwdl ueSill _le Jbo -

Cisco Systems - olaiuwally sl acall -



//www.cisco.com/en/US/docs/wireless/access_point/12.4_3g_JA/configuration/guide/s43vlan.html?referring_site=bodynav
//www.cisco.com/en/US/docs/wireless/access_point/1300/12.2_15_JA/configuration/guide/o13vlan.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk389/tk390/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk389/tk689/technologies_tech_note09186a008017f86a.shtml?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_2/ibm/configuration/guide/bcfbrov_ps1835_TSD_Products_Configuration_Guide_Chapter.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/routers/ps380/products_configuration_example09186a00808a8d80.shtml#?referring_site=bodynav
//www.cisco.com/en/US/products/hw/routers/ps380/products_configuration_example09186a00808acf2f.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a0080608364.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008055c39a.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



