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AP#configure terminal
.Enter configuration conmands, one per line. End with CNTL/Z
AP(confi g) #aaa group server radius rad_eap

AP(confi g-sg-radi us) #server 10.0.0.3 auth-port 1645 acct-port 1646



AP(confi g-sg-radi us) #exit
AP(confi g) #aaa new-model
AP(confi g) #aaa authentication login eap_methods group rad eap

AP(confi g) #radius-server host 10.0.0.3 auth-port 1645
acct-port 1646 key labapl200ip102

AP(confi g) #end

AP#write memory
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« Log RADIUS Tunneling Packets from this
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AP#configure terminal
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.Enter configuration comrmands, one per line. End with CNTL/Z

AP(confi g) #interface dotllradio 0

AP(config-if)#encryption mode wep mandatory

AP(config-if)#end

AP#write memory
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AP#configure terminal

.Enter configuration comrmands, one per line. End with CNTL/Z
AP(confi g) #interface dotllradio 0

AP(config-if)#ssid labap1200
AP(config-if-ssid)#authentication open eap eap_methods
AP(config-if-ssid)#authentication network-eap eap methods
AP(config-if-ssid)#end

AP#write memory

3>V <9 9 awilaall 6)b]9 ddlio] ol dSlo] UiSay « pwll EAP (68 duwluwl dadogll 15T 5,209
Le>Noly el Bliiuw! ddoe Juguid drsabgll & lumwgall §99 Inbses S| aillbg dan, gios

- " . - .-!I
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Jlx o0 Al i ille (ladd goluuall eMawll) 213Vl a2 i 515l dlawles o=l solsl Loz, pcs ai
ol ol 2131

dos; e ligSi pi il RADIUS ps13 wlegoxe gy dnild Lo ,2,—show radius server-group all -
Joogll

Le>Nolg cllasV BlaSiwl

Le>Noolg elasVl BliSiwl el 2|

LS oy steps in order to 13D sl

9l lpss Sloleall, Juwogs 9l 30> awogs clisl a8 (Jsoell il> o zol il ol 6acluall 51YI 5 .1
Sl 0S5 L8 e sl BVl pac ¢loia) dliloioll

950 a9sLanll Julasiy 08 dax>Wl a9sbanll gios (SLwdl 5,01 (9 JSlie &9a> awlSsl e cliasll .2
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05 Q8 o g9 o5 Network-EAP a5 clell 09 ("SSID Lua0" dxawo 9 (GUI) dwoguu JI pakisuoll
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Radi us- server host x.x.x auth-port x access-port x laxll o 8835 ((CLI) joloVl Jlaw dg=l9 oo
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Le>Noolg elasVl BliSiwl ol

Juds o0 M pun e (Jasd Golzuuall eMasll) 21,3Vl a2 jio 61l dlawley o)l jolsl Loz, PS> P
ol ol Z1.5]

daleiall elasVl ponas olosko iy g dxbsS Jo> Juoladll o LS 1526 elazVl aouss oBslas Sgs
EAP

a3Vl auuai olol 9 dogall Glogleall =1, debug yolsl jlasl Jid rda>Ve

0359 Jwoll o soglail) duus Il (VI 9l) olowwsidl o ,e—alldl jlg> -debug dot11 aaa -
a2l d9slkas o g% (b lowd .ad50anll
Mar 1 02:37:46.846: dot1l_auth_dotlx_send_id_req_to_client: Sending*
identity request to 0040.96ac. dd05
:Mar 1 02:37:46.846: dot1ll_auth_dotlx_send_id_req_to_client*
0040. 96ac. dd05 tiner started for 30 seconds
Mar 1 02:37:46.930: dotl1ll_auth_dotix_run_rfsm Executing*
Action( CLI ENT_WAI T, EAP_START) for 0040. 96ac. dd05
:Mar 1 02:37:46.931: dotl1ll_auth_dotlx_send_id_req_to_client*
(Sending identity request to 0040.96ac.dd05 (client
Mar 1 02:37:46.931: dot1ll_auth_dotlx_send_id_req_to_client: Client*
0040. 96ac. dd05 tiner started for 30 seconds
Mar 1 02:37:46.938: dot1ll_auth_dotix_run_rfsm Executing*
Action(CLI ENT_WAIT, CLI ENT_REPLY) for 0040.96ac. dd05
:Mar 1 02:37:46.938: dotll auth_dot1x_send_response_to_server*
Sending client 0040.96ac.dd05 data (User Name) to server
:Mar 1 02:37:46.938: dotll auth_dot1x_send_response_to_server*
Started tinmer server_tinmeout 60 seconds
Mar 1 02:37:47.017: dot1ll_auth_dotix_run_rfsm Executing*
Act i on( SERVER_WAI T, SERVER _REPLY) for 0040. 96ac. dd05
:Mar 1 02:37:47.017: dot11_aut h_dot 1x_send_response_to_client*
Forwarding server message(Challenge) to client 0040.96ac.dd05
:Mar 1 02:37:47.018: dot11_aut h_dot 1x_send_response_to_client*
Started tinmer client_tinmeout 20 seconds
Mar 1 02:37:47.025: dot1ll_auth_dotix_run_rfsm Executing*
Action(CLIENT_WAIT, CL | ENT_REPLY) for 0040.96ac. dd05
:Mar 1 02:37:47.025: dotll aut h_dot1x_send_response_to_server*
Sending client 0040.96ac.dd05 data(User Credentials) to server
------------------- Lines Omitted for simplicity-------------------
:Mar 1 02:37:47.030: dot11l_auth_dot1x_send_response_to_client*
Started tinmer client_tinmeout 20 seconds
Mar 1 02:37:47.041: dot11_auth_dot1x_run_rfsm Executing Action*
SERVER WAI T, SE RVER_PASS) for 0040. 96ac. dd05)
:Mar 1 02:37:47.041: dot11_aut h_dot 1x_send_response_to_client*
Forwarding server message (Pass Message) to client
0040.96ac.ddos
:Mar 1 02:37:47.042: dot11_aut h_dot 1x_send_response_to_client*
Started tinmer client_tinmeout 30 seconds
SMar 1 02:37:47.043: %OO0T11-6- ASSCC. Interface DotllRadioO0*
Station TACWEB 0040 .96ac.dd05 Associated KEY MGMT|[NONE] (Client stays
(associated to the access point

@ 13® debug oVl daclus 655 JA(15)12.2 S Cisco 10S Software goliu wlylusl 9 :da>Ve
.debug dot11 aaa dot1x state-machine
23159 Jwodl o Loglaill a8l Hloxll wYBs| Lo ,=,—debug dot11 aaa (§sLao dlac -
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auai ol acluo 955 JA(15)12.2 Jid Cisco 108 software gol s wllus] (9 1da>Ne.d95lasll
.alac debug dot11 aaa dot1x _® 1i® clasVI

logluogi pis (LadMSY (rally o3I w RADIUS wlioglas o ,2,—debug radius authentication
:alilall 495kaoll 2 %0 138 (AP) Jouwogll dlads dawlg,

Mar 1 02:34:55.086: RADI US/ ENCODE( 00000031): Orig. conponent type = DOT11*
Mar 1 02:34:55.086: RADI US: AAA Unsupported Attr: ssid [264] 5*

[Mar 1 02:34:55.086: RADIUS: 73 73 69 [ssi*

Mar 1 02:34:55.086: RADI US: AAA Unsupported Attr: interface [157] 3*

[Mar 1 02:34:55.087: RADIUS: 32 [2*

Mar 1 02: 34:55.087: RADI US(00000031): Config NAS IP: 10.0.0.106*

Mar 1 02:34:55.087: RADI US/ ENCODE(00000031): acct_session_id: 47*

Mar 1 02:34:55.087: RADI US(00000031): Config NAS | P: 10.0.0.106*

Mar 1 02:34:55.087: RADI US(00000031): sendi ng*

Mar 1 02: 34:55.087: RADI US(00000031): Send Access-Request*

to 10.0.0.3 :164 5 id 1645/61, len 130

- Mar 1 02:34:55.088: RADIUS: authenticator OF 6D B9 57 4B A3 F2 OE*

A4 7TE D3 C2 26 EB 77 56

“Var 1 02: 34:55.088: RADIUS: User-Name [1] 8 "wirels*

Mar 1 02:34:55.088: RADIUS: Framed-MIU [12] 6 1400*

“Mar 1 02:34:55.088: RADIUS: Called-Station-1d [30] 16 "0019. a956. 55c0*
“Mar 1 02: 34:55.088: RADI US: Ccalling-Station-Id [31] 16 "0040.96ac.ddo5*
[Mar 1 02:34:55.088: RADIUS: Service-Type [6] 6 Login [1*

Mar 1 02:34:55.088: RADI US: Message- Aut henti cat o[ 80] 18*

Mar 1 02:34:55.089: RADIUS: 73 8C 59 C4 98 51 53 9F 58 4D 1D EB A5*

[ ??4A AB 88 [ s?Y??2QS?XM???)

Mar 1 02:34:55.089: RADI US: EAP-Message [79] 13*

"Mar 1 02:34:55.089: RADIUS: NAS-Port-Id [87] 5 "299*

Mar 1 02:34:55.090: RADIUS: NAS-I|P-Address [4] 6 10.0.0.106*

"Mar 1 02:34:55.090: RADIUS: Nas-ldentifier [32] 4 "ap*

Mar 1 02:34:55.093: RADI US. Received from id 1645/61*

Access-Challenge, len 79 ,1645: 10.0.0.3

- Mar 1 02:34:55.093: RADIUS: authenticator 72 FD C6 9F Al 53 8F D2*

9B B4 77 B8 973 49 87 84

----------------------------------- Lines Omtted------------------o-o-
Mar 1 02:34:55.117: RADI US(00000031): Config NAS | P: 10.0.0.106*

Mar 1 02:34:55.118: RADI US/ ENCODE(00000031): acct_session_id: 47*

Mar 1 02:34:55.118: RADI US(00000031): Config NAS | P: 10.0.0.106*

Mar 1 02:34:55.118: RADI US(00000031): sendi ng*

Mar 1 02:34:55.118: RADI US(00000031): Send Access-Request to*

id 1645/62, len 168 5 164: 10.0.0.3

- Mar 1 02:34:55.118: RADIUS: authenticator 49 AE 42 83 C0 E9 9A A7*

OF 4E 7C F4 C7 1F 24 07

"Mar 1 02:34:55.118: RADIUS: User-Name [1] 8 "wirel s*

Mar 1 02:34:55.119: RADIUS: Framed-MIU [12] 6 1400*
----------------------- Lines Omitted-----------mmmmmm oo
Mar 1 02:34:55.124: RADI US. Received from id 1645/62*

Access-Reject, len 56 ,1645: 10.0.0.3

- Mar 1 02:34:55.124: RADIUS: authenticator A6 13 99 32 2A 9D A6 25*

AD 01 26 11 9A F6 01 37

Mar 1 02:34:55.125: RADI US: EAP- Message [79] 6*

[????] Mar 1 02:34:55.125: RADIUS: 04 15 00 04*

Mar 1 02:34:55.125: RADI US: Reply-Message [18] 12*

Mar 1 02:34:55.125: RADIUS: 52 65 6A 65 63 74 65 64 0A OD*

[??Rejected]

Mar 1 02:34:55.125: RADI US: Message- Aut henti cat o[ 80] 18*

Mar 1 02:34:55.126: RADI US(00000031): Received fromid 1645/ 62*

Mar 1 02:34:55.126: RADI US/ DECODE: EAP- Message fragnments, 4, total 4 bytes*
Mar 1 02:34:55.126: RADI US/ DECODE: Repl y- Message fragnents, 10, total 10 bytes*
Mar 1 02:34:55.127: %OOT11-7- AUTH FAI LED: sStation*

0040.96ac.dd05 Authentication failed

a9sLaall 03139 Lol jlel u d95Laall AAA clogles o ,2,—debug aaa authentication -
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