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Wireless LAN Controller
WLZ 5760

Layer 3 Switch

351D EAPFAST

P

dole 6,ln;
owsls 9 ueSil 13 el > ping

(GUI) dsoam I przimsll dg=l9 o (CLI) Lolo¥l law dg>ly plasiwl, WLC 5760/3850 (95i a8 .1
(RADIUS p515) ACS 5.2 (555 p8 .2

CLI plaziuwl, WLC 5760/3850 1955

dgllaall Juosdl VLAN &S WLAN aSois ie5a) (CLI) olgVl Slauw ag>l9 plazviuw] &S el,2V 13D wauny
:a95Laall 9 b dasls JI lelalazxig

w an EAPFAST 4 EAPFAST
client vlan VLANOO20
security dotlx authentication-list ACS
session-tinmeout 1800



no shut down

aaa new nodel

!

!

aaa group server radius ACS

server nanme ACS
|

aaa aut hentication dotlx ACS group ACS

radi us server ACS
address ipv4 10.106. 102. 50 auth-port 1645 acct-port 1646
key Ciscol23

dot 1x system auth-contro
dgogu | pasiuall dg2ly plasiwl WLC 5760/3850 )9S
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WLAN EAP-FAST iy Jsasl Juogs .aumo JSuiny oSl Jac 25T pusll 13D pasiwl

E:] Intel® PROSetMWireless Wiki Connection Utility
File Tools Adwvanced Profiles Help

You are connected to EAPFAST.

Metwork M arme: E&APFAST
Speed: 104.0 Mbps

Signal Clualiby: Ewellent
IF Address: 2020203

WiFT Mebwarkz [59)

EAPFAST Connected .. a6
lllllf} Thiz nebwork. has security enabled o é 0 B
DVA b anual ;a 8 @
II'IIQ Thiz network. has security enabled o Q 0
<55ID not broadcast>» q
lllllf} This network. has secunty enabled é 0
<55ID not broadcast> Q
|I|I|] 80
Disconnect []

To manage profiles of previouzly connected Wik netwarks, click the Profiles
Frofiles buttan. _ 5,
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/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

Control | er#sh debuggi ng

:Nova Pl atform

dot 11/ st ate debugging is on

pem events debugging is on

client/ mac-addr debugging is on

dot 11/ detai | debugging is on

mac/ filters[string 0021.5c8c.c761] debugging is on
dot 11/ error debugging is on

dot 11/ nobi | e debugging is on

pem st ate debugging is on

set trace group-wireless-client filter mac 0021. 5c8c.c761
set trace wemdot1x event filter nmac 0021.5c8c.c761

set trace wmdotlx aaa filter nmac 0021.5c8c.c761

set trace aaa wireless events filter mac 0021. 5c8c.c761

set trace access-session core smfilter nac 0021.5c8c.c761
set trace access-session nethod dotlx filter 0021.5c8c.c761

#Control | er

Sep 1 06:00: 18.282: 0021.5C8C. C761 Association received fromnmobile on AP*
C8F9. F983.4260 1 wcm .DMw for client 0:21:5c:t! w 2105HnJ™ wy_st at us

attr |en”G$8\ 227v*K 0

Sep 1 06:00:18.282: 0021.5C8C. Cr61 gos upstream policy is unknown and*
downstream policy is unknown 1 wem r client 0:21:5c:t! w\2105HnJ™ wy_st at us
attr |en”G$8\ 227v*K 0

Sep 1 06:00: 18.282: 0021.5C8C. C761 apChanged 0 w anChanged 1 nschb i pAddr*

apf Radi usOverride 0x0, num Pv6Addr=0 1 wecm nJ*lwy_status O attr ,20.20.20.3

| en"G$8\ 227v K

:Sep 1 06:00:18.282: 0021.5C8C. C761 Applying WAN policy on MSCB. 1 wcnf

i pAddr 20. 20. 20. 3, apf Radi usOverride 0x0, num Pv6Addr=0

:Sep 1 06:00:18.282: 0021.5C8C. C761 Scheduling deletion of Mbile Station*

wem (callerld: 50) in 1 seconds 1

Sep 1 06:00:18.282: 0021.5C8C. Cr61 Di sconnecting client due to switch of W.ANs*
from 1(wpa2psk) to 4(EAPFAST) 1 wcm numl Pv6Addr =0

(Sep 1 06:00:19.174: 0021.5C8C. C761 apf MsExpireCallback (apf_ms.c: 1 wem 664*

I Expiring Mobile

:Sep 1 06:00:19.174: 0021.5C8C. C761 apf MsExpireMobil eStation (apf_ns.c: 1 went
Changi ng state for nmobile 0021.5C8C C761 on AP C8F9. F983.4260 from (6953
Associ ated to Di sassoci ated

Sep 1 06:00:19.174: 0021.5C8C. C761 Sent Deauthenticate to nobile on BSSID*
(CBF9. F983. 4260 slot 1(caller apf_ms.c: 1 wem 7036

:Sep 1 06:00:19.174: 0021.5C8C. C761 apf MsExpireMobil eStation (apf_ns.c: 1 went
Changi ng state for nmobile 0021.5C8C C761 on AP C8F9. F983.4260 from (7092

Di sassociated to ldle

Sep 1 06:00:19.174: 0021.5C8C. Cr61 20.20.20.3 RUN (20) Del eted nobil e LWAPP*
rule on AP [ CBF9.F983.4260 ] 1 wcm 5CB8C. C761 on AP CB8F9.F983.4260 from

Di sassociated to ldle

Sep 1 06:00:19.174: PEMrecv processing nsg Del SCB(4) 1 wcm Deleted nobil e*
Sep 1 06:00:19.174: 0021.5C8C. Cr61 20.20.20.3 RUN (20) FastSSID for the client*
C8F9. F983. 4260 ] NOTENABLED 1 wecm C.C761 on AP C8F9.F983.4260 from]

Di sassociated to ldle

Sep 1 06:00:19.174: 0021.5C8C.C761 Increnmenting the Reassociation Count 1 for*
client (of interface VLANOO20) 1 wem D

:Sep 1 06:00:19.174: 0021.5C8C. C761 O earing Address 20.20.20.3 on mobile 1 wcnt
(for client (of interface VLANOO20

Sep 1 06:00:19.174: 0021.5C8C. Cr61 20.20.20.3 RUN (20) Skipping TMP rule add 1*
(wem lient (of interface VLANOO20

Sep 1 06:00:19.174: 0021.5C8C. Cr61 20.20.20.3 RUN (20) Change state to*
:DHCP_REQD (7) last state RUN (20) 1 wecm

Sep 1 06:00:19.174: 0021.5C8C.Cr61 WCDB_ CHANGE: 1 wem Client 1 mvlan 20 Radi o*
iif id Oxbfcdc00000003a bssid iif id 0x8a3a8000000043, bssid C8F9. F983. 4260



Sep 1 06:00:19.174: 0021.5C8C.C7r61 WCDB_AUTH: 1 wem  Addi ng opt82 | en 0O*

Sep 1 06:00:19.174: 0021.5C8C.Cr61 WCDB_CHANGE: 1 wcm  Suppressing SPI (client*
pendi ng del etion) penstate 7 state LEARN IP(2) vlan 20 client_id 0x8006400000004e
nob=Local (1) ackflag 2 dropd 0, delete 1

Sep 1 06:00:19.174: 0021.5C8C. C761 Sending SPlI spi_epm epmterni nate_session*
successfull 1 wem penstate 7 state LEARN IP(2) vlian 20 client_id
0x8006400000004e mob=Local (1) ackflag 2 dropd 0, delete 1

Sep 1 06:00:19.175: 0021.5C8C. C761 Sending SPlI spi_epm epmterni nate_session*
successfull 1 wem penstate 7 state LEARN IP(2) vlian 20 client_id
0x8006400000004e mob=Local (1) ackflag 2 dropd 0, delete 1

,Sep 1 06:00:19.175: 0021.5C8C.C761 Deleting wireless client; Reason code 0*
Preset 1, AAA cause 1 1 wem 7 state LEARN IP(2) vlan 20 client_id
0x8006400000004e mob=Local (1) ackflag 2 dropd 0, delete 1

Sep 1 06:00:19.175: 0021.5C8C.Cr61 WCDB DEL: 1 wem  Successfully sent*

Sep 1 06:00:19.175: 0021.5C8C.Cr61 Expiring nobile state delete 1 wem on code*
Preset 1, AAA cause 1 ,0

Sep 1 06:00:19.175: 0021.5C8C.C761 0.0.0.0 DHCP_REQD (7) Handling penDel Sch*
Event skipping delete 1 wem state LEARN IP(2) vlian 20 client_id 0x8006400000004e
nob=Local (1) ackflag 2 dropd 0, delete 1

Sep 1 06:00:19.178: 0021.5C8C.C761 WCDB SPI response nsg handl er client code 1*
mob state 1 1 wem g delete

Sep 1 06:00:19.178: 0021.5C8C. C761 apfProcessWwdbClientDelete: 1 wecm Del ete*

. ACK from WCDB

Sep 1 06:00:19.178: 0021.5C8C. C7r61 WCDB_DELACK: 1 wcm wcdbAckRecvdFl ag updat ed*
Sep 1 06:00:19.178: 0021.5C8C. Cr61 WCDB _DELACK: 1 wecm Cient IIF Id dealloc*

. SUCCESS w 0x8006400000004e

Sep 1 06:00:19.178: 0021.5C8C.Cr61 I nvoked platform del ete and cl eared handl e 1*
.wem w 0x8006400000004e

Sep 1 06:00:19.178: 0021.5C8C. C761 Del eting nmobile on AP C8F9. F983. 4260 (1) 1*
.wem w 0x8006400000004e

Sep 1 06:00:19.178: 0021.5C8C.Cr61 Unlinked and freed mscb 1 wecm 8F9. F983. 4260*
(1)

Sep 1 06:00:19.178: WCDB IIF: 1 wem  Ack Message | D: 0x8006400000004e code 1003*
(Sep 1 06:00:19.361: 0021.5C8C. C761 Addi ng nmobil e on LWAPP AP CB8F9. F983. 4260 ( 1*
.wem  x800640000. DM we 1

Sep 1 06:00:19.361: 0021.5C8C.C761 Creating W. station entry for client - rc*
wem 1l 0

Sep 1 06:00:19.361: 0021.5C8C. C761 Association received fromnmobile on AP*

. C8F9. F983. 4260 1 wcm O0.DM we

Sep 1 06:00:19.361: 0021.5C8C. C761 gos upstream policy is unknown and downstreanf
:policy is unknown 1 wcm

Sep 1 06:00:19.361: 0021.5C8C. C761 apChanged 0 w anChanged O nschb i pAddr*

:apf RadiusOverride 0x0, num Pv6Addr=0 1 wcm ,0.0.0.0

2105HnJ” wl i ent _i d 0x80064000"G$8\ 227v/ K\

Sep 1 06:00:19.361: 0021.5C8C.Cr61 Applying W.LAN policy on MSCB. 1 wecm i pAddr*
apf Radi usOverride 0x0, num Pv6Addr=0 ,0.0.0.0

:Sep 1 06:00:19.361: 0021.5C8C. C761 Applying W.AN ACL policies to client 1 wenf
apf Radi usOverride 0x0, num Pv6Addr=0 ,0.0.0.0

Sep 1 06:00:19.361: 0021.5C8C.C761 No Interface ACL used for Wreless client in*
WM NGAC) 1 wem usOverride 0x0, num Pv6Addr=0

Sep 1 06:00:19.361: 0021.5C8C.Cr61 Applying site-specific |IPv6 override for*
"station 0021.5C8C.Cr61 - vapld 4, site '"default-group', interface 'VLANO020
wem 1

Sep 1 06:00:19.361: 0021.5C8C.Cr61 Applying local bridging Interface Policy for*
"station 0021.5C8C.C761 - vlian 20, interface 'VLANOO20' 1 wem erface ' VLANOO20
Sep 1 06:00:19.361: 0021.5C8C. C761 STA - rates (8): 1 wem 140 18 152 36 176 72*
000O0O0OOOO 108 96

Sep 1 06:00:19.361: 0021.5C8C.C761 new capwap_ wp_iif_id b6818000000038, snt
"capwap_ Wwp_iif_id 0 1 wem 8C. Cr61 - vlan 20, interface ' VLANOO20

Sep 1 06:00:19.361: 0021.5C8C. C7/61 WCDB_ADD: 1 wem  Radio || FID*

Oxbf cdc00000003a, BSSID IIF Id 0x81f ac000000041, COCS 4

:Sep 1 06:00:19.361: Load Balancer: 1 wem  Success, Resource allocated are*
Active Switch nunber: 1, Active Asic nunber : 0, Reserve Switch nunber 0 Reserve
Asi c nunber 0. AP Asic numO



Sep 1 06:00:19.361: 0021.5C8C.Cr61 WCDB_ADD: 1 wem  Anchor Sw 1, Doppl er 0%

Sep 1 06:00:19.361: 0021.5C8C. Cr61 WCDB ALLOCATE: 1 wem Cient IIF Id alloc*

. (SUCCESS w client 84fd0000000050 (state O

Sep 1 06:00:19.361: 0021.5C8C.Cr61 iifid Clearing Ack flag 1 wm F Id alloc*

. (SUCCESS w client 84fd0000000050 (state O

Sep 1 06:00:19.361: 0021.5C8C.Cr61 WCDB_ADD: 1 wcm  Addi ng opt82 | en 0O*

Sep 1 06:00:19.361: 0021.5C8C.Cr61 WCDB_ADD: 1 wecm  C eaering Ack flag*

Sep 1 06:00:19.361: 0021.5C8C. Cr61 WCDB_ADD: 1 wem  ssid EAPFAST bssi d*

C8F9. F983. 4260 vl an 20 aut h=ASSOC| ATI ON(0) W an(ap-group/global) 4/4 client 0O
assoc 3 nmob=Unassoc(0) radio 1 mvlan 20 ip 0.0.0.0 src 0xb6818000000038 dst 0xO0
ci d 0x84f dOO0O0000050 gl ob rsc id 16dhcpsrv 0.0.0.0

Sep 1 06:00:19.361: 0021.5C8C. Cr61 WCDB_ADD: 1 wem  mscb iifid 0x84fd0O000000050*
nsinfo iifid OxO0

Sep 1 06:00:19.361: 0021.5C8C.C761 0.0.0.0 START (0) Initializing policy 1*
wem info iifid OxO0

Sep 1 06:00:19.361: 0021.5C8C.C761 0.0.0.0 START (0) Change state to AUTHCHECK*
| ast state AUTHCHECK (2) 1 wecm (ap-group/global) 4/4 client 0 assoc 3 (2)
nmob=Unassoc(0) radio 1 mvlan 20 ip 0.0.0.0 src 0xb6818000000038 dst 0xO cid

0x84f dO000000050 gl ob rsc id 16dhcpsrv 0.0.0.0

Sep 1 06:00:19.361: 0021.5C8C.C761 0.0.0.0 AUTHCHECK (2) Change state to*
8021X REQD (3) last state 8021X REQD (3) 1 wem oup/global) 4/4 client 0 assoc 3
nmob=Unassoc(0) radio 1 mvlan 20 ip 0.0.0.0 src 0xb6818000000038 dst 0xO cid

0x84f dO000000050 gl ob rsc id 16dhcpsrv 0.0.0.0

Sep 1 06:00:19.361: 0021.5C8C.C761 0.0.0.0 8021X REQD (3) DHCP Not required on*
AP CBF9. F983. 4260 vapld 4 apVapld 4for this client 1 wem lient 0 assoc 3
nob=Unassoc(0) radio 1 mvlan 20 ip 0.0.0.0 src 0xb6818000000038 dst 0xO cid

0x84f dO0O00000050 gl ob rsc id 16dhcpsrv 0.0.0.0

Sep 1 06:00:19.361: 0021.5C8C. C761 Not Usi ng WWM Conpl i ance code qosCap 00 1*
wem ed on AP CB8F9. F983. 4260 vapld 4 apVapld 4for this client

Sep 1 06:00:19.361: 0021.5C8C.C761 0.0.0.0 8021X REQD (3) Pl unbed nobile LWAPP*
rule on AP C8F9. F983.4260 vapld 4 apVapld 4 1 wem client

(Sep 1 06:00:19.361: 0021.5C8C. C761 apfPemAddUser2 (apf_policy.c: 1 wem 161*
Changi ng state for nmobile 0021.5C8C. C761 on AP C8F9.F983.4260 fromldle to
Associ at ed

:Sep 1 06:00:19.361: 0021.5C8C. Cr61 Stopping deletion of Mdbile Station: 1 wenf
(callerld: 48)

:Sep 1 06:00:19.361: 0021.5C8C. Cr61 Ms Tinmeout = 0, Session Tinmeout = 1800 1 wcnt
(I'lerld: 48

Sep 1 06:00:19.361: 0021.5C8C. C761 Sendi ng Assoc Response to station on BSSI D*
C8F9. F983. 4260 (status 0) ApVapld 4 Slot 1 1 wem .F983.4260 fromldle to

Associ at ed

(Sep 1 06:00:19.362: 0021.5C8C. C761 apfProcessAssocReq (apf_80211.c: 1 wcm 5260*
Changing state for nobile 0021.5C8C C761 on AP C8F9.F983.4260 from Associ ated
to Associ ated

Sep 1 06:00:19.362: WCDB IIF: 1 wem  Ack Message | D: 0x84f d0OO00000050 code 1001*
:Sep 1 06:00:21.239: 0021.5C8C. Cr61 client inconming attribute size are 485 1 went
anging state for .D'we 0021.5C8C C761 t! wh2105HnJ™ wF983. 4260 from

Ass"GH8\ 227v K

Sep 1 06:00:21.258: 0021.5C8C.C761 0.0.0.0 8021X REQD (3) Change state to*
L2AUTHCOVPLETE (4) | ast state L2AUTHCOVPLETE (4) 1 wem 7l wF983.4260 from
Ass"GH8\ 227v K

Sep 1 06:00:21.258: 0021.5C8C.C7r61 WCDB_ CHANGE: 1 wem Client 1 mvlan 20 Radi o*
iif id Oxbfcdc00000003a bssid iif id O0x81fac000000041, bssid C8F9. F983. 4260

Sep 1 06:00: 21.258: 0021.5C8C.C7r61 WCDB_AUTH: 1 wem  Addi ng opt82 | en 0O*

Sep 1 06:00:21.258: 0021.5C8C. Cr61 WCDB LLM 1 wem  NoRun Prev Mob 0, Curr Mob*
Il mReq 1, return False O

Sep 1 06:00:21.258: 0021.5C8C.C761 auth state 1 npb state O setWre 0 wre 1*
roamsent 0 1 wem rn Fal se

Sep 1 06:00:21.258: 0021.5C8C. Cr61 WCDB CHANGE: 1 wem  aut h=L2_AUTH(1) vl an 20*
radio 1 client_id 0x84f d0O0O00000050 nobility=Unassoc(0) src_int O0xb6818000000038
dst _int Ox0 ackflag O reassoc_client O IImnotif Oip 0.0.0.0 ip_learn_type
UNKNOWN

Sep 1 06:00:21.258: 0021.5C8C.C761 WCDB_ CHANGE: 1 wem In L2 auth but | 2ack*

wai ting | fag not set,so set



(Sep 1 06:00:21.258: 0021.5C8C.C761 0.0.0.0 L2AUTHCOWPLETE (4*

. pemAdvanceState2: 1 wem  MOBI LI TY-1 NCOVPLETE with state 4

(Sep 1 06:00:21.258: 0021.5C8C.C761 0.0.0.0 L2AUTHCOWPLETE (4*

. pemAdvanceState2: 1 wem  MOBI LI TY-1 NCOVPLETE with state 4

Sep 1 06:00:21.258: 0021.5C8C.C761 0.0.0.0 L2AUTHCOWPLETE (4) DHCP Not *
:required on AP CBF9. F983.4260 vapld 4 apVapld 4for this client 1 wem

dst _int Ox0 ackflag O reassoc_client O IImnotif O ip 0.0.0.0 6818000000038

i p_l earn_type UNKNOMN

Sep 1 06:00:21.258: 0021.5C8C. C761 Not Usi ng WWM Conpl i ance code qosCap 00 1*
wem quired on AP C8F9. F983. 4260 vapld 4 apVapld 4for this client

Sep 1 06:00:21.258: 0021.5C8C. C761 0.0.0.0 L2AUTHCOWLETE (4) Pl unbed nobil e*
LWAPP rul e on AP CB8F9.F983.4260 vapld 4 apVapld 4 1 wem client

Sep 1 06:00:21.258: 0021.5C8C. C761 0.0.0.0 L2AUTHCOWLETE (4) Change state to*
DHCP_REQD (7) last state DHCP_REQ (7) 1 wem apVapld 4

Sep 1 06:00:21.258: 0021.5C8C.C7r61 WCDB_ CHANGE: 1 wem Client 1 mvlan 20 Radi o*
iif id Oxbfcdc0O0000003a bssid iif id O0x81fac000000041, bssid C8F9. F983. 4260

Sep 1 06:00:21.258: 0021.5C8C.C7r61 WCDB_AUTH: 1 wem  Addi ng opt82 | en 0O*

Sep 1 06:00:21.258: 0021.5C8C. C761 WCDB_CHANGE: 1 wcm  Suppressing SPI*
Mobility state not known) penstate 7 state LEARN_IP(2) vlan 20 client_id)

0x84f dO000000050 mob=Unassoc(0) ackflag 1 dropd O

Sep 1 06:00:21.258: 0021.5C8C.C761 0.0.0.0 DHCP_REQD (7) pemAdvanceSt at e2*
Adding TMP rule 1 wem e 7 state LEARN IP(2) vlan 20 client_id , 4001

0x84f dO000000050 mob=Unassoc(0) ackflag 1 dropd O

Sep 1 06:00:21.258: 0021.5C8C.C761 0.0.0.0 DHCP_REQD (7) Adding Fast Path rul e*
on AP C8F9.F983.4260 , slot 1 802.1P =0 1 wem client_id 0x84fd0000000050
nob=Unassoc(0) ackflag 1 dropd O

Sep 1 06:00:21.258: 0021.5C8C.Cr61 0.0.0.0 DHCP_REQD (7) Successfully plunmbed*
mobile rule 1 wem F9.F983.4260 , slot 1 802.1P = O"M

Sep 1 06:00:21.258: PEMrecv processing nmsg Add SCB(3) 1 wem 7) Successfully*
pl unbed nobile rule

Sep 1 06:00:21.258: 0021.5C8C.Cr61 Increnmenting the Reassociation Count 1 for*
client (of interface VLANOO20) 1 wcm lot 1 802.1P = O"M

Sep 1 06:00:21.258: 0021.5C8C.Cr61 0.0.0.0, auth_state 7 mmRol e Unassoc !!! 1%
(wem r client (of interface VLANOO20

,Sep 1 06:00:21.258: 0021.5C8C.Cr61 0.0.0.0, auth_state 7 mRol e Unassoc*
(updating wecdb not needed 1 wem  VLANO020

Sep 1 06:00:21.258: 0021.5C8C. Cr61 Tclas Plunb needed: 1 wcm  0O*

Sep 1 06:00:21.258: 0021.5C8C.Cr61 0.0.0.0 DHCP_REQD (7) pemAdvanceState2: 1*
.wem  MOBI LI TY-COVWPLETE with state 7

Sep 1 06:00:21.258: 0021.5C8C.C761 0.0.0.0 DHCP_REQD (7) State Update front
Mobi lity-1nconplete to Mobility-Conplete, nmobility rol e=Local, client

st at e=APF_MS_STATE_ASSCCI ATED 1 wem 1 dropd O

Sep 1 06:00:21.258: 0021.5C8C.C761 0.0.0.0 DHCP_REQD (7) pemAdvanceSt at e2*
Adding TWMP rule 1 wem o Mbility-Conplete, nobility rol e=Local, client ,3611

st at e=APF_MS_STATE_ASSCCI ATED

Sep 1 06:00:21.258: 0021.5C8C.Cr61 0.0.0.0 DHCP_REQ (7) Repl aci ng Fast Path*
rule on AP C8F9.F983.4260 , slot 1 802.1P = 0 1 wm e=Local, client

st at e=APF_MS_STATE_ASSCCI ATED

Sep 1 06:00:21.258: 0021.5C8C.Cr61 0.0.0.0 DHCP_REQD (7) Successfully plunmbed*
mobile rule 1 wem  C8F9. F983.4260 , slot 1 802.1P = 0"M

Sep 1 06:00:21.258: 0021.5C8C.C7r61 WCDB_ CHANGE: 1 wem Client 1 mvlan 20 Radi o*
iif id Oxbfcdc00000003a bssid iif id O0x81fac000000041, bssid C8F9. F983. 4260

Sep 1 06:00:21.258: 0021.5C8C.C7r61 WCDB_AUTH: 1 wem  Addi ng opt82 | en 0O*

Sep 1 06:00:21.258: 0021.5C8C.Cr61 WCDB_ LLM 1 wem  NoRun Prev Mdb 0, Curr*
Mb 1 IInmReq 1, return Fal se

Sep 1 06:00:21.258: 0021.5C8C.C761 WCDB_CHANGE: 1 wem  Suppressing SPlI ( ACK*
nmessage not recvd) penstate 7 state LEARN IP(2) vlian 20 client_id 0x84f d0OO0O0000050
nmob=Local (1) ackflag 1 dropd 1

Sep 1 06:00:21.258: 0021.5C8C.C761 Error updating wcdb on nobility conplete 1*
wem not recvd) penstate 7 state LEARN IP(2) vlian 20 client_id 0x84f d0OO0O0000050
nmob=Local (1) ackflag 1 dropd 1

:Sep 1 06:00:21.258: PEMrecv processing msg Epm spi response(12) 1 went

conpl ete

:Sep 1 06:00:21.258: 0021.5C8C.C761 aaa attribute list length is 79 1 went



conpl ete

Sep 1 06:00:21.258: 0021.5C8C. C761 Sendi ng SPI spi_epm epm sessi on_creat e*
successfull 1 wem ) penstate 7 state LEARN IP(2) vlan 20 client_id

0x84f dO0O00000050 mob=Local (1) ackflag 1 dropd 1

Sep 1 06:00:21.258: PEM recv processing nsg Add SCB(3) 1 wcm pm session_create*
successful |

:Sep 1 06:00:21.259: 0021.5C8C.Cr61 0.0.0.0, auth_state 7 mRole Local !!! 1 wcnt
successful |

Sep 1 06:00:21.259: 0021.5C8C.Cr61 0.0.0.0, auth_state 7 mmRol e Local , updati ng*
wcdb not needed 1 wem 7 state LEARN I P(2) vlian 20 client_id 0x84fd0000000050
nmob=Local (1) ackflag 1 dropd 1

Sep 1 06:00:21.259: 0021.5C8C.Cr61 Tclas Plunb needed: 1 wcm  0O*

Sep 1 06:00:21.260: EPM 1 wem Session create resp - client handl e*

84f d0O000000050 session f2000027

Sep 1 06:00:21.260: EPM 1 wem Netflow session create resp - client handl e*
84f d0O000000050 sess f2000027

Sep 1 06:00:21.260: PEM recv processing nsg Epm spi response(12) 1 wcm |e*

84f d0O000000050 sess f2000027

Sep 1 06:00:21.261: 0021.5C8C. C761 Received session_create_response for client*
handl e 37432873367634000 1 wem LEARN_IP(2) vlan 20 client_id 0x84f d0000000050
nob=Local (1) ackflag 1 dropd 1

Sep 1 06:00:21.261: 0021.5C8C. C761 Recei ved session_create_response with EPM

: sessi on handl e 4060086311 1 wcm

Sep 1 06:00:21.261: 0021.5C8C.Cr61 Send request to EPM 1 wcm ate_response wth*
EPM sessi on handl e 4060086311

Sep 1 06:00:21.261: 0021.5C8C.C761 aaa attribute list length is 485 1 wecm wth*
EPM sessi on handl e 4060086311

Sep 1 06:00:21.261: 0021.5C8C. C761 Sending Activate request for session handl e*
successful 1 wem 1 4060086311

Sep 1 06:00:21.261: 0021.5C8C.C761 Post-auth policy request sent! Now wait for*
post-auth policy ACK fromEPM 1 wem N_IP(2) vlian 20 client_id 0x84f d0000000050
nob=Local (1) ackflag 1 dropd 1

Sep 1 06:00:21.261: EPM 1 wem Init feature, client handl e 84f d0O0O00000050*
session f2000027 aut hz 8f 000011

Sep 1 06:00:21.261: EPM 1 wem Activate feature client handl e 84f d0O0O00000050*
sess f2000027 aut hz 8f 000011

Sep 1 06:00:21.261: PEMrecv processing msg Epm spi response(12) 1 wcm 0050*
sess f2000027 aut hz 8f 000011

Sep 1 06:00:21.261: 0021.5C8C. C761 Received activate_features_resp for client*
handl e 37432873367634000 1 wcm m EPM

Sep 1 06:00:21.261: 0021.5C8C. C761 Received activate_features_resp for EPM
session handl e 4060086311 1 wcm O

Sep 1 06:00:21.261: EPM 1 wem Policy enforcenent - client handle*

84f d0O000000050 session a8000011 aut hz 8f 000011

Sep 1 06:00:21.261: EPM 1 wem Netflow policy enforcenent - client handle*

84f d0O000000050 sess a8000011 aut hz 8f 000011 nsg_type O policy_status O attr len O
Sep 1 06:00:21.262: PEM recv processing nsg Epm spi response(12) 1 wcm e*

84f d0O000000050 sess a8000011 aut hz 8f 000011 nsg_type O policy_status O attr len O
Sep 1 06:00:21.262: 0021.5C8C. C761 Received policy_enforcenent_response for*
client handl e 37432873367634000 1 wem 011 msg_type O policy_status O attr len O
Sep 1 06:00:21.262: 0021.5C8C. C761 Received policy_enforcenent_response for EPM
session handl e 2818572305 1 wecm O

Sep 1 06:00: 21.262: 0021.5C8C. C761 Recei ved response for*

EPM SPI _ACTI VATE_FEATURES request sent for client 1 wem 011 nmsg_type O_
policy_status O attr len O

Sep 1 06:00:21.262: 0021.5C8C. C761 Received _EPM SPI _STATUS_SUCCESS for request*
sent for client 1 wem for client

Sep 1 06:00:21.262: 0021.5C8C. C761 Post-auth policy ACK recvd from EPM unset*
flag on MSCB 1 wem i ent

Sep 1 06:00:21.262: 0021.5C8C.C7r61 WCDB SPI response nsg handl er client code 0*
nmob state 0 1 wem ient

Sep 1 06:00:21.262: 0021.5C8C. Cr61 WedbC ientUpdate: 1 wem L2 Auth ACK fronf
WCDB

Sep 1 06:00:21.262: 0021.5C8C.Cr61 WCDB_L2ACK: 1 wem wcdbAckRecvdFl ag updat ed*



Sep 1 06:00:21.262: 0021.5C8C.Cr61 WCDB_ CHANGE: 1 wem Client 1 mvlan 20 Radi o*
iif id Oxbfcdc0O0000003a bssid iif id 0x81fac000000041, bssid C8F9. F983. 4260

Sep 1 06:00:21.262: 0021.5C8C.C761 WCDB_AUTH: 1 wem  Addi ng opt82 | en 0O*

Sep 1 06:00:21.262: 0021.5C8C.Cr61 WCDB_ LLM 1 wem  NoRun Prev Mb 0, Curr*

Mob 1 IInmReq 1, return Fal se

Sep 1 06:00:21.263: 0021.5C8C.C761 auth state 2 npb state 1 setWre 0 wre 1*
roamsent 0 1 wem rn Fal se

Sep 1 06:00:21.263: 0021.5C8C. C761 WCDB_CHANGE: 1 wem  aut h=LEARN_I P(2) vl an 20*
radio 1 client_id 0x84f d0O000000050 nobility=Local (1) src_int 0xb6818000000038
dst _int Ox0 ackflag 2 reassoc_client O IImnotif Oip 0.0.0.0 ip_learn_type
UNKNOWN

Sep 1 06:00:24.425: 0021.5C8C. Cr61 WCDB_IP_BIND: 1 wem w | Pv4 20.20. 20. 3*

i p_learn_type DHCP add_delete 1,options_length O

Sep 1 06:00: 24.425: 0021.5C8C. C761 Wdbd ientUpdate: 1 wem |P Binding fronf
WCDB i p_learn_type 1, add_or_delete 1

Sep 1 06:00:24.425: 0021.5C8C. C761 | Pv4 Addr: 1 wem  20: 20: 20: 3*

Sep 1 06:00: 24.425: 0021.5C8C.Cr61 Ms got the IP, resetting the Reassoci ation*
Count O for client 1 wem _delete 1

Sep 1 06:00:24.425: 0021.5C8C. C761 20.20.20.3 DHCP_REQD (7) Session Update not*
required for Initial authenticated dotlx client 1 wecm nt 0xb6818000000"G$8\ 227vAK
Sep 1 06:00:24.426: 0021.5C8C. Cr61 20.20.20.3 DHCP_REQD (7) Change state to*
RUN (20) last state RUN (20) 1 wem ticated dot1lx client

Sep 1 06:00: 24.426: 0021.5C8C.C7r61 WCDB_ CHANGE: 1 wem Client 1 mvlan 20 Radi o*
iif id Oxbfcdc0O0000003a bssid iif id O0x81fac000000041, bssid C8F9. F983. 4260

Sep 1 06:00: 24.426: 0021.5C8C. C761 WCDB_AUTH: 1 wem  Addi ng opt82 | en 0O*

Sep 1 06:00: 24.426: 0021.5C8C.Cr761 WCDB_LLM 1 wem prev Mob state 1 curr Mob*
State 1 I Req flag O

Sep 1 06:00: 24.426: 0021.5C8C.C761 auth state 4 npb state 1 setWre 0 wre 1*
roamsent 0 1 wem g O

Sep 1 06:00:24.426: 0021.5C8C. C761 WCDB_CHANGE: 1 wem  aut h=RUN(4) vl an 20*
radio 1 client_id 0x84f d0O000000050 nobility=Local (1) src_int 0xb6818000000038
dst _int Ox0 ackflag 2 reassoc_client O IImnotif O ip 20.20.20.3 ip_learn_type
DHCP

:Sep 1 06:00:24.426: 0021.5C8C. C761 20.20.20.3 RUN (20) Reached PLUVMBFASTPATH*
wem  fromline 4430 1

Sep 1 06:00:24.426: 0021.5C8C. C761 20.20.20.3 RUN (20) Replacing Fast Path*
rule on AP CB8F9.F983.4260 , slot 1 802.1P = 0 1 wecm 0xb6818000000038 dst_i nt
0x0

ackflag 2 reassoc_client O IImnotif 0 ip 20.%$=6v0.3

i p_lt~_DvM\ 7HNP6VAD6H 5Ht *_Dv$6H3" r"D6H>&5v8" r A"DEH>&5v/ADEHE "M Lw M\ 7H8M r

Sep 1 06:00:24.426: 0021.5C8C. Cr61 20.20.20.3 RUN (20) Successfully plunbed*
mobile rule 1 wem  C8F9. F983.4260 , slot 1 802.1P = 0"M

Sep 1 06:00: 24.426: 0021.5C8C.Cr61 Sending |Pv4 update to Controller*

wem e 1 10.105.135.176

Sep 1 06:00: 24.426: 0021.5C8C. C761 Assi gning Address 20.20.20.3 to nobile 1%
wem 05.135.176

Sep 1 06:00: 24.426: PEM recv processing nsg Add SCB(3) 1 wcm 20.20.3 to nobil e*
Sep 1 06:00:24.426: 0021.5C8C. Cr61 20.20.20.3, auth_state 20 mmRol e Local !!! 1*
wem  135. 176

,Sep 1 06:00:24.426: 0021.5C8C. C761 20.20.20.3, auth_state 20 mRol e Local *
updating wcdb not needed 1 wecm 3.4260 , slot 1 802.1P = O"M

Sep 1 06:00: 24.426: 0021.5C8C. Cr61 Tclas Plunb needed: 1 wcm  0O*

:Sep 1 06:00:34.666: PEMrecv processing nsg Del SCB(4) 1 wcnt

:Sep 1 06:00:34.864: PEMrecv processing nmsg Add SCB(3) 1 wcnt

Sep 1 06:00:34.865: EPM 1 wem Init feature, client handl e a028c00000004c*
sessi on a600001f aut hz 5e00000d

Sep 1 06:00:34.865: EPM 1 wem Activate feature client handl e a028c00000004c*
sess a600001f aut hz 5e00000d

Sep 1 06:00: 34. 865: PEM recv processing msg Epm spi response(12) 1 wcm 004c*
sess a600001f aut hz 5e00000d

Sep 1 06:00:34.865: EPM 1 wem Policy enforcenent - client handle*
a028c00000004c session ca00000d aut hz 5e00000d

Sep 1 06:00:34.865: EPM 1 wem Netflow policy enforcenent - client handle*
a028c00000004c sess ca00000d aut hz 5e00000d nsg_type O policy_status O attr len O



Sep 1 06:00: 34. 865: PEM recv processing nsg Epm spi response(12) 1 wcm e*
a028c00000004c sess ca00000d aut hz 5e00000d nsg_type O policy_status O attr len O
(Sep 1 06:00:52.802: PEM recv processing nsg Del SCB(4) 1 wecm onse(12*

:Sep 1 06:00:53.015: PEMrecv processing nsg Add SCB(3) 1 wcnt

Sep 1 06:00:53.015: EPM 1 wem Init feature, client handl e a028c00000004c*
session a600001f aut hz 5e00000d

Sep 1 06:00:53.015: EPM 1 wem Activate feature client handl e a028c00000004c*
sess a600001f aut hz 5e00000d

Sep 1 06:00:53.015: PEMrecv processing msg Epm spi response(12) 1 wcm 004c*
sess a600001f aut hz 5e00000d

Sep 1 06:00:53.016: EPM 1 wem Policy enforcenent - client handle*
a028c00000004c session ca00000d aut hz 5e00000d

Sep 1 06:00:53.016: EPM 1 wecm Netflow policy enforcenent - client handle*
a028c00000004c sess ca00000d aut hz 5e00000d nsg_type O policy_status O attr len O
Sep 1 06:00:53.016: PEM recv processing nsg Epm spi response(12) 1 wcm e*
a028c00000004c sess ca00000d aut hz 5e00000d nsg_type O policy_status O attr len O
(Sep 1 06:01:18.829: PEMrecv processing nsg Del SCB(4) 1 wecm nse(12*

:Sep 1 06:01:19.037: PEMrecv processing nsg Add SCB(3) 1 wcnt

Sep 1 06:01:19.037: EPM 1 wem Init feature, client handl e a028c00000004c*
sessi on a600001f aut hz 5e00000d

Sep 1 06:01:19.037: EPM 1 wem Activate feature client handl e a028c00000004c*
sess a600001f aut hz 5e00000d

Sep 1 06:01:19.037: PEMrecv processing msg Epm spi response(12) 1 wcm 004c*
sess a600001f aut hz 5e00000d

Sep 1 06:01:19.037: EPM 1 wem Policy enforcenent - client handle*
a028c00000004c session ca00000d aut hz 5e00000d

Sep 1 06:01:19.037: EPM 1 wecm Netflow policy enforcenent - client handle*
a028c00000004c sess ca00000d aut hz 5e00000d nsg_type O policy_status O attr len O
Sep 1 06:01:19.037: PEM recv processing nsg Epm spi response(12) 1 wcm e*
a028c00000004c sess ca00000d aut hz 5e00000d nsg_type O policy_status O attr len O
Sep 1 06:01:20.108: 0021.5C8C. C761*

Client stats update: 1 wem Tine now in sec 1378015280, Last Acct Msg Sent at
sec 1378015224

| ST 1572 5933] 0021.5C8C. C761 Scheduling del etion of Mbbile 11:59:18.282 09/01/13]

Station: (callerld: 50) in 1 seconds
Mor e- - [09/01/13 11:59:18.282 | ST 1573 5933] 0021.5C8C. C761- -

(Di sconnecting client due to switch of WLANs from 1(wpa2psk) to 4( EAPFAST

| ST 1574 5933] 0021.5C8C. C761 apf MsExpireCal | back 11:59:19.174 09/ 01/ 13]

lapf _ms. c: 664) Expiring Mbile)

I ST 1575 5933] 0021.5C8C. C761 apf MsExpireMbileStation 11:59:19.174 09/01/ 13]

apf _ms. c: 6953) Changing state for nobile 0021.5C8C.C761 on AP C8F9. F983. 4260)
from Associ ated to Di sassoci at ed

I ST 1576 5933] 0021.5C8C. C761 1XA: d eaning up dot1x 11:59:19.174 09/01/13]

I ST 1577 5933] 0021.5C8C. C761 1XA: Session Manager Call to 11:59:19.174 09/01/13]
cl eanup session for Client capwap iif_id b6818000000038

| ST 1578 5933] 0021.5C8C. C761 Sent Deauthenticate to mobile 11:59:19.174 09/01/13]
(on BSSI D C8F9.F983.4260 slot 1(caller apf_ns.c: 7036

I ST 1579 5933] 0021.5C8C. C761 AAAS: acct nethod list NOT 11:59:19.174 09/01/13]
configured for W.AN 1, accounting ski pped

I ST 157a 5933] 0021.5C8C. C761 AAAS: freeing AAA accounting 11:59:19.174 09/01/13]
session

| ST 157b 5933] 0021.5C8C. C761 apf MsAssoStateDec 11:59:19.174 09/01/13]

I ST 157c 5933] 0021.5C8C. C761 apf MsExpireMobileStation 11:59:19.174 09/01/ 13]

apf _ms. c:7092) Changing state for nobile 0021.5C8C.C761 on AP C8F9. F983. 4260)
from Di sassociated to Idle

;1 ST 157d 33] ACCESS- CORE- SM CLI ENT- SPI - NOTF 11:59: 19. 174 09/ 01/ 13]

0021. 5¢c8c. c761, Cal] Session stop request received for Cient[1l] MAC

0021. 5c8c.c761] SID [] Disc]
[cause [(default)/O0

: More-- [09/01/13 11:59:19.174 | ST 157e 173] ACCESS- CORE- SM NOTF- -
0021. 5¢c8c. c761, Cal] Received session event 'SESSION _STOP' fromclient]
I ST 157f 5933] 0021.5C8C. C761 Increnenting the 11:59:19.174 09/01/ 13]



(Reassociation Count 1 for client (of interface VLANOO20
| ST 1580 5933] 0021.5C8C. C761 C earing Address 20.20.20.3 11:59:19.174 09/01/13]
on nobile
[1'ST 1581 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
Sessi on stop for 0021.5c8c.c761 - Audit ID (none), reason (default)/0
[1'ST 1582 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
Unl ocki ng OxF3000023 for deletion
[1'ST 1583 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
Processing SM CB request for OxF3000023: Event: Pre-Disconnect notification t
| ST 1584 5933] 0021.5C8C. C761 apf MsRunSt at eDec 11:59:19.174 09/01/ 13]
[1'ST 1585 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
(Predi sconnect notification - teardown conplete for OxF3000023(0021. 5c8c. c761
[1'ST 1586 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
Sessi on teardown conpl eting, del eting context
[1'ST 1587 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
Signalling "pre" delete for client 0021.5c8c.c761 / OxF3000023

| ST 1588 5933] 0021.5C8C. C761 WCDB_AUTH:. Adding opt82 len 0 11:59:19.174 09/01/13]
I ST 1589 5933] 0021.5C8C. C761 WCDB CHANGE: Suppressing SPI 11:59:19.174 09/01/13]
client pending deletion) penstate 7 state LEARN IP(2) vlan 20 client_id)
0x8006400000004e mob=Local (1) ackflag 2 dropd 0, delete 1

: More-- [09/01/13 11:59:19.174 | ST 158a 173] ACCESS- CORE- SM NOTF- -
.0021.5c8c.c761, Cal] Deleted record - hdl O0xF3000023. 2 session(s) remain on | DB]
[1'ST 158b 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
Processing SM CB request for OxF3000023: Event: Cient disconnect notificatio

[1'ST 158c 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
AAA- | D 0x0000001C for 0021.5c8c.c761 not freed, as externally generated

[1'ST 158d 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
(Renoved policy (tgt 0x00000000) from session (hdl 0xF3000023

[1'ST 158e 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
. Unbl ock events for 0021.5c8c.c761

[1ST 158f 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
AAA- | D 0x0000001C for 0021.5c8c.c761 not freed, as externally generated

[1'ST 1590 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
Freed Auth Manager context 0xF3000023

[1'ST 1591 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.174 09/01/13]
Signalling "post" delete for client in domain DATA

| ST 1592 5933] 0021.5C8C. C761 Sending SPI 11:59:19.174 09/01/13]

spi _epm epm term nat e_sessi on successfull

| ST 1593 5933] 0021.5C8C. C761 Sending SPI 11:59:19.175 09/01/13]

spi _epm epm term nat e_sessi on successfull

; 1 ST 1594 5933] 0021.5C8C. C761 Deleting wireless client 11:59:19.175 09/01/13]
Reason code 0, Preset 1, AAA cause 1

| ST 1595 5933] 0021.5C8C. C761 WCDB_DEL: Successfully sent 11:59:19.175 09/01/13]

| ST 1596 5933] 0021.5C8C. C761 Expiring nmobile state delete 11:59:19.175 09/01/13]

Mor e- - [09/01/13 11:59:19.175 | ST 1597 190] [WCDB] ==Del ete event for--
Wreless client (0021.5c8c.c761) client id (0x8006400000004e) vlan 20 auth_state
RUN nob_state LOCAL flags 2

= | ST 1598 190] [WCDB] wcdb_client_ntast_update_notify: add 11:59:19.175 09/01/13]
port _update = 0, delete =1 ,0

©1 ST 1599 190] ACCESS- CORE- SM FEATURE- W RED_TUNNEL- NOT 11:59:19. 175 09/ 01/ 13]
0021. 5¢8c.c761] Cdient 0021.5c8c.c761 is not tunnel client..Return]

;1 ST 159a 190] [WCDB] wcdb_ffcp_wedb_client_delete_notify 11:59:19.176 09/01/13]
client (0021.5c8c.c761) id 0x8006400000004e ffcp delete

(I'ST 159b 33] [WCDB] wcdb_ffcp_cb: client (0021.5c8c.c761 11:59:19.178 09/01/13]
(client (0x8006400000004e): FFCP operation (DELETE) return code (O

:1 ST 159c 33] [WCDB] wcdb_send_del ete_notify_cal |l back_event 11:59:19.178 09/01/13]
Del ete ACK sent to WeM after confirming clientLe is deleted for nac 0021. 5c8c. c761
I ST 159d 33] [WCDB] wcdb_client_del ete_actual: WCDB DB 11:59:19.178 09/ 01/ 13]
client 0021.5c8c.c761 is being del eted

| ST 159e 33] [WCDB] wcdb_client_del ete_actual Cient delete 11:59:19.178 09/01/13]
notification is sent to DHCP snoopi ng: host mac: 0021.5c8c.c761, |P: 20.20.20.3

| ST 159f 33] [WCDB] wcdb_client_delete_actual: Exit: WDB 11:59:19.178 09/01/13]
DB client 0021.5c8c.c761 is being del eted

:1 ST 15a0 186] ACCESS- CORE- SM CLI ENT- | PDT- ERR 11:59: 19. 178 09/ 01/ 13]



0021. 5c8c. c761, Cal] No session for MAC 0021.5c8c. c761]
| ST 15al1 5933] 0021.5C8C. C761 WCDB SPI response nsg handl er 11:59:19.178 09/01/13]
client code 1 nob state 1
Mor e- - [09/01/13 11:59:19.178 | ST 15a2 5933] 0021. 5C8C. C761- -
.apf ProcessWdbCl i ent Del ete: Del ete ACK from WCDB
| ST 15a3 5933] 0021.5C8C. C761 WCDB_DELACK: wcdbAckRecvdFl ag 11:59:19.178 09/ 01/ 13]
updat ed
| ST 15a4 5933] 0021.5C8C. C761 | nvoked platformdelete and 11:59:19.178 09/ 01/ 13]
cl eared handl e
| ST 15a5 5933] 0021.5C8C. C761 apfMs1xStatebDec 11:59:19.178 09/01/13]
| ST 15a6 5933] 0021.5C8C. C761 Del eting nobile on AP 11:59:19.178 09/01/13]
(C8F9. F983. 4260 (1
| ST 15a7 5933] 0021.5C8C. C761 1XA: Cdeaning up dotlx 11:59:19.178 09/01/13]
| ST 15a8 5933] 0021.5C8C. C761 Unlinked and freed mscb 11:59:19.178 09/01/13]
| ST 15a9 5933] 0021.5C8C. C761 Addi ng nobile on LWAPP AP 11:59:19. 361 09/01/13]
(C8F9. F983. 4260 (1
| ST 15aa 5933] 0021.5C8C. C761 Association received from 11:59:19. 361 09/ 01/ 13]
nobil e on AP CB8F9. F983. 4260
I ST 15ab 5933] 0021.5C8C. C761 gos upstream policy is 11:59:19.361 09/01/13]
unknown and downstream policy is unknown
| ST 15ac 5933] 0021.5C8C. C761 apChanged 0 w anChanged 0 11:59:19. 361 09/01/13]
nmscb i pAddr 0.0.0.0, apf RadiusOverride 0x0, num Pv6Addr=0
.1 ST 15ad 5933] 0021.5C8C. C761 Applying WLAN policy on MSCB 11:59:19.361 09/01/13]
| ST 15ae 5933] 0021.5C8C. C761 Applying W.AN ACL policies to 11:59:19.361 09/01/13]
client
| ST 15af 5933] 0021.5C8C.C761 No Interface ACL used for 11:59:19.361 09/01/13]
(Wreless client in WM NGAC
Mor e- - [09/01/13 11:59:19.361 I ST 15b0 5933] 0021.5C8C. C761 Appl yi ng- -
site-specific |Pv6 override for station 0021.5C8C.C761 - vapld 4, site
"default-group', interface ' VLANOO20'
| ST 15b1 5933] 0021.5C8C. C761 Applying local bridging 11:59:19.361 09/01/13]
"Interface Policy for station 0021.5C8C Cr61 - vlan 20, interface 'VLANOO20
:(1'ST 15b2 5933] 0021.5C8C. C761 STA - rates (8 11:59:19.361 09/01/13]
00OO0O0O0OOO 108 96 72 176 36 152 18 140
, 1 ST 15b3 5933] 0021.5C8C. C761 Processing RSN | E type 48 11:59:19.361 09/01/13]
length 22 for nobile 0021.5C8C. C761
| ST 15b4 5933] 0021.5C8C. C761 Received RSN E with O PWKIDs 11:59:19.361 09/01/13]
fromnobile 0021.5C8C. C761
I ST 15b5 5933] 0021.5C8C. C761 1XK: Looking for BSSID 11:59:19.361 09/01/13]
C8F9. F983. 426C in PWKID cache
| ST 15b6 5933] 0021.5C8C. C761 1XK: Set Link Secure: 0 11:59:19.361 09/01/13]
| ST 15b7 5933] 0021.5C8C. C761 new 11:59:19. 361 09/01/13]
capwap_wp_iif_id b6818000000038, sm capwap wp_iif_id O
| ST 15b8 5933] 0021.5C8C. C761 WCDB _ADD: Adding opt82 Ilen 0 11:59:19.361 09/01/13]
I ST 15b9 5933] 0021.5C8C. C761 WCDB ADD: ssid EAPFAST bssid 11:59:19.361 09/01/13]
C8F9. F983. 4260 vl an 20 aut h=ASSOC| ATI ON(0) w an(ap-group/global) 4/4 client 0O
assoc 3 mob=Unassoc(0) radio 1 mvlan 20 ip 0.0.0.0 src 0xb6818000000038 dst 0xO0
ci d 0x84f dOO0O0000050 gl ob rsc id 16dhcpsrv 0.0.0.0
| ST 15ba 5933] 0021.5C8C. C761 Not Usi ng WWM Conpl i ance code 11:59:19.361 09/01/13]
gosCap 00
Mor e- - [09/01/13 11:59:19.361 | ST 15bb 5933] 0021.5C8C. C761- -
apf MsAssoSt at el nc
I ST 15bc 5933] 0021.5C8C. C761 apfPemAddUser2 11:59:19.361 09/01/13]
apf _policy.c:161) Changing state for nobile 0021.5C8C. Cr61 on AP)
C8F9. F983. 4260 fromldle to Associated
| ST 15bd 5933] 0021.5C8C. C761 Stopping del etion of Mbile 11:59:19.361 09/01/13]
(Station: (callerld: 48
| ST 15be 5933] 0021.5C8C. C761 Ms Tinmeout = 0, Session 11:59:19.361 09/01/13]
Ti meout = 1800
| ST 15bf 5933] 0021.5C8C. C761 Sendi ng Assoc Response to 11:59:19.361 09/01/13]
station on BSSI D C8F9.F983.4260 (status 0) ApVapld 4 Slot 1
I ST 15c0 5933] 0021.5C8C. C761 apf ProcessAssocReq 11:59:19. 362 09/ 01/ 13]
apf _80211. c: 5260) Changing state for nobile 0021.5C8C Cr61 on AP)
C8F9. F983. 4260 from Associ ated to Associ ated



| ST 15c¢1 190] [WCDB] ==Add event: type Regular Wreless 11:59:19. 363 09/01/13]
(client (0021.5c8c.c761) client id (0x84fd0000000050) client index (16) vlan (20
(aut h_state (ASSOCI ATION) nmob_state (INIT
/(1 ST 15c2 190] [WCDB] ===intf src/dst (0xb6818000000038 11:59:19. 363 09/01/13]
(0x0) radio_id (1) p2p_state (P2P_BLOCKI NG DI SABLE) switch/asic (1/0)

| ST 15¢3 5933] 0021.5C8C. C761 1XA: Initiating 11:59:19.367 09/01/13]
aut henti cation

| ST 15c4 5933] 0021.5C8C. C761 1XA: Setting reauth tineout 11:59:19.368 09/01/13]
to 1800 seconds

--Mre--
Sep 1 06:01:59.543: PEM recv processing nmsg Del SCB(4) 1 wcm Tine now in sec*
Last Ac. D"lwsg Sent at 137801522t! w\2105HnJ~lw status O attr |len , 1378015280
G$8\ 227vAKN
Sep 1 06:01:59.547: WCDB IIF: 1 wem  Ack Message | D: 0x973c000000004f code 1003*
Sep 1 06:02:50.119: 0021.5C8C. C761*
Client stats update: 1 wem Tine now in sec 1378015370, Last Acct Msg Sent at
sec 1378015224
Sep 1 06:02:50.119: 0021.5C8C. C761 Requested to send acct interimupdate request*

nmsg to APF task for client 0: 1 wem 21:5c:8c:c7:61 [09/01/13 11:59:19. 368
I ST 15¢5 5933] 0021.5C8C. C761 1XK: Set Link Secure: 0
: More-- [09/01/13 11:59:19.368 | ST 15c6 5933] 0021.5C8C. C761 1XA--

Al |l ocated uid 30
I ST 15¢7 5933] 0021.5C8C. C761 1XA: Calling Auth Mgr to 11:59:19. 368 09/ 01/ 13]
aut henticate client 84fd0000000050 uid 30

. More- - [09/01/13 11:59:19.368 | ST 15¢8 5933] 0021.5C8C. C761 1XA--
Session Start fromwreless client
--Mre--

I ST 15c¢9 5933] 0021.5C8C. C761 Session Manager Call Cdient 11:59:19.368 09/01/13]
84f d0O000000050, uid 30, capwap id b6818000000038, Flag 0, Audit-Session ID
0a6987b05222d7f 30000001e, nethod |ist ACS

:1 ST 15ca 33] ACCESS- CORE- SM CLI ENT- SPI - NOTF 11:59: 19. 368 09/ 01/ 13]

0021. 5¢8c. c761, Cal] Session start request fromdient[1] for 0021.5c8c.c761]
nmet hod: Dot 1X, met hod)

(list: ACS, aaa id: 0x0000001E

:1 ST 15cb 33] ACCESS- CORE- SM CLI ENT- SPI - NOTF 11:59: 19. 368 09/ 01/ 13]

:0021. 5c8c.c761, Cal] - client iif_id: 84FDO000000050, session |D
0a6987b05222d7f 30000001e for

0021. 5¢c8c. c761

:1 ST 15cc 33] ACCESS- CORE- SM CLI ENT- SPI - NOTF 11:59: 19. 368 09/ 01/ 13]

0021. 5c8c.c761, Cal] - eap profile: none]

[1 ST 15cd 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Recei ved session event 'SESSI ON_START' fromclient

[1 ST 15ce 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Session start for 0021.5c8c.c761

[1 ST 15cf 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Found 2 sessions on this port, checking host limt

[1 ST 15d0 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Usi ng stored AAA | D 0x0000001E

[1 ST 15d1 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Retrieved dient I1F | D 84FD0000000050

[1 ST 15d2 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
(Al'l ocated new Aut h Manager context (handle 0x32000026

- More-- [09/01/13 11:59:19.368 | ST 15d3 173] ACCESS- CORE- SM DEB- -
0021. 5c8c.c761, Cal] Cient 0021.5c8c.c761, Initialising Method state to]
"Not run'

[1 ST 15d4 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod Session Mgr IPDT Shimto runnable list for session 0x32000026
[1ST 15d5 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Client 0021.5c8c.c761, Initialising Method SYMstate to 'Not run

[1 ST 15d6 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod SVMto runnable Iist for session 0x32000026

[1ST 15d7 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Client 0021.5c8c.c761, Initialising Method state to 'Not run



[1 ST 15d8 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod Switch Pl to runnable list for session 0x32000026

[1ST 15d9 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Client 0021.5c8c.c761, Initialising Method state to 'Not run

[1 ST 15da 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod Session Mgr SISF Shimto runnable list for session 0x32000026
[1ST 15db 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Cient 0021.5c8c.c761, Initialising Method iaf state to 'Not run

[1ST 15dc 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod iaf to runnable Iist for session 0x32000026

[1ST 15dd 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Cient 0021.5c8c.c761, Initialising Method Tag state to 'Not run

[1 ST 15de 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod Tag to runnable list for session 0x32000026

- More-- [09/01/13 11:59:19.368 | ST 15df 173] ACCESS- CORE- SM DEB- -
0021. 5¢8c.c761, Cal] Cient 0021.5c8c.c761, Initialising Method dct state to]
"Not run'

[1 ST 15e0 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod dct to runnable Iist for session 0x32000026

[1ST 15el 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Client 0021.5c8c.c761, Initialising Method SM Reauth Plugin state to 'Not run
[1 ST 15e2 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod SM Reauth Plugin to runnable list for session 0x32000026

[1 ST 15e3 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Cient 0021.5c8c.c761, Initialising Method SM Accounting Feature state to 'Not run
[1 ST 15e4 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod SM Accounting Feature to runnable list for session 0x32000026

[1 ST 15e5 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Client 0021.5c8c.c761, Initialising Method state to 'Not run

[1 ST 15e6 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod Session Mgr FFCP Shimto runnable list for session 0x32000026

[1 ST 15e7 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Client 0021.5c8c.c761, Initialising Method state to 'Not run

[1 ST 15e8 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod AIMto runnable Iist for session 0x32000026

[1ST 15e9 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Cient 0021.5c8c.c761, Initialising Method dotlx state to 'Not run

[1 ST 15ea 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod dotlx to runnable |list for session 0x32000026

- More-- [09/01/13 11:59:19.368 | ST 15eb 173] ACCESS- CORE- SM DEB- -
0021. 5¢8c.c761, Cal] Cient 0021.5c8c.c761, Initialising Method mab state to]
"Not run'

[1 ST 15ec 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod mab to runnable Iist for session 0x32000026

[1ST 15ed 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Cient 0021.5c8c.c761, Initialising Method webauth state to 'Not run

[1 ST 15ee 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Addi ng nethod webauth to runnable Iist for session 0x32000026

[1 ST 15ef 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
(Processing SM CB request for 0x32000026: Event: New client notification (201
[1ST 15f0 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
:Create attr |ist, session 0x32000026

- [IST 15f1 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
addi ng MAC 0021. 5c8c.c761

- [IST 15f2 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
addi ng Swi db 0x99E27F00

- [I1ST 15f3 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
addi ng AAA | D=1E

- [IST 15f4 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
addi ng Audit_si d=0a6987b05222d7f 30000001e

- [IST 15f5 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
addi ng |1 F | D=0x84FD0000000050

;1 ST 15f6 173] ACCESS- CORE- SM CLI ENT- | PDT- NOTF 11: 59: 19. 368 09/ 01/ 13]

0021. 5c8c.c761, Cal] NewClient: No entry for 0021.5c8c.c761. session 0x32000026]



: More-- [09/01/13 11:59:19.368 | ST 15f7 173] ACCESS- CORE- SM NOTF- -

0021. 5c8c. c761, Cal] New client 0021.5c8c.c761 - client handl e 0x00000001 for SVM
;1 ST 15f8 173] ACCESS- CORE- SM CLI ENT- SI SF- NOTF 11: 59: 19. 368 09/ 01/ 13]

(0021. 5c8c. c761, Cal] No | Pv6 binding found for 0021.5c8c.c761(0x32000026]

[1ST 15f9 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Added record to DB - hdl 0x32000026 / 0021.5c8c.c761. 3 session(s) on |DB

[1ST 15fa 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Add record - adding MAC 0021. 5c8c.c761

[1ST 15fb 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Add record - addi ng SWDB Capwapl

[1ST 15fc 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Add record - adding AAA-ID 1E

[1ST 15fd 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Add record - adding AUDI T- I D 0a6987b05222d7f 30000001e

| ST 15fe 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal] Add 11:59:19.368 09/01/13]
record - adding Il F-1D 0x84FDO000000050

| ST 15ff 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal] Add 11:59:19.368 09/01/13]
(record - adding TARGET_SCOPE (dient

| ST 1600 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal] No 11:59:19.368 09/01/13]
policy handle to bind session

[1ST 1601 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
:Create attr |ist, session 0x32000026

- [1ST 1602 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
addi ng MAC 0021. 5c8c.c761

: More-- [09/01/13 11:59:19.368 | ST 1603 173] ACCESS- CORE- SM DEB- -

0021. 5c8c. c761, Cal] - addi ng Swi db 0x99E27F00]

- [1ST 1604 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
addi ng AAA | D=1E

- [1ST 1605 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
addi ng Audit_si d=0a6987b05222d7f 30000001e

- [1ST 1606 173] ACCESS- CORE- SM DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
addi ng |1 F | D=0x84FD0000000050
[1 ST 1607 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
(Processing SM CB request for 0x32000026: Event: Start a nethod (200
, | ST 1608 173] ACCESS- METHOD- DOT1X- DEB: [0021.5c8c.c761 11:59:19. 368 09/ 01/ 13]
Cal] OxA100000F: initialising
, | ST 1609 173] ACCESS- METHOD- DOT1X- DEB: [0021.5c8c.c761 11:59:19. 368 09/ 01/ 13]
Cal] OxA100000F: di sconnected
, | ST 160a 173] ACCESS- METHOD- DOT1X- DEB: [0021.5c8c.c761 11:59:19. 368 09/ 01/ 13]
Cal] OxA100000F: entering restart
, 1 ST 160b 173] ACCESS- METHOD- DOT1X- NOTF: [0021.5c8c.c761 11:59:19.368 09/ 01/ 13]
(Cal] Override cfg - MAC 0021.5c8c.c761 - profile (none
, 1 ST 160c 173] ACCESS- METHOD- DOT1X- NOTF: [0021.5c8c.c761 11:59:19.368 09/01/ 13]
Cal] Override cfg - SuppTimeout 30s, ReAuthMax 2, MaxReq 2, TxPeriod 30s
, 1 ST 160d 173] ACCESS- METHOD- DOT1X- NOTF: [0021.5c8c.c761 11:59:19.368 09/01/ 13]
(Cal] Sending create new context event to EAP for OxAl100000F (0021.5c8c.c761
, | ST 160e 173] ACCESS- METHOD- DOT1X- DEB: [0021.5c8c.c761 11:59:19. 368 09/ 01/ 13]
Cal] OxA100000F: entering init state

: More-- [09/01/13 11:59:19.368 | ST 160f 173] ACCESS- METHOD- DOT1X- DEB- -
0021. 5¢c8c. c761, Cal] OxAlO00OOQOF:entering idle state]
, 1 ST 1610 173] ACCESS- METHOD- DOT1X- NOTF: [0021.5c8c.c761 11:59:19.368 09/ 01/ 13]
(Cal] Created a client entry (OxA100000F
, I ST 1611 173] ACCESS- METHOD- DOT1X- NOTF: [0021.5c8c.c761 11:59:19.368 09/ 01/ 13]
(Cal] Dot 1x authentication started for OxA100000F (0021.5c8c.c761
[1ST 1612 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Client 0021.5c8c.c761, Context changing state from'ldle" to 'Running
[1ST 1613 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
"Client 0021.5c8c.c761, Method dot1lx changing state from'Not run' to 'Running
[1ST 1614 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
SMwill not apply policy for SESSI ON_STARTED on 0x32000026 / 0021.5c8c.c761
[1ST 1615 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
. Processing default action(s) for event SESSI ON_STARTED for session 0x32000026
;1 ST 1616 179] ACCESS- CORE- SM CLI ENT- DOT11- NOTF 11:59: 19. 368 09/ 01/ 13]
0021. 5¢c8c.c761, Cal] DB alloc for 0021.5c8c.c761]



:1ST 1617 179] ACCESS- CORE- SM CLI ENT- DOT11- NOTF 11:59:19. 368 09/ 01/ 13]
,0021. 5c8c.c761, Cal] Dot 1l parans, bssid: c8f9.f983.4260, radio id: 1, wan id: 4]
assoc id: 3, ssid: EAPFAST
11 ST 1618 179] ACCESS- CORE- SM CLI ENT- DOT11- NOTF 11:59:19. 368 09/ 01/ 13]
0021. 5¢c8c.c761, Cal] Dot11 params, W an bssid set to: c8f9.f983. 426¢]
[1ST 1619 262] ACCESS- METHCOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Posting ! EAP_RESTART on Client 0OxA100000F
[1ST 161a 262] ACCESS- METHOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
O0xA100000F: enter connecting state
: More-- [09/01/13 11:59:19.368 | ST 161b 262] ACCESS- METHCD- DOT1X- DEB- -
0021. 5¢c8c. c761, Cal] OxAlO00000F: restart connecti ng]
[1ST 161c 262] ACCESS- METHOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Posting RX_REQ on Cient OxA100000F
[1ST 161d 262] ACCESS- METHOD- DOT1X- DEB: [ 0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
O0xA100000F: authenticating state entered
[1ST 161e 262] ACCESS- METHOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
0xA100000F: connecti ng aut henticating action
[1ST 161f 270] ACCESS- METHOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Posti ng AUTH_START for O0xA100000F
[1'ST 1620 270] ACCESS- METHCOD- DOT1X- DEB: [ 0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
O0xA100000F: enteri ng request state
[1ST 1621 270] ACCESS- METHOD- DOT1X- NOTF: [ 0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
Sendi ng EAPCL packet
[1ST 1622 270] ACCESS- METHCOD- DOT1X- | NFO [ 0021. 5c8c.c761, Cal 11:59:19.368 09/01/13]
Pl at f orm changed src nmac of EAPOL packet
[1ST 1623 270] ACCESS- METHCOD- DOT1X- | NFO [ 0021. 5c8c. c761, Cal 11:59:19.368 09/01/13]
EAPOL packet sent to client OxA100000F
[1ST 1624 270] ACCESS- METHOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:19.368 09/01/13]
0xA100000F: i dl e request action
[1ST 1625 176] ACCESS- METHCOD- DOT1X- | NFO [ 0021. 5c¢8c. c761, Cal 11:59:19.500 09/01/13]
Queui ng an EAPOL pkt on Authenticator Q
| ST 1626 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal] SM 11:59:19.500 09/01/13]
will not apply policy for RX_METHOD AGENT_FOUND on 0x32000026 / 0021.5c8c.c761
: More-- [09/01/13 11:59:19.500 | ST 1627 173] ACCESS- CORE- SM NOTF- -
0021. 5c8c. c761, Cal] Processing default action(s) for event RX_METHOD AGENT_FOUND]
.for session 0x32000026
, I ST 1628 270] ACCESS- METHOD- DOT1X- DEB: [0021. 5¢8c. c761 11:59:19.500 09/01/13]
[Cal
Posti ng EAPOL_EAP for 0OxA100000F
[1ST 1629 270] ACCESS- METHCOD- DOT1X- DEB: [ 0021.5c8c.c761, Cal 11:59:19.500 09/01/13]
0xA100000F: ent eri ng response state
[1ST 162a 270] ACCESS- METHOD- DOT1X- NOTF: [ 0021.5c8c.c761, Cal 11:59:19.500 09/01/13]
Response sent to the server from OxA100000F
[1ST 162b 270] ACCESS- METHCOD- DOT1X- DEB: [ 0021.5c8c.c761, Cal 11:59:19.500 09/01/13]
0xA100000F: r equest response action
[1ST 162c 270] ACCESS- METHOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:19.503 09/01/13]
Posti ng EAP_REQ for O0xA100000F
[1ST 162d 270] ACCESS- METHCOD- DOT1X- DEB: [ 0021.5c8c.c761, Cal 11:59:19.503 09/01/13]
O0xA100000F: exi ti ng response state
[1ST 162e 270] ACCESS- METHCOD- DOT1X- DEB: [ 0021.5c8c.c761, Cal 11:59:19.503 09/01/13]
O0xA100000F: enteri ng request state
[1ST 162f 270] ACCESS- METHOD- DOT1X- NOTF: [0021.5c8c.c761, Cal 11:59:19.503 09/01/13]
Sendi ng EAPCL packet
[1ST 1630 270] ACCESS- METHCOD- DOT1X- I NFO [ 0021. 5c¢8c.c761, Cal 11:59:19.503 09/01/13]
Pl at f orm changed src mac of EAPOL packet
[1ST 1631 270] ACCESS- METHCOD- DOT1X- | NFO [ 0021. 5c8c. c761, Cal 11:59:19.503 09/01/13]
EAPOL packet sent to client OxA100000F
[1ST 1632 270] ACCESS- METHCOD- DOT1X- DEB: [ 0021.5c8c.c761, Cal 11:59:19.503 09/01/13]
0xA100000F: r esponse request action
- More-- [09/01/13 11:59:19.525 | ST 1633 176] ACCESS- METHOD- DOT1X- | NFO- -
0021. 5¢8c. c761, Cal] Queuing an EAPOL pkt on Authenticator {
[1ST 1634 270] ACCESS- METHCOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:19.525 09/01/13]
Posti ng EAPOL_EAP for 0xA100000F
[1'ST 1635 270] ACCESS- METHCOD- DOT1X- DEB: [ 0021.5c8c.c761, Cal 11:59:19.525 09/01/13]



[1ST 1636 270] ACCESS- METHOD- DOT1X- NOTF:
[1 ST 1637 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 1638 270] ACCESS- METHCD- DOT1X- DEB
[1ST 1639 270] ACCESS- METHCOD- DOT1X- DEB
[1 ST 163a 270] ACCESS- METHCD- DOT1X- DEB

[1ST 163b 270] ACCESS- METHOD- DOT1X- NOTF:

[1ST 163c 270] ACCESS- METHOD- DOT1X- | NFO

[1ST 163d 270] ACCESS- METHOD- DOT1X- | NFO
[1 ST 163e 270] ACCESS- METHCD- DOT1X- DEB

: More--
0021. 5¢8c. c761,

[1 ST 1640 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 1641 270] ACCESS- METHCOD- DOT1X- DEB

[1ST 1642 270] ACCESS- METHOD- DOT1X- NOTF:
[1 ST 1643 270] ACCESS- METHCOD- DOT1X- DEB
[1 ST 1644 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 1645 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 1646 270] ACCESS- METHCOD- DOT1X- DEB

[1ST 1647 270] ACCESS- METHOD- DOT1X- NOTF:

[1ST 1648 270] ACCESS- METHOD- DOT1X- | NFO

[1ST 1649 270] ACCESS- METHOD- DOT1X- | NFO
[1 ST 164a 270] ACCESS- METHCOD- DOT1X- DEB

: More--
0021. 5¢8c. c761,

[1 ST 164c 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 164d 270] ACCESS- METHCD- DOT1X- DEB

[1 ST 164e 270] ACCESS- METHOD- DOT1X- NOTF:
[1 ST 164f 270] ACCESS- METHCOD- DOT1X- DEB
[1 ST 1650 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 1651 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 1652 270] ACCESS- METHCD- DOT1X- DEB

[1ST 1653 270] ACCESS- METHOD- DOT1X- NOTF:

[1ST 1654 270] ACCESS- METHCD- DOT1X- | NFO

[1ST 1655 270] ACCESS- METHCD- DOT1X- | NFO

O0xA100000F: ent eri ng response state
[0021. 5¢8c. c761, Cal 11:59:19.525 09/01/13]
Response sent to the server from OxA100000F
[0021. 5¢8c. c761, Cal 11:59:19.525 09/01/13]
0xA100000F: r equest response action

[0021. 5¢c8c. c761, Cal
Post i ng
[0021. 5¢c8c. c761, Cal

11:59: 19. 529 09/ 01/ 13]
EAP_REQ for OxA100000F
11:59: 19. 529 09/ 01/ 13]

[09/01/13 11:59:21.191 | ST 163f
Cal] Queuing

0xA100000F
[0021. 5¢c8c. c761, Cal
0xA100000F
[0021. 5¢c8c. c761, Cal

exiting response state
11:59: 19. 529 09/ 01/ 13]
entering request state
11:59: 19. 529 09/ 01/ 13]
Sendi ng EAPCL packet
[0021. 5¢8c. c761, Cal 11:59:19.529 09/01/13]
Pl at f orm changed src mac of EAPOL packet
[0021. 5¢8c. c761, Cal 11:59:19.529 09/01/13]
EAPOL packet sent to client OxA100000F
[0021. 5¢8c. c761, Cal 11:59:19.529 09/01/13]
0xA100000F: r esponse request action

176] ACCESS- METHOD- DOT1X- | NFO- -
an EAPOL pkt on Authenticator Q
€761, Cal 11:59:21.191 09/01/13]
Posti ng EAPOL_EAP for 0xA100000F
[0021. 5¢8c. c761, Cal 11:59:21.191 09/01/13]
0xA100000F: ent eri ng response state
[0021. 5¢8c. c761, Cal 11:59:21.191 09/01/13]
Response sent to the server from OxA100000F
[0021. 5¢8c. c761, Cal 11:59:21.191 09/01/13]

[ 0021. 5c8c.

[09/01/13 11:59:21.201 |IST 164b
Cal] Queuing

0OxA100000F: r equest

[0021. 5¢c8c. c761, Cal
Post i ng
[0021. 5¢c8c. c761, Cal

0xA100000F

[ 0021. 5¢c8c. c761, Cal

0xA100000F

[ 0021. 5¢c8c. c761, Cal

[ 0021. 5¢c8c. c761, Cal

Pl at f orm changed src nac

[ 0021. 5¢c8c. c761, Cal

EAPOL packet sent to client

[ 0021. 5¢c8c. c761, Cal

OxA100000F: r esponse request
176] ACCESS- METHOD- DOT1X- | NFO- -
an EAPOL pkt on Authenticator Q

[ 0021. 5¢c8c. c761, Cal

response action
11:59: 21. 194 09/ 01/ 13]
EAP_REQ for OxA100000F
11:59: 21. 194 09/ 01/ 13]
exiting response state
11:59: 21. 194 09/ 01/ 13]
entering request state
11:59: 21. 194 09/ 01/ 13]

Sendi ng EAPCL packet
11:59: 21. 194 09/ 01/ 13]
of EAPOL packet
11:59: 21. 194 09/ 01/ 13]
0xA100000F
11:59: 21. 194 09/ 01/ 13]
action

11:59:21. 201 09/ 01/ 13]

Posti ng EAPOL_EAP for 0xA100000F

[ 0021. 5¢c8c. c761, Cal

11:59:21. 201 09/ 01/ 13]

0xA100000F: ent eri ng response state

[0021. 5¢c8c. c761, Cal 11:59:21.201 09/01/13]
Response sent to the server from OxA100000F
[0021. 5¢c8c. c761, Cal 11:59:21.201 09/01/13]

0OxA100000F: r equest

[0021. 5¢c8c. c761, Cal
Post i ng
[0021. 5¢c8c. c761, Cal

0xA100000F

[0021. 5¢c8c. c761, Cal

0xA100000F

[0021. 5¢c8c. c761, Cal

[0021. 5¢c8c. c761, Cal

Pl at f orm changed src nac

[0021. 5¢c8c. c761, Cal

response action
11:59: 21. 203 09/ 01/ 13]
EAP_REQ for OxA100000F
11:59: 21. 203 09/ 01/ 13]
exiting response state
11:59: 21. 203 09/ 01/ 13]
entering request state
11:59: 21. 203 09/ 01/ 13]

Sendi ng EAPCL packet
11:59: 21. 203 09/ 01/ 13]
of EAPOL packet
11:59: 21. 203 09/ 01/ 13]



[1 ST 1656 270] ACCESS- METHCD- DOT1X- DEB
: More--
0021. 5¢8c. c761,

[1 ST 1658 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 1659 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 165a 270] ACCESS- METHOD- DOT1X- NOTF:
[1 ST 165b 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 165¢c 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 165d 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 165e 270] ACCESS- METHCD- DOT1X- DEB
[1ST 165f 270] ACCESS- METHOD- DOT1X- NOTF:
[1ST 1660 270] ACCESS- METHOD- DOT1X- | NFO
[1ST 1661 270] ACCESS- METHOD- DOT1X- | NFO
[1ST 1662 270] ACCESS- METHCD- DOT1X- DEB
: More--
0021. 5¢8c. c761,

[1 ST 1664 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 1665 270] ACCESS- METHCD- DOT1X- DEB
[1ST 1666 270] ACCESS- METHOD- DOT1X- NOTF:
[1 ST 1667 270] ACCESS- METHCOD- DOT1X- DEB
[1 ST 1668 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 1669 270] ACCESS- METHCD- DOT1X- DEB
[1 ST 166a 270] ACCESS- METHCD- DOT1X- DEB
[1ST 166b 270] ACCESS- METHOD- DOT1X- NOTF:
[1ST 166¢c 270] ACCESS- METHOD- DOT1X- | NFO
[1ST 166d 270] ACCESS- METHOD- DOT1X- | NFO
[1 ST 166e 270] ACCESS- METHCD- DOT1X- DEB
: More--
0021. 5¢8c. c761,

[1ST 1670 270] ACCESS- METHCD- DOT1X- DEB
[1ST 1671 270] ACCESS- METHCD- DOT1X- DEB
[1ST 1672 270] ACCESS- METHOD- DOT1X- NOTF:
[1ST 1673 270] ACCESS- METHCOD- DOT1X- DEB

[1ST 1674 179] ACCESS- METHCD- DOT1X- | NFO

[1'ST 1675 270] ACCESS- METHCD- DOT1X- DEB

[09/01/13 11:59:21.213 |IST 1657
Cal] Queuing

EAPOL packet sent to client OxA100000F
[0021. 5¢8c. c761, Cal 11:59:21.203 09/01/13]
0xA100000F: r esponse request action

176] ACCESS- METHOD- DOT1X- | NFO- -
an EAPOL pkt on Authenticator Q
[0021. 5¢8c. c761, Cal 11:59:21.213 09/01/13]
Posti ng EAPOL_EAP for 0OxA100000F
[0021. 5¢8c. c761, Cal 11:59:21.213 09/01/13]
O0xA100000F: ent eri ng response state
[0021. 5¢8c. c761, Cal 11:59:21.213 09/01/13]
Response sent to the server from OxA100000F
[0021. 5¢8c. c761, Cal 11:59:21.213 09/01/13]
0xA100000F: r equest response action

[0021. 5¢c8c. c761, Cal
Post i ng
[0021. 5¢c8c. c761, Cal

0xA100000F

[0021. 5¢c8c. c761, Cal

0xA100000F

[0021. 5¢c8c. c761, Cal

[ 0021. 5¢c8c. c761, Cal

Pl at f orm changed src nac

11:59: 21. 220 09/ 01/ 13]
EAP_REQ for OxA100000F
11:59: 21. 220 09/ 01/ 13]
exiting response state
11:59: 21. 220 09/ 01/ 13]
entering request state
11:59: 21. 220 09/ 01/ 13]

Sendi ng EAPCL packet
11:59: 21. 220 09/ 01/ 13]
of EAPOL packet

[09/01/13 11:59:21.224 | ST 1663
Cal] Queuing

[0021. 5¢8c. c761, Cal 11:59:21.220 09/01/13]
EAPOL packet sent to client OxA100000F
[0021. 5¢8c. c761, Cal 11:59:21.220 09/01/13]
0xA100000F: r esponse request action

176] ACCESS- METHOD- DOT1X- | NFO- -
an EAPOL pkt on Authenticator Q
[0021. 5¢8c. c761, Cal 11:59:21.224 09/01/13]
Posti ng EAPOL_EAP for 0xA100000F
[0021. 5¢8c. c761, Cal 11:59:21.224 09/01/13]
0xA100000F: ent eri ng response state
[0021. 5¢8c. c761, Cal 11:59:21.224 09/01/13]
Response sent to the server from OxA100000F
[0021. 5¢8c. c761, Cal 11:59:21.224 09/01/13]
0xA100000F: r equest response action

[0021. 5¢c8c. c761, Cal
Post i ng
[0021. 5¢c8c. c761, Cal

0xA100000F

[ 0021. 5¢c8c. c761, Cal

0xA100000F

[ 0021. 5¢c8c. c761, Cal

[ 0021. 5¢c8c. c761, Cal

Pl at f orm changed src nac

11:59: 21. 227 09/ 01/ 13]
EAP_REQ for OxA100000F
11:59: 21. 227 09/ 01/ 13]
exiting response state
11:59: 21. 227 09/ 01/ 13]
entering request state
11:59: 21. 227 09/ 01/ 13]

Sendi ng EAPCL packet
11:59: 21. 227 09/ 01/ 13]
of EAPOL packet

[09/01/13 11:59:21.235 | ST 166f
Cal] Queuing

[0021. 5¢8c. c761, Cal 11:59:21.227 09/01/13]
EAPOL packet sent to client OxA100000F
[0021. 5¢8c. c761, Cal 11:59:21.227 09/01/13]
0xA100000F: r esponse request action

176] ACCESS- METHOD- DOT1X- | NFO- -
an EAPOL pkt on Authenticator Q
[0021. 5¢8c. c761, Cal 11:59:21.235 09/01/13]
Posti ng EAPOL_EAP for 0xA100000F
[0021. 5¢8c. c761, Cal 11:59:21.235 09/01/13]
0xA100000F: ent eri ng response state
[0021. 5¢8c. c761, Cal 11:59:21.235 09/01/13]
Response sent to the server from OxA100000F
[0021. 5¢8c. c761, Cal 11:59:21.235 09/01/13]
0xA100000F: r equest response action
[0021. 5¢8c. c761, Cal 11:59:21.238 09/01/13]
Recei ved an EAP Success
[0021. 5¢8c. c761, Cal 11:59:21.238 09/01/13]



Posti ng EAP_SUCCESS for OxA100000F

[1ST 1676 270] ACCESS- METHCOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:21.238 09/01/13]
O0xA100000F: exi ti ng response state

[1ST 1677 270] ACCESS- METHCOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:21.238 09/01/13]
O0xA100000F: enteri ng success state

[1ST 1678 270] ACCESS- METHCOD- DOT1X- DEB: [ 0021.5c8c.c761, Cal 11:59:21.238 09/01/13]
0xA100000F: r esponse success action

[1ST 1679 270] ACCESS- METHCOD- DOT1X- DEB: [ 0021.5c8c.c761, Cal 11:59:21.238 09/01/13]
00xA100000F: entering idle state

[1'ST 167a 262] ACCESS- METHCOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:21.238 09/01/13]
Posti ng AUTH_SUCCESS on Client 0xA100000F

: More-- [09/01/13 11:59:21.238 | ST 167b 262] ACCESS- METHCD- DOT1X- DEB- -

0021. 5¢c8c. c761, Cal] OxAlO0O0OOOF:exiting authenticating state]

[1'ST 167c 262] ACCESS- METHCOD- DOT1X- DEB: [0021.5c8c.c761, Cal 11:59:21.238 09/01/13]
O0xA100000F: entering authc result state

[1ST 167d 262] ACCESS- METHOD- DOT1X- NOTF: [0021.5c8c.c761, Cal 11:59:21.238 09/01/13]
Sendi ng EAPOL success i medi ately

[1ST 167e 262] ACCESS- METHOD- DOT1X- NOTF: [0021.5c8c.c761, Cal 11:59:21.238 09/01/13]
Sendi ng EAPCL packet

[1ST 167f 262] ACCESS- METHCOD- DOT1X- | NFO [0021.5c8c.c761, Cal 11:59:21.238 09/01/13]
Pl at f orm changed src nmac of EAPOL packet

[1ST 1680 262] ACCESS- METHCOD- DOT1X- | NFO [ 0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
EAPOL packet sent to client OxA100000F

[1'ST 1681 262] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
(Aut hc success from Dot1X (1), status OK (0) / event success (0

[1ST 1682 262] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
Hi ghest prio nethod: | NVALID, Authz method: |NVALID, Conn hdl: dot1x

[1ST 1683 262] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
(Queued AUTHC SUCCESS from Dot 1X for session 0x32000026 (0021.5c8c.c761

[1ST 1684 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
(Recei ved internal event APPLY_USER PROFI LE (handl e 0x32000026

[1'ST 1685 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
Clearing AAA data for: 0021.5c8c.c761

[1ST 1686 173] ACCESS- CORE- SM SYNC- NOTF: [0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
Del ay add/update sync of username for 0021.5c8c.c761 / 0x32000026

: More-- [09/01/13 11:59:21.239 | ST 1687 173] ACCESS- CORE- SM NOTF- -

0021. 5¢c8c. c761, Cal] Received User-Nane user for client 0021.5c8c.c761]

[1ST 1688 173] ACCESS- CORE- SM SYNC- NOTF: [ 0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
Del ay add/update sync of auth-domain for 0021.5c8c.c761 / 0x32000026

[1ST 1689 173] ACCESS- CORE- SM SYNC- NOTF: [ 0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
Del ay add/update sync of target-scope for 0021.5c8c.c761 / 0x32000026

[1ST 168a 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
Exi sting AAA | D: 0x0000001E

[1ST 168b 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
"Client 0021.5c8c.c761, Method dot1lx changing state from'Running' to 'Authc Success
[1'ST 168c 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
"Cient 0021.5c8c.c761, Context changing state from'Running' to 'Authc Success

: 1 ST 168d 173] ACCESS- CORE- SM CLI ENT- DOT11- NOTF 11:59: 21. 239 09/ 01/ 13]

0021. 5¢c8c. c761, Cal] Applying authz attrs - Ox1DO003FF]

[1ST 168e 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:21.239 09/01/13]

Non- SM pol i cy applied for 0x32000026. Authz_attrs not freed

[1ST 168f 173] ACCESS- CORE- SM SYNC- NOTF: [ 0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
Del ay add/update sync of nethod for 0021.5c8c.c761 / 0x32000026

:1' ST 1690 173] ACCESS- CORE- SM CLI ENT- DOT11- NOTF 11:59: 21. 239 09/ 01/ 13]

0021. 5¢8c. c761, Cal] Dot 11: authz success signalled for 0021.5c8c. c761]

:1'ST 1691 173] ACCESS- CORE- SM CLI ENT- SPI - NOTF 11:59: 21. 239 09/ 01/ 13]

0021. 5¢8c. c761, Cal] Session authz status notification sent to Cient[1] for]
0021. 5c8c.c761 with handl e CE38188, |ist 1DO003FF

: More-- [09/01/13 11:59:21.239 | ST 1692 173] ACCESS- CORE- SM NOTF- -

0021. 5¢8c.c761, Cal] SMwill not apply policy for RX_ METHOD AUTHC SUCCESS on]
0x32000026 / 0021.5c8c.c761

[1'ST 1693 173] ACCESS- CORE- SM NOTF: [0021.5c8c.c761, Cal 11:59:21.239 09/01/13]
Processing default action(s) for event RX METHOD AUTHC SUCCESS for session

. 0x32000026



[IST
[IST
[IST

[IST

dient

[1sT
[1sT
[1sT
[1sT

[IST
(

[1 ST 169e 173] ACCESS- METHOD- DOT1X- NOTF:
(Recei ved Authz Success for the client
| ST 169f 173] ACCESS- CORE- SM NOTF:
[1ST 16a0 173] ACCESS- CORE- SM NOTF:
[1ST 16al 262] ACCESS- METHOD- DOT1X- DEB:
[1ST 16a2 262] ACCESS- METHOD- DOT1X- DEB:

[1 ST 16a3 262] ACCESS- METHOD- DOT1X- NOTF:

| ST 16a4 5933] 0021.5C8C. C761 1XA:

| ST

| ST

| ST

| ST

| ST

| ST

| ST

| ST

| ST

| ST

| ST

| ST

1694 173]

1695 173]

1696 173]

1697 173]
0021.

1698 173]

(Processing SM CB request for 0x32000026: Event:

1699 173]

Aut hz
169a 173]
169b 173]
169c 173]

Processi ng
: More--

I ST 16a5

16a7 5933]
16a8 5933]
: More--

16aa 5933]
16ab 5933]
16ac 5933]
16ad 5933]
16ae 5933]
16af 5933]
16b0 5933]
16b1 5933]
16b2 5933]

16b3 5933]

ACCESS- CORE- SM NOTF:
(Executing default
ACCESS- CORE- SM NOTF:

[0021. 5¢8c. c761, Cal 11:59:21.239 09/01/13]
action handl er for AUTHC SUCCESS (0x32000026
[0021. 5¢8c. c761, Cal 11:59:21.239 09/01/13]
AUTHC_SUCCESS - aut hori ze by default

ACCESS- CORE- SM NOTF: [ 0021. 5c¢8c.c761, Cal 11:59:21.239 09/01/13]
Signal ling Authz success for client 0021.5c8c.c761

ACCESS- CORE- SM NOTF: [ 0021. 5c¢8c.c761, Cal 11:59:21.239 09/01/13]
5c8c. c761, Context changing state from'Authc Success' to 'Authz
' Success

[0021. 5¢8c. c761, Cal 11:59:21.239 09/01/13]
Aut hori ze request (216
ACCESS- CORE- SM NOTF: [ 0021. 5c¢8c.c761, Cal 11:59:21.239 09/01/13]
conpl ete (SUCCESS) for client 0021.5c8c.c761/0x32000026 reported
ACCESS- CORE- SM NOTF: [ 0021. 5c¢8c.c761, Cal 11:59:21.239 09/01/13]
(Recei ved internal event AUTHZ SUCCESS (handl e 0x32000026
ACCESS- CORE- SM NOTF: [ 0021. 5c8c.c761, Cal 11:59:21.239 09/01/13]
Processing AUTHZ _CB RESULT (success) for 0x32000026

ACCESS- CORE- SM NOTF: [ 0021. 5c8c.c761, Cal 11:59:21.239 09/01/13]
SM CB request for 0x32000026: Event: Authz result processed (215

[09/01/13 11:59:21.239 | ST 169d 173] ACCESS- CORE- SM NOTF- -

0021. 5¢8c. c761, Cal] Authz result processed, result: 0]

[0021. 5¢8c. c761, Cal 11:59:21.239 09/01/13]
0xA100000F (0021.5c8c.c761
[0021. 5¢8c. c761, Cal] SM 11:59:21.239 09/01/13]
Reaut h Plugin: Cient authz change, result=Success
[0021. 5¢8c. c761, Cal 11:59:21.239 09/01/13]
Signal ling Authz conpl ete (success) for client 0x32000026
[0021. 5¢8c. c761, Cal 11:59:21.239 09/01/13]
Posti ng AUTHZ_SUCCESS on Cient OxA100000F
[0021. 5¢8c. c761, Cal 11:59:21.239 09/01/13]
O0xA100000F: entering authenticated state
[0021. 5¢8c. c761, Cal 11:59:21.239 09/01/13]
. EAPOL success packet was sent earlier

recei ved aut hentication 11:59:21.239 09/ 01/ 13]
response, status=0 AAA | D=0 protocol =0

5933] 0021.5C8C. C761 1XA: Handling status 11:59:21.239 09/01/13]
notification request fromdot1x, uid=30/0
5933] 0021.5C8C. C761 11:59:21.239 09/01/13]
client incoming attribute size are 485
received RADIUS attr 11:59:21.239 09/01/13]
type 450

11:59:21. 239 09/ 01/ 13]
type 450

21.239 | ST 16a9 5933] 0021.5C8C. C761 1XA--
received RADIUS attr type 383

received RADIUS attr 11:59:21.239 09/01/13]
type 383

239 09/01/13]
type 87
09/ 01/ 13]
type 87
09/ 01/ 13]
type 274
09/ 01/ 13]
type 274
09/ 01/ 13]
type 88
09/ 01/ 13]
type 88
09/ 01/ 13]
type 661
09/ 01/ 13]
type 661
09/ 01/ 13]

ACCESS- CORE- SM NOTF:

| ST 16a6
0021. 5C8C. C761 1XA:

0021.5C8C. C761 1XA: received RADIUS attr

[09/01/13 11:59:

0021. 5C8C. C761 1XA:

0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.

0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239

0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239

0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239

0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239

0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239

0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239

0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239

0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239



type 662

| ST 16b4 5933] 0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239 09/01/13]
type 662

: More-- [09/01/13 11:59:21.239 | ST 16b5 5933] 0021.5C8C. C761 1XA--
received RADIUS attr type 82

| ST 16b6 5933] 0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239 09/01/13]
type 82

| ST 16b7 5933] 0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239 09/01/13]
type 37

| ST 16b8 5933] 0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239 09/01/13]
type 37

| ST 16b9 5933] 0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239 09/01/13]
type 819

| ST 16ba 5933] 0021.5C8C. C761 1XA: received RADIUS attr 11:59:21.239 09/01/13]
type 819

| ST 16bb 5933] 0021.5C8C. C761 Applying new AAA override for 11:59:21.239 09/01/13]
station 0021.5C8C. C761

(..1ST 16bc 5933] 0021.5C8C. C761 Override values (cont 11:59:21.239 09/01/13]
,"" :dataAvgC. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1 vl anl f Nane
"' :acl Nane

- | ST 16bd 5933] 0021.5C8C. C761 Not applying override policy 11:59:21.239 09/01/13]
all ow override is FALSE

| ST 16be 5933] 0021.5C8C. C761 1XA: Setting reauth tineout to 11:59:21.239 09/01/13]
seconds from W.AN config 1800

I ST 16bf 5933] 0021.5C8C. C761 1XA: Setting reauth tineout to 11:59:21.239 09/01/13]
seconds 1800

Mor e- - [09/01/13 11:59:21.239 | ST 16c0 5933] 0021.5C8C. C761 1XK: Creating--
(a PKC PWKID Cache entry (RSN 1

| ST 16c1 5933] 0021.5C8C. C761 1XK: Set Link Secure: 0 11:59:21.239 09/01/13]

| ST 16c2 5933] 0021.5C8C. C761 1XK: Set Link Secure: 0 11:59:21.239 09/01/13]

| ST 16c3 5933] 0021.5C8C. C761 1XK: Looking for BSSID 11:59:21.239 09/01/13]
C8F9. F983. 426C in PWKID cache

| ST 16c4 5933] 0021.5C8C. C761 1XK: Adding BSSID 11:59:21.239 09/01/13]
C8F9. F983. 426C to PWKID cache

| ST 16¢5 5933] 0021.5C8C. C761 1XA: Disabling reauth - using 11:59:21.239 09/01/13]
PW lifetime instead

, 1 ST 16¢c6 5933] 0021.5C8C. C761 Radi us overrides disabled 11:59:21.239 09/01/ 13]
i gnoring source 4

, 1 ST 16¢7 5933] 0021.5C8C. C761 Radi us overrides disabled 11:59:21.239 09/01/ 13]
i gnoring source 4

, 1 ST 16c8 5933] 0021.5C8C. C761 Radi us overrides disabled 11:59:21.239 09/01/ 13]
i gnoring source 4

| ST 16c9 5933] 0021.5C8C. C761 PWK sent to mobility group 11:59:21.239 09/01/13]

| ST 16ca 5933] 0021.5C8C. C761 1XA: authentication succeeded 11:59:21.239 09/01/13]
| ST 16cb 5933] 0021.5C8C. C761 1XK: Looking for BSSID 11:59:21.239 09/01/13]
C8F9. F983. 426C in PWKID cache

| ST 16cc 5933] 0021.5C8C. C761 1XK: Looking for BSSID 11:59:21.239 09/01/13]
C8F9. F983. 426C in PWKID cache

Mor e- - [09/01/13 11:59:21.239 | ST 16cd 5933] 0021.5C8C. C761 Starting key--
exchange with nmobile - data forwarding is disabled

| ST 16ce 5933] 0021.5C8C. C761 1XA: Sendi ng EAPOL nessage to 11:59:21.239 09/01/13]
nobi | e, WLAN=4 AP WLAN=4

| ST 16¢f 5933] 0021.5C8C. C761 1XA: Received 802.11 EAPOL 11:59:21.246 09/01/13]
nmessage (len 123) from nobile

I ST 16d0 5933] 0021.5C8C. C761 1XA: Received EAPOL-Key from 11:59:21. 246 09/01/13]
nobi | e

| ST 16d1 5933] 0021.5C8C. C761 1XK: Received EAPOL-key in 11:59:21.246 09/01/13]
PTK_START state (nsg 2) fromnobile

I ST 16d2 5933] 0021.5C8C. C761 1XK: Stopping retransm ssion 11:59:21.246 09/ 01/ 13]
timer

| ST 16d3 5933] 0021.5C8C. C761 1XA: Sendi ng EAPOL nessage to 11:59:21.246 09/01/13]
nobi | e, WLAN=4 AP WLAN=4

| ST 16d4 5933] 0021.5C8C. C761 1XA: Received 802.11 EAPOL 11:59:21.258 09/01/13]
nessage (len 99) from nobile



I ST 16d5 5933] 0021.5C8C. C761 1XA: Received EAPOL-Key from 11:59:21. 258 09/01/13]
nobi | e
| ST 16d6 5933] 0021.5C8C. C761 1XK: Received EAPOL-key in 11:59:21.258 09/01/13]
PTKI NI TNEGOTI ATI NG state (nmsg 4) from nobile
| ST 16d7 5933] 0021.5C8C. C761 1XK: Set Link Secure: 1 11:59:21.258 09/01/13]
- | ST 16d8 5933] 0021.5C8C. C761 1XK: Key exchange conplete 11:59:21.258 09/01/13]
updati ng PEM
Mor e- - [09/01/13 11:59:21.258 | ST 16d9 5933] 0021.5C8C. C761- -
apf Ms1xSt at el nc
| ST 16da 5933] 0021.5C8C. C761 WCDB_AUTH: Adding opt82 Ilen 0 11:59:21.258 09/01/13]
, | ST 16db 5933] 0021.5C8C. C761 WCDB LLM NoRun Prev Mb 0 11:59:21.258 09/01/13]
Curr Mob O Il nReq 1, return Fal se
(1'ST 16dc 5933] 0021.5C8C. C761 WCDB_CHANGE: auth=L2_AUTH(1 11:59:21. 258 09/ 01/ 13]
vlan 20 radio 1 client_id 0x84f d0O000000050 mnobility=Unassoc(0) src_int
0xb6818000000038 dst _int 0x0 ackflag O reassoc_client O IImnotif Oip 0.0.0.0
i p_l earn_type UNKNOMN
| ST 16dd 5933] 0021.5C8C. C761 WCDB_CHANGE: In L2 auth but 11:59:21.258 09/01/13]
| 2ack waiting Ifag not set,so set
| ST 16de 5933] 0021.5C8C. C761 Not Usi ng WWM Conpl i ance code 11:59:21.258 09/01/13]
gosCap 00
| ST 16df 5933] 0021.5C8C. C761 WCDB_AUTH: Adding opt82 len 0 11:59:21.258 09/01/13]
I ST 16e0 5933] 0021.5C8C. C761 WCDB CHANGE: Suppressing SPI 11:59:21. 258 09/01/13]
Mobility state not known) penstate 7 state LEARN_IP(2) vlan 20 client_id)
0x84f d0000000050 mob=Unassoc(0) ackflag 1 dropd O
I ST 16el 5933] 0021.5C8C.Cr61 Increnenting the Reassociation 11:59:21.258 09/01/13]
(Count 1 for client (of interface VLANO020
| ST 16e2 5933] 0021.5C8C. Cr61 1XK: Stopping retransm ssion 11:59:21.258 09/01/13]

tiner
| ST 16e3 5933] 0021.5C8C.C761 0.0.0.0, auth_state 7 mRol e 11:59: 21. 258 09/ 01/ 13]
'l Unassoc

, More- - [09/01/13 11:59:21.258 | ST 16e4 5933] 0021.5C8C. C761 0.0.0. O--

aut h_state 7 nmRol e Unassoc, updating wcdb not needed

| ST 16e5 5933] 0021.5C8C. C761 Tclas Plunmb needed: 0 11:59:21.258 09/01/13]

| ST 16e6 5933] 0021.5C8C. C761 WCDB_AUTH. Adding opt82 len 0 11:59:21.258 09/01/13]
, | ST 16e7 5933] 0021.5C8C. C761 WCDB_LLM NoRun Prev Mob 0 11:59:21.258 09/01/13]
Curr Mob 1 Il nReq 1, return Fal se

| ST 16e8 5933] 0021.5C8C. C761 WCDB_CHANGE: Suppressing SPI 11:59:21.258 09/01/ 13]
ACK nessage not recvd) penstate 7 state LEARN I P(2) vlan 20)
client_id 0x84f dOO0O0000050 nob=Local (1) ackflag 1 dropd 1

| ST 16e9 5933] 0021.5C8C. C761 Error updating wedb on mobility 11:59:21.258 09/01/13]
conpl ete

| ST 16ea 5933] 0021.5C8C. C761 aaa attribute list length is 79 11:59:21. 258 09/01/13]
| ST 16eb 5933] 0021.5C8C. C761 Sending SPI 11:59:21.258 09/01/13]

Spi _epm epm sessi on_create successfull

| ST 16ec 5933] 0021.5C8C.C761 0.0.0.0, auth_state 7 mmRol e 11:59:21.259 09/01/ 13]
Il Local

| ST 16ed 5933] 0021.5C8C.C761 0.0.0.0, auth_state 7 mmRol e 11:59:21.259 09/01/13]
Local, updating wcdb not needed

| ST 16ee 5933] 0021.5C8C. C761 Tclas Plunmb needed: 0 11:59:21.259 09/01/13]

(I ST 16ef 190] [WCDB] ==Update event: client (0021.5c8c.c761 11:59:21.260 09/01/13]
client id:(0x84fd0000000050) vlan (20->20) global _w an (4->4) auth_state
(ASSCCI ATI ON->L2_AUTH DONE) npb_state (INIT->INIT)

Mor e- - [09/01/13 11:59:21.260 I ST 16f0 190] [WCDB] ===intf src/dst--
0xb6818000000038- >0xb6818000000038) / (0x0- >0x0) radi o/ bssi d)
(c8f9.f983. 4260->c8f9.f983.4260) |Imnotify (false) addr v4/v6 (0)/(0)/(1<1-)

I ST 16f1 190] [WCDB] wcdb_client _ntast_update_notify: No 11:59:21.260 09/01/ 13]
ncast action reqd

| ST 16f2 190] [WCDB] Allocating Cient LE and waiting for 11:59:21.260 09/01/13]
ACK
21 ST 16f3 190] [WCDB] wcdb_ffcp_wedb_client_add_notify 11:59:21.260 09/ 01/ 13]
client (0021.5c8c.c761) id 0x84fd0000000050 ffcp create flags=0x0 iifid
bssi d/radi o = 0x81f ac000000041/ Oxbf cdc00000003a, src_intf = Oxb6818000000038
| ST 16f4 5933] 0021.5C8C. C761 Received 11:59:21.261 09/01/13]
session_create_response for client handl e 37432873367634000



I ST 16f5 5933] 0021.5C8C. C761 Received 11:59:21.261 09/01/13]
session_create_response with EPM session handl e 4060086311

| ST 16f6 5933] 0021.5C8C. C761 Send request to EPM 11:59:21.261 09/01/13]

| ST 16f7 5933] 0021.5C8C. C761 aaa attribute list length is 11:59:21.261 09/01/13]
485

I ST 16f8 5933] 0021.5C8C. C761 Sendi ng Activate request for 11:59:21.261 09/01/13]
session handl e 4060086311 successful

11 ST 16f9 5933] 0021.5C8C. C761 Post-auth policy request sent 11:59:21.261 09/01/13]
Now wait for post-auth policy ACK from EPM

| ST 16fa 5933] 0021.5C8C. C761 Received 11:59:21.261 09/01/13]
activate_features_resp for client handle 37432873367634000

I ST 16fb 5933] 0021.5C8C. C761 Received 11:59:21.261 09/01/13]
activate_features_resp for EPM session handl e 4060086311

Mor e- - [09/01/13 11:59:21.262 | ST 16fc 5933] 0021.5C8C. C761 Recei ved- -
pol i cy_enforcenment _response for client handl e 37432873367634000

I ST 16fd 5933] 0021.5C8C. C761 Received 11:59:21.262 09/01/13]
pol i cy_enforcenment _response for EPM sessi on handl e 2818572305

| ST 16fe 5933] 0021.5C8C. C761 Received response 11:59:21.262 09/01/13]

for _EPM SPI _ACTI VATE_FEATURES request sent for client

I ST 16ff 5933] 0021.5C8C. C761 11:59:21.262 09/01/13]

Recei ved _EPM SPI _STATUS_SUCCESS for request sent for client

I ST 1700 5933] 0021.5C8C. C761 Post-auth policy ACK recvd 11:59:21.262 09/ 01/ 13]
from EPM unset flag on MSCB

(I'ST 1701 33] [WeDB] wcdb_ffcp_add_cbh: client (0021.5c8c.c761 11:59:21.262 09/01/13]
(client (0x84fd0000000050): FFCP operation (CREATE) return code (O

21 ST 1702 33] [WCDB] wedb_send_add_notify_cal | back_event 11:59:21.262 09/ 01/ 13]
Noti fying ot her features about client add

: 1 ST 1703 33] ACCESS- CORE- SM FEATURE- W RED_TUNNEL- NOT 11:59: 21. 262 09/ 01/ 13]

0021. 5¢c8c.c761] Cdient 0021.5c8c.c761 is not tunnel client..Return]

I ST 1704 33] [WCDB] wcdb_sisf_client_add_notify: Notifying 11:59:21.262 09/01/13]
SI SF of DEASSOC to DOMN any old entry for 0021.5c8c.c761

I ST 1705 33] [WCDB] wcdb_sisf_client_add_notify: Notifying 11:59:21.262 09/01/13]
SI SF of new Associ ation for 0021.5c8c.c761

| ST 1706 5933] 0021.5C8C. C761 WCDB SPI response nmsg handl er 11:59:21.262 09/01/13]
client code O nob state O

| ST 1707 5933] 0021.5C8C. C761 Wdbd ientUpdate: L2 Auth ACK 11:59:21.262 09/01/13]
f rom WCDB

: More-- [09/01/13 11:59:21.262 |1 ST 1708 5933] 0021.5C8C. C761 WCDB_L2ACK- -
wecdbAckRecvdFl ag updat ed

| ST 1709 5933] 0021.5C8C. C761 WCDB_AUTH. Adding opt82 len 0 11:59:21.262 09/01/13]
, | ST 170a 5933] 0021.5C8C. C761 WCDB_LLM NoRun Prev Mob 0 11:59:21.262 09/01/13]
Curr Mob 1 Il nReq 1, return Fal se

(1'ST 170b 5933] 0021.5C8C. C761 WCDB CHANGE: aut h=LEARN_| P(2 11:59: 21. 263 09/ 01/ 13]
vlan 20 radio 1 client_id 0x84fd0000000050 mobility=Local (1) src_int
0xb6818000000038 dst _int 0x0 ackflag 2 reassoc_client O IImnotif Oip 0.0.0.0
i p_l earn_type UNKNOMN

(I'ST 170c 190] [WCDB] ==Update event: client (0021.5c8c.c761 11:59:21.263 09/01/13]
client id:(0x84fd0000000050) vlan (20->20) global _w an (4->4) auth_state

(L2_AUTH DONE- >LEARN | P) npb_state (I N T->LOCAL)

I ST 170d 190] [WCDB] ===intf src/dst 11:59:21.263 09/01/13]

(0xb6818000000038- >0xb6818000000038) / ( 0x0- >0x0)
radi o/ bssid (1->1)/(c8f9.f983.4260->c8f9.f983.4260) |Imnotify (false) addr v4/v6
(0)/(0)

I ST 170e 190] [WCDB] wcdb_client _ntast_update_notify: No 11:59:21.263 09/01/ 13]
ncast action reqd

I ST 170f 190] [WCDB] wedb_ffcp_wedb_client_update_notify 11:59:21.263 09/ 01/ 13]
client (0021.5c8c.c761) id 0x84fd0000000050 ffcp update with fl ags=0x18

;1 ST 1710 190] [WCDB] wcdb_client_state change_notify 11:59:21.263 09/ 01/ 13]
update flags = 0x3

;1 ST 1711 190] ACCESS- CORE- SM CLI ENT- DOT11- NOTF 11:59: 21. 263 09/ 01/ 13]

0021. 5c8c.c761] WCDB notification (LEARN_IP) for 0021.5c8c. c761]

[ More- - [09/01/13 11:59:21.263 I ST 1712 190] [ WCDB- -
wedb_sisf_client_update_notify: Notifying SISF

(1'ST 1713 329] [WCDB] wcdb_ffcp_cb: client (0021.5c8c.c761 11:59:21.263 09/01/13]



(client (0x84fd0000000050): FFCP operati on (UPDATE) return code (O

| ST 1714 264] dhcp pkt processing routine is called for pak 11:59:24.417 09/01/13]
with SMAC = 0021.5c8c.c761 and SRC_ADDR = 0.0.0.0

I ST 1715 210] sending dhcp packet outafter processing with 11:59:24.417 09/01/13]
SMAC = 0021. 5c8c.c761 and SRC ADDR = 0.0.0.0

21 ST 1716 144] DHCPD: Sending notification of D SCOVER 11:59:24.417 09/ 01/ 13]

21 ST 1717 144] DHCPD: Sending notification of D SCOVER 11:59:24.417 09/ 01/ 13]

| ST 1718 144] DHCPD: DHCPOFFER notify setup address 11:59:24.417 09/01/13]
mask 255.255.255.0 20. 20. 20. 3

| ST 1719 264] dhcp pkt processing routine is called for pak 11:59:24.425 09/01/13]
with SMAC = 0021.5c8c.c761 and SRC_ADDR = 0.0.0.0

I ST 171a 210] sending dhcp packet outafter processing with 11:59:24.425 09/01/13]
SMAC = 0021. 5c8c.c761 and SRC ADDR = 0.0.0.0

I ST 171b 144] DHCPD: address 20.20.20.3 nask 255.255.255.0 11:59:24. 425 09/ 01/ 13]
;1 ST 171c 186] ACCESS- CORE- SM CLI ENT- | PDT- NOTF 11: 59: 24. 425 09/ 01/ 13]

0021. 5c8c. c761, Cal] |IP update for MAC 0021.5c8c.c761. New | P 20. 20. 20. 3]

;1 ST 171d 186] ACCESS- CORE- SM CLI ENT- | PDT- NOTF 11: 59: 24. 425 09/ 01/ 13]

0021. 5¢8c.c761, Cal] IPv4 ID update notify success for |abel 0x32000026, MAC]
0021. 5¢c8c. c761

I ST 171e 186] [WCDB] wedb_ffcp_wedb_client_update_notify 11:59:24. 425 09/ 01/ 13]
client (0021.5c8c.c761) id 0x84fd0000000050 ffcp update with flags=0x18

: More-- [09/01/13 11:59:24.425 | ST 171f 173] ACCESS- CORE- SM NOTF- -

(0021. 5c8c. c761, Cal] Received internal event SINGE_|I D UPDATE (handl e 0x32000026]
[1ST 1720 173] ACCESS- CORE- SM SYNC- NOTF: [0021.5c8c.c761, Cal 11:59:24.425 09/01/13]
Del ay add/update sync of addr for 0021.5c8c.c761 / 0x32000026

| ST 1721 5933] 0021.5C8C. C761 WCDB_IP_BIND: w |Pv4 11:59:24.425 09/01/13]
ip_learn_type DHCP add_del ete 1,options_|length 0 20.20.20.3

I ST 1722 5933] 0021.5C8C. C761 Wdbd i entUpdate: |P Binding 11:59:24.425 09/01/ 13]
fromWCDB ip_learn_type 1, add_or_delete 1

| ST 1723 5933] 0021.5C8C. C761 | Pv4 Addr: 20:20:20:3 11:59: 24. 425 09/ 01/ 13]

I ST 1724 5933] 0021.5C8C.C761 Ms got the IP, resetting the 11:59:24.425 09/01/ 13]
Reassoci ation Count 0 for client

I ST 1725 5933] 0021.5C8C. C761 apf MsRunStatelnc 11:59:24.425 09/ 01/ 13]

| ST 1726 5933] 0021.5C8C. C761 WCDB_AUTH: Adding opt82 len 0 11:59:24.426 09/01/13]
I ST 1727 5933] 0021.5C8C. C761 WCDB_LLM prev Mb state 1 11:59:24.426 09/01/13]
curr Mob State 1 |1 Req flag O

| ST 1728 5933] 0021.5C8C. C761 WCDB_CHANGE: aut h=RUN(4) vl an 11:59: 24. 426 09/ 01/ 13]
radio 1 client_id Ox84fd0000000050 nobility=Local (1) src_int 0xb6818000000038 20
dst _int Ox0 ackflag 2 reassoc_client O IImnotif O ip 20.20.20.3 ip_learn_type DHCP
(1'ST 1729 329] [WCDB] wcdb_ffcp_cb: client (0021.5c8c.c761 11:59:24.426 09/01/ 13]
(client (0x84fd0000000050): FFCP operati on (UPDATE) return code (O

I ST 172a 5933] 0021.5C8C. C761 AAAS: acct nethod list NOT 11:59:24.426 09/01/13]
configured for W.AN 4, accounting ski pped

Mor e- - [09/01/13 11:59:24.426 |1 ST 172b 5933] 0021.5C8C. C761- -
Sendi ng | Pv4 update to Controller 10.105.135.176

I ST 172c 5933] 0021.5C8C. C761 Assigning Address 20.20.20.3 11:59:24.426 09/01/13]
to nobile

| ST 172d 5933] 0021.5C8C. C761 20.20.20.3, auth_state 20 11:59:24.426 09/01/13]

I''l mRol e Local

| ST 172e 5933] 0021.5C8C. C761 20.20.20.3, auth_state 20 11:59:24.426 09/01/13]
nmRol e Local, updating wcdb not needed

| ST 172f 5933] 0021.5C8C. C761 Tclas Plunmb needed: 0 11:59:24.426 09/01/13]

(I'ST 1730 190] [WCDB] ==Update event: client (0021.5c8c.c761 11:59:24.427 09/01/13]
client id:(0x84fd0000000050) vlan (20->20) global _w an (4->4) auth_state

(LEARN_I P->RUN) nob_state (LOCAL->LOCAL)

I ST 1731 190] [WCDB] ===intf src/dst 11:59:24.427 09/01/13]

0xb6818000000038- >0xb6818000000038) / (0x0- >0x0) radi o/ bssi d)
(c8f9.f983.4260->c8f9.f983.4260) |Imnotify (false) addr v4/v6 (0)/(0)/(1<1-)

I ST 1732 190] [WCDB] wcdb_client _ntast_update_notify: No 11:59:24.427 09/ 01/ 13]
ncast action reqd

I ST 1733 190] [WCDB] wedb_ffcp_wedb_client_update_notify 11:59:24.427 09/ 01/ 13]
client (0021.5c8c.c761) id 0x84fd0000000050 ffcp update with fl ags=0x18

;1 ST 1734 190] [WCDB] wcdb_client_state change_notify 11:59:24.427 09/ 01/ 13]
update flags = 0x2



;1 ST 1735 190] ACCESS- CORE- SM CLI ENT- DOT11- NOTF 11: 59: 24. 427 09/ 01/ 13]
.0021. 5c8c.c761] Ignore WCDB run notification for 0021.5c8c.c761 as authz conpl et e]
[ More- - [09/01/13 11:59:24.427 |1 ST 1736 190] [ WCDB- -
wedb_sisf_client_update_notify: Notifying SISF
(1'ST 1737 329] [WCDB] wcdb_ffcp_cb: client (0021.5c8c.c761 11:59:24.427 09/01/ 13]
(client (0x84fd0000000050): FFCP operation (UPDATE) return code (O
(I'ST 1738 190] [WCDB] ==Update event: client (60fa.cd4c.597b 11:59:34.667 09/01/13]
client id:(0xa028c00000004c) vlan (20->20) global _w an (2->2) auth_state
( RUN- >ASSOCI ATI ON) npb_state (LOCAL->LOCAL)
I ST 1739 190] [WCDB] ===intf src/dst 11:59:34.667 09/01/13]
/ (0xb6818000000038- >0xb6818000000038) / ( 0x0- >0x0) radi o/ bssid (0->0)
(c8f9.f983.4260->c8f9.f983.4260) IImnotify (true) addr v4/v6 (0)/(0)
;1 ST 173a 190] [WCDB] wcdb_client _ntast_update_notify 11:59:34.667 09/01/ 13]
No ntast action reqd
| ST 173b 190] [WCDB] Ignoring auth state transition 11:59:34.667 09/ 01/ 13]
(0 <- 4)
I ST 173c 190] [WCDB] wedb_ffcp_wedb_client_update_notify 11:59:34.667 09/ 01/ 13]
client (60fa.cd4c.597b) id 0xa028c00000004c ffcp update with fl ags=0x18
;1 ST 173d 190] [WCDB] wcdb_client_state change_notify 11:59:34.667 09/ 01/ 13]
update flags = 0x2
21 ST 173e 190] [WCDB] wcdb_sisf_client_update_notify 11:59:34.667 09/ 01/ 13]
Noti fyi ng SI SF
(I'ST 173f 329] [WeDB] wedb_ffcp_ch: client (60fa.cd4c.597b 11:59:34.667 09/ 01/ 13]
(client (0xa028c00000004c): FFCP operation (UPDATE) return code (O
(I'ST 1740 190] [WCDB] ==Update event: client (60fa.cd4c.597b 11:59: 34. 865 09/ 01/ 13]
(client id:(0xa028c00000004c) vlan (20->20) global _w an (2->2) auth_state (RUN->RUN
(mob_state (LOCAL->LOCAL
Mor e- - [09/01/13 11:59:34.865 | ST 1741 190] [WCDB] ===intf src/dst--
(0xb6818000000038- >0xb6818000000038) / ( 0x0- >0x0)
radi o/ bssid (0->0)/(c8f9.f983.4260->c8f9.f983.4260) |Imnotify (false) addr v4/v6
(0)/(0)
I ST 1742 190] [WCDB] wcdb_client _ntast_update_notify: No 11:59:34.865 09/ 01/ 13]
ncast action reqd
I ST 1743 190] [WCDB] wedb_ffcp_wedb_client_update_notify 11:59:34.865 09/ 01/ 13]
client (60fa.cd4c.597b) id 0xa028c00000004c ffcp update with fl ags=0x18
;1 ST 1744 190] [WCDB] wcdb_client_state change_notify 11:59:34.865 09/ 01/ 13]
update flags = 0x2
21 ST 1745 190] [WCDB] wcdb_sisf_client_update_notify 11:59:34.865 09/ 01/ 13]
Noti fyi ng SI SF
(1 ST 1746 329] [WCDB] wcdb_ffcp_cb: client (60fa.cd4c.597b 11:59:34.865 09/01/13]
(client (0xa028c00000004c): FFCP operation (UPDATE) return code (O
| ST 1747 264] dhcp pkt processing routine is called for pak 11:59:36.010 09/01/13]
with SMAC = 60fa.cd4c.597b and SRC_ADDR = 0.0.0.0
| ST 1748 210] sending dhcp packet outafter processing with 11:59:36.010 09/01/13]
SMAC = 60f a. cd4c. 597b and SRC ADDR = 0.0.0.0
| ST 1749 144] DHCPD: address 20.20.20.2 nask 255.255.255.0 11:59:36.010 09/01/ 13]
(I ST 174a 190] [WCDB] ==Update event: client (60fa.cd4c.597b 11:59:52.802 09/01/13]
client id:(0xa028c00000004c) vlan (20->20) global _w an (2->2) auth_state
( RUN- >ASSOCI ATI ON) npb_state (LOCAL->LOCAL)
I ST 174b 190] [WCDB] ===intf src/dst 11:59:52.802 09/01/13]
(0xb6818000000038- >0xb6818000000038) / ( 0x0- >0x0)
radi o/ bssid (0->0)/(c8f9.f983.4260->c8f9.f983.4260) |Imnotify (true) addr v4/v6
(0)/(0)
[ More- - [09/01/13 11:59:52.802 | ST 174c 190] [ WCDB- -
wedb_client_ntast_update_notify: No ntast action reqd
(1'ST 174d 190] [WCDB] Ignoring auth state transition (4 -> 0 11:59:52.802 09/01/13]
| ST 174e 190] [WCDB] wedb_ffcp_wedb_client_update_notify 11:59:52.802 09/ 01/ 13]
client (60fa.cd4c.597b) id 0xa028c00000004c ffcp update with fl ags=0x18
;1 ST 174f 190] [WCDB] wcdb_client_state change_notify 11:59:52.802 09/ 01/ 13]
update flags = 0x2
21 ST 1750 190] [WCDB] wecdb_sisf_client_update_notify 11:59:52.802 09/ 01/ 13]
Noti fyi ng SI SF
(1'ST 1751 329] [WCDB] wcdb_ffcp_cb: client (60fa.cd4c.597b 11:59:52.803 09/01/ 13]
(client (0xa028c00000004c): FFCP operation (UPDATE) return code (O



(I'ST 1752 190] [WCDB] ==Update event: client (60fa.cd4c.597b 11:59:53.015 09/01/13]
(client id:(0xa028c00000004c) vlan (20->20) global _w an (2->2) auth_state (RUN->RUN
(mob_state (LOCAL->LOCAL
I ST 1753 190] [WCDB] ===intf src/dst 11:59:53.015 09/01/13]
(0xb6818000000038- >0xb6818000000038) / ( 0x0- >0x0)
radi o/ bssid (0->0)/(c8f9.f983.4260->c8f9.f983.4260) |IImnotify (fal se) addr v4/v6
(0)/(0)
I ST 1754 190] [WCDB] wcdb_client _ntast_update_notify: No 11:59:53.015 09/ 01/ 13]
ncast action reqd
I ST 1755 190] [WCDB] wedb_ffcp_wedb_client_update_notify 11:59:53.015 09/ 01/ 13]
client (60fa.cd4c.597b) id 0xa028c00000004c ffcp update with fl ags=0x18
I ST 1756 190] [WCDB] wcdb_client_state _change_notify: update 11:59:53.015 09/01/13]
flags = 0x2

[ More- - [09/01/13 11:59:53.015 I ST 1757 190] [ WCDB- -
wedb_sisf_client_update_notify: Notifying SISF
(1'ST 1758 329] [WCDB] wcdb_ffcp_cb: client (60fa.cd4c.597b 11:59:53.016 09/01/ 13]
(client (0xa028c00000004c): FFCP operation (UPDATE) return code (O

| ST 1759 264] dhcp pkt processing routine is called for pak 11:59:54.045 09/01/13]
with SMAC = 60fa.cd4c.597b and SRC_ADDR = 0.0.0.0

I ST 175a 210] sending dhcp packet outafter processing with 11:59:54.045 09/01/13]
SMAC = 60f a. cd4c. 597b and SRC ADDR = 0.0.0.0

I ST 175b 144] DHCPD: address 20.20.20.2 nask 255.255.255.0 11:59:54. 045 09/ 01/ 13]
(I'ST 175c 190] [WCDB] ==Update event: client (60fa.cd4c.597b 12:00: 18. 830 09/ 01/ 13]
client id:(0xa028c00000004c) vlan (20->20) global _w an (2->2) auth_state
( RUN- >ASSOCI ATI ON) npb_state (LOCAL->LOCAL)

I ST 175d 190] [WCDB] ===intf src/dst 12:00:18.830 09/01/13]
(0xb6818000000038- >0xb6818000000038) / ( 0x0- >0x0)
radi o/ bssid (0->0)/(c8f9.f983.4260->c8f9.f983.4260) |I mnotify (true) addr v4/v6
(0)/(0)

I ST 175e 190] [WCDB] wcdb_client _ntast_update_notify: No 12:00:18.830 09/ 01/ 13]
ncast action reqd

| ST 175f 190] [WCDB] Ignoring auth state transition 12:00: 18. 830 09/01/13]
(0 <- 4)

I ST 1760 190] [WCDB] wcdb_ffcp_wedb_client_update_notify 12:00:18.830 09/ 01/ 13]
client (60fa.cd4c.597b) id 0xa028c00000004c ffcp update with fl ags=0x18

;1 ST 1761 190] [WCDB] wcdb_client_state change_notify 12:00:18.830 09/ 01/ 13]
update flags = 0x2

[ More- - [09/01/13 12:00:18.830 I ST 1762 190] [ WCDB- -
wedb_sisf_client_update_notify: Notifying SISF

(1'ST 1763 329] [WCDB] wcdb_ffcp_cb: client (60fa.cd4c.597b 12:00: 18.830 09/ 01/ 13]
(client (0xa028c00000004c): FFCP operation (UPDATE) return code (O

(I ST 1764 190] [WCDB] ==Update event: client (60fa.cd4c.597b 12:00: 19. 038 09/ 01/ 13]
(client id:(0xa028c00000004c) vlan (20->20) global _w an (2->2) auth_state (RUN->RUN
(rmob_state (LOCAL->LOCAL

I ST 1765 190] [WCDB] ===intf src/dst 12:00:19.038 09/01/13]
(0xb6818000000038- >0xb6818000000038) / ( 0x0- >0x0)
radi o/ bssid (0->0)/(c8f9.f983.4260->c8f9.f983.4260) |Imnotify (false) addr v4/v6
(0)/(0)

;1 ST 1766 190] [WCDB] wcdb_client _ntast_update_notify 12:00:19.038 09/ 01/ 13]
No ntast action reqd

I ST 1767 190] [WCDB] wcdb_ffcp_wedb_client_update_notify 12:00:19.038 09/ 01/ 13]
client (60fa.cd4c.597b) id 0xa028c00000004c ffcp update with fl ags=0x18

;1 ST 1768 190] [WCDB] wcdb_client_state change_notify 12:00:19.038 09/ 01/ 13]
update flags = 0x2

21 ST 1769 190] [WCDB] wedb_sisf_client_update_notify 12:00:19.038 09/ 01/ 13]
Noti fyi ng SI SF

(I'ST 176a 329] [WeDB] wcdb_ffcp_ch: client (60fa.cd4c.597b 12:00:19.038 09/ 01/ 13]
(client (0xa028c00000004c): FFCP operati on (UPDATE) return code (O

| ST 176b 5933] 0021.5C8C. C761 12: 00: 20. 108 09/ 01/ 13]
Client stats update: Time now in sec 1378015280, Last Acct Msg Sent at 1378015224
sec

| ST 176¢c 264] dhcp pkt processing routine is called for pak 12:00: 20. 590 09/01/13]
with SMAC = 60fa. cd4c.597b and SRC_ADDR = 0.0.0.0

Mor e- - [09/01/13 12:00:20.590 I ST 176d 210] sendi ng dhcp packet outafter--



processing with SMAC = 60fa. cd4c. 597b and SRC ADDR = 0.0.0.0
| ST 176e 144] DHCPD: address 20.20.20.2 nask 255.255.255.0 12:00: 20. 590 09/ 01/ 13]

#Control | er

Sep 1 06:04:20.121: 0021.5C8C. C761*

Client stats update: 1 wem Tine now in sec 1378015460, Last Acct Msg Sent at
sec 1378015370

Sep 1 06:04:20.121: 0021.5C8C. C761 Requested to send acct interimupdate request*
msg to APF task for client 0: 1 wem 21:5c:8c:c7:61

:Sep 1 06:04:21.326: Load Balancer: 1 wem Success, Resource allocated are*
Active Switch nunber: 1, Active Asic nunber : 2, Reserve Switch nunber 0 Reserve
Asi ¢ nunber 0. AP Asic num O

Sep 1 06:04:21.326: WCDB IIF: 1 wem  Ack Message | D: 0x85780000000052 code 1001*
Sep 1 06:04:21.326: PEMrecv processing msg Epm spi response(12) 1 wcm e 1001*
(Sep 1 06:04:21.326: PEM recv processing nsg Add SCB(3) 1 wcm onse(12*

Sep 1 06:04:21.327: EPM 1 wem Session create resp - client handl e*

sessi on 32000028 85780000000052

Sep 1 06:04:21.327: EPM 1 wem Netflow session create resp - client handl e*
sess 32000028 85780000000052

Sep 1 06:04:21.328: PEM recv processing nsg Epm spi response(12) 1 wcm |e*
sess 32000028 85780000000052

Sep 1 06:04:21.328: EPM 1 wem Init feature, client handl e 85780000000052*
sessi on 32000028 aut hz 5000012

Sep 1 06:04:21.328: EPM 1 wem Activate feature client handl e 85780000000052*
sess 32000028 aut hz 5000012

Sep 1 06:04:21.328: PEMrecv processing msg Epm spi response(12) 1 wcm 0052*
sess 32000028 aut hz 5000012

Sep 1 06:04:21.328: EPM 1 wem Policy enforcenent - client handle*

session ¢8000012 aut hz 5000012 85780000000052

Sep 1 06:04:21.328: EPM 1 wem Netflow policy enforcenent - client handle*
sess ¢8000012 aut hz 5000012 nsg_type O policy_status O attr Ien 0O 85780000000052
Sep 1 06:04:21.328: PEMrecv processing nsg Epm spi response(12) 1 wcm e*
sess ¢8000012 aut hz 5000012 nsg_type O policy_status O attr |Ien O 85780000000052
(Sep 1 06:04:28.456: PEM recv processing nsg Add SCB(3) 1 wcm onse(12*
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