lwod ol Igble o 8bé 9,09J #9586 1J9j0
ouud Vs lJluoele |Js WLC sl adlzol

lJpzogsle
I 9300

o ole 1wl w.sé

Lpclo ol

debug capwap events enable

debug pm pki enable

lJp 95,00

SueW o3l IJpwews gpdso IJo il 9236 wede Iy ds IJpedso IJJluvddss (WLC) AireOS
sllozele.

IJecbdole IJlgul jusé

lJpolbdolo



o900 Cisco Llu oday Jssd pe,us Lldeslose IJoldss:

Y STE-T iu.u|u.u.__$6 vodysu uldlb 1Jguosd Vs IUgog Lightweight (LAPs) 9 Cisco AireOS
WLCs

¢ 1,086 1l wlouss Junoesdsd oébs s osJ Lightweight (CAPWAP)
IJedsule [Jpuuespd

Sudj 03l ldpuwows gds Blise Idoedp Vs Iduveds 1Jpedso I..J‘:Jloung__sé (WLC) IJgl s
wublp IJogugsd AireOS 9JI sgbs Catalyst 9800 eJs 1U,€p pu o gpdsé [UIuople
puuluod gldol.

op louble Upg_J9p|u U_9|_).>o Os o3l IJp e pu Ulao_)o lJe92926 WO LSSo p&pdso gl os.
u.)lu apsg UIao_)o Iqu»ua>po g9g5 03l Up,_,uUL_p uudgsu rorouuja (Idu_)luos) Bl Jlyo

lJIgobdlzle

obb,y6 glos gJs £pdss 1ol ® WLC slJlo o ele

b s Cisco Unified Wireless Network. sgo 1o odo i oéll LAP 9236 WLC sou e
[Jsol I9dl Sod 1o cepdu pu woslud IJlze;s IUgpsdd Il uddss.

908 3 5§30 031 Lwdldl: JsB £8ue BBl IUs o9 B I oe Lightweight s £uslo IP
IJglue wblyé 9236 Idoedp suspl w0 gds Uvwds 8886 pgodds6s

!.’)I Jde v, ubé IJsosd Lightweight (LAP) e ooy 926 IJogdpe gu) esl, DHCP 9, 43.
l9 wedsd uble luwe [Jegld (DNS) Cisco-capwap-controller.local_domain: Iy cdssvo wuvdd cloe: Blo udbs
Isuesd Lightweight JI og o so s IJuvwods JJgess eds 9lzos bbb 9236 Idozdp.

IdJoals s 030 1k G5 S (ks LAP @idhs ! dig 1d0iads 10uig 65 10z diss £ ST 10Sg s 3 ohIG 10w \sgdis 255.255.255.255.
foale @igh ot 1dsuasd dig 1dsoag Lightweight 1ds gasla [P IJEIua lalsb s 1agda szl Idagda 1asg 93 dsgale crda ol
ddloweigdla Il 10003 T B gadee 18195 1d@poi, g 3 g2 10 Cituae Gkt 1dsuasd s gauay pds dig 1Jutieds 10azdess 1ddloudd s
(WLC) Tg Gicp) I ccdd; gugs 08I0 TP IJEIua ol £ oua, Idegds dig 1ubiads 1azdiss 1ddluwddsd (WL C) Izag? SI@ioe a0 ged ladicgs
1@l sde o 1loadl e 1doula @, J3JE 1) dacs uauiag ks 1dsuasd dis 1Jsoag Lightweight 1sd) de 1ubads 1 g 8 1agded Jslged 101 b«
i) Gz glged 138 sz Idcrda gncdd ) IJE I, 303 A smas iIdCa0 s, o3 IJae g I smlg s 1JE L) Bl ST Iderda 131 e Gl gl
QEkd LAP Jigdl. J3dée cisco gsuas louagald o0 10 DHCP ¢! 43 iy DNS kg @b.

asgad gt LAP disal cecslo siges 101318 10EIues iz 1derda in\;@\wﬁté“a o Idagiid, &a gEau ol 1derda oabs 1Jsuasd dig 1dsoag
Lightweight wslzss ads, s 1dsuasd a0 1Sbe@ 3 (sldes sado fsoal 1o edsey 10108 qutdld Ik luag) gaslo | P geis sadd Jodhs 10suasd His
Idsuag Lightweight 1uosld Bl 1au@ala 1 siged aag ks 1dsuasd wg e 34,

Sy ks 1dsuasd (AP) wods 1dgads g s 1daUig ¢d:


https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

o Cpad O3ks LAP gdis Spsgd 809l 1P sbad gdee cuscsdsd DHCP 13 da 80 (30 S SE 660 S0 | P &l o puledl,

o Cuond G@bd LAP hlola IJda iia 1 sz 1derda ag £0IJ & sludag e IIa i dag s sncisiis (Blisad upda Idarda, sogidd
“U“‘U“é‘ QQ&JJ gdhs LAP &d‘s iﬂu,u g @@sﬂo a0 80\3‘50 J\GBS JJ1a1 s dd‘[;es JCJ\Q Uﬁhcﬁa a0 td‘d:

a DHCP ¢¢', 43 (z? Jdh e U&\dws Céﬁi D9z U?‘ﬂ\‘;“r‘ RS UQC&‘P d‘é ahla ?tﬁldds)_

b. 14¢)J DNS cisco-capwap-controller (zs> JJuindle [Jpeedss - spdu luvegsleo Lsu'ol JJdewy) eds pdlu luuoplp
udlb 1Jsue9d (AP) IUgss»6 Jdgdles IJoghss) Bl Jue ouwegse CAPWAP. AR 20 929> I>¢lJ DNS J cisco-
capwap-controller.

© EUISEO P IS IB QT Iagda 1 S el o3k LAP wled,
o ag Idbo s 3 gl 10ieds 10Gig g,

o apdspla ad gl Quid] dlai,

o spdaderda 1asz s s azased ladied 1JaadEd e WL C Idas Iaoaac 1! ks 1Jsuasd (AP) asg .

A SO 03 1 @ispde g Tmad B3 sad g dao) JJOLE 0 s0aE Gl LAP gdis (b 1duiiads 1Jai g 68 10EIueb uslzed 10)A1LB wigz 8
ez da sldusaly cobl@ o gl LAP a¢s Idha @ 1J&id&s Qidedig) gdes sz 1darda. sz lowag da ods 1dh 3 JdUiudic 1 Jage
i gag g8 o) cacidd F1aa DNS azdis.

Slowd @ Jdauiu w2 34 o Iowag da 13810 DNS w38 sd DHCP. ady e ¢80 Jagd 1BEI0I acip 338 Glua DNS ¢idime, g0l
sl Jocks LAP Qida il gz il pda alpasd, szo lousgala ods 138 a0 ded Wuhudia e Jags) dicis gz ol I da I0EIuab ol
i agBE Iz s<acdd Flaa DNS azdes. 1s¢ 131 1y Jas 10oi s Jip e DNS acip a8 gscia dipad szl Idarda widdiz s,

<l da 515 DHCP g 43 a0 Gd 1ol 1ddais 8 Jeishisd 1dag dsplcs qiglials DHCP. igucit 3a 0o 1dha s 8 a0 3w 1dasumuamles
10 b 10 ©add iz 38 DNS sl . gds cuaed 1adilde cacdd Uil Cisco coleha i Tause slowclde! sidsdlehe 1dacz 6. Jusald
Iou@ala ok LAP 1ds sgala 1Jagda apdel digghe J) ciguchasg Cisco lowesg dla 15810 DNS sez e o ciomesg 3a agdsalc £ 51 DHCP Uda 43
JIES 0@ LAP gslo |PIdgIua <IdiE Jsg s 1dagds 1dagdist IEIuab ol

I 6 e oucg ades il s uldyy Ioualangds Joiads T J) sed@e DHCP . gadad cdlgeds 1dag sl 1001 Jdliiuaala 1ds sz crda
Ui Sl Gl agdd o738 IJazda goiEed b Idiglay (CLI) dagth 1dsuasd (APS). ddzuasd g afdsala £sd dscigs edgsg
pEJspIc 5T 1deirda @il Sla Gluedla glzod ouday Tglay (CLI) Gabb 1 suasde TowiE3a o3t 1ia:

AP#capwap ap primary-base <W.CNane> <W.Cl P>

e Jagdsps gl dudd i oidd DHCP ¢s'u 43 £ds DHCP ¢ad: 10 DHCP

o buvd bdo 1Jounldd [Js I 9236 wpdp Bs 1JBlkses slocb, 10,5 sds Idouild 9236 1dopde 1Uss seess eds
luwe IJouble 9golasy IPJoudbs s osd (AP-Manager) 9e5> uiélb 1J9uo9d 1Jpey 886 wldded wJd 9lzos AP-Manager
9lduwes 16 1Jlzpldss Jozse Ideede.


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html

o luby lds lisps 9236 [Jopde _9iJou bJo logople 1Js 9236 wpdp wodl ldoyosw (Wb Bl odde udbs
IJsuo9d (AP) 5o 1de il puol):

alywe ublp 9236 IJogdp Il uss (0p odssue puwudl eds udbis 19 o9d Vs IUgog Lightweight).

b. luue wble 9226 IUcedp 1J10986 (wp wdssue puwedl eds udbs [y osd s IUsog Lightweight).

C. luwp wble 9236 Iozdp IUolJes (op odssue puvedl eds udbs [0 b IUgoe Lightweight).

d. 9228 IJepdp IJiuwluwss (131 Je sop odsso udbs IJsuesd B IUsupe Lightweight o0 $ud Gluwesle s
luwple 92510 IJozdpe IUluwlguss 9 1Jelugss 19 Ideldess. suvogse slisel Jeg s 9236 Idozdp IUos ogs 9226
wedp Vs 1dsue9d IJs udlb 1Ugesd B Ids s Lightweight (LAPS) 23536 & plel.

e Vs 2lds £3p bog) lis pu Iduisb Iduwludé: sop pslivs Uizeld eu, s2ole IJozde wluwegsle 3spsd Iduwes
IJ5lis36 Wb luweelws o ulds.

Bl Il gexol ldoedp U [Juwes 1Jjls»6. JiJou bdo lJlugople |Js 9226 IJogde |Ji_9J§ lJos lweelow
JbJe Ildoyild olugwozles 1Jogold. Bl Jloo 9226 wpde 9lzaé wol £36 pasysu Judlb 1Usuesd eds slzolw
pOEB Bl 81208 35y LI IUsuesd IJos weuss eds 18 £33 pu wdlb 1ol

Cuwozsy 9236 IJopdp Jepse bdule IUluwed il 590 wslule lgeels leeels IJubolss I AP. 9pg 3J9. szw 1o
ozess bdole llugoele gds yuolss Loldzs JJzuesd eds luveelus luuoele po 9228 Idoedp. I3l Jp wodd
udbé 1Jsoed B IJsuoe Lightweight | uwozlwd logople po lgoslol Blu wdbs IUsuesd b IUyoe
Lightweight czlod luwegsle 9296 Ideede IJoldss Bs 1d8lses: ol Jp oo 9236 Idozde eobis g0 9256 wodpe
2906 (Iuwlusélolusss/elJes).

© ewpl codds o Idluwsple: cras 0dbe 1Usuesd (AP) gpdst IJozdd JJolds po 9295 obuw IJu9,6 1Upszess
Jrs 9226 Idogde Jssol. 3 Jp sIu Ul I5JI0 089 086 1Use9d (AP) wouisd IJue9sb pu 9226 Idoede slelé
IJoposs Jogesd 1Jues,é 1Ugrs36 9use 1dgpdss pu IJwslss pzasl po IJgbss 1.

o bl oo Drsol v L0296 IJusulez: Bluol wbdu IJedssy pu 9226 IJeede 9ouedd IJs 1JelJs 1dpuveds eds
96 IJogde.

w8 cuisd IJedsso: spdu Judbs 1Usuesd lehs Idozesd p6 its Jobosd IJodsse IJpss. J3dd: spdu o
o lehs wrpsd luolBss 909 wdsd boses.

ouoese IJigble oo 9236 IJoedp

ould afew debug i, eJs Izols cedp lue suvalbbse luvegpdo 1o $os 03l gpdss Jled eds IJ CLI:



debug capwap events enable:J|bol, 250 IJIJobld 9250 [Jluople.

debug capwap packet enable:J|bol, ped9ple puwess IUzies Jeie IUIYo ol sldlu o el e.

debug pm pki enable:J|bol, goJs6 o989 pu Lo [Juvolss.

debug disable-all:ls §1 wubgsd gpdsle wuopse IJigble.

lawetsle cbusd zoli byds spdue IJedlb Idptz Ids o uved s Jszs cede B 9226 IJoedp Jssd I wasesdsd
Secure Shell (SSH)/Telnet |Jsol. 1sgJ 1Jisle, IJeldsé:

<#froot>

config session tineout 120

config serial timeout 120

show run-config



(and spacebar thru to collect all)

debug nmac addr <ap-radi o- mac-address>

(in xx:xx:xx:xx:xx format)

debug client <ap-nac-address>

debug capwap events enabl e

debug capwap errors enabl e

debug pm pki enabl e

v IJedlb wusoese IJigble. [guagsp 1Uie,debug distble-dl Jogbsd zgose wuoese IJigble.



ooy IIguwle IJoldss [8)lz oo debug 1Jisle, gus wuvesd udlb 1Jsuo9d B 1Js oe Lightweight lvegsle 9236 1oz de.
debug capwap events enable

899, 03l 1l pedsple 29d Tesle CAPWAP glJigble IJes wpse B gpdss [Jdovld CAPWAP 9lJIuoele.

03l 09 p¢,z debug capwap eventsenable 1Jie, Ju s IJsuosd B Ids oe Lightweight (LAP) IJos wzess eds oduw 1Juo9,6
peod guuoy Idoedp I IJgvodé lJpedss IJJluwddss (WLC):

adizs: s 8do weue wus Iduloe lds Iduvl) IJelus ouvoo 89> [Jpuwlzs.

<#froot>



debug capwap events enabl e

*spamApTask7: Jun 16 12:37:36.038: 00:62:ec:60:ea:20 Discovery Request from 172.16.17.99:46317

1--- CAPWAP di scovery request sent to the W.C by the LAP.

*spamApTask7: Jun

1--- WLC responds

*spamApTask7: Jun

l--- LAP sends a j

*spamApTask7: Jun
*spamApTask7: Jun

*spamApTask7: Jun
*spamApTask7: Jun
*spamApTask7: Jun

*spamApTask7: Jun
*spamApTask7: Jun

16 12:37:36.039: 00:62:ec:60:ea:20 Discovery Response sent to 172.16.17.99 port 46317

to the discovery request fromthe LAP

16 12:38:43.

oi n request
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38:

33.
43.

43.

43.

43.

43.
43.

469: 00:62:ec:60:ea:20 Join Request from 172.16.17.99:46317

to the W.C
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473:
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473:

00:
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00:
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62:
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ec:

ec
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ec:

ec:

ec:
ec:

60:
:60:

60:

60:

60:

60:
60:

ea:
ea:

ea:

ea:

ea:

ea:
ea:

20
20

20

20

20

20
20

Join Priority Processing status = 0, Incoming Ap's
Join Request from 172.16.17.99:46317

Join Version: = 134256640
apType = 46 apModel: AIR-CAP2702I-E-K9
Join resp: CAPWAP Maximum Msg element len = 90

Join Response sent to 172.16.17.99:46317
CAPWAP State: Join



l--- WLC responds

*spamApTask7: Jun

*spamApTask7: Jun

I--- LAP requests

*spamApTask7: Jun
*spamApTask7: Jun
*spamApTask7: Jun
*spamApTask7: Jun
*spamApTask7: Jun

I--- WLC responds

*spamApTask7: Jun

*spamApTask7: Jun
*spamApTask7: Jun

*spamApTask7: Jun

*spamApTask7: Jun

with a join reply to the LAP

16 12:38:43.964: 00:62:ec:60:ea:20 Configuration Status from 172.16.17.99:46317

16 12:38:43.964: 00:62:ec:60:ea:20 CAPWAP State: Configure

for the configuration information fromthe WC,

16
16
16
16
16

by

16

16
16

16

16

12:
12:
12:
12:
12:

38:43.964:
38:43.964:
38:43.964:
38:43.964:
38:44.019:

provi di ng al

12:

12:
12:

12:

12:

38:46.882:

38:46.883:
38:46.883:

38:46.883:

38:46.883:

00:62:ec:60:ea:20 Updating IP info for AP 00:62:ec:60:ea:20 -- stati
00:62:ec:60:ea:20 Updating IP 172.16.17.99 ===> 172.16.17.99 for AP |
00:62:ec:60:ea:20 Running spamDecodeVlanProfMapPayload for00:62:ec:6
00:62:ec:60:ea:20 Setting MTU to 1485

00:62:ec:60:ea:20 Configuration Status Response sent to 172:16:17:99

the necessary configuration infornation to the LAP

00:62:ec:60:ea:20 Change State Event Request from 172.16.17.99:46317

00:62:ec:60:ea:20 Radio state change for slot: 0 state: 2 cause: 0 d
00:62:ec:60:ea:20 Change State Event Response sent to 172.16.17.99:4

00:62:ec:60:ea:20 CAPWAP State: Run

00:62:ec:60:ea:20 Sending the remaining config to AP 172.16.17.99:46

l--- LAP is up and ready to service wireless clients.



*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmInterferen
*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmNeighbourC
*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmReceiveCtr

*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for CcxRmMeas pay

l--- WLC sends all the RRM and other configuration parameters to the LAP.

Jel 350l B 1JBuwpe IUuvlod: wpzrs cuvesd udbs LAP pg 9256 WLC. Gluol oz)s £pdsé IJozdd Jpg,ds ol 131 Ilo Jssol
OO U096 9236 [Jwede. Bl Jlue IJue9) 192926 eds w§lbs LAP 99236 WLC pgoduds. Blu ullb LAP w@9e woujsd
1Juo9,8 123836 o0 9236 WLC IgJl- lol 151 Jlue 0@losé LAP Ussol 1JLo9,6 wdwol Buuouwepy Bs wuisd IJodssy
ldpedele IJIE)s po 9236 WLC.

Spdod 1986 030 Iy ulisd B I¢)lz debug capwap events enable 1o, 31 Jlue wdbs IUsuesd B IJs oe Lightweight o 99,
wouisd uL9,8 pu I8 IJoede Jrie pu Epdsd IUoumesd:

*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Sending image data block of Tength 1324 and msglLen
*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Image Data Request sent to 172.16.17.201:46318

*spamApTask6: Jun 17 14:23:28.693: 00:62:ec:60:ea:20 Image data Response from 172.16.17.201:46318

wer Wopld wuisd IJuess: wd9p vdbs 1suesd S Idguog Lightweight Llelss weoss udbs IJsuesd Vs Idsuoe
Lightweight so g sd 1Yol sldlouople [Js 1JE9Lspsd 06 |C)6

debug pm pki enable

deie po gpdss IUlogoele: suobd euuos Idoede S 1dubeds Ideedss IJluvddss (WLC) IJ ubs 909d (LAP) g
b,ss oid@; io wwobwoel LolJgé.

ewpl oyuwd wdbs 19 o9d (AP) [Js CAPWAP b IJluuoele 1Us 9228 WLC: Bluol o@gp vousesy uivolsé X.509 1Jgloé
wol Bis Huwlds CAPWAP. Jol & §9p wdlos 1Ug o9 lsuol wlugile pgrd eduws euisliss S wuppswe syl bs bdw



IUlouople 1Js CAPWAP. g0l suucde gous, Idoede B Idgiwds 1eedss IdJlus]dss (WLC) bdo lo s ele CAPWAP.
Sluo $u2dd pu ©IdSE Ubels X509 Llgwegsle pdulz APIJEle 950288 pu luodl IUuiolss e Sud pize puPdS LIS wo.

Jol oozd B ohst 998w wie IJSluad Ijeus Juodlzss uielss AP sodhu o3l ldebst sldsde vobstel 998wel (9pu wp
Sdip esSu wles 9238 Ideede olddiv e IJobst sldsde Ieldsso). Bl wp ldezdd pu uozs uielss X.509 S uued9pe
9238 WLC Llugble pble wuivdes) AES gubgliss. 0890 9226 Ieedp B 1dubeds 1deedss 1JJluvddss (WLC) voisd
pSlose AES s pyd Idoyids) [Jglue wol zos spduol wyvds) juwlisd Idogdpe bs CAPWAPIJpwodedss ldpowlbdo
p& udbs 19 oed 98y v bd s ol. Jlgb oo Sop buwld e IJeslole wuvdd 9luoe Bs ud§ CAPWAP Lo w§bs LAP
99236 IJoedp.

S&uue debug pm pki enable lJie) gpdst 1Jozdd pu Logs Iduiels IJos wpae Bs papds Iluusele 8Js 926 Idoede. Seue
debug pm pki enable lJip, Is ol pbelz wziiss AP Bs gpdss Iyub. 3l Il Judbs 19 o] yolsé 09.9e6 slos! (SSC) we
loublgol wluwbs wyulpz wzosd LWAPP. 1 Jlg Judbs I e9d Lvolss powwd puougd (MIC) BJu wys pldcle wgjss.

alizlis: zace i 1Js0asd (APS) 1S @a Suatses) i 63069 2006 Jige) (hels auacEs adiuis (M1 C).



oul lJluwlz o debug pm pki enable UilaJ ewdpl |J{upper}lap pg MIC sodlds IJgoly wede:

pgEs: Lo weuo wu9s Idulog [Us Iduvb, IJolus vuvew 389> 1dpuwlzs.

<#froot>

*spamApTask4: Mar 20 11:05:15.687: [SA] OpenSSL Get Issuer Handles: locking ca cert table



*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: x509 subject_name /C=US/ST=Californ
CN=AP3G2-1005cae83a42/emailAddress=support@cisco.com
*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles:

i ssuer_nane / O=Ci sco Systens/CN=C sco Manufacturing CA

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: CN AP3G2-1005cae83a42

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: issuerCertCN Cisco Manufacturing CA
*spamApTask4: Mar 20 11:05:15.688: [SA] GetMac: MAC: 1005.cae8.3a42

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: openssl Mac Address in subject is 1
*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: CN AP3G2-1005cae83a42

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: issuerCertCN Cisco Manufacturing CA
*spamApTask4: Mar 20 11:05:15.688: [SA] GetMac: MAC: 1005.cae8.3a42

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: openssl Mac Address in subject is 1
*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: Cert Name in subject is AP3G2-1005c

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles: Extracted cert issuer from subject

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles:

Cert is issued by Cisco Systens.

*spamApTask4: Mar 20 11:05:15.688: [SA] Retrieving x509 cert for CertName cscoDefaultMfgCaCert
*spamApTask4: Mar 20 11:05:15.688: [SA] sshpmGetCID: called to evaluate <cscoDefaultMfgCaCert>
*spamApTask4: Mar 20 11:05:15.688: [SA] sshpmGetCID: Found matching CA cert cscoDefaultMfgCaCert in row
*spamApTask4: Mar 20 11:05:15.688: [SA] Found CID 260e5e69 for certname cscoDefaultMfgCaCert

*spamApTask4: Mar 20 11:05:15.688: [SA] CACertTable: Found matching CID cscoDefaultMfgCaCert in row 5 X

*spamApTask4: Mar 20 11:05:15.688: [SA] Retrieving x509 cert for CertName cscoDefaultNewRootCaCert
*spamApTask4: Mar 20 11:05:15.688: [SA] sshpmGetCID: called to evaluate <cscoDefaultNewRootCaCert>
*spamApTask4: Mar 20 11:05:15.688: [SA] sshpmGetCID: Found matching CA cert cscoDefaultNewRootCaCert 1in

*spamApTask4: Mar 20 11:05:15.688: [SA] Found CID 28d7044e for certname cscoDefaultNewRootCaCert
*spamApTask4: Mar 20 11:05:15.688: [SA] CACertTable: Found matching CID cscoDefaultNewRootCaCert in row
*spamApTask4: Mar 20 11:05:15.691: [SA] Verify User Certificate: X509 Cert Verification return code: 1
*spamApTask4: Mar 20 11:05:15.691: [SA] Verify User Certificate: X509 Cert Verification result text: ok
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: called to evaluate <cscoDefaultMfgCaCert>
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: Found matching CA cert cscoDefaultMfgCaCert in row

*spamApTask4: Mar 20 11:05:15.691: [SA]



Verify User Certificate: OPENSSL X509 Verify: AP Cert Verfied Using >cscoDefault MgCaCert<

*spamApTask4: Mar 20 11:05:15.691: [SA] OpenSSL Get Issuer Handles:

Check cert validity times (allow expired NO

*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: called to evaluate <cscoDefaultIdCert>
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: Found matching ID cert cscoDefaultIdCert in row 2
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmFreePublicKeyHandle: called with 0x1b0b9380

*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmFreePublicKeyHandle:

freeing public key

ouoese IJigble pu wdbs 19 ,09J (AP)

I3l Jp ouinsy ouoese lgble 9238 IJopdp 1Us bdu luuople Bspdod wuopse leble 1Ug pdss pu 0dbs 1Us o9 I3l Jlue
0db8 19 09d cruss eds puds 9236 wedp. spdud 2388 £pJs8 wpos> udbS IUsuosd wluwegsle IJisle, IJelss: sJJu
Sz desd I8dMse9d 1Jss 3008 1Jepdso (Idps 19, IJIde,losé o Cisco).

debug dhcp detail :J]bbol, pgJsele g1, DHCP 6 e 43.

« debugip udp: suss I swlo UDP swadp 9siuwd w 1 .



debug capwap client event :J|bol, ia)lo capwap Ju s |Jgo9d (AP).

e debug capwap client error:Jlbol, i'ablc capwap Ju9bs lJgo9d (AP).

debug dtIsclient event:J|bol, Izsle DTLS Judbs 1909 (AP).

debug dtlserror enable:J|bol, Igble DTLS Joudbs IJs o9d (AP).

undebug all:Jogbsd gpdsle wuoese IJigble eJs wdbs IUsuosd (AP).

oul pold pu ldluwle pu debug capwaplJie,. sebs o3l loole giss Wdhs gu Idyulb Souwd o IJ ap B 1Jzp6 £pdss 1o
SIoud sldlugoele [Us zols wede.

<#root>

AP can discover the WLC via one of these options :

1--- AP discovers the W.C via option 43

*Jun 28 08:43:05.839: %CAPWAP-5-DHCP_OPTION_43: Controller address 10.63.84.78 obtained through DHCP
*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.78 with discovery type set

1--- capwap Discovery Request using the statically configured controller information.

*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.32 with discovery type set



1--- Capwap Discovery Request sent using subnet broadcast.

*Jun 28 08:43:15.963: %CAPWAP-3-EVENTLOG: Discovery Request sent to 255.255.255.255 with discovery type

1--- capwap Join Request sent to AP-Manager interface on DHCP di scovered controller.

*Jun 28 08:40:29.031: %CAPWAP-5-SENDJOIN: sending Join Request to 10.63.84.78

uldbs LAPJl wugope IUs 9236 IJoede: ol IUgwo ot

o288 pu Jigulgusle l9JI”

od $pJdu 229 woluod wsu u@bs 1 o9d (AP) 99256 WLCS

olds po 2009d wdbs IUsuosd eds usle po DHCP (w2dd pu wlzs) el DHCP Jeuslo MAC Judlos 1Jg osd).

$9j IJ ap pu IJzols wedp.

o2l pel Bl Uly odgsy STP eds Idpzsd weesel Jsdd Jl sop 2b) 1Jzie lUs yuodle VLAN.



I3l ozee ble, lEool Jleuold. Belds po o 0dbs IUsuesd (AP) Jssol boysds sless gds IUIBJ spdo po lJol
l[Jould 9256 wedp WLCslz36 gds 1UISJ |9 telnet/ssh s 9226 o dp Joubvgsd gpdsle ouoese IJIgbls.

.

B JJ 0,6 wop Bsol [eé wposs udbs IJsosd (AP). Bluol wusl wuvduwd 1Jouild WLC soelad weass p98e
uldbé 1Jsosd (AP). lg> wposs u§bs IUsuosd (AP) swz88 ppl 3l JIve wuuoe lJs WLC.

Bspl sds weus Wpuuldd ilisgs 1dbog, 1Jes Jl euuse wuvwwol uélb LAP|Js WLC.

luvel psolus: luwole 36 I uol>s - FNG3942

ooy Idgvoble 1Jpopwd s IJiao)é wolded Jwsé 10 pwugle wes Idogouse. bl dlve u@lb 1Jsue9ed (APS) is couey ldoede

B 1Juivwds 1dpedss 1Jlunddss (WLC) 58> £p00 £0 10 puosle: spdu 1o woguoy Iduvoble pucess IJuadlzss Bs

2290 puildd B luuopele 086 1Ugue9d. sw9d) 1deiss pu ldpedsple 29d o030 Idp s Vs o3l luvel psdlus: lusgly
p.53lcn s FNG3942,

IJeusldd IJpzoeds Jdupe guol: loeJs

[JeubdJs 1: 98 9236 [Jopdp gz Ve b Lodless [Uuolss

e 1gbsle IJeldss Jluwed il oso IdeuindJs sluadlzol:

+  luos,e debug dtls client error + debug dtls client event i, £ Js 1J ap:

<#root>

*Jun 28 09:21:25.011: DTLS_CLIENT_EVENT: dtls_process_Certificate: Processing...Peer certificate \
*Jun 28 09:21:25.031: DTLS_CLIENT_ERROR:
*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_send_Alert: Sending FATAL :

Bad certificate Alert

*Jun
*Jun
*Jun
*Jun

28 09:21:25.031:
28 09:21:25.031:
28 09:21:25.031:
28 09:21:25.031:

DTLS_CLIENT_EVENT:
DTLS_CLIENT_EVENT:
DTLS_CLIENT_EVENT:
DTLS_CLIENT_EVENT:

../capwap/base_capwap/capwap/base_capwap_wtp_dtTs.c:509 (

dtls_client_process_record: Error processing Certificate.
dtls_disconnect: Disconnecting DTLS connection Ox8AE7FDO
dt1s_free_connection: Free Called... for Connection Ox8AE
dtls_send_Alert: Sending FATAL : Close notify Alert


https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html

wlbo 0do ldpgdsple w9292 i 98w 9226 IJozde s8¢ ehz Woy6 Loadlzss Idyvolssé Judbs s ed. J3Jd: JI spdo
Juldo 1 o9 (AP) IJouua‘,.s:J luwedsle 9236 IJozde. sYso Jduivoble ldpewes Bs udbs I o9d (AP) BloJ
508 Jduodless ez puvodl Sev CESSU IS 9228 IJorde wrse $YIL oG s Lodlzss Idubolss Jubolss AP.

© Bp luosly show timelJie, pu 9lzes uwlo, IUisle, (CLI) IJglL06 w9z Idoede JJozdd pu lu IJehst sldsse
Jeuow9b gds 9226 Idogdp Issd sdelo uopo Bey6 Iduodlzss oso. I3l Jly 99w 9226 Ideedp leds 19 18 pu 03l
IJSIuod Ise0s Juadless [dubolssr B8 wogss) 98w 9296 IJoede Jsde Lopu o3l IJBIad 1d5p0s.

adlzds: 3l Jp swp wessu e wuvdd wopse £Js 9226 Ideedpe: Blge, Commands > Set Time W 908
9lzos IJpwesp Idyuwspess (GUI) Jsgss Idwpde: ly §e wluosly IUle, config time B lzos yub, 1Jl9le, (CLI)
Joz2d IJogde Jogsso 98¢ 9226 IJogde.



o eds udlb 1Uguosd sle 1dguosd IJs slges uuby IJigIPJ. wzdd pu lduboble wluuwgsle show crypto ca certificates
Ile) pu slzos yulo, 1Jisle, (CLI) Judbs Idsue9d (AP).

Sose JJ 03l 1die) 1deedd pu IJSluad 1Useus Juodlzss IJuuolss Idpeso s udlbs 1J9uo9d (AP). 98sel sdis pesld
eds o3l:

AP00c1.649a.be5c#show crypto ca cert

Certificate

Status: Available

Certificate Serial Number (hex): 7D1125A900000002A61A
Certificate Usage: General Purpose

Issuer:

cn=Cisco Manufacturing CA SHA2

o=Cisco

Subject:

Name: AP1G2-00c1649abe5c

e=support@cisco.com

cn=AP1G2-00c1649abe5c

o=Cisco Systems

1=San Jose

st=California

c=US

CRL Distribution Points:
http://www.cisco.com/security/pki/crl/cmca2.crl
Validity Date:

start date: 01:05:37 UTC Mar 24 2016

end date: 01:15:37 UTC Mar 24 2026

Associated Trustpoints: Cisco_I0S_M2_MIC_cert
Storage:

Jlsop uus Il widedo Jive spdo 1o s ould IJesss po Bsluod 1duadlzss 1Jeyowbs weiizle 03l 1die). Log
Vs Idlgool) V¥ Ve ,6 Iduadlessd 1Upessé wsluwbs TrustPoint IJe e o Cisco_|OS MIC_CERT pg luwpe wdbd

s e9d 3o 1duods W 2dd 1Uluwe. Bs 03l peld loolzi 09 1 J1we: C1200-001563e50c7e. o3l o9 ISl Lod 1008
IJoeds Juodlzss Iduivolss 1J3s sew 9uog0 B IUlgool.

o soes Iz IJs egad wozsz Lizble o Cisco CSCuql9142


https://tools.cisco.com/bugsearch/bug/CSCuq19142
https://tools.cisco.com/bugsearch/bug/CSCuq19142

LAP/WLC MIC ig SSC Lifetime Expiration o vww Bs Bl DTLS: o8008 o ozsz l]igble o0, Cisco CSCuql9142,

e dJs 2: g3p lJoblod B 1Upeld IUoubses

s 030 IyuwlJs B |¢,lz debug capwap events enable | Jip):

<#root>

*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 AP 00:cc:fc:13:e5:e0: Country code is not configure
*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 AP 00:cc:fc:13:e5:e0: Country code is not configure


https://tools.cisco.com/bugsearch/bug/CSCuq19142
https://tools.cisco.com/bugsearch/bug/CSCuq19142

*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:

Jun
Jun
Jun
Jun
Jun
Jun

28
28
28
28
28
28

11:
11:
11:
11:
11:
11:

56:
56:
56:
56:
56:
56:

49.
49.
49.
49.
49.
49.

177:
177:
177:
177:
177:
177:

WL.C nsgl og show these nessages :

00:
00:
00:
00:
00:
00:

ccC:
CccC:
CcC:
CC:
CC:
CC:

0 13:
1 13:
0 13:
0 13:
0 13:
0 13:

e5:
e5:
e5:
e5:
e5:
e5:

el
el
el
el
el
el

Setting MIU t 01485

AP 00:cc:fc:13:e5:e0: Country code is not configure
Regul atory Dormain M smatch: AP 00:cc:fc: 13:e5:e0 nc
Fi ndi ng DTLS connection to delete for AP (192: 168: ¢
Di sconnecti ng DTLS Capwap-Cirl session 0x1d4df 620 f

acDt | sPl unbCont r ol Pl aneKeys:

I rad: 192. 168. 47. 29( 60

*spamApTask5: Jun 28 11:52:06.536: %CAPWAP-3-DTLS_CLOSED_ERR: capwap_ac_sm.c:7095 00:cc:fc:13:e5:e0: DT
closed forAP 192:168:47:28 (60389), Controller: 10:63:84:78 (5246) Regulatory Domain Mismatch

wusy Idyuwlds w9029z IJs 9295 €30 wblod Os Ideeld IJeobses Judbs 1dauesd B IUguoe Lightweight (LAP) 99256
Jozde Vs IUuvwds 1Jpedss IJJlguddss (WLC). $3gp euuey Idozde Vs IUuvwds 1Jpedss IJJlpwddss (WLC) peldle
ubSpss pogs: 9JJu Szv wasd IJ peld cubses $ud b copdu udbs 9,09 pu 3JI IJeeld po Iluupple. £ds

wosd ldpold I spdu lgwegsle WLC IJos ouvegse lJpeld IJooubsps -A Ll pg wblb 1Usuo9d (APS) IJos ouwadse

IJpzld IJoubses -A (903sl). wspl wuve,s udlb 9009J: wlds pu vl woyilhd Bs vduw IUpeld IJoubsps. gosol BEb

Sedu ouvesd vl 1Usuosd (APs) Clgwoisle WLC.



sz seo 1o sdso IJ po lzojs IULuwld IJJludds 802. 1big g 802. 11alds udyw IJpeld IJoubses Judbs
ue9d slers.

IJpudJs 3: Slisps wasd udbs IUsuesd Ideedus eds euuws IJoede S IUuvwds 1Upedss IJluwddss (WLC). o 9bs

IJsuesd B Ids o Lightweight Jswe B $lses 1Jwzssd

B pod 030 IJelle: ¢)s 030 1U,uwlds eds 9226 [Jepdpe bsdebug capwap events enable |1z 11e):

<#froot>



Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received CAPWAP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to ff:ff:ff:ff:ff:ff on port '1’

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 Received CAPWAP JOIN REQUEST

from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 AP ap:51:5a:e0: txNonce 00:0B:85:33:52:80
rxNonce 00:0B:85:51:5A:EQ0

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 CAPWAP Join-Request MTU path from
AP 00:0b:85:51:5a:e0 is 1500, remote debug mode is 0

Wed Sep 12 17:42:50 2007:

spanRadi usProcessResponse: AP Aut horization failure

for 00:0b:85:51:5a:e0

I suvogped [ SUS i Sodds 9236 bydss Jdogdp psule [ &S 03l Huwldé gusel sues, oo debug capwap client error
IJio):

<#froot>

AP001d.a245.a2fb#

*Mar 1 00:00:52.267: LWAPP_CLIENT_ERROR_DEBUG: spamHandleloinTimer: Did not receive the
Join response

*Mar 1 00:00:52.267: LWAPP_CLIENT_ERROR_DEBUG:

No nore AP nmanager | P addresses remain



903l ksl sy sluoz eds T wdbs 1suesd Y I oe Lightweight Jsuwe zisl pu Blisps wgasd udbs IUsuesd (AP) eds
928 IJougdp.

Spdoud £00 2lJs Blisps wgasd wdbs 1Js osd wluwegsle 03l 1Jie):

<#froot>

(Cisco Controller) >

show aut h-1i st

Authorize APs against AAA . ... .. it enabled
Allow APs with Self-signed Certificate (SSC) .... disabled

Iuuegse config auth-list add mic <AP MAC Address> 1Jie, pu lzd luolds 08bs 9 09J B IJs oe Lightweight | s $lised
o952 wdbs 1J9u0sd. JJzuwesd eds pisd pu ldpedsele 29d Jsdss wdysy wd9s o Ldbs LAP. Lze Is peld gis
5 Jas0 o995 0 (1 8bs Lightweight (LAP) .5 o8 I w, )56 28236 o Cisco.

IJpuvdJs 4: ould Liol>o |3 od Vs ldpdolz IUglp eds udlbs 1Ugoed

Jlouuoe 0dbs LAP|Js 9238 wede wb)l J9z9s puvdJs B IJuiols.

Bp wluosl, debug capwap errors enable debug pm pki enable IJigle). wlbo, JJ Huwlisd ouvs) 1Js Iubolsle 9 1Jpdlose 1JegbbJs.


https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html

adlzBis: Ca G GE 0 oabay 1t e 1dis 1ombagy 100 Qumaie (s 99 1daumigs.

<#root>
Tue Aug 12 17:36:09 2008: 00:0f:24:a9:52:e0

CAPWAP

Join Request does not include valid certificate in CERTIFI CATE_PAYLOAD
from AP 00: Of : 24: a9: 52: e0



Tue Aug 12 17:36:09 2008: 00:0f:24:29:52:e0
Deleting and removing AP 00:0f:24:a9:52:e0 from fast path
Tue Aug 12 17:36:09 2008: 00:0f:24:a9:52:e0 Unable to free public key for AP

luvegse los IUgsbeo oldsso Jed 1degud Js:

o Ul ldse9d MIC - bdo wygsue IJpsh Idpuwe,zeé (RMA).

o U 9,09J LSC- glso w9ds, Lolss LSCIUglod .

e Js 5: suwedp zoli Ideede Huwlds Idouild u§ls 1Jsuo9d eds uiwds VLAN ¢lbiss (lue o)s ouoese leble uulds

Yol 9Jdo Jsuw IJluvezlus)

s 030 1dyuwlJé bsdebug capwap events enable |¢ )z 1Ule):

<#froot>

Recei ved a Di scovery Request wi th subnet broadcast with wong AP I P address (A.B.C. D)!

SEws 030 Iyl 1o 9258 IJcedp odBe bl Idoguld uoluulbs gusle IPJJus pe guslo IPJJpuos) £s) 1psz9s B s
Jiodle B)esé op odasuol Js 9298 IJopde. 903l sgus lsuol 1o 9258 IJoedp o5 1Jos ©@9p wluwdlb 1Uz5p6.

IJeud s Tu 1 8p Jsuw ol sruwd UIdouulsd bl [Js 1bLs guslo. sd@se zoli Idezde wldledle go bdo Idouild v po
wwodd VLAN Jp swp wdgsuol gds 9236 Idozde. Seaw 03l gbé guspl wuwpe tbyb lUloold vuvodle VLAN 9JI o @sool
IJs suodle VLAN IJJIgeJdss.

e 1gbsle IJeldss Jluved il o3o IdeuindJs sluadlzol:

o Bl 9236 Idoedp s Ubwdd Bress 12)s Bszw 1891 ublb 1Js oo Jeuslo IP Jogss IJeede: 19 szo o



ouvede udlb 1Uguo9d guslu IPJ9ess Idcede wluwedsle lzas byd IUIYeilds.

* Op odysu lderad Jduwele wogue Ubodlo VLAN &) 19296 eds 9228 Idozde. §p vodsss ybwdle VLAN
IJeuwesz wol eds glogb Iloyold.

IJeuvdJs 6: wed)y eds udbs Iy osd IJloople s euues Idoede Y6 IUubwds 1dpedss IJJlgwddss (WLC): 9zew o1

IJzelss Jdpulds 1J o956

I3l o luwegsle 2ol zelss Bs Uivods [Jpduumé: Bolds pu wpdsy 030 IJpullds eJs o)) IJzelss Judbs 1Jsosd Bs
IJsoe Lightweight (LAP) JJluoele sldloold w9226 1oz de.

Sew edsd wpdsu ldpolds IJoldss:

Gp wopIdsu pulds UDPIJeldss Jzyds o9, CAPWAP:

IJoslole - 5247

lJoedp - 5246

G wopdsu polds UDPIJeldss Jzyds p)9) ledluss IUoudd:

16666 - 16666

16667 - 16667



Bp wopdsy pudds UDP 5246 95247 Jg,9Js 0,9, CAPWAP.

TCP 161 9162 Jo,9¢938] SNMP (Joble IUezde 1JJludds [WCS])

030 IJpulds [oshisd (euve pobduled):

UDP 69 Jo909d9d TFTP

TCP 80 9/l9 443 Jo,90,999J HTTPIg HTTPS JJg o9 1Js 8lzoé IJpuuwese Iyuu9ess (GUI)

TCP 23 9/l9 22 Jo,90,9I9J Telnet Iy SSH JJs o9 U 9lzos uwlo, 1Jisle, (CLI)

IUpuidJs 7: gosle 1P pdyy B I ivwds

03l T8, pudJs IJpuie,ds ) gwspl IJ @ szlod 1o sedlds I WLC. lue syualbse Jlse o3l bl juulds gusel 1J ap szled 1o
sodlés IJgol; wede.

<#froot>

No nore AP manager | P addresses remain



clos g luvole bog,y Huulds 1Jgbl 030 805 9295 £usl IP o)) eds IJubwds sblud guslo IPIJEILe wess) udbs 1Js o]
(AP). 98 pend 030 IUzlJé: ceodb o @bé Iy osd B I og Lightweight Lldose B 29,6 Idbl$s 9d1 spduol IUluopele [Js
928 IJougdp.

obo, IJouoese o WLC suvede blole 1Joild LWAPP oo o@lb 190,09 98uvd luvoelus Iouild LWAPP |Js wiélb
IJso9d.

90 3JY Jl o woded 923le WLC bdole IJluuople |Js LWAPP oo o 8lb 1Ugosd (APS).

Jlgwed gl oo IJpuvdJs sluadlzold lRow, louold sy uldbs 1Uguod (AP) po puosd pudIds 09292 eds uduw Ui Js IP
IJ9,e86 pod o5y 0dbs 1J9uo9d (AP). wes 53JJ 02dd pu 31W,6 IJegisu 1dpdde J- ARP. I wpe ldews, eds euslu IP o).
Bép wblJs 1Jzols 1Uss szess eds euslo IP o), I8 e wobss) euslo IPeds 1Jzol vese szoss eds euslo IP Y s eds
I iods.

Spdu Judbs 1Uguosd (AP) wes 3JY IUluoele [Js WLC.

IJpudJs 8: vl IJs osd W Idse Lightweight o (09,6 IJubedd Idee v 9 sy S10,6 eds Iluuoele IJs euues IJozde
B Iduvwds 1dpedss IUJlpudIdss (WLC)

Jlsep ouvesd vldbé 9,09 Lightweight og WLC. sg,00 Iduwed Luwlds IJgbl IJeldss:

AAA Authentication Failure for UserName:5475xxx8bf9c User
Type: WLAN USER

SpJdu i S 03l Bl op Jugw uldbé 9,09d Lightweight o 09,6 e ds poslgds sdloo Vs guoe "ldeuw)”. 3l op bdo LAP pg
wulez IJubeds Idecslzds. Suvsoeso edsd [olds udlbs LAPIJs @lsps wd9suo wdbs 1Jsuesd. 12, IJielo > woz
0dlb 1Uso9d 98p wluolds udbs 1Jsuosd (AP) ls Blises IJowdsswa. Sew o coupe udbs Isuasd wes 3Jd. sousd
1Ju29,8 pu 9296 IJezde: &p wuwed pe euuas IJoede B Idubods 1dpezdss IJJIuuddss (WLC) B suoe Izumy- zouiss.
SoesU edsd cEss) vdbs 1Jsuesd (AP) IJs 1dsog 1dpeds. wd9e udbs IUsuosd Vs Idsuoe Lightweight coussd IJuesss
Slehs 1o poss sldouwzsd w6 186 1ds 9238 Ioede B 1soe Ipeds.

JpuvdJs 9: gu9lu &) Lozse Microsoft DHCP

Spdo Judlb Isuesd weass ulasu IPIUEILo6 wol wuwygs gus lole pelads Jdluuoele Ids euuwes IUoede s IUuuwds
IJpedss 1JJluuddss (WLC): ppl $pdy o souwos B Gsle 29150 Windows DHCP 9 og eJleé IPs s BAD_ADDRESS gJs
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