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o I N I T Save Configuration Ping Logout Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Wireless All APs > Details for tiagoAPcb.98E1.3DEC <Back | Apply
+ Access Points - T e AT Y T V4
Sl General | Credentials | High Availability | Inventory | FlexConnect | Advanced |
Direct APs [¢]
w Radios =
802.11a/n/ac
802.11b/g/n General Versions
Dual-Band Radios =
Global Configuration AP Name |POD1-AP Primary Software Version 8.8.111.0
» Advanced Location |default location | Backup Software Version 16.11.1.23
Mesh AP MAC Address 70:db:98:e1:3d:ec Predownload Status None
b ATE Base Radio MAC 00:27:03:36:4d:a0 Predownloaded Version None
Admin Status Enable V| Predownload Next Retry Time NA
RF Profiles —— -
Hexe G AP Mode FlexConnect ¥ | I Predownload Retry Count MNA&
exConne roups -
- AP Sub Mode MHone b Boot Version 1.1.2.4
b FlexConnect ACLs
Operational Status REG 105 Version 8.8.111.0
;Erﬁic)lo;;:g“ ULAE Port Mumber 1 Mini 105 Version 0.0.0.0
Network Lists Venue Graup unspecified 7] 1P Config
- v 1
} 802.11a/n/ac VENue e Unspechsd: CAPWAP Preferred Mode 1pvé (Global Config)
Add New Venue
b 802.11b/g/n DHCP Ipvd Address 192.168.100.1
Venue y
} Media Stream Language Name Static IP (Ipvd/Ipve) |55}
e A Metwork Spect
. :Dg|::ca;.tonlv.5,b.|m bl K":y UM p8B7407546F273590A90E652EE16AFCT Fabric
nd Control 2
Lync Server GEe:Location Fabric Status Disabled
Country GPS Present No Fabric L2 Instance 1D 0
Tiners Fabric L3 Instance 1D 0
b Netflow Fabric Rloclp 0.0.0.0
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Save Confeguration

]
CISCO

MEAMAGEMENT C

CLIRITY

™ WLARNS Current Filter: Nang [change Filer] [Clear Filer] LCreate New v |l Ee |

Saye Configuration  Ping = Logout Refresh

WIRELESS

MMANDS HELP  FEEC

MOMNITOR CONTROLLER

WLANS > New < Back | apply |
Type WLAN “
Profile Nare BDRL Testing
=1 1] |bdr-pod1 |
10 I

Save Configuration

HELP

Ping Logout

Refresh

llllnl'lc
Cisco

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS EEEDBACK M Home

WLANs WLANSs > Edit 'BDRL Testing' <Back Apply |
WLAN A ———r—. z S T APPSO PSR 1. S

Ly | General | Security | QoS | Policy-Mapping | Advanced | .

» Advanced Laver2 | Laver3 | AAAServers |

Layer 2 Security @ | None v
MAC Filtering® ||

Fast Transition

Fast Transition | Adaptive ¥
Over the DS Zd 3
Reassociation Timeout| 20 LSEconds

Lobby Admin Configuration

Lobby Admin Access

3. Jlwdp wopdsy yowds WLAN gus 030 IJudbs. o3l pold J


/content/dam/en/us/support/docs/wireless/5500-series-wireless-controllers/113682-bdr-limit-guide-03.gif
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Pod1:

A I 1ot I [ Sayve Configuration  Ping  Logout Refresh
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK f Home
WLANSs WLANSs > Edit 'BDRL Testing' < Back | Apply | T
- WL;:S General [ Security ] QoS ] Policy-Mapping T Advanced |
» Advanced : .
Profile Name BDRL Testing
Type WLAN
SSID bdri-podi
Status Enabled
Security Policies [wPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All hd

Interface/Interface Group(G) | management ¥

Multicast Vian Feature Enabled
Broadcast S5ID ¥ Enabled
NAS-ID none

4. olds po wdssu yueds WLAN Jsog 1depzed Iderdss wew edlpd Idowsse esblo
PO&>06 90l oy €30 0228 Idoz9sd IUpeds. 19 9p wodssu Idyog 1dpzod

FlexConnect

Edagpll et O Enabled
FlexConnect Local Auth 12 Enabled
Learn Client IP Address £ Enabled
e
Central DHCP Processing Enabled
Override DNS Enabled
NAT-PAT Enabled

lJpzds.

5. 8p wodssu 9 lJozdd pu wessu JIWe pedele weass Idpesd eds "0" JIJ puwwgse
9J9J SSID £ IJuvods 1ppdiss 1JJluudJiss "WLAN BDRL-pOA1". 9.50p CESSE 2935
lJg>00 eds IJ300 19 Idodlosu 19 1JB o6 19 1de)9u;. Bs 03l IUpeldc sop wessuol ds
Silver.

nlllulllu Save Configuration Ping Logout Refresh
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANSs WLANSs > Edit 'BDRL Testing' <Back | Apply |
+ WLAN o » 3
._.st | General | Security = QoS | Policy-Mapping | Advanced |
b Advanced ; -
I Quality of Service (QoS) Silver (best effort) ¥ I
Application Visibility Enabled
AVC Profile none ¥
Flex AVC Profile nong ¥
Netflow Monitor none ¥
Fastlane Disable ¥

Override Per-User Bandwidth Contracts (kbps) 18

DownStream UpStream

Average Data Rate o o]
Burst Data Rate 0 a
Average Real-Time Rate ] | 0
Burst Real-Time Rate 0 Q

| Clear |

Override Per-SSID Bandwidth Contracts (kbps) 28

DownStream  UpStream -

P »

6. Bp o dIsy pJW wg s 2956 IJgses QoS Silver gJs 9236 [Jogdp wluwegsle 23 1Jpesd
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cisco

Save Configuration  Ping  Logout Refresh

COMMANDS HELP  FEEDBACK A Home

Wireless

¥ Access Points

b

b

bk
b

bk

All APs
Direct APs
+ Radios

Radios

Dual-Ban

Global Configuration
Advanced
Mesh
ATF

RF Profiles
FlexConnect Groups
FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
802.11a/nfac
802.11b/g/n
Media Stream

Application Visibility
And Control

Lync Server
Country
Timers

Netflow

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

Edit QoS Profile < Back | apply | Reset to defauits |

QoS Profile Name

silver
For Best Effort BDRL

Per-User Bandwidth Contracts (kbps) *

Description

DownStream  UpStream
Average Data Rate 2000 2000
Burst Data Rate 2000 2000
Average Real-Time Rate 2000 2000
Burst Real-Time Rate 2000 2000

Per-SSID Bandwidth Contracts (kbps) *

DownStream  UpStream
Average Data Rate 2000 2000
Burst Data Rate 2000 2000
Average Real-Time Rate 2000 2000
Burst Real-Time Rate 2000 2000
WLAN QoS Parameters
Maximum Priority besteffort ¥

Unicast Default Priority besteffort ¥

Multicast Default Priority besteffort v
Wired QoS Protocol

Protacol Type 802.1p ¥

802.1p Tag ]

Foot Notes

1.0varrids Bandwidth Contracts parameters are specific to par Radio of AP. The value zaro (0) indicates the faaturs
is disabled
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A ' A I I Save Configuration  Ping Logout Refresh

clisco MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANSs > Edit 'BDRL Testing' <Back | Apply | T
- WLS‘:S ' General [ Security] Qos [ icy-Mapping | Advanced
» Advanced Override Per-User Bandwidth Contracts (kbps) 18 ‘
DownStream  UpStream
Average Data Rate o o
Burst Data Rate 0 0
Average Real-Time Rate "] 0
Burst Real-Time Rate 0 0

| Clear

Override Per-SSID Bandwidth Contracts (kbps) ¢ ‘

DownStream  UpStream

Average Data Rate 3000 3000
Burst Data Rate 3000 3000
Average Real-Time Rate 3000 3000
Burst Real-Time Rate 3000 3000
| Clear |

WMM
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5 I 1ot I I Saye Configuration  Ping Logout Refresh
cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK f Home
WLANSs WLANSs > Edit 'BDRL Testing' < Back | Apply | -
- WLLA:\'S | General [ Security || QoS. | Policy-Mapping 1 Advanced "]
WLANS - 1
» Advanced Override Per-User Bandwidth Contracts (kbps) 18 ‘
Awverage Data Rate 1000 1000
Burst Data Rate 1000 1600
Average Real-Time Rate 1000 1000
Burst Real-Time Rate 1000 1000
| Clear

Override Per-SSID Bandwidth Contracts (kbps) 42 ‘

DownStream UpStream

Average Data Rate 3000 3000
Burst Data Rate 3000 3000
Average Real-Time Rate 3000 3000
Burst Real-Time Rate 3000 3000
| Clear |

wWMM

=

3

13. lwol ouvésd pods 2rJs 1Ups9) Jel B IUlpeds Idgulus B JJI IJloglosy. ladl 1Us
IJgbp: &p Jlgb cpass Ipesd Jeyds 1Jpn9,. wedleb 1o wpass Ipesd JIJ puwcise
weedd 1 pseloe Vs IJeluss sV pedd weds> JJ SSID wpeesd 3 pseglee Vs
lJeluse glesh pdod og)sud 2936 [JEsp6 (Q0S) Idgldps wpeedd 2 pselow Vs Ideluss.

odsu WLC Jozass pedd wuliss Ileglo - 1Jezesd IUpeds

539> 03l Guwe EsUd busdozs! luwluws pidcle wdled. 98506 [l 2lJé J 1J BDRL B



peds weasd luwdse cupdsd.

pdles: 030 IJboydses! Jsuve bodses! pepdss Vedss. swp wdrsp0 S9b Juing
lJes)le.

Rate Limiting while Local Switching

3730E Switch

Wired dient
! — llll wLan Traffic
Arcess ‘ > l ——
Foints -
& ',l ——
Upstream & Dovwmstream
traffic Rate Limiting ‘*] ‘
e p

5500 series

wireless Clients
w /LanTraffic 2.0

godpl w3gd 0B 19 Lo9d B I e IJpuwedd: sop cowse wsluwle wdé Idoslule
gu?kgluullo wV¢ lJoslule gds v b 1Jguogd. oo Iduwsiuwle Jsuwe slispd 9Ju sop
2B bol Vs u¥bs IJyLo9d guws lehs IJogbvgsd.

1. 8p wodaso udbs IUsuesd eds 9228 1Jozdp Is 1Jozdd pu cdosuel Judbs 9,09
Flex Connect AP W.s 9,0¢& p29J

oz Jsl.
]
CISCO MONITOR. ~ WLANs CONTROLLER. ~ WIRELESS  SECURITY  MAMNAGEMENT

WLANSs WLANS > Edit 'BDRL Testing'

v WLANs g —: E— — _ N

WLANS General | Security = QoS | Policy-Mapping| = Advanc
FlexConnect
¢ Advanced

FlexConnect Local &uth 22 || Enabled

Learn Client IP Address 2 #| Epabled
Wlan based Central

Switching 12 Enihied
Central DHCP Processing | Enabled
Override DNS ! Enabled
MAT-PAT Enabled
Central Assoc | Enabled

2. judJdo olg§§ all the pg>d sz pede J IJ peds s2od luwdsw wel lu oo gede J 1J
oI55l s2ad 19 peds eu 1 ap. ep Jlebsl IJoclse.


/content/dam/en/us/support/docs/wireless/5500-series-wireless-controllers/113682-bdr-limit-guide-12.png

3. Gp wouds [gble 2413 oo IJBuwe [Juwlod.

odosule CLI Jos weas 1Jpeesd

OJISU pJd B H S 298 1Ug>pé:

config gos [average-data-rate | average-realtime-rate | burst-data-rate | burst-realtime-rate]

[bronze | gold | silver | platinum] [downstream | upstream] Iimit

odosu welyy WLAN:

[per-ssid | per-client]

config wlan override-rate-limit wlanid [average-data-rate | average-realtime-rate | burst-data-

rate | burst-realtime-rate] [per-ssid | per-client] [downstream | upstream] limit

ol s w838, 19lpy 8202 peleds Jerup odssu pdd oE)sd 2956 1Ugse8 sleuolssle
lJzjpeé.

(wlc)>show qgos [bronze | gold | silver | platinum]

IDISYST@hiaks I o) ol I o /o KPS For Best Effort

Maximum Priority. ... e iii ittt ettt e eeeeeean besteffort

Unicast Default Priority.........oiiiieennnn.. besteffort

Multicast Default Priority..........iiiiiiienen.. besteffort

532 e i o] o 20 none

Per-ssid Limits Upstream DownStream
Average Data Rate. ... ... .ttt iiiinnnnn 0 0
Burst Data Rate........ ... 0 0
Average Realtime Data Rate................. 0 0
Realtime Burst Data Rate...................... 0 0
Per-client Limits Upstream DownStream
Average Data Rate. ... ... .ttt iiiinnnnn 0 0
Burst Data Rate........ ..., 0 0
Average Realtime Data Rate................. 0 0
Realtime Burst Data Rate...................... 0 0
(wlc)> show wlan [wlan-id]

Quality of Service........ ittt Silver

Scan Defer Priority.. ...ttt 4,5,6

Scan Defer Time. ... ...ttt it ieieeen. 100 milliseconds

MM . o ot e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Allowed

WMM UAPSD Compliant Client Support............... Disabled

Media Stream Multicast-direct.................... Enabled

Rate-limit Override Enabled/Disabled
Per-ssid Limits Upstream DownStream
Average Data Rate. ... ... .ttt iiiinnnnn 0 0
Burst Data Rate........ ... 0 0
Average Realtime Data Rate................. 0 0
Realtime Burst Data Rate...................... 0 0
Per-client Limits Upstream DownStream
Average Data Rate. ... ... .ttt iiiinnnnn 0 0
Burst Data Rate........ ..., 0 0
Average Realtime Data Rate................. 0 0
Realtime Burst Data Rate...................... 0 0
CCX - AlronetIe SUPPOTrt ...ttt ittt it i Enabled

CCX - Gratuitous ProbeResponse (GPR)............. Disabled

CCX - Diagnostics Channel Capability............. Disabled

(wlc)> show client details [mac-addr]
Client Statistics:



Number of Data Bytes Received............ououu... 160783

Number of Realtime Bytes Received................... 160783
Number of Data Bytes Sent..............iuiie.... 23436
Number of Realtime Bytes Sent.............ouiuuueenen... 23436
Number of Data Packets Received................. 592

Number of Realtime Packets Received................. 592
Number of Data Packets Sent..................... 131
Number of Realtime Packets Sent..................... 131
Number of Interim-Update Sent.............. 0

Number of EAP Id Request Msg Timeouts...... 0

IJozasd Ideydis 1Uss s223 1Jpedd - gs0é po 2ldle odssy
Slzod vl 1UI9le,

2 Ipesd Idplowd JIJ SSID gdis odoso 296 e Iwslole po IUghe

o3l Jodysu g 1dpe>d JIJJ SSID gqs Jo 9 lJoslole po 1Jghbe. sdso 1UE)z pea9sl
Jeese IJgpdle Idpyovbsy wpegyd SSID o3l 9ol JJodgsu.

1. 8p wogbsd JJ po s 802.11a 5 802.11b Ll weésle 030 IUigle,:
config 802.1la disable network
config 802.11b disable network

2. 1b¢d 03l 1Jlpy Jogsss puyuwd pedd Idoslule Ws Jsdyow JIJ eluss JgyJds p)y9,) TCP
JJJ SSID:

config gos average-data-rate silver per-ssid downstream limit

3. bed o3l lJle, Jopass pead Ilusddle JJoslole Bs Jdsdswe JIJ eluss Jg,Jé o9, TCP

JJJ SSID:
config gos average-data-rate silver per-ssid downstream limit

4. 0238 puywb pedd 198 IUBeds Vs Jsdve JIJ eluss Jeyds p,9, UDP JIJJ
SSID:

config gos average-realtime-rate silver per-ssid downstream limit

5. 233 18,08 pesd JUsde IJBeds Bs Jsdowe JIJ eloss Jeyds ey, UDP JJJ SSID:
config gos burst-realtime-rate silver per-ssid downstream limit
B. wgbbsl pJb wg s 2936 1Ugs06 03l Bs s WLAN Uluwogsle o3l 1Jie):

config wlan gos wlan_id silver
7. Gp wopdso JJ po lzoss 1U,lbss 802. 11 a9 802. 11 b.
8. ©2dY pu wIsu IJBse 1shrs ledle wuvdd Lozse wluwedsle I9le, show Idoldse:

show gos silver
show wlan [wlan-id]

9. hub gpsdsu I 1de, wuvwds WLAN 1Je3d9,6 lgdle. wgs 3JI. lusl huwld 2,96 0,9, TCP

9 UDP 0 Ilouald IJuvdds wldgedie Iddlusddsso wluvaisle esds 2096 p.9) (8ds
ovosd Ipold 516 2,36 0,9, uwds LAN s iPerf) 1de, oo ldegdele 1Upesss igdlo.eds

wesd Idpold Bl Jly poyuwb pesd Idoslole = 1000 sdyew Bs Ideluss JIJ SSID

9p63d vdd IJuslole [Jpoz; = 2000 Jsdsww Bs IJeluss JJJ SSID. By zpse
lJgpdle soBluvpsv &2 IJobly 1de)sss Judlbé 1Usuosd 1Jpes6 odo. Jel sgu iJl
oogle 296 o9y IJepdle pel pesd 1000 Jsdsoe B IJeluss JIJ zoly Jlgwdds
Juldbo Iy e9d.

10. ©2dd pu lewolissle 1Jgpsd wluvagsle 1Uie, show osl:

(wlc) show client details [mac-addr]
Client Statistics:

Number of Data Bytes Received...........oouuu... 160783
Number of Realtime Bytes Received................... 160783
Number of Data Bytes Sent............ciiiiieeo... 23436

Number of Realtime Bytes Sent.............ceuueeenun.. 23436



1. Gp vyl ltoul) IIEoul pg pdle og s 2958 1Ugs06 1Jig),s: IJws90) 9ldsow
sldodlosu.

Sop obousd 23 Ipedd eds JJ po JJ po SSID 99 gpsd B cdssu yds
ea90 IJwslole po 1UEhe

93JY Jodssu g3 Idpe>d JIJ SSID 9JIJ gpsd eds 2uds pg) Idoslule po lJEbe. J3dY Blu
pesd IJlowlzsd pe29s.

1. 8p wogbsd JJ po ,lbss 802.11a 9 802.11b Ll weésle 030 1Jigle):
config 802.1la disable network
config 802.11b disable network

2. 02385 posuwb pesd udd Iduslule Bs Jsdsve JIJ eloss Jgyds 9, TCP JJJ SSID
9JdJ gpsd:

config gos average-data-rate silver per-ssid downstream limit
config gos average-data-rate silver per-client downstream limit

3. wzasd pedd luvdle Idoslule Vs Jsdyow JIJ eluss Jgyds py9) TCP JJJ SSID 9JIJJ
gesd:

config gos average-data-rate silver per-ssid downstream limit
config gos average-data-rate silver per-client downstream limit

4. 23> p9ws pesd 1J98e 1JBEJs B Jsdoe JIJ oloss Jp,dé p,9, UDP JJJ SSID
9JIJ gpsd.

config gos average-realtime-rate silver per-ssid downstream limit
config gos average-realtime-rate silver per-client downstream limit

5. 225 1806 pesrd Jsde IJdeds s Jsdswe JIJ eluss Jeyds ey9, UDP JJJ SSID
S5Jdd gpsd:

config gos burst-realtime-rate silver per-ssid downstream limit
config gos burst-realtime-rate silver per-client downstream limit

6. wgbsb pJd we s 2958 [Jgsp6 03l Bs Luwds WLAN Llguagsle o3l 1Uie):
config wlan gos wlan_id silver

7. 8p wopdsu JJ pu iao)é IJ,l>s9 802. 11 a9 802. 11 b.
8. 288 pu wIIsU IJdSe 1d91r6 ledle wuvdd LozsE wluvwesle I9le, show IJeldss:

show gos silver
show wlan [wlan-id]

9. hub gpsdsu I 1de, wuvwds WLAN 1Je3d9,6 lgdle. wgs 3JI. lusl huwld 2,96 0,9, TCP
9 UDP oy ldleuald Iduwdds oldgpdle Iddlunddsso wluvosle p9d> 2598 p)9, (eds
wwosd Ipald: bls 2,J6 o9, G Js LAN Ig iPerf) e oo IJpedele 1Jpes6 igdlo.

10. 283 pu leuolissle Ig psd wluvegsle 1die, show osl:

(wlc) show client details [mac-addr]
Client Statistics:

Number of Data Bytes Received................... 160783
Number of Realtime Bytes Received................... 160783
Number of Data Bytes Sent.............coiiiioo... 23436
Number of Realtime Bytes Sent...............cccuu.... 23436
1. 8p wod)l) It IJIRovl) pe pdBle wg)sW 2936 [Jgsp0 IUIE)s: 190 9ld300
sldedleso.

2> Ipedd IJpboud JIJ SSID soelys pdd ogrssd 2926 1JE206 IJgpsps eds
odosu 96 p9) IJuslule po 1Ughe

Swzles 2o 1Jpesd 1dpeess eds WLAN JJJ SSID 1J@sp 1Jper6 B pdile g )sd 2936 1JE>p6.



1. 9p wodosy 229> IJpedd Jz)Js py9) UDP 9 TCP wew pJud wg)sWd 2936 1Jgspo gds
wosd el B os.

2. CESSU pJW LEHSY 290 [UEd 006 03l s i Js WLAN.

3. 8 wodssu 8se 2> Ideesd Ipeodws eds yveds WLAN Clgwoesle 1d9le) Idoldss:
config wlan override-rate-limit id average-data-rate per-ssid downstream limit
config wlan override-rate-limit id burst-data-rate per-ssid downstream limit

config wlan override-rate-limit id average-realtime-rate per-ssid downstream limit
config wlan override-rate-limit id burst-realtime-rate per-ssid downstream limit

4. b gpdle ppodBdsy wuvwds WLAN. glusl huwld 2,96 039, Idoslole po lJlousld
IJuwdds |Js Ideloe IJlgedIs.

5. o2 ol Bl Yoo 1J8spé 1Jos wp odssoel eds uuwds WLAN lisss. Iguegse 191,
IJerue IJoldss JJopdl pu wpdsu el uveds WLAN.

show wlan <id> config gos average-data-rate silver per-ssid downstream limit
config gos average-data-rate silver per-client downstream limit

2> 1pead IJpbwd JIJ SSID gds odoso b p19) welole IJghe

93JJ JJoedd pu wbusy e 1deerd JIJ SSID eds 298 p)9) wslule IUghe. sdsu IJee
pea93l Jepse Idgpdle IJpyoobso wuveds WLAN oJd 9098l JJodssu.

1. 8p wotbsd JJ pobss 802.11a 9 802.11b Ll wegsle 030 IUlsle):
config 802.11la disable network
config 802.11b disable network

2. 033 Idperd Vs Jsdywoleluss JgyJds py9) TCP 9 UDP JJJ SSID:
config gos average-data-rate silver per-ssid upstream limit
config gos average-data-rate silver per-ssid upstream limit
config gos average-realtime-rate silver per-ssid upstream limit
config gos burst-realtime-rate silver per-ssid upstream limit

3. cilbsb pJud wg )W 2958 [Jgsp6 03l Bs Luwds WLAN Clguegsle o3l 1Jie:

config wlangoswlan_id silver
4. 8o wopdse JJ po iz 119 802. 11 a 9 802. 11 b.
5. 0z VY puU wIdssy IJBse 1Uglsé ledlo wuvdd wogse wluwwesle 19lp, show IJoldsé:

show gos silver
show wlan [wlan-id]

6. hub gpsdsu 9 1de, wuvwds WLAN 1Je3d9,6 lgdle. wgs 3JI. lusl huwld 2,96 0,9, TCP
9 UDP oy lUlopold Iddigedds 1ds 1degpsd Iduvdds wluweisle 09d> 2096 0,9, (eds
wwosd IJpald: bls 2,d6 o9, wslule Guwds LAN) 1de, po Idpedele Ipesss iedlo.eJs
woesd Idpald Bl Yy perd udd Ideslule = 1000 Jsdyow Bs Idelusse JIJ SSID
908>d udd Idoslule = 2000 Jsdywe Bs Idelusse JIJ SSID. By zese IJgpdle
sodluweso IJoblg 1Jess IJersue pel ol sew 1l oozlss 2,98 ) 1depdls pel
pe>J 1000 Jsdyww Vs IJeluss JIJ gols JigwdIs Judbe 1Ugo9d.

7. 0288 pu lewolissle 1Ugpsd wluwegsle 1Jie, show osl:

(wlc) show client details [mac-addr]

8. lteshs: ¥p wodl ltoul IUlzeol) pe pJBle wg s 2958 [Jgsp6 1UIE)s: 1Jw,90;
Sldsoc sldodlosu.

2 Ipedd Ipbo @ JIJ gpsd eds odasu 29I6 pi9) wslule 1Ughbe

o3l JJozdd pu lue g wbusd 22 Ipesd JIJ gpsd eds I8 @9, Iuslule po lgbe:
SY9u uwes IJpeldes 22926 Jepse Idepdle ldp)oubse wubods WLAN oJd 2uwe IJodsso.



1. 8p wogbsd JJ po ,lbss 802.11a 9 802.11b Ll weésle 030 IJigle):
config 802.1la disable network
config 802.11b disable network

2. 02383 Idperd Vs Jsdywe JIJ eluse JgyJs o9, TCP 9 UDP JJJ gpsd:
config gos average-data-rate silver per-client upstream limit
config gos average-data-rate silver per-client upstream limit
config gos average-realtime-rate silver per-client upstream limit
config gos burst-realtime-rate silver per-client upstream limit
3. wgbsb pJd wg s 296 1Ug>e0 03l WS Jiwds WLAN Ol wegsle o3l 1Jle):

config wlan gos wlan_id silver
4. 3p wopdso JJ pu 206 1U,ls9 802. 11 a9 802. 11 b.
5. vzl pu wdosu lJBse [Jglys ledlo wuudd Lozse wluwwesle I9le, show IJoldsé:

show gos silver
show wlan [wlan-id]

6. hub gosdsu 19 19e, wuvwdd WLAN IJe3d9,6 ledlo. wes 3JI. lusl huwld 2,96 0,9, TCP
9 UDP oy lJloold IJJlgwdds 1ds 1dgpsd duvdds oluwegsle p9d> 2596 019, (eds
wosd Idpold: bls 2,96 p)9) wslule Gvwds LAN) 1de, po ldpedple 1Jpes6
ledlo.bgds wosd IJpold: Bl Iy pesd vdd IJuslule = 1000 Jsdsw e B IJeluss
JJJ SSID 9pe5J v Iduslole IJeodde) = 2000 Jsdyow B lJeluss JJJ SSID. Bly
zese Ugedle sodluvpso &rup IJobld IJe,s peladl sze 1o sorlys eesd vdd
IJoslole JJgpdle pel 1de, po 1000 Jsdawe B IJeluss JIJ zols JluwdIds Judlbs
IJs o9

7. 0288 pu leuolissle 1Jg psd luwoésle 1Jie, show ol:

(wlc) show client details [mac-addr]

8. leosbs: §p wodbl ool iRl pg pdBle wg s 2956 1JE>06 Uié)& lJen9us

9ldsou gldodlosu.

e> Jpgs>d ldpbow§ JIJ SSID 9Jd gpsd el eds odsu 2098 p)9) wslule
IJghe

9031 JJozdd pu lue £05 wbusd 22 IUpesd JIJ perd pu wse SSID sJIJ gpsd eds 2rJé
P9 wslulo 1Jgbe: Slu yuesd Idpeldes ©dou w2936 988l JsJY.

1. 8p wogbsd IJ po lsss 802.11a 9 802.11b Ll uegsle 030 1Jigle):
config 802.1la disable network
config 802.11b disable network

2. 02383 Idperd Vs Jsdywe JIJ eluse JgyJds o9, TCP 9 UDP JJJ gpsd 9JJJ SSID:
config gos average-data-rate silver per-client upstream limit
config gos average-data-rate silver per-client upstream limit
config gos average-realtime-rate silver per-client upstream limit
config gos burst-realtime-rate silver per-client upstream limit
config gos average-data-rate silver per-ssid upstream limit
config gos average-data-rate silver per-ssid upstream limit
config gos average-realtime-rate silver per-ssid upstream limit
config gos burst-realtime-rate silver per-ssid upstream limit
3. gl pdd e s 2956 106 03l Bs Livwds WLAN Ll uegsle o3l 1 ie):

config wlan gos wlan_id silver
4. 8o wopdss JJ po lzoss 119 802. 11 a9 802. 11 b.
5. vzl pu wdosu IJBse 1Jglyss ledlo wuvdd Lozse wluwwesle I9le, show IJoldsé:

show gos silver
show wlan [wlan-id]

6. hub louse 19 1de, po STA wubuds WLAN IJe3dg,6 Iedlo. wgs 3Jd lusl Luwld 296
229, TCP 9 UDP oy Iloyold IdJlgedds s g psd IJuwdds oluwesle p9ds 2,36 0,9,



(eds uvwsd IJpald: 516 2,98 0,9, wslole givwds LAN) IJe; oo ldpedele 1Jpe26
ledlo.eJs uvwsd Idpald: 131 Iy peguwb pesd wdd IJuslole = 5000 Jsdooo B
IJelose JJIJ SSID 9Jly poyuwb pedd odd Idoslole = 1000 Jsdyow Os 1Jeluss
JIJ gpsd Wosl sgus lu JJ gpsd p229> J 1000 Jsdowe B lJoloss. el sgo I
soeles posumbd 2ds py9, Idgedle pgl U po 5000 Jsdowe B Ideloss JIJ zol;
JlwdIds Jusbs 1Jso9d.

7. 2288 pu lewolssle IUgpsd wluvegsle 1Jle, show osl:

(wlc) show client details [mac-addr]
8. loshs:dy) ltovl) IUlRool) pg pdile wg)s 2936 1JEsp6 1JIR)s: 1w 9ld300
sldodleso.

2> IJpedd IJpbod JYJ SSID sogly) pdd og s 2936 [JE06 IJgpsps eJs
odosu 96 p9) IJuslule po 1Ughe

93JY JJdozdd pu 2 Idpeesd Idpeess eds Bse oelyj IJglhbe WLAN JJJ SSID 1Jpez>36 Lo e
99,0 SVIle 2936 1JE> 6.

1. 9p wodasu 2395 Idperd JzyJo o9, UDP 9 TCP wew pdwd wg)ysud 2956 1Ugdpo: £ds
wosd ldpeld. Bos.

2. CESSU pJVO OE NS 290 [JEd00 03l s JuwJs WLAN.

3. 8p wodasu Wsp 2> Idpedd Idpgedwds eds yivwds WLAN Oluweésle 119l Ideldss:
config wlan override-rate-limit id average-data-rate per-ssid upstream limit
config wlan override-rate-limit id burst-data-rate per-ssid upstream limit

config wlan override-rate-limit id average-realtime-rate per-ssid upstream limit
config wlan override-rate-limit id burst-realtime-rate per-ssid upstream limit

4. b gpdle ppodBdsu wuvwds WLAN. slusl huwld 2,96 0,9, Idoslole po Jlgudds 1Js

lJzloe [duwdds.

5. el ol Bl Ylve IJ8sped IJos wp wdssuol gds v dé WLAN jlisss. iu.uo'a)ro 0l I.JiroJ

show JJwz 88 pu wpedsu wely)y uvwdé WLAN.

show wlan<id>



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



