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(Cisco Controller)
Welcome to the Cisco Wizard Configuration Tool Use the '-' character to backup
Would you like to terminate autoinstall? [yes]: yes AUTO-INSTALL: process terminated
: (no configuration loaded System Name [Cisco_d9:24:44] (31 characters max --
ISE-Podx Enter Administrative User Name (24 characters max): admin
Enter Administrative Password
to 24 characters): Ciscol23 3)
Re-enter Administrative Password: Ciscol23
Management Interface IP Address: 10.10.10.
Management Interface Netmask: 255.255.255.
Management Interface Default Router: 10.10.10.
Management Interface VLAN Identifier (0 = untagged):

P O Fr O WU

Management Interface Port Num [1 to 4]:

Management Interface DHCP Server IP Address: 10.10.10.10

Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: ISE

Network Name (SSID): PODx

Configure DHCP Bridging Mode [yes][NO]: no

Allow Static IP Addresses [YES][no]l: no

Configure a RADIUS Server now? [YES][no]: no
.Warning! The default WLAN security policy requires a RADIUS server
.Please see documentation for more details


/c/ar_ae/support/docs/wireless/2500-series-wireless-controllers/113034-2500-deploy-guide-00.html
/c/ar_ae/support/docs/wireless/2500-series-wireless-controllers/113034-2500-deploy-guide-00.html

Enter Country Code list (enter 'help' for a list of countries) [US]: US

Enable 802.11b Network [YES][no]: yes

Enable 802.1la Network [YES][no]: yes

Enable 802.11g Network [YES][no]l: yes

Enable Auto-RF [YES] [no]l: yes

Configure a NTP server now? [YES][nol: no
Configure the ntp system time now? [YES][no]: yes

Enter the date in MM/DD/YY format: mm/dd/yy

Enter the time in HH:MM:SS format: hh:mm:ss

Configuration correct? If yes, system will save it and reset. [yes][NO]: yes
IConfiguration saved

...Resetting system with new configuration

.Restarting system
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Server [P Address 10.10.10.70
Shared Secret Format ASCIT -
Shared Secret LT

Confirm Shared Secret

ee W

= (Designed for FIFS customers and reguires a key wrap compliant RADIUS server)
Part Number 812

Server Status Enabled =

Support for RFC 3576 Enabled - *...

Server Timeout 2 seconds

Netwark User | Enable

Management | Enabla

IPSec Enable

RFC 3576 pc5Cisco 1 yiiso (Lol dags) 10.10.10.70 1p5l 1P olsic:aul pdll JU5ok pb .3
LoVl 3T e JS(Liolyidl) o Sas :((COA

asuliall Bukas 55 5| 4

aSlo| < RADIUS duwl>e 52> .5

>
N
CISCO MOMITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT C
Security RADIUS Accounting Servers > New
¥ AAA Server Index (Priorty) e S
General .«"‘:
= RADIUS Server [P Address 10.10.10.70
Authentication
Accounting Shared Secret Format ASCII -
Fallback Shared Secret TRERE
P TACACSS
LDAP Confirm Shared Secret sanna k\
Local Mat Users
MALC Filtar ng Port Number 1813
Disabled Clients Server Status Enabled
Lz&r Login Policies
AP Policigs Server Timeout 2 SECongs
Password Polices -
Metwork User ¥ enable
* Local EAP
IPSec 71 Enable
¥ Priority Order
¥ Certificate

oLVl 3T e JSCisco 3 jiine 4w10.10.10.70 sl IP Glgie:adll puall JoL 05 .6
WLC JI' J Sl das, b3 2y (gabay dalnalo .7

WLC ibga) dsSuolizall dg>loll eliv)

'VLAN wbgall I leibo 939 WLC JI J xaz S,> o) cainl steps in order to 13® cusl




B9 Ll pi .olgzloll < oSl 8339 I Jail (WLC) aSlwl dudxall daidl _d aSxil uaic oo .1

2 ayn Lo

Cormtraller Interfaces

General
Inwentory
[Interfaces] .

Tnkerfacs Groups

Intecface Mams

mansgament
yortaal

Bas ik

WLAMN ldentifier 1P Address Imterface Type Dynamec &P S anagemest
urdaggad 101010 % sitatic Enshblad
LY 11414 Stabe Mot Suppomed

lo U3l .olgzlell < aSxall 19 JI Jaiil (WLC) dxsluwl dylall aSaidl L3 pSxill ugic 0 .2
VLAN: &uis & ,2adbgall :dg>lgl puuli L
11

MONITOR  WLANS

Interfaces > New

Interface Name

VLAN Id

CONTROLLER WIRELESS SECUR

lEmpluyee (
h

[11

IP: 10.10.11.5NetMask: olgicVLAN: 11 dSuis (8,201 tidiall 08, cabrgall dg>le) LL Lo J551 .3

DHCP: JsSg39,:10.10.11.1 :&lsJ1255.255.255.0
10.10.10.10



Configuration

Quarantine

O

Quarantine Vlan 1d

Physical Information

Port Number
Backup Port
Active Port

Enable Dynamic AP Management

Interface Address

VLAN Identifier
IP Address
Netmask

Gateway

DHCP Information

\“J‘

0
0
C

o

A
255.255.255.0 '

10.10.11.1 '_

11

10.10.11.5

Primary DHCP Server

Secondary DHCP Server

1I11I:I.1I:I.1I‘II'F

Gbgoll 4ol ] dgzloll elis] oo 25T .4
sl
ELESS SECURITY

MANAGEMENT

COMMA

CISCO
Controller Interfaces
General
Inventory Interface Mame
Interfaces gmployee
Interface Groups LD T
Multicast yirtual

YLAM Identifier [P Address Interface Type
11 10.10.11.5 Dynarmic
unitagged 10.10.10.5 Static

A 1.1.1.1 Static




WLC caua) aSuoliy> dg=l9 eliul

:Guest VLAN I lgida, ;39 WLC JI J a0 (Saolis o)1 cuiisl steps in order to 1id cal

B9 Ll pi olg2loll < aSxall 8139 JI Sl (WLC) Ll dglxall aSaidl |3 pSxill_unic o .1

lo 35l .olgloll < aSoall 8329 I Jaisl (WLC) a5l dydxall dSaidl (5 aSxxidl juaic oo .2
VLAN: dSuis O ,2aimall tig>lo)l puli_L

12
MONITOR WILANs CONTROLLER
Controller Interfaces > New
General Interface Name  |Guest #‘
Inventory

VLAN Id |12
Interfaces *_ ‘\.

| Intorfaca Crounc
IP: 10.10.12.5NetMask: GlgicVLAN: 12 aSuis 9,201 1agiall 09,:0,)0 o J 13® s> .3

DHCP: JgS9i9 110.10.12.1 :a,l941255.255.255.0

10.10.10.10




Configuration

Quarantine =
Quarantine Vian Id .El

Physical Information
Port Number 1 I

Backup Port
Active Port

0
0
Enable Dynamic AP Management =

Interface Address
VLAN Identifier 12 ‘ | g
Netmask 255.255.255.0

Gateway 10.10.12.1 ’.

DHCP Information

Primary DHCP Server 10.10.10.10 #—

Secondary DHCP Server

Access Control List

ACL Name | none =

Note: Changing the Interface parameters causes the WLANs to be
temporarily disabled and thus may result in loss of connectivity for
some clients.

ag>lg adlo] o 25U 4
.l



CISCO MOMITOR WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT  COMMAL
Controller Interfaces
General
Inventory Interface Mame VLAM Identifier IP Address Interface Type
|m,.|.far.m,#-_- gmplpyes 11 10.10.11.5 Dy namic
Interface Groups guest 12 10.10.12.5 Diynamic
Multicast J*ﬂanaqement untagged 10.10.10.5 Stanc
b Internal DHCP Server T /A L1 Static

802.1x WLAN aslo|

cllad 3S LoVl oIS I5] 1D§Lis] @5 dwol 8l WLAN S JLd 0,9 28 WLC J (JoVI agaill bay i (0
JIl L5 2ings 98 LaS aSLwMl 802.1X d8skas aca) 632> WLAN Sy clis] ol alass,

;@ olglasdl Jasl

elis] < WLAN _J| Jasl WLC o .1

etfuai]n, Save Configuration

CISCO  MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLANS WLANS Entries 0 - 0 o

b WiLAMNS Currant Filtar: None [Change Filber] [Clear Filter]) Go
WLANs

v Advanced Lo

Enable Selectad

: WLAN ID Type Profile Name WLAN S5ID Admin Stabus ave Eeleched

i
CISCO MONITOR
WLANS WLANS > Mew
il WLANS Type —— -
WLANS . .

» Advanced Profile Name Jpodix
=510 [podix ‘
] T =

Js6,15Y1 racgazall/ageloMSUI 19511 duwluw: b o paiwl " ole" Lygull dode < WLAN clslacy .3
O3] e
ol idYl



MONITOR  WLANs CONTROLLER WIRELESS SECURITY

WLANs > Edit ‘pod1x’

General ! Security T QoS T Advanced ]

Profile Name podlx

Type WLAN

SSID podlx

Status I Enabled

Security Policies [wWPAZ][Auth{B802.1X)]

(Modifications done under security tab w

Radio Policy All hd
!3":;_';';‘5::3” ntarcace managernent v ?!

Multicast Vlan Feature I Enabled
Broadcast SSID ¥ Enabled

aaidall bt JWI Lo, a8 2 dddall < ¢uoli] dxiw < (WLAN) aSlw I éydxall aSuill 4
:4850aall plico 8,15IAES / (Son WPA2 yiisi / duwluw WPA+WPA2:2



MONITOR  WLANs CONTROLLER. WIRELESS SECUF

WLANSs > Edit 'pod1x

|; General | | Sec:urity‘QuS | Advanced |

Layer 2 | Layer 3 | AAA Servers

Layer 2 Security & | WPA+WPAZ (

[~ Z0MAC Filtering

WPA+WPAZ Parameters

WPA Policy r

WPAZ Policy v

WPAZ Encryption V¥ aEs I Tkip
Auth Key Mgt [802.1% N

802.1X
ag>191 L Lo usis p8 AAA pile> < "olol" (sl dode < (WLAN) Ll dyxall aSpial) il .5
1 p33ldiSan :duwlxall/adskaall pslgsallass gl p3l5 §ed &Ll
10.10.10.70

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS H

WLANSs > Edit ‘pod1x’

~ General | Security | QoS | Advanced |
~ Layer2 | Layer3 | AAA Eunrurs*-—

Select AAA servers below to override use of default servers on this WLAN

Radius Servers L)

Radius Server Overwrite interface [~ Enabled

\;ﬂhentlcatiun Servers ‘.ﬁtcnuntmq Servers
Enabled M Enabled

Server 1 | IP:10.10.10.70, Port: 1812 ;I [1P:10,10.10,70, Port: 1813 =

Server 2 | None =] | Mone =l

Server 3 | None =] | Mone =l
|| _Local EAP Authentication

396 2lasdli L lo s a8 cdoriio &lyls wussll doMe < (WLAN) aSLuMI ddxall dasil duwll, .6



MLONITOR WLANS

CUONTROLLER

WIRELESS

SECLIKITY MARNGGLEMERT

NAC: RADIUS NAC dJlxiSano :AAA

COMMANDS HELF

(>220)

FEEDBALE

WLANS > Edit "podix’

| General | Security | QoS | l.dnu:!dr-_

Allowe AR Owerride
Cowerage Hole Detaction

Enable Session Timeout

fronet [E

Diagnostc Channel

IPv6 Enable L
Owerride Interface ACL
PFZF Blocking Action

Client Exclusion

Maxirmurn & |lowed
Clients 2

Stabic IP Tunneling iz

¥ Enabled
¥ Enabled

r Ilﬂﬂﬂ

Secsion Timeout [secs)
W Enabled
™ Enabled
-
[Nnnz 3
| Disabled =

|50
Timeout Yalue {secs)

¥ Enabled

T

[ Enabled

HLF

DHCP Server C overids

DHCP Addr. Assignmant [ Required

Yanagement Frame Protection {MFP})

|Cl|:|1:i-:-nal - I

DTIM Period {in beacon intervals)

MIFF Client Protection ¥

802.11afn (1 -288) |1

802.11b/g/n (L - 255) |1
WAL

Load Balancing and Band Select

&15) WLAN aSuis o5 < "ple” gl dode < (WLAN) aSLwdl dxoll auidl Jl g2, .7

Ol



WLANSs > Edit ‘podi1x’

General | Security | QoS | Advanced

Profile Name podlx

Type WLAN

SEID podlx (
Status ﬁ Enable

Security Policies [wWPaz][Aauth{802.1X)]
(Modifications done under security tab

Radio Policy [all -
Interface/Interface
Group(G) | management |

Multicast Vlan Feature [~ Enabled
Broadcast SSID ¥ Enabled

WLC aSuolinill olgzlodl LS|

o5 WLAN &Sy oLidW le> sl pasiwl .axmuall Boually cuabgall lezlo) g Laxd elz] Ul gl
WLAN dg>19 usi jusi o9

el il LS 0dlis] ai sl oYl SSID =i ,al WLAN > WLANs J| Jasl WLC 0 .1
B9 il @5 walbgall | dgalollfagals)l dcoamo i pd 2
..Mm J



wfear],

CI5CO MONITOR WLANs CONTROLLER WIRELESS SECURIT
WLANS WLANs > Edit ‘podi1x’
hd WLANS ‘
General Security QoS Advanced
WLANS
g Advanced Frofile Marne podix
Type WLAN
S3ID podlx
Status M Enabled
Security Palicies [WPAZ][Auth{BDZ.1X)]

{Modifications done under security t:

Radio Policy | All |
Interface/Interface :
Group(G) [.Flﬂ.ﬂéﬂ.?ﬂ.?ﬂt..w
Multicast Ylan Feature guest

management
Broadcast SSID nable

5le> Jboll 138 ping, .(VLAN (10.10.11.0/24 calogall o olsic 851 aliuy umo JSuin i ol .3
IP oloic le Juax, s3I iOS



Wi-Fi Networks | pod1X

[ Forget this Network j
IP Address

o \
IP Address 10.10.11.100

2>
99 Lail o5 (Guest _JI WLAN &S dg>ly mes usi 08 casslull dagzloll a8t 5,50, 4



CIS5CO MONITOR WLANs CONTROLLER WIRELESS S
WLANSs WLANSs > Edit 'podhi
' wmwwmm General [ Security "|" QoS "|f Advanced ]
i .4
’ Advances Profile Name podlx
Type WLAN
Ss51D podlx
Status M Enabled
Security Policies [wPAZ][Auth({BDZ2.1X)]

{Modifications done under 58

Radio Policy | Al -]

Interface/Interface
Group(G) lguest

Multicast Ylan Feature

management

Broadcast SSID

i0S le> JoJl 13® zuog, .(VLAN (10.10.12.0/24 Gyall o wlgic 8] pliwy e JSuiy wlSiis o .5
IP uloie e Juaxy sl



“Wi-Fi Networks podix

il

.

‘ Forget this Network ‘

-HIH\I

A

IP Address

-I_.-'-

\ IP Address

oL BootP Staticj |

T

10.10.12.102 l

A
4oVl 8,191 JI 5,31 650 dgzloll Gusi usis o3 1pl® .6
WLC JI J Uil laaxy9 by dalnab .7

(i0S (iPhone/iPad , Jusiull plni) dSlwMI a95Lanll

oo 9f) LIS1> paimal ade §uas SSID M5 (o (WLC) dSlwMl ddxall dSuidl LS aSxidl uaic lay|

©

o 13] Glolaxll 0id _lass .iPod sl iPad gi iPhone Jis I0S sl pllaiy Jas; jle> plasiwl (oo AD

9 o9lis| pi s SSID 802.1X sa> o5 WiFi uSoiy 09 WLAN cblac] JI Jaul (OS jlg> e .1

oLl puani]

aolS(Jglio - _I315) Jglio o (cabgo - I315) albgo :pasimall puwl: sV ologleoll 01D 44845 .2



... ATET = 4:31 PM (=

cancel Enter Password

Username aduser

Password eessesese

j:-Mg.da Automatic }
1]2]3]4]s]6]7fs]o]o
BA8800002CE
~ HEEIOE <

XXXX 1,950l



s... ATET 3G 4:31 PM (==, ]

Enter Password Certiﬁ{: ﬂtE

i“-mm-ﬁ'dem ﬂ‘.'ﬁ; e
corp-RFDEMO-CA

Not Verified

Description Server Authentication
Expires Jul 12, 2013 1:56:32 PM

More Details >

ISE 65lgis Jouit) il .3
5 1Y ag=lg oo IP Glsie le Juaxy i0S Sle> ol oo 25U .4



. ATET = 4:31 PM =M

Wi-Fi Networks ~ pod1X

Forget this Network
IP Address
BootP 1 Static

IP Address 10.10.10.102
Subnet Mask 255.255.255.0
Router 10.10.10.1
DNS 10.10.10.10
Search Domains corp.rf-demo.com
Client ID

.(VLAN10)

gl i ologles o Bixs eMasll < dsdle < (WLC) dSlwM| ddxall iSuidl (S aSill_uaic lc 5
a9 Alxly plasawVl &l 5 lay

EAP



CISCO

Monitor

v v v v v

Summary

Access Points
Cisco CleanAir
Statistics

cDpP

Rogues

Clients

Multicast

MONITOR

WLANS

Clients > Detail

Client Properties

CONTROLLER

WIRELE

MAC Address 5c:59:48:40:82:8d
IP Address 10.10.10.102
Chent Type Regular
User Name aduser
Port Number 1
Interface rnanagement
Mobility Peer IP Address N/A
Policy Manager State RUN
Management Frame Mo
Protection

Security Information
Secury Folor
Paolicy Type RSH (WPAZ)
Encryption Cipher CCMP (AES)
EAP Type PEAP
SNMP NAC State Access
Radius NAC State RUN
AAA Override ACL Name none

dxao < ISE > Monitor awlg, Juwsll logles ,dgi Sy « Jialls .6

.d9>Laol|



wilvsnfni =
cisco ldentity Services Engine

& Home m Folicy »  Adminisiration =

B Authentications I 'E'.ﬂdarms  Reports % Troubleshoot

.Lé‘.ﬁ.ddnrﬁerrwe Columns = @Rr{rm

SRMAME Endpaint iD Mitwiork Dindce | Authonzation Profiles | Idert)
. Jul 13,11 0423836 573 PM . a OIS BT EC-E0-4R- 408280 2 WLEC . PermilAccess
Jul 13,11 04:36:46.285 PM a SIS BT EC80-4E4082E0 2 WLE Parmildccass
il Jo> dduass wlogleo e Joaxll Jasll dwl> JI Jawd Jaill Juoladl o, 999 il .7
Jasll

1T N .
cisco |dentity Services Engine

= = ™

Showing Page 1 of 1 |

AAA Protocol > RADIUS Authentication Detail

RADIUS Audit Session ID : 0a0a0a050000000d4e1e2ad5
AAA session D : 15e/99967658/11
Date : July 13,2011

Generated on July 13,2011 4:41:11 PMPDT

Authentication Summary

Logged At: July 13,2011 4:39:36.573 PM
RADIUS Status: Authentication succeeded
NAS Failure:

Username: aduser

MAC/IP Address: 6C:59:48:40:82:8D

Metwork Device: WLC : 10.10.10.5 :

Allowed Protocol: Default Network Access
|dentity Store: AD1

Authorization Profiles:  PermitAccess

SGA Security Group:

Authentication Protocol : PEAP(EAP-MSCHAP2)




WLC _J| giooll ax>g5 65leY (ACL) Jowgll 5 aSxill dasls @lio)]

aSLuWI dyall dSuidl (S oSl _uaic e giogll azgi é51eY (ACL) Jswosll 9 aSoxidl dnsld (oS5 p
Joi oo Jled JSuin (ACL) Jowooll 3 pSxill dasld pus .giosll Jsasl i) ISE paimw éu> (WLC)
LoVl p3) 3] 03® (ACL) Jguogll L9 aSxill aasld b a, Lz VI aclgall Lol Say ISE o 9 all &,> uais

el Jgosll b pSill pilsd < Jgosll b pSall ailgd < oYl < WLC _JI Jasl .1
A2
alvale, Sove Configurstion  Ping  Logout Refres

CISCO HMONITOR CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDE

Security Access Control Lists I -

- ARAA
General Enable Counters ]
» RADIUS
Authenticaton
Accounting
Fallback
k TACACS#
LDAP
Local Met Users
MAC Filtering
Lisalpied Llents
Liser Login Policies
AP Policses
Password Policies

Name

* Local EAP
* Priority Order
* Certificate

* Access Contral Li
Access Control Lists
COPU Access Caontrol Lists

Joogll 9 pSxill dnsla) (ACL-Posture-Redirect) puwl ju99i .2
.(ACL)

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY Mg
Security Access Control Lists > New

 AAA
General Access Control List Name |n.CL-P05TunE-REDmEci

w RADIUS
Authentication
Accounting
Fallback

Juas J] @] padl] i 08 .62,331 (ACL) Jouogll (1§ pSxill daila) 632> 8acld adlio] §d Lasl .3
IP 10.10.10.70. ¢lsic :agolli Lanall.clguVl xic fulas (999 il ACL) #1) Jsuoglly aSxill dosld
: Jo=lLl :JoSgi9,W1255.255.255.255
vl




MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Access Control Lists > Rules > Edit
Sequence ‘1
Source | E ?

) P Address Metmask !
Destinetion m ‘ 10.10.10.70 255.255.255.255
Protocol | Any #

DSCP [ E E
Direction | Any -+

Ll aél;a! o 4
ASWI
Destinatian

Seq  Action Source IP/Mask IPfMask Protocol Source Port Dest Port DSCP Direction MNumber of Hits

0.10.14.70

sl ACL) #2) Jsogll pSaidl 4aild Juulus J AWl pusll usiv @3 83> 8acl @lio] 999 Jail .5
:JazlLl :JeSei9 Ll dgzgllIP 10.10.10.70, 255.255.255.255 ulgic aaall.clgVl xe Gubs 598

Sequence ‘ 2
1P Address MNetmask *
Source IP Address 10.10.10.70 225.255.255.25
Destination Q’J
Protocel | Any "
DSCP _Any B
Direction _Any
Action Permit g
ks @8Lio] o .6
Sl
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction
0.0.0.0 10.10.10.70
1 Permit f ! Bny Any Any Army  Any
0.0.0.0 255,255 255 255

10.10.10.70 0.0.0.0
/ !

255.255.255.255  0.0.0.0




Daanll.elgoVl aic Gulas 999 Ll ACL) #3) Jowogll Sl ansld Juduws Jl adWl ol sy 08 .7
:Jo=IUl :eliso &lEDNS :,na0ll 1aioUDP :JgSg59 LI :ag>gll]

M

255,255.255.255

Sequence
Source [ Any
Destination F Any
Protocol ' UDP
Source Port ' DNS
Destination Port [ Any
DSCP " Any
Direction " Any B
Action " Permit Wr
was,ill
Juduis a9Lo| pi .8
STl
Destination
Seq Action Source IP/Mask IPfMask Protocal Source Port Diest Port DSCP Direction
0.0.0.0 10.10.10.70
1 Permit Ay Any Ry By  Any
0.0.0.0 255 255,255,255
10.10.10.70
2 Permit Ay Any Ay Ary Any

Ll ACL) #4) Jsuoglly pSaill aasld Juubus JI aJWl pusll (s 08 600> 6228 @lo| (§o5 Lail .9
:Jo2)IDNS :clio 8] )anoll 2ai0UDP :JgS6i9,Ll 1ag=alll Hanall.clgsVl aic Gulos (999

sl



Sequence " 4

Source F Any
Destination " Any
Protocol  UDP
Source Port [ Any
Destination Port ' DNS
DSCP _Any —

Direction " Any B

. = s
Action [ Permit
Julbuwi aSlo| o5 .10
Sl
Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dast Port DSCP Direction
0.0.0.0 10.10.10.70
1 Permit S ! Ay Ay Ay Ay Any
0.0.0.0 255.255,255.255
10.10.10.70 0.0.0.0
2 Permit ! Ay Ay Any Amy Ay
255.255.255.255 0.0.0.0
0.0.0.0 0.0.0.0
3 Permit / upe DS Any Amy  Any

JEIWLC (65 aa> .11

ISE _le iy el dilo elis] oS oo

2o -llags Ll ell o]l S Jled S dlgll blis jawasd o3| &d e ISE 0 aik



o5 095 ISE (1655 @S puniill 130

< pllaill < 6,591 JI Jaisl ISE 6,15] o0 .1
il

cisco ldentity Services Engine
P I T TR Administration v

ol System L1 Identity Manage
(, Network Devices Network De

o2s System .

Deployment *

Licensing ‘&";’
Certificates

Network Devices

ISE > aslhnab ISE ji31 .2
.

cisco ldentity Services Engine

/A Home Monitor v Policy v

o= System = L1 Identity Management [ Network Resources  [s4 Guest Management
I"Fnephjmnl Licensing Certificates Logging Operations Admin Access Setings

Deployment | Deployment Nodes
€ E= e J eai [Blrogater | 2 syecus | [ Coogisier T Fmar
» ' Deployment [ | Hostname ~ Node Type Personas
O e {f ISE Administration

s

9l) JSJI ;%o :DHCP: L bo 95 09 pi way=ill olale elin] 0955 30> dadell =i dxeo 0 .3
HE (o0 :RADIUS(,_,.,.z:I_,x.ngi) JSJI (S http(uass 1) all «,San :DHCPspan(_pol oVl
»E (Sao :DNSz Lo
Ogin



e
CISCO

ﬁ e

Momitor v

Policy »

ofo system | SRidentty Management i Network Resources [ Guest Management
rErEpInymEmt Licensing Certificates Logging Cperations Admin ACCess Seftings

' Edit Node
| Genersi Seaings W

™ v pHCP
Interface Al ~]
Pot |67 |
B Description [DHCF'
v DHCPSPAN
Interface [AN__ -]
Description  [DHCPSPAN '
v HTTP :
: Interface | Al - |
: Description [HTI‘F' '
* RADIUS
Description RADILS
\‘ * DNS
| Save | Resst

(U35 I Loy (iPhone/iPads/Droids/Mac) 6 ¢Vl Loy, éslc] .4

o5 o 3l &lgill bl G99 Lasl .ologll < asgll 6,b] < 8] I Jaul ISE alg bla olsd st .5
O] o doase aJoVl oLl :da>Ne.axuogi
.RADIUS



atnanfus
ciseo  Mdenbby Seraces Engine

# Home  Monitor v Folicy = Administration

=t Syatem | O3 Identily Managament | [ Network Resources |24 Guest Managament
(" identities Groups Extemnal ida as Idantity Sourca Sequences Setings
Identities Endpoini s
If"._ ‘D-\‘I " ET i x =
. ! K, 1 S Credbe Dulebe = & import v b Export w Filder =
- W Endpoint Prafile « | MAC Address
o Users »
— f:" F aadroid 40FCRTTEE443
— : T spple-Device SCE04E:40:8280
T apple-Device 44:24B0:F 73004
I wicrosofwarkstation 0021506994 39
T wicrosofyworkstation 0026 CEOC 3356
r Windows T-Yorkstaion OQAE:Z1 40DCEE, COD

632\ ISE Wy,55 wilo agi cuSai

Clawogi uSad Wl wlglazdl JasT . alell bl ayyei olale alito o S ISE 90, gy 0ll 13 2bs
1652V

< awladl JJI Jasl ISE ¢ .1
Juadl

'::Il'.r:::lg;' Identity Services Engin-

& Home Monitor v ' Policy v

L
s5e System Authentication

( Deployment
Authorization

Frﬂ"i“ﬂ '

Posture

Ik, Client Provisioning

radyllos dig® dcgazo clinliSon peill (uSoi pit b b lawoly Apple > Apple iPad jlg> (959 4l .3

0> R0



Wil e ntity Sarvices Enging

[L, Authentication | &, Authorization [.:_:.Fmﬂlng | Posture |, Client Provigioning | =, Security Group Access

Tproing |\ Fromor Poicy List > Apple-iPad
( L) *Name [Apple-iPad | Des
€ =E . -
» [ Profiling Policies -~ X _ .
4] Android Minimum Centainty Factor 20 | (valiq
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1]2]3]4]s]s]7]s]e]o
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HWi-Fi Networks | podix

[ Forget this Network

IP Address

DHCP BootP | Static

4 N

IP Address 10.10.12.100

Subnet Mask 255.255.255.0

Router 10.10.12.1

(VLAN

Sy Ol ey oladSall < &8l < ISE (8 leall w8gll (8 ISE Jauw Lo,e JI ol diSa, .8
aalio o wlewogi e yghaxy (Jgléoll 9l calbbgoall) (yus yall ¢puoaiuell
VLAN o 9 (Employee_WirelessvsContractor_Wireless)

.dalixo
B Aulherfeatiors | TAlarms O Beporis o Troubleshaot &
[ o o Femoen Golmrs = 4 Ratresn Fisfreah | Every 3 saconds = | Show| Lams
Toe i m"'w Ervipoine 10 P Address 'mm Device Port Aulharization Profles
_ L L J L [ | ]
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WLC Guest WLAN

:J3 20 ISE Sponsors Guest Jl daiy ol G gowy ol WLAN s caaol steps in order to 1a® sl



42> adlis] < WLAN > WLAN ol J] Jas! WLC ¢y .1
pod1guestSSID: :cay, =il alo puwl!WLAN %2> cavall  JUWI elss .2

pod1guest
ol I (] I I
CISCO MONITOR WLANS CONTROLLER WIRELESS SECUR
WLANS WLANS > New
w WLAMS
T -
wians o= Ype [wian |
b Advanced Profile Name [podiguest
SSID |podiguest
1D > B

el daib 3
ag>loll/ag>lg)l dcgazallazo I ple” Cugsill dode < Guest WLAN Jawl _L o J5»i .4
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MONITOR WLANs CONTROLLER WIRELESS SECUR

WLANSs > Edit 'podiguest’

General [ Security T QoS T Advanced ]

Profile Name podlguest

Type WLAN

SSID podlguest

Status [.; Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security

Radio Policy All v
Interface/Interface *—
Group(G) [k (1

Multicast Vlan Feature [ Enabled

Broadcast SSID V¥ Enabled

V12 asdall olol: L Lo J5l9 2 daall < uolill < cayinll WLAN Sy JI Jasl .5
=9



MONITOR WLANs CONTROLLER WIRELESS SECURIT

WLANSs > Edit 'pod1guest

. General | Security | QoS | Advanced |

Layer 2 T Layer 3 T AAA Servers ]

(

Layer 2 Security & nNone v
"] 20MAC Filtering

‘w9 2@z Y i3 daddall lol: JWI J3olg 3 dddall dxawo < polill < auall WLAN aSeis JI Jail .6
ACL- :a9>Lanll Ji8 L) (ACL) Jguogll (9 pSxill dail8adsbanll icugll aeil duc yo)l dond)iSon
URL:(_=>) o3 Il azgill dsle]) (> 1eugll a95Las ggiPosture-Redirect
https://10.10.10.70:8443/guestportal/Login.action



MONITOR WLANs CONTROLLER WIRELESS SECURITY

WLANs > Edit 'podiguest’

I

_ General | Security | QoS | Advanced

|" Layer 2 | Layer 3 Servers |

Layer 3 Security = None + *

* ¥ web Policy %

() Authentication

O Passthrough

() Conditional Web Redirect
() Splash Page Web Redirect

O On MAC Filter I'alilq.lr\:"‘—1

Preauthentication ACL ( ACL-POSTURE-REDIRECT +| M
Over-ride Global Config (] Enable offim ‘
Web Auth type _ External(Re-direct to external server) =«

URL https://10.10.10.70:8443/guestportal/Login.action

~

iy dslnab> 7
(WLC) aSLwI dylxoll aSyidl (9 oSl juaic 955 bas> 0 25T .8

Bowall dlgs9 Lawall (WLAN) aSLuMI dusall dSuidl s

ISE G dlgy Jl Bowall azgi as ol oy .l WLAN aSeis (0S5 iz | liSay (Y
;& olglazdl Jasl
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settings  WI-FI Networks

Lab

mi-demo-1x

mi-rf-mgt

-

v podiguest

podix
.POD
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ul__ AT&T = 5:57 PM (-

Wi-Fi Networks podiguest

[ Forget this Network J

IP Address
LU
DHCP BootP J Static J

i ™
IP Address \10.10.12.102

Subnet Mask 255.255.255.0

w9 @3lan a>gs 6slel gl URL: http://10.10.10.10: Juasly Safari Lo ssime pidl .3
o 30 x| s > i 355 il 4



Cannot Verify Server ldentity

Safari can't verify the identity of
“10.10.10.70". Would you like to

continue anyway?

Cancel

Details

Continue
alas) 095 ASE
ISE 9 WLAN J auuall slacyl ol 355, 13 .Guest Portal Js>> Jxww e i0S ;le> aJl Ll

Guest Portal
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Identity Services Engine 1.0

Guast Acosss

Wermion: 1.03.37F

Chango Password

E2010-2011, Ciaco Systema, Inc. Al rights resaned

m

ISE Wireless a,lc ,, vuwo Joo9
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— | ——

o' System | Jgi identity Management = [ Network Resources  [s% Guest Management
identiies ( Groups  External Identity Sources  Identity Source Sequences  Settings

Identity Groups User Identity Groups > SponsorAllAccount
(_‘.- p} ‘: Identity Group
- EE Gy
= *Name |SponsorAllAccount
»  User identity Groups * I |
» [ Endpoint identity Groups Description  [Default Sponsor Identity Group
Save Hezet
¥ Member Users

il | dentity Services Engine

£y Homa  Monitor »

, ] =% System

identities  ( Groups ~ External Deployment
[ Licensing

Identity Groups Certificates

(' Logging

*:,. = = Operations

» | User Identity Groups Admin Access

» 5 Endpoint Identity Groups Seftings

i MNetwork Resources
MNetwork Devices

olegamo < Bguall 6] < 6,1 I Jasl .2
3le,)

S Identity Management
Ideniities

Groups

External Identity Sources
Identity Source Sequences
Sattings

|, Guest Management
Sponsor Group Policy

ﬂm_&e%

Settings

31 s s §99 Ll 3
.SponsorAllAccounts



atfusn ] =
cisco !dentity Services Engine

ﬁ Home Monitor = Folicy w

Administration ¥

o’sSystern  J5% Identity Management [ Network Resources | [#4) Guest Management
Sponsor Group Policy ( Sponsor Groups ~ Seftings

Edit <-Add M Delete <7 Fiter

r Sponsor Group Name 4  Description

W SponsorAllaccounts ‘ﬁ Default SponsorGroup
" SponsorGroupGrpAccounts

Default SponsorGroup

] H9,0 dolS ool b b Gusi 09 o5 (gl Clgie da> 4
pes:



III‘I*I'I - -
cisco Identity Services Engine

£ Home Monitor v  Policy v I 10 1 4

ofsSystem 5L Identity Management [ Metwork Resources | [ Guest Management

Sponsor Group Policy ( Sponsor Groups ' Settings

P e—
Sponsor Group List = SponsoralAccounts

| General H Authonzation Levels | Guest Roles Time Profies |

Allow Login | Yes |~
Create Accounts | Yes A
Create Bulk Accounts | Yes B
Create Random Accounts | Yes (v
Import CSV | Yes B2
SendEmail | Yes 2
Send SMS | No A4
View GuestPassword | Yes ? I
Allow Printing Guest Details "r’e*s—;T
View/Edit Accounts | All Accounts 2
SuspendReinstate Accounts | All Accounts L7
* Account Start Time |1 Days (Valid Range 1 to 999999999)
* Maximum Duration of Account |5 Days (Valid Range 1 to 999999999)

.dogo 13® cusl in order to s> dalaib .5

ale) Lo
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il 950 V.09 ¢ pinisg " JaaSIl dilg," JI J3aiw «lls 2y

:aul olglazdl Jasl
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AanNnon Sponsor Portal Login (=

G}D— = £ (._. " hittp:/ fise: 8080 /s ponsorportal/ Trv ) (ﬂ Coogle Q@ )

«  Convert -
1] Sponsor Portal Login

wilinle  Identity Services Engine 1.0
CISCO  Sponsor Portal

Version 1.0.3.377

© 2011, Clsco Systems, Inc. All rights reserved.
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Sponsor Portal

I Account Management > View All Guest Accounts » Croate Guest Account
Create Guest Account

=~
First Name: ‘Sam

Last Name: iAm

Email Address:

Phone Number:

Company:

Optional Data 1:

Optional Data 2:

Optional Data 3:

Optional Data 4:

Optional Data 5:

% Group Role:

DefaultOneHour
( 2}

2 Time Profile:

¢ Timezone: [EI' E

& = Required flelds

&lhnitl[ﬂunnﬂj

: Jlwyl e ail 4
o0 Yy (31l Gus0i o0) o 9 0ll dals ol 1Y . gsludl D51 I bliwl s lws clisl iy .5
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Account Management > View Al Guest Accounts > Create Guest Account

Successfully Created Guest Account siam0002
Username: siam0002 *—-—‘

Password: 5_5g6d7TKx

First Name: Sam

Last Name: iAm ‘\
Email Address:

Phone Number:

Company:

Status: AWAITING INITIAL LOGIN
Suspended: false

Optional Data 1:

Optional Data 2:

Optional Data 3:

Optional Data 4:

Optional Data 5:

Group Role: Guest

Time Profile: DefaultOneHour

Timezone: EST

Account Start Dale: 2011-07-15 13:56:04 EST
Account Expiration Date:  2011-07-15 14:56:04 EST

( Email ) ( Print ) ( Create Another Account ) ( View All Accounts

Oouall &lgs JI Joogll ;LS|

wall S50 ,Li3Y cdell o> oMedl JuiS paime Jd oo 05bis] oo sl 3l caall Ll plasiwly
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alialn  Identity Services Engine 1.0
CISCO  Guest Access Lisarname:;

Vaersion: 1.0.3.377

dddos)l 03® 2l Al L8, bl el L8 0dlin] oo sVl cawall Llws plasiwly Jos il Sy @8 .3
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cisco Services Engine 1.0 Guest Portal

Plaais sacepl T polcy:

1. Yo ane resporsibbs for
- maintainig the cenfidantiaity of tha passwond and
- gl gctvites thal coocur under your usemane and passweond.

2. Gsco Sysiems offers the Service for acliviies such as the aclive use of e-mal, inslant messaging, browsing e Waorld Wide Wieb and accessing comarate infrancts. H
il clala ranafars, aspacially susianed high volure data ransfera, am ool panmimed. Healing 8 wad aaraer of any athar Banar Oy Lee of clr Serich i pohibiled. Tr
1o @ccass somMeons esa’s account, sercing unsalcited bulk a-mad, collection of cther pecpla’s parsenal dala withou? thair inowledne and inlafamnce with othar nabwork
usarns are all profibiles

3. Cisoo Syslems reserves the dghi 1o suspend the Servce i
- Cigln Syslang mascnably Doswas hal pour use of 0 Senice & wraasenally aeoesaiig o
-y ang uERg The Serdos for eiminal o lagal Activities,

4, You do not have the right 1o resell this Serdon (o a third pary.

5, Cipn Systams resavas tha ght 1o rviss, amand of modify thase Tams & Condifors, our ather polcies and agrasmants, and sepects of tha Sardos (el Hodes of
rewision, amandment, of mediication will be posied on Cison Syslent's webaite and will be eBecive a5 1o exisling users 30 days afler posling.

B pvent lsmns and condifons
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# Cortificate Error: Navigation Blocked - Windows Internet Explorer

ey w [2] Fpeai10.10.10.100ertery A o35 o
v Favorkes () Certificate Emor: Mavigation Blocked | | - -

@ There is a problem with this website's security certificate

The security certificate presented by this website was not izsued by a trusted certificate authority
The security certificate presented by this website was 1ssued for a different website's address.

ﬂ

Sec certificate prok g ti
ecurity certificate problem Connacting to 10.10.10.10. i
SEMAET,

Werecommend thatyou NS

Dromain: KFT-MASSIVE
& Continue to this website | Bl Remember my credentials

= More information

oK Concel |

9l oblgds dlwbw 91 CA d3lgis Jijis le a5l .3
.CRL

Microsoft Active Directory Certificate Services -- corp-RFDEMO-CA

Welcome

Use this WWeb site to request a certificate for your Veb browser, e-
your identity to people you communicate with over the Web, sign a
vou request, perform other security tasks.

You can also use this Web site to download a certificate authority |
(CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services,

Select atask:
Request a certificate

View the status of a pending certificate request K
Download a CA certificate, certificate chain, or CEL

&990 1a>Y) lehha>l9 §aanll @20l d5led Jyji e jail 4



Microsoft Active Directory Centificate Servi - comp-RFDEMO-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust centificates issued from this certification authonty, insta

To download a CA certificate, certificate chain, or CRL, select

CA certificate:

Current [corp-RFDEMO-CA,

Encoding method:
& DER

 Base 64
Dowinload CA certificat /

Dowinload CA cerificatd_thain
Download latest base CRL
Dowinload latest delta CRL

(laaxll
<https://<Pod-ISE _lc Lo =ime 639U aidl .5

220 oblgi < oblgs < pls < 8] JI Jasl .6

oblgd

1 I 1 [ I - — : -
cisco ldentity Services Engine

£ Home Monitor ¥  Paolicy v © Administration »

) 4
Metrics o sl
Deployment
Active Endpoints Licensing
0 N Cedificate:
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cisco  Mdentity Services Engina

& v e+ o+ [T
o+ Gystem | il identity Management [ Metwork Resowres  [iL Guest Managament
Daplayman Licansing Im%m Crperations Admin Acoass Seftings

Cartificata MMt Canmcans .-Lr.rrrmq.- Carmficmng > Impo
© Local Conts * import 8 new Trusted CA (Certificats Autharity) Cortificate

& Ceriicaie Signing Regquesis | .
File @

& Conilcann Ashoily
Al Canicals Certilicates ane available ior salection as the Fool CA for sacuse LDAF o0y

they mery ba anabled for EAP-TLS below:
sl Trust for chont wih EAP-TLS

Dascrigtion

Buas 22,05 Gaasll g2 40ll @dlo] o 25T .9

afunln

cisco  ldentity Services Engine

e——
oo Systam | S Idenlity Managemant [ Metwork Rssounces | [14) Guaest Managament
Ciaphoymeant Licarsing | Certificales Logging Oparations Acmin Access Safings

Cartificate Operations  Cenficate Authority Certificates
# Lecal Contificanes .r'f =] daﬂﬁnﬁ E;-‘Elﬂﬂ :I’."lnlr-
it Sioning Faqusis
o “ [ Friandy Name «  Expiration Issued To
© Conticate Authority Gertifcates
Ba.com. f-Gamo.oom Thus Jul 12 1214:47 PDT 2012 s con,r-damo.com

oblgidl @50 whbles < oblgh < plas < 8)b] JI Jsil qéaio o .10
2995 vl cliw] o a8lo] (§99 4l .11
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T T [ _ ~
CISCO I-l'?'[ [ |..'-,-' SEMICes cnaine

4 Home Monitor gulllah Administration *

olo Gystern | 5L |dentity Management [l Network Resources  |2% Guest Management
Deployrment Licensing ( Cerificates Logging Operations Admin Access Settings

Certificate Operations lmil:u‘ll:l?
© Local Certificates  fffpmms. 7 o dpadd TR epon | X pelete

Import Local Server Cedificate

™ | Friem I5s
B Centificete Auhorly Certiicales T ion g, D2nerte SeltSigned Certiicale
Ise.cc Generate Cerificate Signing Reguest Ise.
Bind CA Cerificate {Ij
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Local Certificates > Generate Cenrtificate Signing Reguest

v Generate Certificate Signing Request

Certificate

* Centificate Subject |CN=ise.corp.rf-demo.com /

* Key Length [2048 v v

Digest to Sign With SHA1

999 ,isilg .CSR axaw 8 CSR ,dgi ol ISE elilns .13
OK
|

o A Certificate Signing Request was
generated and can be viewed in the
"Certificate Signing Requests"™ page.

Eﬁ

2ai 999 ,85l9 ISE CSR axao 0 CSR>x> .14
(A oMWl (Jtadl Juaw e) 2990 Sl (9 walall lnax, p9 .15
puwl calall he> piuw .16
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eises  ldentity Senicas Engine

& Home Wonitor e Policy v TGRS R

elogystern | &R dentity Management i Network Resources |8 Guest Managemeant

Degloymeni Licenging [ Carlificales ) Logging Crperalions Arrin ALCEss Seflings

Certificate Operations
& Local Cerlificalss

@ Cerificate Sing Feuests ™
& Cerliicals Authorby Corfiticabes

W Frigndty Mame «  Carfificate Subjact Key Langih
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_____ EGIN CERTIFICATE REQUEST-----
CAQAWHZEAMEsSGALU

1‘1:1:;'-1 HEunqlLI‘I'I"’t-H
S IzXa f0UTmVOrzALeAPDE

EI Paste [:i

Faragraph

[rp—

s—  Lists b

https://<Pod-AD>/certsrv _lc o, =iuall 6390 zidl .19

Microsoft Active Directory Certificate Services -- corp-RFDEMO-CA

Welcome

Use this Web site to request a certificate for your Web brow
communicate with over the Web, sign and encrypt message

You can also use this Web site to download a certificate aul
pending request.

For more information about Active Directory Certificate Ser

Select atask: ‘.-

Request a certificat

View the status of a%%ndinq certificate request
Download a CA certificate, certificate chain, or CRL




83lgits llo JLu,Y il 21

.pAqio

Microsoft Active Directory Centificate Services -- cor

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an:advanced certificate request

)

bl Ja> . CSR ssizo guall 22
gazall

Microsoft Active Directory Certificate Semnvices -- corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded Civ
source (such as a Web server) in the Saved Request box,

Saved Request:

Base-bd-encoded

cerificate request Undo
(CMC or

PKCS #10 or U
PKCS #): Copy

L paste
Dieleke

Certificate Template:  sqject Al
Ad

" v Check Spelling I

Additional Attributes:
—  Convert Web Page to Adobe PDF... -
Add Web Page to Existing PDF. ..

Attributes:




e il ps 8algidl LB (9 pols sa> .23
Jlu|

J _ Microsoft Active Directory Certificat... | -~

Microsoft Active Directory Certificate Senv -- corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded Cly
source (such as a YWeb server) in the Saved Request box.

Saved Reguest:

g2/ MNZSTIoEPekeunnm+ZFt LAXa)B32uvHHET 9 o
Base-bd-encoded |J4gsON7EEYOpQr4biald7156LmeEETkO9mRhi TEwSF

cerificate request (kSa7LHYgkgLRYEnpulSRIQ7wiWij ArH8cK10eVT42

(CMC ar LPEQ7ZNZXYIXfuljdyoa] jmsk6TOnLABVYQ6nKOx

PKCS #10 or VSOYBOJTYHEIPGS/ ned9z3M01ZdZ2 smdXNS2hJ£ 0/

PKCS#)  |—— END CERTIFICATE REQUEST---——— -
4| | b

Certificate Template:

Additional Attributes:

Attributes:

Euhmit_)[ |

Jujis L5l o5 joyell DER 30> .24
8olgadl




Microsoft Active Directory Centificate Servi -- corp-RFDEMO-CA,

Certificate Issued

The certificate you requested was issued to you.

* DER encoded or ¢ Base 64 encoded

1 Download centificat ‘——
Download certificaté_thain

(Ml Jball Juw _le) 59,20 gbgo (6 caloll lna> .25
&2,0 oblgd < oblgd < plks < 6)b] JI Jail .26
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il | Tal I I i = p—
cisco ldentity Semvices Engine

4 Home Monitar *  Policy = Administration

ofegystern | ERidentity Management | i Network Resources  [& Guest Management

Deployment Licensing ( Cerificates Logaing Dperations Admin Access Seftings

Certificate Operations ! | Lﬂﬁ%
@ Locel Cerificates === 2 e padd T Epon | I vetete

© Certificate Sigrang Redguests ™ | Frieni Import Local Server Cerlificate
© Certificate Authority Cerlificates - Generate Self-Signed Certificate

Generate Cerificate Signing Reques!

Bind CA Cerfificate {'j'h

I ise.cc

lebsis o5 Ll Saall @20l S5lgis I rauns .28
Ly Luw

7 [TT] [TI—
cisco  |dentity

# Home Monitor v Policy » EEERGTIE R R

ofaSystern | % Identity Management i Metwork Resources |44 Guest Management

Deploymant Licensing { Cedficales  Logging Operabons Admin Access Seflings

Certificals Operations Local Carthomtes = Band CA Signed Cerificate
* Bind CA Signed Cerificate

© Local Cortficates afffamm q

£ Certificate Sxrung Regquests Certificate

8 Cerfificate Saghority Cerificaies

* Cerficale File |C‘;Usaraﬁpmhﬂuwnhuﬂs’l,mmw.car ( Browse._ I

Protoscal
EAF: Usa canificate for EAP protocods Shat use SSUTLS tunneling
[#] management inerace; Use cerificate in authenticate the wed sener (L)

Crvnrricle Polcy
[ Reglace ™ teMificate beng imported may be determined 1o alreacy exstin the system W
Conlifical and serial number a5 an existing cedificale. in such & case, saleclion of the *R

EISEE  coificate cordents bo be reglaced while retaining the existing profoce] selection
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nagement i Metwork Resources |i_1‘ Guest Management

( Cenificates Logging Cperations Admin Access Seftings

Local Certificates
.r'ﬂ Edit %Dﬁ.dd o Export X velete
: .
™ Friendly Name « |ssuedTo Issued By
ales '
r ise.comp.r-demo.com ize.corp.r-demo.com ise.corp.i-demo.com

—H r ise.corp.r-demo.com ise.corp.r-demo.com corp-REDEMO-CA

Windows 2008 Active Directory oI55

pazioun Sloww 1>iwY 91 jlgl/ paimmall 885Lan) (Active Directory (AD go & ks ISE Juaiy ol oSay
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a1
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Policy v 1 Administration »
«fs System 51 |dentity Management
Deployment ldentities
Licensing Groups (
Cerificates | i I
Logging Identity Source Sequentds
- Operations Seflings
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=t Sritorn Ideriity Managemant | [ Hobwark Rosources &) Guwst Management
Ideriiies  Groups  ( Exernal Identily Spurces Idenlity Source Sequences  Seflings

Aty = ADA

e BE
(R Cersscate Autherticaion frofle L * Server Connection
B | To configure Active Direchony:
2 & First enter thie requined felds: the Domain Nams bo connect Bo and the idemity Store

pages, and click subimit bo commit the Actve Direciory configuration to all nodes in fhe 15
= Afar ihe configuration has been submithed, thenJoin or Leave oparalions must be p

+ oomamname [omramm
X

* Igeriity Store Marne  |AD1

F Local Mode Status Mo Aclive Dineclosy Configuraion is et

walasly Al aey ((AD username (aduser/Cisco123 wlss .JlaiVl )lis] e a5l 4
.ok

Test Connection

* User Name: [aduser
TPassword [sessssss

2w A W] ol Go a5t 5
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[Test Connection

stotos: [ A

Yecuted with privilieges of root
dinfo (CentrityDC 4.3.0-192)

Host Diagnostics

05: Red Hat Entarprise Linux Server
Version: 5.4 (Tikanga)
Mumber of CPUs: 2

IP Diagnostics
Local host name; ise
Local IP Address: 10101070
FQDM host name:ise. corp.i-demo.com

Domain Diagnostics:
Domain: corp.mf-demo.com
Subnet site: Dafault-First-Site-Mame

M Show Detailed Log. (Note: May contain sensitive information such as passwords )

uname: Linux ise 2.6.18-238.1.1.el5PAE #1 SMP Tue .Jan 4 135316 EST 2011 686

=l

hi> e &l 7
Sl

* Domain Name
* |dentity Store Name

¥ Connection Settings

corp.r-demo.com
AD

Local Node Status No Active Directory Configuration is Set

| Test Connection |

"

Enable Password Change
Enable Machine Authentication

Enable Machine Access Restrictions

Aging Time (hours) |6

(valid Range 1 to 8760)

Im% Join Delate Configuration

899 Ll a5 (administrator/Cisco123) oMYl pasiwe J35i . plaiasVl §96 il .8
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Join Domain x

* User NHH’IH:“Mlm .

*Password, |essssess

13] .abaio poll Jlasl Al> gl dasiliall 38lgn (§99 il pi cplasVl dlac Wl> Lo e 2l o 25T .9
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Join Domain
Status: Join Operation Succeeded

Active Directory wlcgaxs ddSlo|
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cisco ldentity Services Engine

4 Home Monitor v Policy v

ﬁffﬁﬂi*@IdenlltrHanagement B Metwork Resources  |2& Guest Management

Identifies Groups (" External Identity Sources |dentity Source Sequences Eeﬂings
External ldentity Sources Active Directory = Al
& E = -~ | Connection Altributes

* =2 = e

. Certificate Authentication Profie > qease X
Delete Group

‘i_:;i' At F fr' Select Groups From Directory f
o= LDAP - Add Group E\“j
o RADLS Token »
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Select Directory Groups
This dialog is used to select groups from the Directory. Click Retrieve Groups.. to rea|
Lise * for wildcard search {i.e. admin®). Search filter applies to group name and not th
Domain: corp.r-demo.com
Filter: " Retrieve Grou umber of Grou|
[T Name
(I corp.M-demo.comiUsersiDnsUpdateProxy
r corp.i-demo.comiUsers/Domain Admins
I corp.r-demo.comiUsersiDomain Computers
r corp.i-demo.comiUsers/Domain Controllers
I corp.M-dermo.comiUsersiDomain Guests
I corp.i-demo.comiUsersiDomain Users
I corp.f-demo.comiUsersiEmployee
r corp.-demo.comiUsersiEnterprise Admins
F
Loaic ok dslnsb . pabgall wlegoze 9 Jrall waziiuwn) wleyell 30> .5
i |
T TR O LT S TS L O T G OTTPOTeTS TCOERL =6
™ corpori-demo.cormiUsers/Domain Controllers GLOBAL
C corp.r-dernp.cormillsers/Domain Guesls GLOBAL
I corp.demo.comisersiDomain Lsars GLOBAL
I# " corp.rdemp.comisers/Employes . GLOBAL
™ corpridemp.comisersiEnternse Adming LNIVERSAL
r corp r-demo.camillsers/Enterprise Raad-anky Donmain Controlers LINIVERBAL
C corp.ri-democamiUserslGroup Policy Crealor Owmers GLOBAL
T corpridemocomidsers/RAS and 145 Samvers LiCAL
T corpr-democomisers/Read-only Domain Controliers GLOBAL
[ COFp @b, comilsers/Scherna Admins LINIVEREAL -
4] | »
‘I !
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f Home  Monitor v Policy »

Administration

=

f:.': =ystem a'ﬂ Identity Management i Metwork Resources [i_'-‘ Buest Management

ldentities Groups (" Exernal Identity Sources [dentity Source Sequences Settings
— e = =——————m— |

l Active Direclory = ADA

| connection |EKCETTTH  atrioutes |

External ldentity Sources

"P" % :_E Yol

L Cedificate Authentication Profile ¥ Ol | — .|

< Active Directory {F_'-ﬂ;diJ X Delete Group
| LDAP » Name

L | RADIUS Taoken

» f" corp.r-demo.cormilUsersiDomain Lisers
£ RSA SecurlD ¥ I. ' corp.rkdemo.comiUsersiEmployee
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Identity Services Engine

Monitor v Policy » SRR TR

«%a Gystern | S8R Identity Managems

%= System & Jdentity Management
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4 Home  Monflor®  Palicy = Adminisiration =

f;ﬂ Bysbem Iﬁ Identity Wanagement i Metwork Resources |ﬂ-| Guest Management

dentibes groups External identity S0urces (il dentity Source Jeguences Setings

x Draleda " Fiter -

a | [Description Identity Stares
[T Guest Poral_Sequence A buili-in Identty Sequence for the Guest Portal Internal Lisers
T sponsor_Poral_Sequence A builkin Idanlity Seguence o he Spansor Portal Irbarmal Lisers
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Identities Groups Extemnal Identity Sources I["Il:hantit‘,rSn:nun;vat Sequences Seflings

ety Solrce S ioes List = Mew i
¥ |dentity Source Sequence

* Mame lA.D_Intamal ﬁ |

Description

T Certificate Based Authentication

] select Cenificate Authentication Profile v

¥ Authentication Search List

(5

A set of identity sources that will be accessed in sequence until first authentication succeeds

Ayailable Selected
=] AD1

Intemal Lisers ;I
ol
]
Fa

Intemal Endpaoints

AL LB

¥ Advanced Search List Settings

-

Selectthe action to be performed if a selected identity store cannol be accessed for authentication
(®) Do not access other stores in the sequence and set the "AuthenticationStatus” attribute to “ProcessError

() Treat as if the user was not found and proceed to the nexd store in the sequence

) Juakudl 88Lo| 0 25T .4
s &)l

w=System | Jglideraty Managerneni | [ Metwork Resources | |28 Guest Managemaeni
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Metrics ole System IS4 identity Management
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1 Cerificates Edernal Identity Sounces
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Illlllllllllllllll.l Dperations cetings
Admin Access
System Summary Seflings [# Guest Management
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Sitings * Sponsor Authentication Servers
v [ General ’ - ;"
v [ Sponsor ‘v‘—" * |dantity S%ore Seqguence | Sponsor_Porsi_Sequence rqﬂ_.
= Authenbcation Soune m— — klentity Sequence
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& Home  Montar v Policy =

«fagystern  Glidentity Management [ Network Resources | [& Guest Management

Sponsar Group Policy Sponsor Groups  ( Seftings -

Settings ¥ Sponsor Authentication Servers

» [0 General ’ r

v ) Sponsar * Identity Store Sequence |AD_intemal 5,.{
iz Authentication Sourc Seve Reset
= Poral Customization

v [ Language Template \
¥ Guest
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cisco dentity Services Engine

& Home  Monktor v Policy v BRER[GITS SR )

s System | &% identity Managern 1 System S entity Management
Sponsor Group Policy Sponso Deployment [dentities
Licensing Erups
Settings Cerificates External Identity Sources
» [0 General Logging Identity Source Sequences
v L Sponsor Operations Setlings
-:= Authentication Source Admin Access
i= Portal Customization Seftlings [t Guest Management ‘l‘
» £ Language Template mm%
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Exernal RADIUS Senvers
BAD S Comaar Sonigneg

oo olel2Vl joy 999 Lail) JoVl saclall §99 x> ag 2hol 08 .5
(o0l

slnanllns e ~ -
clgen (08Ul Services Emjine

& Homwe nEilnr w Py w Acredalaian w | it Tazk Mavglor = H

wfsSystem 458 ceniiy Wanagemen! [ Metwvork Resources | [£5 Guosst Wanagement

i Spongor Group Falisy Sponsdr (eoups Selings
(e~ —
Elalus  Rue Hame |denbty Croups Other Condbions Spansor Groups F
i = | Marage AllAccounts | Sponsorall.. < | Condilions) ; | Al | Spocsoelaren . o G Acions =
- Insart klew Polioy dbove
{ B - | mwageocopsecouns | ¢ | Sponsorar., s | Coraionis) < | then | sponsersmup. ___In;r:?ﬂ_rr?;l;ﬂ_nl?w_ih
T I Dupdicale Ak
H = | Marage Cwn ACcounbs | Spongon., | Coriipngg) ]: f [ Sponse Group. a
k ’ Duplicale Below
Calate

00l olegazallrall goxsiue dacld)l awli L b clisl, a8 sl JubS)l dcgamo ael dmuill, .6
< (paio/na> elis]) 15,31 bog iyl
AD1



stlusn]ns
cisco ldentity Services Engine

@ Home  Monitor v Policy v EEENTLIITEIETGTR

s’s System | 5% Identity Management [ Network Resources | |84 Guest Management
( Sponsor Group Policy  Sponsor Groups  Seftings
Status Rule Mame Identity Groups Other Conditions
»  |Domain Users | [ Any db | ar Select Attribute
ﬂ Add All Conditions Below to Library
Condition Name Expression
Y SelectAtiibute || |
Dictionaries
| C £) |
& E = 5
= AD? {j
L Alrespace
=% CERTIFICATE >
wlegaxall :AD1
du>) I
q Status  Rule Mame ! Identity Groups Other Conditions
= |Dumain Users | Any a2 | and | Select Attribute
ﬂ Add All Conditions Below to Library
Condition Name Expression
\ Select Attribute e
‘. AD1
C L)
G = E .
B ExternalGroups
g ldenttyAccessReStricted

corp.rf- _woasius < S9buy < 4,31 AD1 wlegazo
demo.com/Users/Domain
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Condition Mame Expression
SE NS0T
[AD1 EdemalGroups o | [Equals (-] || =) =
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% Home  Monllor *  Policy » Administration »

ofs Systern | 551 identity Managemd ofs Syatom IR Idonity Managerment
{ sponsor Group Policy Sponsof Deployment Ideniities
r | Licensing Groups

Slatus  Rule Mame Ceificates Exemal Identity Souices

- [Dnrnam Lsers ) Logaing Identity Source Sequences
Operations Saftings

- |Hanageml.ﬂ::uunts Admin Access B

1 Settings [ Guest Management
i |Hanaga Group Accounl Sponsor Group Policy far
. 4 [ Wetwork Resources

+  |Manage Own Accounts Network Devices Seltings % 'n iy
Metwork Device Groups
External RADIUS Servers
RADIUS Server Sequences
SGA AAR Servers

< =il ox> 9
.SponsorAllAccounts

atfusn ] _ =
cisco |ldentity Services Engine

& Home Monitor v Policy v SEERTTTENEN TR S

ofsSystern &% Identity Management [ Network Resources | [#4) Guest Management
Sponsor Group Policy rSpunsmGruups Settings
Sponsor Groups
Edit <Add M Delete 7 Fitter
I sponsor Group Name 4«  Description
M SponsorAllAccounts “ Default SponsorGroup
r SponsorGroupGrpAccounts Default SponsorGroup
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cisco ldentity Services Engine

£ Home Monitor v  Policy v B G iR

o;f;v System fg_'!'- Identity Management i Metwork Resources [g, Guest Management

Sponsor Group Policy ( Sponsor Groups ' Settings

P ——— T —
Sponsor Group List = SponsorAlAccounts

| General § Authonzation Levels ® Guest Roles Time Profies |

Allow Login | Yes &4
Creale Accounts | Yes 4
Create Bulk Accounts | Yes B
Create Random Accounts | Yes [+]
Import CSV | Yes [~
SendEmail | Yes L)
SendSMS | No s
View Guest Password | Yes ? i
Allow Printing Guest Details | Yes | =
View/Edit Accounts | All Accounts L=
SuspendReinstate Accounts | All Accounts =)
* Account Starl Time |1 Days (Valid Range 1 to 999999999)
* Maximum Duration of Account |5 | Days (Valid Range 1 to 999999999)

2lisall le suioled g douud S

ol eSS galaiuy plisall .oy 8,15 WLC _JI 9o L2 )8 ISE mgt/probe - ¢ uioles o s S
VLANS ¢,V vy wabgo Jio «o)yld ,31 9

Podswitch(config) #monitor session 1 source vlanl0O , 11 , 12
Podswitch(config) #monitor session 1 destination interface Fa0/8
.ISE virtual probe interface

Apple Mac OS X  Jieiill pliail aSLulI d95Laoll 2> 10l

paiaS lgle §rao SSID @lla, JNS o (WLC) dxSlul ddxall auill 9 pSxill 835 oYl i,
&) 131 _lazdl Apple Mac OS X 51b o _SlwY Jgaxo yiguaS plasiwl, (o obdle] pasius 9i) 51



25 silg 802.1X J ¢,Saall PoD SSID xaxs a5 WiFi (uSai WLAN oblacl JI Jasl Mac e .1
@ ke ¢rxsre & Thu 10:47
rt: On

irPort Off

Turn

.,])

v blizzard
3ss
alpha
alpha_phone
Branch
Branch-PSK
BranchVoice
Demo2-Rogue
Demo5-Rogue
Employee
FlexDemo
guest-test
guestnet
]_test
Lab
mi-demo-1x
mi-rf-mgt
open

PPPEPEPDPDPEDED

-l]} -r}:I 5) -::l} 4 4) -:]} 9 9 1) 9

) 4) -|]} 4 4

(ol el &

=

PodX | =
rf-COA -
rf-management & =
secure-ipve [~

Join Other Network...
Create Network...

Open Network Preferences...
B ————m. w099 81l s paill 8 09Lis]

- Ll315) bgall (AD pasiay olS 151) pasiuall :pasiuall puwl:JlasM aJWl ologleall Lidgi .2
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The network “pod1x” requires a password.

=
.‘;"
User Name: aduser ‘é
Password: essssssess * J
802.1X: | Automatic B
TLS Certificate: | None I

(¥ Remember this network

{ Cancel ;} (—EH{—Q

ol S il &a> oy ISE pody ol oSy «lls I @loYl .Jsaxall iguaSIl Juais ¥ 28 (cdoll 1id
Authentication failed :12514 EAP-TLS failed SSL/TLS handshake because of
an unknown CA in the client certificates chain

POD SSID/ WPA (awsgs d93bkas lawoly 1X.802 slag] < jlaall < aSuidl < plnill Juass J) Jasl .
:EAP-FAST Jlago :TTLS S0 :PEAP Jlaso :TLS: JWI =il _le syl
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T AirPort

! AirPort  TCP/IP ~ DNS = WINS ~802a% Proxies Ethernet '

TUser Profiles

# WPA: alpha # User Mame: aduser
WPA: 1x
SWFA.' ::T:Iard Password: sssssssssssssas

| Always prompt for password

Authentication: | Enable Protocol

PEAP - Enabled O TS |
Everything else = DISABLED w

1 TTLS i
[ EAP-FAST v
Configure...
( Configure Trust... )
Wireless Network: podlx -
== Security Type: = WPA2 Enterprise bl
@ (Cancel ) ( OK )

slaeYl haxy zlowlly delioll " §9lge (99 jail .4
e Laily cuwliall WPA 802.1X canogs + SSID s> waSuid| dilis e .5
-Jwosi



Location: | Automatic )

. AirPort . |
s o (ramAstonoi )

AlrPort has the self-assigned IP address
e LSE Madem @ 169.254.187.68 and will not be able to
Mot Connected connect to the Internet.

@ LUSE Ethernet
Mot Connected

Network Name: | pod1x

&P
& VPN (IPSec) a ™ Ask to join new networks

Mot Connected Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1%: | WPA: podix ‘ “

[ EShmMrPnrtmmsin menu bar @
.+._.#'. -

[In Click the lock to prevent further changes. ( Assistme... ) { Revert | { Apply

ule sl o5 (aduser/xxxx) ,9,0ll dalS9 KMV paiue J.>'>i 090 4alS9 pasiue puwl plaill Lo, 19 .6
. $9ls0



Authenticating to network "pod1x”

%

Please enter your name:
‘ ‘aduser

Please enter your password:

( Cancel ) @

IP Ulgisy PEAP e Juaio )bl Jiaall e ooy
2o




anm Network
RN Show All Q

Lecation: [ Automatic hﬂ

R s Comces (Tum At O

AirFort is connected to podlx and has the IP

LUSB Modem I
U8 Modem Q(Q ﬁ address 10.10.10.101.
LISB Ethernet o :
@ DR Ethemet L Network Name: | pod1x 2]
& UI:N_{I.I?}?_I:P‘.IH ki_ﬂ M Ask to join new networks
Mot Connected Known networks will be joined automatically,
If no known networks are available, you will
be asked before joining a new network.
802.1X: WPA: podlx
Authenticated via PEAP (MSCHAPYZ2)
Connect Time: 00:01:01
. ——— EShnw AirPort status in menu bar @
[l
Click the lock to prevent further changes. ( Assistme.. ) [ Revert | [ Apply

Microsoft Windows XP pliad &SkwY déskas :g> ol

9l) L1315 padiwsS §aas SSID B 20 jue (WLC) aSluM ddzoll aSuidll (9 aSill 6295 oLidVI diSay
oSe @) 3] (Jazadl \Windows XP il plaiy Josy ShwY Jgaxo jiguaS plasiwl (ore obde| paiwe

;4] olglasdl Jasl
802.1X J ,Saall SSID & 20y Juasly WiFi oS \WLAN cllac] JJI Jaul (Jsoxoll jiguasIl e .1
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fplwificotel x|
Network Tasks Choose a wireless network

& Refresh network kst Click an lbem in the list below to conp

information, -

--:- Set up a wireless network ((®)) peoeed 13
For & home or small office )

# ko a wiredess network in range or to get more

Relsted Tasks Wireless Network Connectic

) Learn about wireles:

networking
;“?cwthﬂmd Please wait while Windows connects bo the ‘pod 1" network,
7" preferred metworks

g Change advarced g reteiork type... |llﬁn

settings [ 111 cancel |

i Unsecurad wireless nabwork ll“n
{{ﬁ}} DemoZ-Rogue
' Security-enabled wireless network (WPAZ) -Ilﬂﬂ
J _kesk
(Q) =
K .=l

igzly iSub Jailas | Jsaooll 2
WiFi



‘5 Network Connections

File Edit View Favorites Tools Advanced Help

OE&EI—: - O - Lﬁ:‘)ﬁﬁ&a‘ch “IL Folders ||,§ H__j} x E’

Address Ie_-, Network Connections

LAN or High-Speed Internet

Local Area Connection 1394 Connection
Metwork cable unplugged Connected

[ _m_ Intel(R) 52566MM Gigabit Net, .. . i 1394 Net Adapter

Wifil-Intel

lisabled
L g [nteliR) Wireless WiFi Linksiksi
I Enable
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