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Active Directory Installation Wizard

Database and Log Folders
Specfy the Foldess to comlam the Ackee Drachory database and hog fies.

Fer best pedomance and recovesabilly, shore the dalabaze and the log on teparate
heed ditks.

Wwhare do you want ko shoes the Active Diectoly database?

[Diatshase folder
CNeANDOWS\NTDS

Wihere do pou want ko shose the Active Dirsctony log?
Log folder

Bponze
|E:"~MHDEIH’5'~.I'-IT 05 Bigwse... |

¢ Back Newt 3 Cancel I

Jul

699 Lisly LoVl alxall @890 & o i3 A uinall plaill oy 619" dxawo S .10

Active Direcbory Installation Wizard ' EII
Shared System Volume £
Speciy the fokder to be shared as the sysiem velume. 3?
o

The SYSVOL foldes shoses the senver's copy of the domain's publc es. The contents
of the SYSVOL folder are replicated to all domain controlises in the domain,

The SYSYOL lolder musst be located on an NTFS volumes.

Erited & location for the SrSWIOL Fokder,

Foldar kcation:
A NDDWEASTSVOL Biowse...

¢ Back Met » I Concel |

i
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Active Directory Installation ‘Wizard ; : x|

Peimizzions p
Select dalauk pamnissions for uses and group cbiscls. %:!{

Some sarver progiams, such & Windovws HT Remcote Access Sermce, read nfomation
stosed on doman conliollers,

™ Pamizsions compatiohy with pea \Windows 2000 sarvas oparaling systams
Sedect thiz opbon i pou run served progeam: on pra-Windows 2000 saivar opearating

syslems or on ‘Windows 2000 or Windows Serven 2003 operating sysdems that ans
members of prew/indows 2000 domans.

rjﬁ Bnorwmnid users can read nlomnation on e donnain

0 memmﬂthﬂmhﬂﬁﬂmﬂﬂuwﬂ Smﬂl][lai

operaling gystems

Select thiz option i you run server programs l:rly on Windows EIIJ of Windows
Serva 03 opes aling systems: that ane members of Aclive Dieclon domaers. Dok
authenticated users can read mfonmation on this domain

<Back | New> Cancel |
Sl
B9 Laily a&,18 ,9,all alS wlaype Il "Il Gloss 8,0] giog dolsiwl” 9,0 dalS dxao 5 .12
Ll

699 Lisly Lazlall ixan L9 635>g0ll Clogleall g1, .13

Acktive Dwectory Installatvon Wizard

S ummary
Fieview and corfiom the oplions pou selscied

Tou chose bo
The new doman name i3 example.com. Thes i ako the name of the new forest ﬂ

The HetBIOS name of the domen i EXAMPLE

Datshace folder: COMNDONSAHNT DS
file lclder C\WINDOWSANTDS
SYSVOL folder: C:\w/INDOWS'\SYSVOL

The DHS sanace vl be nstaled and conligured on this computer. Thes compubes
will be configured to uge this DS tenver as ity prefemed DNS server,

The passvword of the nevs doman admnestrator vl be H'mmaahpmdﬂl
The admarishiabor of thes compules.

To change anophion, chck Back. Ta begin the operation, chck Mest

¢ Back et > Cancel |

qu:.'JI
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Joll JiguaS (999 ouVl Juolall 5 asl o5 (Trust 9 Active Directory oVlbw < &yl
.CA.Demo.Local

Soimall 9, axano 9 Windows Server 2003 >x> o (Jbrall L aubgll Sgimall 29) (999 jail .2
byl
Jxal

Raise Domain Functional Level

Damain name:

deno. local

Current domain functional level:
Windows 2000 mixed

Select an avalable domain functional level:

After wou raize the domain functional level, it cannot be reversed. For more information
an domain functional levels, click Help.

Raize Cancel Help
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New Scope Wizard

Scope Hame
You have to provide an identifying scope name. You alszo have the option of

providing & descnphion.

Type a name and descaption for this scope. This information helps you quickly dentify
how the scope is to be used on your network,

Mame: CorpMed

Descripton:

JsbJlIP - 10.0.20.200 ylgic algStart IP - 10.0.20.1 olsic:olaleall 01 disi; 99 (JWI §9 Lail .7
- dyeall aSaall glis24 -
255.255.255.0



New Scope Wizard

IP Addrezz Range

You defing the scope sddress range by identifpng a s&t of consecutive P
addiesses.

Enter the range of addresses that the scope distributes,

Start |P address; | 10 . 0 .20 . 1

EndIP addess: | 10 . 0 . 20 . 200

A zubnet mask defines how many bits of an IP address to use for the network/subnet
|03 and how mary bits to use for the host 1D, You can specily the subnet mask by
length of as an |P address.

Length: T

Subnet mask: 255 255 .2%5. 0

<Back [ Nea> |  cConcel |

Sail o5 . catiion] 098y Ol laic alell J 10.0.20.100 9 olgic dlxy J 10.0.20.1 J35i9 U3 a2y cilaab .8
IP Gulic Lapass aip a) .10.0.20.100 _JI 10.0.20.1 o0 Blaidl U olgiedl 13® s, . _JWI §99
.DHCP




Mew Scope Wizard

Add Exclusions

e,
Exclusions are addresses or a range of addresses that are not distibuted by the @J
TEMVEL

Type the IP addres: range that you want to exclude. If pou want to exclude a zingle
address, type an addiess in Stat |P address only.

Start I[P address: End IP address:
0.0 .20.1 10 . 0 . 20 .10d Augd

Excluded addiess rangs:

< Back | Mest > | Cancel |

P 598 sl Lzl 620 dxao (9.9
gy adlaalby GVl s 13D JSuy ol al bl (p=s L configure DHCP JI e ¢ ,i31.10
U3



Mew Scope Wizard

Configure DHCP Options
f'ou have to configure the most common DHCP oplions before chents can use the

SCOpE.

When chents obtain an address, they are given DHCP options such as the IP
addreszes of routers (default gatewaysz), DMS servers, and WINS settings for that
SCOPE.

The zettings vou select here are for this scope and override seltings configured in the
Server Oplions folder for this server.

Do pou want to configure the DHCP options for thiz scope now?

(= ires. | want to configure these options now
" Mo, | will configure these options later

¢ Back. Mest » Cancel ]

e Laily 10.0.20.1 o)Vl azgall lgic il (oYl dlgdl) azgall dxaw L .11
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Mew Scope Wizard I

Router [Default Gateway] —
Y'ou can specify the routerz, or default gateways, to be distributed by thiz scope.

To add an I[P addresz for a router used by clients, enter the addrezs below.

IF address:

0.0 .20 1 Add
Hemave
Up
(Yot

< Back M et Cancel |

09 10.0.10.10 S| « sl Jlzall Ja> 6 demo.local wis| DNS p3l39 Jlxall pul dxaw 9 .12
S99 ily o] 399 il pi IP vlyie J&>
Wl



Mew Scope Wizard I

Domain Mame and DMS Servers e
The Domain Mame Spztem [DMS] maps and tranzlates domain names used by

clients on your netwaork.

Y'ou can zpecify the parent domain pou want the client computers on pour network, b use for
DMS name rezaolution,

Parent domain:  |dema.local

To configure scope clients to use DMS zervers on your netwark, enter the |P addrezzes for those

SEMVENS.
Server name: P addrezs:
| . . . Add
Fesolve | 10.0.10.10 Benmowe
Up
Cratam
< Back | Hext = Cancel |

Sl 895 a1 WINS pslg3 axanall (8 .13
899 il GVl Bladl 1id lagius syl (s il "Gl b i S .14
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New Scope Wizard

Activale Scope =
Clents can obtan address leazes only f & scope iz achvated

Do pou want to activate thiz scope now?

€ Mo, | will activate this scope later

<Back [ Newt> Cancel |
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L obgdVl Gusiy a8 onax piy o) 91 28, Jl 0i® (o Sl s pi 1361l Wb CA
ca.demo.local Properties K I

General I Folicy Module I E it Module I Extensionz I Storage |
Certifizate Managers Restrictions I Auditing I Recovery Agents  Securty

Group or uzer names:

Adrinistratars [DEMONADministratars)
ﬁ Authenticated sers
ﬁ Drornain Adring [DEMONDomain Adring)
ﬁ Enterprize Adming [DEMONE nterprize Admins)

Badd... | Remove |

Perrmizgions for Administrators Bl Dery
Fead W W
lszue and kM anage Certificates W
M anage Co, O

|

Request Certificates

ak. Cancel Spply

2lowdl
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Mew Object - Computer Ed

EI Creste e demo localL sers

Compuber name:

cheni

Computer name (pre‘wWindows 2000}
CLIEMT

The following user of group can join this computer o & domair.

User o group:

|Defaa.-l: Domain Sdmins Change. ., I
[ Agsign this computer account a2 a pre-Windows 2000 computer

[~ Assign this computer account as a backup domain contioler

Mest 3 Cancel |

.JJ_g._n_;_.o&“
Wl sl o,bYl anly 9.5
elglLsl LigueS - 1oz 5 awli (9 .6
.a0lo] LiguaS wlblw> cliny 6 JI 3 o wlglaxll )8 .7

| 6521 JI  SLuMI Lowsd|

olglazll 0i® el 0o

SiguaSJl 63621 Alxall (899 L5l iguaSIl 6 5e>19 Active Directory _oadiwe aSm 613>9 6,5 9 .1
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client Properties K

Generall Operating 5y3tem| Meml:ner[lfl Lu:u:atin:unl Managed By Dialin |

— Remote Accezs Permizzion [[halin or WPM)

i Deny access

£ Contrall access through Femate Sccess Ealicy

[ Werity Caller- D

— Callback Options

% Mo Calback
" Set by Caller [Routing and FBemote Accesz Service only)

" Always Calback to:

[T Assign a Static [P Address

Apply Static Boutes

Define routes to enable for thiz Dial-in LT P |
connection. -

aF. Cancel | Apply

39lsa

Jall J] caoasiwme adlio)]

:olglaxll 03® el 09

899 ol usladl 3 sl isuaSUl 656219 Active Directory oasiue pSoxs 61>9 6,50 9 .1
IS (999 il i a2 G99 il 05 «orSiumall
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Mew Object - User I

g Create in;  demo.local/Uszers

Firzt narme: wirglegsuzer I itials: I

Last narme:

Full harne: wirelessuzer

Uzer logon name:
Iwirelessuserl I @demo. local - I

Uzer logon name [pre-windows L000];
IDEMEI'x Iwirelessuser

¢ Back I M et » I Cancel |

)
a9s0ll dals 25T @8 9 59,0l dalS Jsi> (5 )l o 1950 dalS ST patius - 22> IS Al (9.3
G9 il @i Jo3al ) JWI LYl G5 9 19,0l dnlS jus ol oy paimall guuol



Mew Object - User I

g Create in.  demo.local/Uszers

Paszword: TTITIIL

LConfirm pazsword: sesenene

[ User must change password at nest logon
[ Uszer cannot change pazsword
[ Pazsword never expires

[ Account iz dizabled

Cancel

Sl
elg] il paZime - 40> oIS wsli U5 4
a9Lo| oaziame hlws cliv 4 JI 2 o clohsdl LS 5

epoadiwall _ SLwI Joogll 2lowll

:olglaxll 03® el 09

o 8sly Users alxoll (999 il iguaSIl 6)-e.>_i9 Active Directory _oaiwe aS>5 63>9 6,50 (9 .1
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wirelessuser Properties 7] x| I

Remotecortrol | TemninalSevicesProfle |  COM+ |
General | Address | Account | Profile | Telephones | Organization
Member OF Dial-r ] Erwviraniment | Sessions

— Remote Access Pemission [Diakin or YPN) - - e

— Callback Optons
% No Callback
™ Set by Caller [Routing and Remote Access Service only)
" Akways Callback bo:

j_ Aseiana Static |F Addie

Define routes to enable for this Diakin Siatic Floutes |
connechon. —

oK Cancel |  Apply

39lsa
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New Object - Group E3

@ Create in:  demo.local/Users

GroUp nanme:

wirelessusers|

Group name (pre-Windows 2000):
wirelessusers

ErOUD SCOpE | [iEroup bype
" Domain local {+ Security
& global (" Distribution
f-

.acgo>xoll

caShull poasiuall dcgaxo  JI \uoaRiue dSlo]

‘olglaxll 03® el 09

acgazxall (598 (29550 L ,ail iguaStl 65¢>19 Active Directory _oasiwoes Lol Juwolail e3> 8 .1
.WirelessUsers

a8lio| §99 Lailg "cliacl" Lygull doMe JI Jaul .2

a5 el Geoasiiall punl LiST olegazo 9l ignaS 6je21 Jlasl wlg> womoadivwn iz dawlis (8 .3
999 Liilg .acgazall JI Sl pastiwal] iSlo| dasS Jloll 13D pung, .dcgozxall J| pgidlol

Select Users, Contacts, or Computers K

Select thiz object tppe:

IUW[E of Other obyects Object Types...

From thiz location:

|demo.jocal Locations...

Eniter the objact names to select [axamples)

wirelessuseq Check Mames
Advanced.. | ok | Ccanca

OK




oI Sl pasiawall Gl a9lo] pis . §8lgo il (lgde Hgill pi (il 632210l e LoV duio L 9 4

wirelessusers Properties Ed I

General Members | Member Of | Managed By |

Members:
M ame | Active Directory Folder
ﬂ Adrnaniztrator demo.local/lsers
ﬂ wirgleszuser dermo. local/l ) serz

0k | cancel |  appk

namj
.dcgoxo Wirelessusers Jl _J| i oassl ok in order to dalasb .5

.acgazall | omoasiuall (o 3 all @LoY el 1id 8 .6

coSbudl porimnll dcgomo _J| dhoac yiguaS 6 jg=l adliol

:olglaxll 03® el 09

iiol| 138 (8 uShudl uoasiwsll dcgozo _J| uoasiue @9lol puud 529 1 clglazdl S .1
L aislo] a5 sl jiguaSIl pusl ST iguasSUl 6521 91 JLasVl wlg> 91 uoaiawal] 3z ailiv (8 .2
I Jrac ol jiguaSIl adlo] &S Jliall 13D 2ios, .dcgaoll




Select Users, Contacts, or Computers [ 7]
Select thiz object type:
IUma of Other objects Object Types...
From thiz location:
democ.local Locations...
Enter the object names to select [examples]
clent Check Names

Advanced.. | ok | cCancel |
A

.acgozxall
83621 30> a3 wogoaimall HLis Yl &3 ayax elell 289 (Sl glosl 999 a5l .3

Obhject Types K E3

Select the types of objects pou want 1o ind

Dbgect types:

_E <3 Oither objects
[ =l Contacts
O € vsers

Ok, Cancel

sisuaSl
cnoxiuall dcgazxo JI sl yiguaS)l Clus> a8lo| pis .m0 OK ciilails .4



wirelessusers Properties

General Members | Member OF | Managed By |

M b
Hame | Ak Diectory Folder
€7 Admirssirater o local/Uzess
ﬂ-;h:ﬂ* e bocal/Computied g

ﬂ varelessuser demo local/ ) seas

0k |  Cocel | apob |

oSl
.acgazall J| yiouaSJl 65621 oo 250l @8LoY cl,>Vl 8 .5

Cisco 1121 Secure ACS 5.1

CSACS-1121 Series jlgz plasiwl cull

ACS s 8 Biais dhle Lo Ll

" oMSI Jwogi" (il Lasll Hlasl L lexdl a8 6a>99 daSuuidl CSACS-1121 Juogs .1

".CSACS-1121 Series jlg> , heis" 4  Lasll ,lail .CSACS-1121 jlg> Jainis p9 .2

ACS o313 aJoVl wlslae¥l 5953 (CLI) yoloVl Llaw dg>lg dllas 6390 9 setup oVl Jusis 08 .3
Slacyl goly Jein g1,

ACS o5 cuii

.CSACS-1121 Series jlg> _le ACS p313) cuill dylac amill 13id caua,

shaeYl 2ol i -

oSl plai a9 ,il9 cuddl > JI &)1 Cisco Secure ACS o315 wwis Jo> dldwasi wlogleo e Jgaxll
.Cisc0 5.1 ;40 0¥l Jouwooll , 9



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref26899
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_hw_ins.html#wpxref46120
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_ins.html#wp1077558
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_ins.html#wp1072222
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/csacs_postins.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/acs5_1_install_guide.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.1/installation/guide/acs5_1_install_guide.html

Cisco WLC5508 aSxill 62>9 1955

WPAV2/WPA J o3\l -gSill clisl 29
:olglaxll 03 cl,>l pd

igls) IP I Jswooll &l (o5 ol aSuidly (bl Jlasl Sl 63>9) oS ol Lo isall o tala>Vo

x>l byl

8359 _JI Jo> I Jysuui) https://10.0.1.10 _J| Jswosl) Lo =il .1

-l|r|1||-
CISCO

Wireless LAN

Controller

Sl
JosAl Jraws e Lail
.admin auo) 8V 19,0l 40lS9 ol Yl paiwmell J9suws pladiwl Jo3al iy 48 .
pS2l 81>9 aasld i VLAN aSuis e 620> dg2ly clish o8 .
.QL)Lg dalnsl .
(lgos daud sl Jaxll 1o Ixe ol oSy cibbgo WJlxo gl ool (S el
(caSaidl L8 Lelss oy VLAN aSuis sl Jasdl 13® o985 ol oSay) .20 J351 VLAN &S 8,20 Ja> 9 .
10.0.20.2NetMask - - ag=lgll IP lgicisay 838l > < ¢, 1a® ol Loy dogleall S .1
- wlwVYI DHCP JgS9i9,,10.0.10.1 - &,15,1255.255.255.0
10.0.10.10
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i I il I i Sy Conlypurnlesn P Logoaul  Befre
| L ] L]
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP
Controller Interfaces > Edit = Back | Apply ]
Genaral
- : General Information
Imterlaces
Multicast Irterface Wame employes
Nelwork Routes MAL Addreds 00 2497 6% 4d:00

F Internal DHCPF Server

Configuration
b Mobility Management b

Poris Guest Lan r
HTP CuRrarsing r
F COF Chanrantineg Wien 1d |
k Advanosd
Fhysical Information
Pioet Miamber [z
Backup Foet .II]
Artrve Port 0

Erkble Dymames A9 Management [

Interface Address

WVLAN [dertifier [zo

IP Address [ioezez
Metmask [(s=3ss3s50
Gateway [0z

DHCF Information
Frimary DHCF Server |'.-:-.-:-.1-:-.1-:-
Secondary DHOP Server [

AeCess Conbrgl List

ACL Name DG =

Note: Changing the Inferfase paramelers causes the WLANS Mo Be
remparandly dizsabled and thus may result in lass of cannecthvity for
some cienis.

e il 11

WLAN olSuits Cysuill dode 999 Lail .12

Jsl Jasly uaz eliw] sl .13

WLAN Ji> 8 wbgall J3519 cwawogi pwl 351 .14
.SSID

1I|l1lll1 Saye Configuration  Ping  Logout Refres
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
WLANS WLANS > New <Back | Apply |
* WLANS
WLANs Type WL X
b Advanced Profile Mame [Emplayes
S50 IEmpIn',.-ee
10 |1 'lrl

.Guki (999 ;8519 (WLAN) aSLuMI ddxoll aSuid) 9,20 sl 15



9® WPAV2 :aa>Vo. (5,55) WLANS > Edit 6380 glai loaic 0i® WLAN aSuid) o logleoll (,eSs a8 .16
SSID 8,205 wLidYL TKIP-MIC eMac go WPA J zlowsl) uisioll lig 6,lisall 2 dsuall jais as, o
VY il eMasll gl WPA2 TKIP eMac  §,5lia plowdly WPA (38lss 209 o  gaill Lyl eliSoy 13
.802.11i AES juasii wolwl gacy,

o ple &xao Hail 4> < WLANS abls (.17

s o Loyl AT L (cabbgall) auwliod] dg2loll L] 09 uSaill Wl gy 3o o5 A8 ail (o 25T .18
Broadcast J ¢pS0s sVl Gl
.SSID

.h ol | I Saye Configuration PFing Logout Refre
CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP
WLANs WLANSs > Edit < Back | Apply__|
LS General | Security | QoS | Advanced |
¢ Advanced Srofd
rofile -
Name Employes
Type WLAN
SSID Employes
Status ™ Enabled
Security
Policies [WPAZ][ Auth{802.1X)]
(Modifications done under secunty tab will appear after applying the
changes.)
Radio Policy [All =]
Interface | emplayes -
Broadcast
=10 M Enabled

Olol Lyl dodle (g8 Lail 19
AES + 5 i WPA2 il .2 dalall cuol) WPA + WPA2 5,835 e ,9 aasld 2 aslall w20
TKIP eVMasg) zlowd) TKIP

WLANs > Edit

. General | Security | QoS |.M'HI'I|:H|
Layer 2 | Layer3 | AAAServers

Layer 2 Security £ | WPA+WPA2 =]
[T MAC Filtening

WPA+WPAZ Parameters

WPA Palicy I

WPA2 Policy 7

WPA2 Encryption W AES M TiIP
Auth Key Mgmt |e02.1x =]

.a8>kao dgy las 802.1x il .21
2331 5Lz o Soy (RADIUS £33 (0055 5,209 .dsgllas e gV 3 dadall dc o)l dnslall lass .22



sl izl Jid S5 o) b LuolidYl giogll L9 pagially daoazdl 638> wussll wlode J 5 Soy .23
oB olyess

RADIUS ps15 @8l ooVl daasld §o8 il .24

22> 999 Ll oi .adslaall e il RADIUS dc 8l dnilall e .25

Lo aiyoSs a3 SUI ACS o153 g@9 (RADIUS (10.0.10.20 ol IP ylsic adlo] .26

p23iauo 2130 Ul o ST ACS o35 (9 aiysSs a5 sl AAA soc 2o Jiinall plisall 8ulkes o0 25T .27
L85l9 baxo asill

"""l" Saye Configuration Ping Logout Eefres
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP
Security RADIUS Authentication Servers > New < Back | Apply |
- AARA Sarver Indéx -
GAAECE {Frionty) m
» RADIUE Server 1P - -
Authentication Address [20.0.10.20
; - Shared Secret
e Format [rscrd]
P TACA - ' Shared Secret |I'!!‘II
Confirm
wcal Met Users Shared Secret I""'
[ -.w.: ----- 5 ey Wrap rC (Designed for FIPS customers and requires a key wrap compliant
sar Login Policie RADIUS sarver)
AF Pohioes Port Number [ra12
¥ Local EAP Server Status |Er'ﬂh|-|:d "'I
b Priority Order Support for I—_I
. - BEC 1576 Emnabled =
3
e Server Tomeout I.‘: sEcnnds
¥ Access Control Lists
Netwark Lser M Enabis
y Wireless Protection
Policies Management F Enable
r Web Auth IPSec I Enabile
¢ Advanced

PEAP ,Liz| % el liSays duwlwd] digdl oI cdoss] 28

PEAP d3>Las

plaiw] oSay . uSlull eMasll Jle puly ACS eols> le wblgi 2 ,l00¥l MS-CHAP go PEAP i,
il adac aud ACS polo3) iguaSIl olledd sl ol

panil 133 (6 63,lg)l elel,>Yl JaST  paimolly yiguas)l ohlgid (sl Joxumadl 960 CA o315 (053

yo=5 ¥ _i> Windows 2003 Enterprise CA lauol MW 0 gl o35 B Lusi Microsoft cwold rdla>Ne
03131 @850aa) whblein oloazy 83950 &30 whbleis Llgd 3295 Va8 LAl ax a9 uaaill aLld zuslaall
clin] chle Cueiy cuzy douiall daslall (8 6,90iall ynaill ALl aglasll le doMe givy e 6,18l _lasig
iy posy 2> B

S ] elel,>Yl 03® glol il V9 puaill ALl aules plasiwl, Windows 2000 Jsidl plas pouw, tdasVo
Windows 2000 il plas paius

oblgidl Llga) &8l bVl el



:olglaxll 03® el 09

ok aslnalby .mmc cls> aSu<lag ol 1

a8lio] (999 Ll o «awdliol 81Vl Alljl/adlio] (899 Lisl "ale" dosla)l oo .2

Blso e ,ail o (SME] e Ll o5 (el JIgd e 129550 L jail adloYl 61Vl e .3
Jwoladll e3> (9 whleadl lgd JS el .oblgidl Jlgd §od il «pSxill 62>9 6,5 9 4
Algd" adloYl 61Vl zis, sl certtmpl.msc J351 4 J12 oo wlglazll Loz .5

Soblgadl
Tﬁ MyConsole - [Console Root' Certificate Templates] M=] E3 I
‘f) Ble Action View Favorkes Window Help | =181 x|
= | AR EFR RE

] Console Root Template Display Name | Mininum Supported Cas o |
(g Certificate Templates @Excham& Signakure Onky Windows 2000
§Exchange User Windows 2000
Gdpsec Windows 2000
@d1psec (Cffline request) Windows 2000

Rev Recovery Agent Windows Server 2003, En
[ERAS and 1AS Server Windows Server 2003, En

LﬁRnut Cartification Authority Windows 2000
drouter (OFfline request) Windows 2000
@ smartcard Lagon Windows 2000
Eﬁﬁnar’tcard Liser Windows 2000
Lﬁ!mb-:wdmte Certification Authority Wiridows 2000
Gl Trust List Signing wWindows 2000
Eduser Windows 2000
Llser Signature Cnly Windows 2000
Fii Wheh Server Windows S000

T Duplicate Tempiate Windows Server 2003, En w |

4| All Tasks

» U LT

Lising this template as a base, creates a templabe that support: Properties

ACS 9 po13 63lgadl I elisl, a8

:olglaxll 03® el 09

sl 315 B §od Ll "olslgidl gd" aslol 813Vl oo Jwoladl e3> 5 .1

aaclino 999 jail el >Vl dansld 9 .2



Properties of Mew Template EHE I

lssuance Flequiements | Supesseded Templates | Extensions | Secusy |
Genesdd | RequestHanding | Subject Name

Tompdate desplay nome:

Minarram Supposted Cas Windows Server 20003, Enterprize Edibon
BAled poas apply changes Io this bab, wou can mo longer changs the bemplata
FIafTe,

Templals nams:
{Copy cf Web Serves

Vakdty pesiod Renewal period
| 2]pea: =] | & fwesks =]

[T Publish ceriicate in Active Dirsctory

oK Cancel | oy |

B
I awl Loe Wl 8 alss 3

Properties of Mew Template Kd B3 I

lzsuance Heqpmements | Smumd-adTmm:hlul Erﬁemimel SECLERy
Generdl | RequestHanding | Sublect Name

Template display namee:

[acs

Mirsrmoam Supposted Chs Windows Serves 2003, Entenprze Ediion
After pou spply changes ba this Lab, pou can no knger change the templabe

Templabe nanms:

[ics

"alkdity panod: Bernewal penod
[ 2l 3] [ =]

™ Publish certificabe in Active Drectory

[T O

ACS
289l v o Lyl 35T . Lol gligall Jpausiy glowdl 5359 Wllall @les (ygall dode J] Jasl .4



Wouusioll aasla)l oo ikl

Properties of New Template El

Issuance Requirements | El..pﬁw:laﬂﬂmlulﬁ] Eutms-'n:rrﬂ Securly
General RequestHanding | Subject Name

Purpose: ]Si}'pall.nandm_l,ﬁim j
™ Auchive subject's enciyplion private key
™ Inchude symmetric algorithms allowed by the subject

r Velete revobed on evpired cestificates (do not archive

Mirarnun key size: I‘I[IEn!. 'I

¥ illow private key to be exported

Dy thve fioliowing wveven the subject is enrolled and wien the: privabe key
arsociabed with this certificate is used:

€ Erroll subiect without requinng any
£ Frampt the weer diring errallnent

Frampt e uger during ereallment and
r‘. ety b Lot T f paiedd
prifwate ey i used

To choose mhmﬂngwi:m providers C5Ps
[CSPs) should be usad, chck CSPs.

ok |[ Concel |  apow

wosll
el b .Microsoft v1.0 _uwlwVl jaial 1890 Lax8g allll CSP a>l pasiws ol vy cllb i3l .5
Sile WDz i 5,31 CSPs sl aaxs



CSP Selection

Choose which crpptographic service provaders [CSPs) can be used in
requests;

" Requests can use any CSP available on the subject's computer

f* Requests must use one of the following CSPs:

CSPs:
[IGemphs 3em>AFE Cand C5P +1.0
[infireon SICRYPT Base Smart Card CSP

v

EMicrozolt B aze Liyptographes Frovider +1.0

[Microsoft Basze DSS and Diffie-Hellman Cryptographic Praviders
[Microgoft DH SChanned Cryptographic Provider

[ IMicrozolt Enhanced Cryplographic Provider #1.0 B
[IMicrozoft Enhanced DSS and Diffe-Hellman Cryptographic Prov

[ IMicrozoft Enhanced ASA and AES Cryptographic Provider
[Ikicanzni BS54 SChannel Ciondonranbic Frosades :I

[ R Cancel |

0k | Cancel | apoy

$8ls0
99 ,aily wllall (9 oo si3ly gsiogall puwl el doMe I Jail .6



Properties of New Template

Issuance Requrements | Superseded Templates | Extensions | Secury |
Gereral l Reguast Handing Subject Name

Select this option to allow a vanety of subject name formats or if you do
not haye access to the domain of which the subject iz & member.
Autoersoliment i3 ot allowed if pou choose this ophion,
™ Build from this Active Directory infoimation
Select this oplion to enforce consistency among subject names and o

simphfy certificate administrabion.
|fi._! e j
[ Ir | pe
Inchade this informabion n alternate subgect name:
[ E
[~ ONM
U |
I_ IE | i
ok |[ cancel Apply

- §9lgo
280w oo Joraill 53 pax oo 35T (Jlrall (J9due dCgoc 519 (ol ugull doMe JI Jail .
p3iuall pal o L0sd gaxid (01 Active Directory ologles (o clis¥l o izl 3] :dasVs."a,

sty OSIV 2l punly 0080l sl 9 39 iSIVI Al (aias punl a5 2Jls (UPN) awlawYl
Active Directory _oaziumal @dloYl 6131 5 _SLuMI pasimall lus) (i9,iSdl 2 pul JB5I pac
9 SIV 2l placian] (Slaldl Jixasd] J9lapusd oyl 03D Jilasiy pis o) 13] . iouaSIl 656219
Sl ]l (8 Uas aic qiiy loo

oo polill 03® o jgiell Sag .Llal olslei] 88> gial LoVl o3l 3] adlol Glol wlel,>l JUs .
0i® 9 ;oY 13id aidlio piy p) laol olllais wuygudl doMe



Properties of New Template E E I

Genersl | Request Handirg | Subject Marme |
lssuance Requiements | Superseded Templates | Entensions | Security |

Requare the follovang for ennoliment:

[ Thie number of authorized signatues: Ij:
IF yous require mone than one signature, autoensoliment iz not allowed.

—— -

Require the: followang for resnmollment:
= Yalkd ewding certfcate

ok [ Concel | Ao
aagoll

"olbslgidl @2 0" @dloYl 815Vl o Ll 13 Slaol I JsVly el hhax) 38les §99 il .9

223l ACS g o5 6lgibs B iS5

:olglaxll 03® el 09

ACS JI J JJB s>l create JI 93 JI 1 o0 wlglaxll o_}}_.ii oblgidl g2 50" adlol 6151 a2 .1
sl dslnsbg (e Lowl> [l (L Gaae g2 0l Hliy (pund oL w9

Al e oo Gwolall 50 sl o5 «ca.demo.local guugis 09 (Juasll &> 4all pSx5 63>9 6 i (9 .2
vl

shall 8slgidl JB < 2o JI Jail .3




{23 Certification Authority

File Action Wew Help

¢ = |LHE| [ 3|2

@ iertification Authority (Local) | Mame
El@ ca.demo. local Directn:ur':.f Email Replication
- ] Revoked Certificates Esd Domain Controller Authentication
- 1 Issued Certificates GAEFS Recovery Agent
----- [_] Pending Requests Easin: EFS
F B Fa|le Requests Du:nmain Controller
a Certificate Templabss = 5
Manage Brver

hiker

tdinake Certification Authoriky

Wiew F
Miskrator

Refresh

Expork Lisk. ..

Help

! .0ylo|
o>lgi J ule el 4
ACS
M Enable Certificate Templates K E3 l
Select one or more Cetificate Templates to enable on thiz Certification Authority
MName | Intended Purpose -
F ] Server Authentication
[ Authenticated Session Client Authentication
@ LA Exchangs Frivate Key Archival
@ CEP Ernciyption Certificate Request Agent
Code Signing Code Signing —
(2 Cross Cestification Authority <Al
E E nrallment &qert Certificate Fequest Agent
E rrallment Agent [Computer] Certificate Request Agent
@ E xchange Enrallment Agent [Difine request] Cerhificate Request Agent
E Exchange Signature Only Secure Email
[% F vrhanns | lzar S erane Fnail ;I
0K Cancel |

Active Directory Users and Computers adloYl 615Vl zisly  §8lgo (99 Ll .5
o sl @i (Active Directory Users and Computers (g9 2950 [és a5l (oSl 6>9 6,20 (9 .6
S99 il pi docal. il HlaoYl §98 ol usloll



ﬁ Active Directory Users and Computers

=7 Bl Action Yiew Window Help

e~ | OE BFRR EH BT

<5 Active Directory Users and Computers (4 [T N RCRGTRCE
# ] Saved Queries

Fired... BT
Connect bo Domain. ... Controllers

Connect bo Domain Controler. .. pecurityPrincipals
Raise Domain Functional Level. ..
Dperations Masters. ..

M [
all Tasks [

28 I es 538 5 G99 il pi o LSVl Jlrall 2@ 999 il Mdcsazall aei” cusill doMe 9.7
2o wsls ,m0" adlodl sV



demo.local Properties

General | Managed By Grm.ppninpl
To improve Group Folicy management, upgrade to the Group Folicy
Management Console [GPMC)

IS Cunent Group Policy Object Links for demo

| Group Pobcy Dbgect Links | Mo Ovenide | Disabled

Default Domain Policy

Group Policy Objects hagher in the izt have the highest prority.
This st obtained from: ADZ2003.demo.local

New aed. | Ed Up

Dphons... Delete... I Properhes [om

I Block Policy inheritance

Cloze I Canice | £ppdy

Macgoxaoll

< ewoldl ehslag] < Windows whblag] < jiguaSIl le> (0S5 Ruwsiy r¢:;9 Sl 62>9 62 9 .8
el Wb oblael jisl ai pledl glisall olwlw
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;IJ Group Policy Object Editor

File Action Wew Help
«~oEpRIEE

' Defauk Domain Policy [AD2003.dema. local] Policy Automatic Certificate Request  /
= {8 Computer Configuration
=] Software Settings
=[] Windows Settings
_g Scripts (Startup|'Shutdown)
=g Security Sattings
[+ 2 Account Policies

- 28] Local Policies
[#] - &%) Event Log

-8 Restricted Groups
-8 System Services
[+ 8 Regitry
[+ _& File Syshem
F-f Wireless Network (TEEE 802.11) Policies
=[] Public Key Policies
[ Encrypting File System
b= | customatic Certificate Requeast Settings
[ Trusted Root Certification Authorities Butomatic Certificabe Request
(] Enterprise Trust
[#- ] Software Restriction Policies
3, IP Security Policies on Active Directory (d&t Refresh

There are no items b show |

H .\J mﬂfﬂn‘"ﬂ Tmcﬁ E-wt Listl-i
= B User Configuration
&[] Software Settings Help

&[] Windows Settings
-] Administrative Templates

S Lo, Ll < 3oz i3l ( Y pasill Wb eblag] e Gall Guslall s asl .9
W B9 Ll ekl 63lgad] b slac] pllee" dxaw 9 .10
Lle Ll s iguaSIl e Lail "osleidl JB" dnan 9 .11



Automatic Certificate Request Setup Wizard

Certihcate Template
The nest time & computer lags on, & cerlificate based on the template vou select i
provided,

A ceitficate lemplate i & 32t of predefined propelies for cerbficates sued o
computers. Select a template from the: following Est.

Cedtificate templates:
Marme | Intended Purposes
Camrpute Cherit Autharticshon, Serser Authenticstion
Darmarn Controlies Cherit Authentication, Server Authentication
Enmallment Agent [Computer) Certificate Request Agerit
IPSec IF secunty [KE intemediste

4] | i

cBack [ Net> |  Cancel |
Ll

5> U iouaSJl 63lgiv £95 Y1 gl .elgl §99 Ll skl 63lgidl b slae] plles dxan plas xic .12
2e olils ,x0" a8loYl 1YL Lol Juolall

"acgozoll




i Group Policy Object Editor
| Ble  Action  Yiew  Help
= BE XHR @@

& Defauk Domain Policy [AD2003.demo Jocal] Polcy Automatic Certificate R /
5 @) Conpier Coteprai T
-] Software Settings
=1-_] Windows Settings
2] seripts (Startup/Shutdown)
= Security Settings
=2 Accourt Policies
= d_'-‘ Local Policies
[+ 1"{_‘ Event Log
= I_4) Restricted Groups
@ &) System Services
(-4 Registry
-1_4) File System
# Y wWireless Network (IEEE 802.11) Policies
=] Public Key Policies
|_] Encrypting File Syskem
‘| Automatic Certificate Request Settings
(] Trusted Root Certfication Authorities
[ Enterprise Trust
&[] Software Restriction Policies
[+] :i, IP Security Policies on Active Directory {demo.local)
-] Administrative Templates
= ¢ User Configuration
-] Software Settings
[+ ] Windows Settings
[+ ] Administrakive Templates
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‘i Group Policy Object Editor

File  Ackion Wiew Help

&= | OHEE R 2 E

_‘:—_j Defaulk Domain Policy [AD2003, demo, local] Policy Obiject Tvpe
% Computer Configurakion DEnterprise Trust
[=-4id User Configuration EE:Autoenrollment Settings

|:| Software Setkings
EI[:I Windows Settings
- Remote Installation Services
5] Seripts {Logon/Logoff)
- g Security Setkings
=-“_3 Public Key Palicies
- |:| Enterprise Trusk
|:| Software Restrickion Policies
p|-|_7] Faolder Redirection
Eﬂ--‘ﬁl Inkternet Explorer Maintenance
-] Administrative Templates
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Autoenrollment Settings Properties FHE

Genetal ]

=

E-‘ | Erwoll user and computer cerificates automatic.ally

" Do not endoll cetificates automatically

[V Benew expired cedificates, update pending cerificates, and remove
revoked cerbficates

[v Llpdate cedtificates that use certificate templates

Ok, Cancel
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[ r| Ia Il n Cisco - scesdman scE [Primary)
CISC0  NFR{Days el 26

- | Swtem Adeinigtration » Confiunstion » Lecal Server Corihcates » Locs Cenifosies » Crosbs

Salect server carificate crealion mathod

Step 1 - Select server certificate creation method

© impon Server Certificate

Lksg this cplion if pou hive 3 Server Cernificate Ble and comesponding private key #le (and
S sword, B the private ey Sl i3 snonpled).

 Genetate 3o Signed Cemificale
Usa this cpBion i haw the ACS senes generale a Seif-Signed Certilicate

& Generate Cerficate Signing Request

ie@ this opbon 1o heve the ACS served genarale 3 carificabe skgning raguasi b prasent o
your ocal Cetifcate Authority, Onoe you ki penerated Me signing request, go b e
“Outstanding Signing Requests™ list, sebed the signing requesl, and sxpon a cogy of the
signing request (Save 2 ooy on your client syslem ). Dnce you recehg 3 certificale from your
A, you Wil kR The TBind CA Signed Certifcate™ opion Debiay I install it

 Bind CA Signed Certificate

Afler using T privicus option 1o generale a cersficale Signing request Tis cpbon is uted o
bindénstall the cerdficabe recenmd from your CA ACS walll auiomatically madch the cedificate
wilh e appropriabe outstanding Signing requesl

Local Certibcaes

JslbCN=acs.demo.local - 6>l geigoielgl le al pi (JlsS plicall Jobog 63lgidl goig0 551 .4
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dfraln Cisco 3 ._ P
CISCO  NFR{Days ke 296)

# St My Workspace System Adminiiraton > Configuration > Locsl Server Certificales » Local Carificalss » Creals
# (1 Mptwork Rgsourcos

» @3 Users and identity Stores
» G Policy Elements Step 2 -Generate Certificate Signing Request
» [ Access Polices
) j Monitoring and Reports | O Cenificate Subject [Ch=acs dermo local

kertengr:  [REED ]

Diest to Sign wih: SHAT

« Seled sener certificale deation meshcd Generale Certficate Saning Redqusst

- Firiish I

B9 Liily .6leis gidgi b clisl, ACS clllagw .5
0K

Windows Internet Explorer - T _EI

!E A server certificate signing request has been genersted snd can be viswed in the "Outskanding Signing Requests" .
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Drstanding Sianing Reguesis

Syniem admratration » Configerabios » Local Sarver Carticates » Jutrlanding Signing Reguasts
e : ' : 0 =

= B~
Cetfcate Subject Ky Lengih
Chi=acs dema local 1024

Filter, |

o Mame
=] Cefficale Signing Request 1

=] wancna |

-

Timestamp
10r38 22092

Do posa wand o opon oo cave thip fle?

Mamer Certifabe Sioreg Requestl.pem
Typer pem_mbo fie
Frose 10001020

I[ cocs |

O | Sew
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CA 5513 URL glgiss Juaily aéuaio zidl .1
.http://10.0.10.10/certsrv

» | hetg:ficatoertsey =] 4 %
T & a-

]

Under Construction

The Site you are trying to wiéw does not currently have a
defaulk page. It may ba in the process of being upgraded and
configured.

Please try this site agaim later. If yvou still experience the
probiem, try contacting the Web site administrapor.

if you are the Web site administrator and feel you have
recened this message im emror, please see "Enabling and

I.“-l n am".'- - Phala
Dis-abling Dy Conbect” [ 115 Connect to ca.demodocsl

=y
A

To acoess TS Help

1. Click Start, and then click Re

2. Inthe Open text box, type i
dAppears. Cinnnecting bo ca.dema, kcal.
3. From the Help menu, chick H
4, Click Internet Information ! (ke name: m admanisir ator j
Bassword: | T
™ Bamember my passwond
T ] coxa |

b i3] .Microsoft Certificate Services ,lb| ,gla, .2

Microsofi Cerdficale Seraces ca demo local

Welcome

Use this Web site to request a certificate for your Web by
you can verify your identity to people you communicate w
depending upon the type of certificate you request, perfo

You can also use this Web site to download a certificate
reyocation list (CRL). or to view the status of a pending rq

For more information about Certificate Senices, see Cg|

Select a task:
Request a cedificate
Vi ! [ i i
n A ifi ifi i




Microsoft Certiicate Seraces - ca.demo local

Request a Certificate

Select the certificate type:
[ ifi

Or, submit an advanced cerificate request

piiio 53lgds o Jlu Y sl .3
base- oo plaiwly 53lgis b | B9 il «pasiall all Lo 4

Microsoft Cediicale Senaces Homme

Advanced Certificate Request

The policy of the CA determines the types of certificates you can
request, Click one of the following options to;

Hote: You must have an enroliment agent certificate to submit a request on
behalf of another user

ACS sslgis Ll alo Il Lo ysiwl iy gowwy Lo yiwal]l Glol oS 3] M"bgazall Lllall" Ja> 9 .5



Microsaff Cerdficale Seraces — ca.demo local

Submit a Certificate Request or Renewal Request

T submat a saved request (o the CA, pasie a base-6d-encoded CMC or FRCS
#10 certificate request or PRCS #7 renewal request generated by an extemal
source (such as a Web server) in the Saved Requesi box

Saved Request:

=
Base-Bd-encoded
certificate reques
{CMC e

PEICS #10 or

PKCS #7) -
B ; |"|

Broecsn for o f5e Lo ngo

Corificate Tomplate:
||l'1.|;|rn|n1:i.!|ra'hur 'I

Additional Attribades:

Afinbides L %!
e o

2oVl 89 Guludl

899 ,aild S LoVl oIS 1] .Lo,8 e 39200l walall I Jowogll Lo ssimall Glol wlslac] aows Y 28 .6

Bl e, (39lgo
S9N

Windows Internet Explorer g EI

' Your web browser security settings prohibit this page from accessing your disk.
. Either paste the data into this page manually, or add this page to your browser's kst of trusted sites.

[

Jiadl Juw Lle) Logas jyze plasiwl alall 2381 . 3:Lull ACS ,xa0 oo ACS *.pem wilo gdgo 33> .7




iDpen With

Send To

i Mokepad

» @ Inkternet Explarer

_uk

iZhoose Program...

_opy

Create Sharkcut
Delete
Rename

Properkies

.(Notepad

L8l (JolSIL calall Sgixo juois 09 .8

E' ACS_csr - Motepad
File Edit

Format  Wiew Help
————— BESIMN CERT

o OMIIEY]CCA

bl Ji> 8 gominll seixall Guall Microsoft sslgi Ll 3386 I 63921 .9

Microsoft Cenficate Sepdces -- ca.demo. local

Submit a Certificate Request or Rene

To submit a saved request to the CA, pa!
renewal request generated by an externa

Saved Request:

Base-bd-encoded (P
certificate request b
(CMC or ot

PKCS #10 or Copy
PKCS #7)

Cernificate Template:

[.ﬂ.dmlnlstraluf

ogasall



Saslg 6sleidl Jlas ACS il .10

Saved Request:

YIZIAYD4QgERBAQDAG Eﬁ.“.hﬁﬁt!qﬁﬁ!h‘lmﬂﬂﬁ'dﬁ.ﬂ
Base-bd-encoded |DHoicRABecd44TWOT T+uAkEcrnl 6oaEhe G/ ZR1SK
cerfificate request [OHIQSxnz 2 3y EAQiv S FCIdme RIFEOq 1o SMvPELZL

(CMC ar S MW gEe] 3] plepAgiVECIWHG

PHCS 210 or ====-END CERTIFICATE REQUEST--——-

PKCS &T) =
1 | »
f for a &l i

Certificate Template:
WAGE =ivisssnsnsaisiiaviiniin
Additional Attributes:

Aftributes L _Iijl
o |

Juisi ,i5le Ladall Base 64 i1 65lgidl Hlaol 5,50, .11

Microsclt Corvbcate Sermcas — cademo local

Certificate lssued

Thie ceificate you requestad was issued o you

= DER encoded or & Base 54 encoded

ey Downinad cerdicate
Ejﬁmmmmmﬂﬂte_mam

File Db - SEcurity Warming B x|

D o weasd bo open o0 aave s Tils?

Mames: Defirese D87
Tper Seqwrity Cartfacate, | BBE

Feom ca

Open | Swe | Cocel |

i "whaly Flrt: brcorm the dtorrepd i b urophul. g e g can
_;# Trearn i Coompuber, I oo do nod rust B gowcs, do ol
0N i e thet softwane. 'whad 3 the nik T
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Saveirc [} Oesitcp =HogE
o
EWW
My Metmork Places
File name: fars_ced = s |
Savesahpe  |Secuy Certficate =l l.'u-ul!
il

&0l o asdgall 83lgidl by izl .l el Cbolgibs< usSill<pliaill 6,]<ACS JI Jaul .13
8519 (§auanll
Sl

vl MyWoospace | Syvemadmotsion s Confguraion s Locsl Server Cetfcaten s Local Coctdcaten 3 Cresle

S| el CRTITCBR CTOBRON A

Step 1 - Select server certificate creation method

ot Sarves Cerlcaln

s Bhim oplion  pou harve @ Server Corbficate Sle and comesgonding privals ey Sle (and
PRI, i Ev privcaig iy B iS5 enonpled)

' Gaarviibi Solf Sigrad Coartilloaln
Ly il D082 1D Nl Tol ALT SAPT (eI 3 S9H-Signad Camlicale

¢ Generabs Cermlcale Signing Regsst

Ui ek OPBOA 10 Natek Tl AL SATAT AT 3 COMESLTE SISNIND MEqUIKED IS [ arSdnl b your
o DBty ATy DG vy Fueal QNI T Sagnatg degudal (4 D T Dutilindety
Sigfeng Raquesty” bl Selc T Sgneng degutdl 3039 axpin 3 Copy oF Tid degning thques] #
(@ 2 oopy O yous el Syslsm). Onoe pou ncehe 2 CeriScain From your CA, poowil wsehe | |
“Bind CA Sigreed Cosilcabe™ cplion befow Bz inslall it

= Bind CA Signad Cerilcaby

Alter using the prevcus opbon 10 generate 3 CerbCale Sining request, Mis opson 15 wsed o
encténsitall the Corbcabe recetved from your G ACS wil autormabcatly maich the cericate
T T IEEISHIAN SutiINg Sapiny [equRiL

Lacal Certlcales

oslgindl 0o 3359 (olsiw] Lo il .14



v Seled sener certificate creation method  Bind CA Signed Certificate

Step 2 -Bind CA Signed Certificate

o Certificate File: | | Browss.

Prodocol
™ EAP: Used for EAP protocols that use SSUTLS tunneling

™ Management interface: Used to authenticate the web server (GLUI)

Override Policy

& certificate being impored may be determined to already exist in A3 when it has either the same
Subject or Isswer and senal number a5 an exisling carificale. In such a case, seledlion of the
“Replace Cerficate” oplion will allow the certiicale contents to be replaced while retaining the
existing protocod selechions for the cerificate.

I Replace Cerificate

999 Liilg (CA p315 dawly ®,)luo] pi (il ACS oslgiv Lzl .15
Choase libe B td
Lock in: [} Deskion =] « @a ek ED-
o
H;.:J:u&ai. ln.t$ il j Openi
Places e - "

Lasly [EAP J JsSoi9 il giso oo Ll 65 .16



Syslem Adminisiration = Configuration > Local Server Centificales » Local Cerlificates » Creabs

~ Seled server cerificale creation method  Bind CA Signed Certificate

Step 2 -Bind CA Signed Certificate

Certificate File: |C:\Documents and Settings\administratorDeskiop!  Browse... I
Protocol

I EAP: Used for EAP protocols that use SSUTLS unneling
™ Management Interface: Used to authenticale the web server (GLI)

Overmride Policy

A cafificate being impored may be determined to already axistin ACS when il has aither the ama
Subject or Issuer and serial number as an exsling cerificate. In such a case, selection of the
"Replaca Cerfificata”™ oplion will allow the cerificale cantenis 1o be raplaced while retaining the
existing protocol selections for the camificate.

[ Replace Cerificate

slgl
J adxall 63lgadl U5 CA o 6,5Lall ACS éslgi el Bouw .17
ACS
System Administration > Configuration » Local Server Certificates » Local Cerificates
 Local Certificates Showing 1-20f2 |50 ]|
Fiter. | =] Match it ~| el +
[T FriendlyName + |IssuedTo Issued By Valid From
T acs acs 04:29 20.09.2010
T acs.demo.local acs.demo.local ca.demo.local 10:39 22.09.2010

Active Directory J ACS (o), ,55 ()50 12955

:olglaxll 03® el 09

Admin lue plaziwl Jo3al w9 ACS o Juail .1
Active < a2l olisgll uibe < (olsgll s2liog (aeaiiuall) Users and Identity Stores I Jal .2



.Directory
il el dawll 9,0l dals 359 Active Directory.local Jlxay Lol (xwoeidl Lo sl 351 .3
ok in order to aslasl .JLaiVl Hlis| (99

Lrh and ecily Jhened » Eanernal ioenify Sofed » Adtug Daeciacy

General | Directory Groups | Directory Atiibules |
Connaciion Datails

© Active Directory Demain  [qer oy
Fama:

Plexse spadfy the cradentials usad B0 join this maching fo the e Direciory Domain:
O LIS anamie; IBMHME‘.‘IHM

a Fﬂmt Ill-llil.-lllll-

You may use e Test Connaction Bution 80 ensure credentials ane comect and Adthee Dinectary Domain is

reachable.

Test Conneclian |
Chick on Sae Changes’ 1o comhect 1o the A