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guolo IP 1Ugluo wélse ISE (RADIUS) o9 10.48.39.128.

eu9lu 9lzos IUbLy6 9 AP-Manager [Jgl oo w9236 IJozde WS Iuvedo IJpedso
lJJlwdIss (WLC) o9 10.48.71.20.

Sw9legs gbe DHCP Ws JuwJs LAN 9swpe wdsuo Jogeelo Idgpdle 1Updlodos 9dl sep
EHuo0 d§ |Jpabb

Swp lugwogsdle yuodé VLAN1477 9 4o Jé VLANT478 e ol lJodysu. sup wdosy
lJpowctrpst po Suwe IJowwsss e zd 9upgop B Uvwds VLANTATT ssop dosy
I pwoidpso po Buve HR po lzd 9, 0g0p B bwds VLANTATS Lol ulbos ¢lse RADIUS
s pl souod JJl Idpuwegspsu woudw SSID — office_ha.

VLAN1477: 192.168.77.0/24. |Jo9l6: 192.168.77.1 VLAN1478: 192.168.78.0/24. |J9lLé:
192.168.78.1

Suveesp 03l 1Jpuueos 802.1xPEAP-mschapv2dlJsé 1ol w.

pJ|CJb6: 9o S Cisco Vluuoé_.)lp b,9 |Jrouo|.)L§c"> |Jpoé)p6; p&J puol)éé EAP-FAST 9



EAP-TLS. Joloso Liuwds WLAN.

Swpe 9uog odo IJlVvu,)luole §od wudss o3l ldoedssu:
* [J{upperilap pwzd wlJ9ed pg IJ WLC
* Op weEssyu ublg DHCP J¢le DHCP
.+ 92 louold Idbo s 3 wsu zese 1Jlzojs B Iuveds

.« soldu Idpuwens Idedss Idpbdse eds Idzloe IUJlundds 9se,0o 1o Idsowds
IJowdIiss S pooeol

* wp odysu ldpunedpsu sldezesele IJEluo6 eJs AD

o0 lzd luzh oessw uvwds VLAN IUssulesdss wluweésle @olise Idopde B IJ.u'b.__,eJé
lJpzdsé IJJlgwdIdsé (WLCs) luwoobl [Js wessu ISE [Js peesgs AD: szo wu8s) 0o
lJ¢bglw:

1.5p2 ISE |Js AD 9odssy uwsluwle 1Jpuolb§6 9ldewvss o Jdpuwegsesu eJs ISE.
2. oJdosu WLC Usgp puol> 96 dot1x guzle; AAA J SSID 'office_hq'.

3. odosu pdopuw IJepsd IJuolss.

ISE |Js AD >pz 9wosise gwsluwle 1Jpuolb 96 9ldewwss o Jdeuvedspso eds
ISE

1. ouwesd 1Usg9d 1Js 9lzos ISE Web Ul lgwwgsle zuvle puv99d.
2. lyewd |JsAdministration > Identity management > External Identity Sources > Active directory.

‘tysbe  Identity Services Engine Home  »ContextVisibilty  » Operations  » Policy [IRd i e

» System |+ |dentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Cenlric NAC

» Identites  Groups  External Identity Sources  Identity Source Sequences  » Setlings
N

External Identity Sources Active Directory
=l Edit ¢ Add Delete  J~MNode View g Advanced Tools Scope Mode

v [ Cenificate Authentication Profile
| Active Directory No data available

[C]| Join Point Name a  Active Directory Domain

& LoaP

& ooBC

] RADIUS Token
[ RSA SecurlD

|2 SAML Id Providers
=] Social Login

3. ludy B9 luplds slsed luwe Ipeld Sluwe pE5o 1Jesss pu lesble Mluwe wdbs Iluoele
J Active Directory". s IJpoldc sop ouwesd ISE Ws 1dpzldwliaaancomgsw e wgsss u§bo
lJlouold JAD.wlasan.com- |wpe olp peds! IJs ISE.



External Identity Sources
Rl T e
» [ Cenificate Authentication Profile

[ Active Directory * Active Directory Domain | wlaaan.com| NG

£ AP

2 obec

) RADIUS Token

= RSA SeeurlD

) SAML Id Providers

2 Social Login

* Join Point Name |.hD.Maaan.com ] @

4. sz UlW3s pULEWYS LEssIbMItLEDL ;) suvlJY I3l oo oyss lo wuuoe ISE [Js AD
O9)l. logbYesgsJs wslule lewpls puueise Active Directory pg 2999 |Jpuu99d Jluolds
PUPSS 238> [Js IJpeld.

Join Domain
Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name (i | Administrator
* Password

|| Specify Organizational Unit i
|"| Store Credentials i

5. wg> 030 lJudbs: szu lu sI9w Jssd ISE puwed wuzle b AD.

b ldentifies  Groups  Extemal ldentity Sources  ldentity Source Sequences  » Settings

External Identity Sources Wihitelisted Domains PassivelD Groups Attributes Advanced Settings
G &
» (3 Corificate Authartication Profie * Join Point Name | com | a
* (5 Active Dirsctory * Active Directory Domain  wiaaan.com i
= oap
[ ooec e N .
& RADIUS Token __.m o Leave 9 Test User ﬁDoMTod me . .
£ REA SecurD [ ISE Node « | ISENodaRole | Stalus Domain Controller Site
[ SAML 1d Providers rmanchur-ise wiaaan.com STANDALONE  ( Operational WIN-CFAZICSRILIwiaaan.com  Default-First-Sile-Name
&5 Social Login

B 2lJs 9295 Is punldd Issd B gpdss IJouwesd: spdud |uwaéslebiagnosic Tool in
order to ,J_ou lIJIgooble lJebdyus Jlouold AD.



6. szw luvesb pzesele IUsdlisd IJougilbs IJos swp luwegsleol Jogssu pdule wg s
lJogosd lJglues. luw9d |JsAdministration > Identity management > External Identity Sources > Active directory >

> Groups

c Op lu©) ;'99L§Add3|éo_)Select Groups from Active Directory.

Attributes

» System - ldentity Management + Network Resources » Device Portal Management pxGrid Services + Feed Service » Threat Centric NAC
b Identities  Groups  External ldentity Sources  Identity Source Sequences » Settings
External Identity Sources Connection Whitelisted Domains PassivelD [
il % Edit =mAdd v Delete Group  Update SID Values

<4 AD.wiaaan.com
& Loap
& oopec
] RADIUS Token
| RSA SecurlD
] SAML id Providers
] Social Login

Advanced Settings

No data available

7. ooz ulse PULEEE 22556 25 spdud wpdss glpd ouedso Jlgueysls pzesso
(pzpsele) peswd I9 luverh zpse 1Upzesele pu AD.
2o, lJpeesele lJpeuss oo Slispd pzeses AD 9l og bok.

| select Directory Groups
! This dialog is used to select groups from the Directory.

Domain| wlaaan.com

M |

Name Filter *

Retrieve Groups... 13 Groups Retrieved.

Name

wiaaan.com/Users/Cloneable Domain Controllers
wiaaan.com/Users/DnsUpdateProxy
wiaaan.com/Users/Domain Admins
wlaaan.com/Users/Domain Computers
wiaaan.com/Users/Domain Contrallers
wilaaan.com/Users/Domain Guests
wilaaan.com/Users/Domain Users
wilaaan.com/Users/Group Policy Creator Qwners
wilaaan.com/Users/HR

wlaaan.com/Users/Key Admins
wiaaan.com/Users/Marketing
wiaaan.com/Users/Protected Users

O0rRORNOOODOOODOO

wlaaan.com/Users/Read-only Domain Controllers

SID Filter] *

| Type Filter] GLOBAL

Group SID
5-1-5-21-2222429329-4108085164-3220345271-522
5-1-5-21-2222429329-4108085164-3220345271-1102
5-1-5-21-2222429329-4108085164-3220345271-512
5-1-5-21-2222429329-4108085164-3220345271-515
5-1-5-21-2222429329-4108085164-3220345271-516
5-1-5-21-2222429329-4108085164-3220345271-514
5-1-5-21-2222429329-4108085164-3220345271-513
5-1-5-21-2222429329-4108085164-3220345271-520
5-1-5-21-2222429329-4108085164-3220345271-1105
5-1-5-21-2222429329-4108085164-3220345271-526
5-1-b-21-2222429329-4108085164-3220345271-1104
5-1-5-21-2222429329-4108085164-3220345271-525
5-1-5-21-2222429329-4108085164-3220345271-521

Group Type
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL

8. wup luolWé Idpzesele IUpguss [Js ISE 9spdu pdbol. |og bsave.

Lo [



Connection Whitelisted Domains PassivelD Attributes Advanced Settings

Edt <FAdd v 3 Delete Group Update SID Values

[] Name . SD
[ wiaaan.com/Users/HR S-1-5-21-2222429329-4108085164-3220345271-1105
[] wiaaan.com/Users/Marketing §-1-5-21-2222429329-4108085164-3220345271-1104

BB Reset

9. luolws WLC |Js $lises goly yveJs ISE - oo @d |JsAdministration > Network Resources > Network
Devicesyl o & lboAdd.
odysu Jlpd: pu gdld w99, guglo IP Jbbe WLC 9w, RADIUS 1Jp e,y wso WLC 9
ISE.

"Usl' ontity Services Engine  Home  » ContaxtViibily  + Oparations

¥ Systemn b |dentity Management | - Network Resources |+ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~MNotwork Dovices  Network Dovice Groups  Metwork Device Profiles  Extomal RADIUS Servers  RADIUS Server Sequences  NAC Managers  Exiemal MDM  » Location Services
——

o
TR Network Devices List > New Network Device
Network Devices
Dofauh Dovice
" Name
Device Security Setings

el E—
[pagaress  +| *IP: [ 10.48.71.20 NIE

@ IPv6 is supported only for TACACS, At least one IPv4 must ba defined when RADIUS is salectad

* Device Profile 3k Cisco | » | &3

oo versen 7]
* Network Dovice Group
Location [Lap © | | SetTo Defauit |
IPSEC (15 IPSEC Device @ | | Set To Default |
Device Type [pacb  © | [ SetToDefaul |

« RADIUS Authentication Settings

RADIUS UDP Settings
Profocel  RADIUS
st o s
conos seto e

RADIUS DTLS Settings |



10. IJly w8 luuopled |Us ISE |Js AED 9ol gy Idoedpe Vs Idyvwds IJpedso
lJJluwdIsé (WLC) [Js 8lisped 1Ulzoé spdud wie odosu ywslywle [Jpol> 96

Sldodssuo Jpuwerpsu.

* Op vlouble pdV wgHsV wWIsLe Jugssu lJpuwespsu pu ldouwssd IJs

VLAN1477 500 pzp9e6 HR JJs VLAN1478.

loe@d |JsPolicy > Policy Elements > Results > Authorization > Authorization profilesgles 9, <999

lJpAdddlovle pdod wiuosue 2280

"l \dentity Services Engine Home  » ContextVisibity  » Operations

Policy Sets  Profiing Posture  Client Provisioning = ~ Policy Elements

Dictionaries  » Conditions  ~Resulls
—

(]
REELENTRCAiOn Standard Authorization Profiles
For Policy Export go 10 Administration > System > Backup & Restore > Policy Export Page
= Authorization
S Edit badd QyDupicate | 3 Delete
Authorization Profiles iL =
]| Name Profile
Downloadable ACLs .
[0 Blackhole_Wireless_Access i Cisco &
+ Profiling [0 cisco_IP_Phones &k Cisco &
+ Posture [0 Cisco_Temporal_Onboard &k Cisco @
[0 Cisco_Webauth % Clsco &
+ Client Provisioning ) NSP_Onboard w4 Cisc 5
[ Non_Cisco_IP_Phones % Cisco &
[ DenyAccess
[0 Pemmitaccess

| Description
Default profile used to blacklist wireless dey
Default profile used for Cisco Phones.
Onboard the device with Cisco temporal ag
Default Profile used to redirect users to the
Onboard the device with Native Supplicant
Default Profile used for Non Cisco Phones.

Default Profile with access type as Access-
Default Profile with access type as Access-

* 1Jpd 0dosu dB wes IJegasd wluwesle pedsele yiods VLAN JJezeses

lJpguss: souoe IJpoldMaketingleshle wdysy |Upepeses.



Dictionaries ¢ Condiions  ~ Resulis
—

]
A - Authorization Profiles > New Authorization Profile
» Authentication o "
Authorization Profile
+ Authorization *Name | Marketing
Aok Eiciies Description | Marketing
Downloadable ACLs " Aecess Type | ACCESS ACCEPT v
kiProfiling Network Device Profile |2 Cisco| » | &
» Posture Service Template
+ Client Provisiening MG Movame
Passive laentity Tracking
* Commeon Tasks
DACL Name
ACL (Filter-1D}
Security Group
4 VLAN TaglD 1 Edit Tag | ID/Name | 1477]
+ Advanced Attributes Settings
Select an item | =]
~ Attributes Details
Access Type = ACCESS_ACCEPT
Tunnel-Private-Group-ID = 1:1477
Tunnel-Type = 1:13
Tunnel-Medium-Type = 1:6

sz lole odasu peled Jpzesele IUIs ssze odasu uwple edles VLAN
lJpslode.

w8 wdIsu WISVl IJugasd: spdud wedss uwsluvle 1deuol> §o
Jdpuwcrpsu Idlunddsse. spdo IdBsle w3dd el po 2l cdssucusomerp9gs
IJoog Iy wessdolbetait. B o3l IJpold: wp wessd pzeses IJuog IJIB e, oss.
loe@d lJsPolicy > Policy Sets> Default. [ 9ol osldotixduge 1Jpuol> 96 Suvegsp
ISEAI_User ID_Storesc Js 1€ pu ioo SEpd zus pg lJlesble lJIe,luoso lJeldsé
bl Jiu AD o 2 pu Blispéd puod) 1J09s6 JAII_User ID_Stores: S_wogsp 03l 1peld
Blers 19, cpasswic tadeess IJozdp IUpe pdsé 1Jpe 0s6 9suwegspe AD Jp o,
9es> Jdpuobds.



PoicySets | Profing  Posue  Cienriviosig  » Poliey Elsmens

ook b 5 mblow s iy vt D o Bt i
Polloy Sets = Defauit oD
Status  Policy Sat Name Deerigiion Conditions Alicrorad Proiocols | Server Sequencs Hita.
@ Setat Ot picy set Detat Neteors Acress -
W Aumacscation Polcy (8)
+ Stats  Ruls Name Cenditions Use His  Actions
] veioes —r—
@ wo oR @
[ rsess B 3 Opioea
= LA AD wiagan com
s @ mem AND | DEVIGE Drvin Tyss BGUALS AN Davien TypestWAc b o
¥ Opsios.
i ENSE Locsion ECUALS ATLocsions®iAB
FI A3 Lses JO_pioren
@ oex OR <«
B vvwenn mzix » Opsora
[rpry—
@ owen P
¥ Optiors
¥ wuarzaion Py - Lucal Exceptons
¥ Aumorzaion Pokcy - Global Exceptions.
¥ Aumonzanon Poscy (12)

See edsd IUIu logile pusluwle ogasd Jdpuwogsrpso U380 $89L90 wogSSU

pJVle gy wiasd gluoo luwoubl |Us 840986 1Upgpesgs. luwdd lJsAutharization

policylJ 9w 990 vluunle yusluwle pu ia.J oSy ol ldpobde.

PoicySen | Pl Posw  ClertProwsosng s Poicy Demssts

i ek 0 0w e3P 30 vty b 0 i B g

Palicy Sats + Detault

Stats  Pocy Sat Hame Dacription Condiiens Alowna Protoesis | Sarver Sequecs His
[ Bt oskey aet Dottt heces % 7 [0
¥ Authentication Pusey [4)
¥ Aumenzution Posicy - Local Exceptons
¥ Autherization Py - Global Exceptions
 Authorzation Paliey (14)
Rusuts
Suls  Aule Hame Consitors Profies Security Groves His  Actions
[ wrsiess scceas .
4D e Mareiy AND Moty + - * o
k [r— |
Br @ wesrn = + - o

odosu WLC Usgp puolb 96 dot1x goelyy AAA J SSID 'office_hq'

1. ©dosu ISE Jglsp puolsds RADIUS gJs WLC. loedd JJsSecrity > AAA > RADIUS >

Authentication 9 _w o $§3|aoé puwuede lJysy 999, ew9ly ISE IP 9ldpgdspele 1wy s6

lJp v, d6.



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > New
v AAA Server Index (Priority) 23
General
« RADIUS Server IP Address(Ipvd/IpvE) I 10.48.39.128 I
Authentication
Accounting Shared Secret Format ASCII |
Auth Cached Users SharedSecret @ | [eeses
Fallback
DNS Confirm Shared Secret senes
Downloaded AVFP
» TACACS + Apply Cisco ISE Default settings
LDAP Apply Cisco ACA Default settings
Local Net Users

MAC Filtering Key Wrap 0 (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
= Disabled Clients

User Login Policies Port Number 1812
AP Policies Server Slatus “Enabled #|
Password Policies -
Support for CoA Enabled #|
} Local EAP pad J
Server Timeout 5 seconds
Advanced EAP
S Network User Enable
¥ Priority Order
Management Enable
b Certificate 4
Management Retransmit Timeout 5  seconds
» Access Control Lists ~
N Tunnel Proxy Enable
~ Wireless Protection B
Policies PAC Provisioning Enable
} Web Auth IPSec ~| Enable
b TrustSec Cisco ACA _| Enable
Local Policies
F Umbrella
b Advanced

2. §p wwIJ9syu SSIDdffice haopw IJOuw e 1Jp9z9sWLANSEJS suuo) Idwpdpe WS Iy do
lJpedsé IUJluwdIdss (WLC): s 99, 03l Idpeld wodssy SSIDwWPAZAES+dotixw o zlg; AAA.
Sop lgosh 1UslzesbummyJJ e Js 1 epdss IUJlundIsé (WLAN) ol Jive sope
SeLoSue Uivwds VLAN IJ el uwd sy RADIUS sJs lsé 2ld. szw louile 030 1Uglzos
lJ90pes6 £ds guuo) Idozdp WOs Idyveds Idpedss IUJlgudIdss (WLC) gleblisol gogly
IP.sdJdu Jl sgw io SY9u guslu IP Loldel sdl spdu louile gbods VLAN IJos swpe
uogol Bsol B p2ad 1Ugods zus I3l Jp sop wessu Uveds VLAN: BOJu sopdy
IUgpsd pu Isol [ds Is pdle.

LA

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
WLANs WLANs
w WLANs Current Filber: None [Change Filter] [Clear Filter] I e :| B I
WLANS

» Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN test test Enabled [WPAZ][Auth(802.1X)] [ -]
2 WLAN ArdroidaP AndroidaP Enabled [(WPAZ][Auth{PSK)] [~}
253 WLAN BTER-BTwifi-public BTwifi-public Enabled (WPaZ][Auth{PSK)] a

MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS MELP  FEEDBACK

WLANs WLANs > Now < Back. E

Tyee LA L

W 1
sl Sraia Nama oo s
S50 e |
—
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WLANSs > Edit ‘office_hq'

~ General | Security | QoS | Policy-Mapping | Advanced |

Profile Name office_hg

Type WLAN

SSID office_h )
Status I Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy [an 3
Interface/Interface Group[GI dummy v I
Multicast Vlan Feature ™1 Enatled

Broadcast SSID Enabled

NAS-ID |none

WLANSs > Edit "office_hq'

General | Security = QoS | Policy-Mapping | Advanced |

Layer 2 r Layer 3 T mﬂwm]

Layer 2 Security £ || WPA+WPA2 .
MAC Filtering2 [

Fast Transition

Fast Transition | Adaptive §|
Ower the DS
Reassociation Timeout 20 Seconds

Protected Management Frame

PMF | Disabled %
WPA+WPA2 Parameters

WPA Policy 3|
WPA2 Policy
WPA2 Encryption @AES TKIP  [CCMP256 [ IGCMP128 [ /GCMP256

Authentication Key M + 18

802.1X Enable I
CCKM Enable




WLANSs WLANSs > Edit ‘'office_hq"

v WLANs | General | Security | QoS | Policy-Mapping | Advanced |
WLANSs

» Advanced [ Layer 2 | Layer 3 | AAA Servers |

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface | |Enabled

Apply Cisco ISE Default Settings ~|Enabled
Authentication Servers Accounting Servers EAP Parameters
nabled |2 Enabled Enable

Server IP:10.48.35.128, Port: 1812 & I IP:10.48.39.128, Port:1813 § |

Server 2 | None H i Naone ¥

Server 3 | None +|| None

Server 4 Mone ¥/ None

Server 5 | None ¥ /| None

Server 6 | None +|| None ¥

Authorization ACA Server Accounting ACA Server
| Enabled | Enabled
Server None ¥ None ¥

WLANS > Edit ‘office_hq'

| General | Security | QoS | Policy-Mapping | Advanced
I Allow AAA Override Enabled I DHCP
Coverage Hole Detection Enabied DHCP Server Override
Enable Session Timeout v 1800
Session Timeout (secs) DHCP Addr. Assignment Required
i LJEnabled -

AlronetIE GEnabie Management Frame Protection (MFP)
Diagnostic Channel 18 Enabled
Override Interface ACL IPvd | None 3 IPv6 | None 5 MFP Client Protection £ Optional 3
Layer2 Acl MNone % DTIM Period {in beacon intervals)
URL ACL Nene * ;

802.11a/n (1 - 255 1
P2P Blocking Action Disabled ¥ &/ )

802.11bfg/n (1 - 255) 1
Client Exclusion 2 @Enables 180

Timeout Value (secs) NAC
; 8 —
Maximum Allowed Clients £ o NAC State | None T
3 1 i1

Static IP Tunneling == (i Load Balancing and Band Select
Wi-Fi Direct Clients Policy Disabled -

Client Load Balancing

. . B .
Maximum Allowed Clients Per AP Radio 200 Client Band Select

Clear HotSpot Configuration Enabled . .
Passive Client

Client user idle timeout({15-100000)
Passive Client

3. lue suwés lsool gdie o erds eds IUWLC J puveg pd VLANS. [oedd |JsController >
Interfaces 915,06 9lzoo lJpwwgspe. I WLC suvelbsg W@l pose VLAN suvede o)y AAA |G
Sodds 09 Yho 2yIds Vs I VLAN.



CISCo

MONITOR WLANs CONTROLLER WIRELESS

SECURITY MANAGEMENT

COMMANDS

HELP

FEEDBACK

Controller

General

Icons

Inventory
Interfaces
Interface Groups

Multicast

L 4

Network Routes

-

Fabric Configuration

-

Redundancy

-

Mobility Management
Ports
b NTP
» CDP

-

PMIPvGE

-

Tunneling

-

IPv6

» mDNS

-

Advanced

Lawful Interception

General Information

Interface Name vianl477

MAC Address 00:a3:8e:e3:5a:1a

Configuration

Guest Lan
Quarantine
Quarantine Vlan Id 0

NAS-ID none

Physical Information

Port Number 1
Backup Port o]
Active Port 1

Enable Dynamic AP Management

Interface Address

VLAN Identifier 1477

IP Address 192.168.77.5
Netmask 255.255.255.0
Gateway 192.168.77.1
IPvE Address

Prefix Length 128

IPvE Gateway

Link Local IPvE Address

DHCP Information

feB0::2a3:Beff:fee3:5ala/64

Primary DHCP Server 192.168.77.1
Secondary DHCP Server
DHCP Proxy Mode Global »

lJozdd pu lduors

lwegse Ipbldos IUluadss Juble IJeysgsd Windows 10 9 AnyConnect NAM Jlzo ol

IJleoldle.

wol lud ouuegsp puol>§6 EAP-PEAP gy ISE suwegse Uiolss 09986 slus! (SSC). szw o
w98 eds i) yvols Iy websd IJozdd pu Idubols. Bs wsiss Iduindle: szw edsd
luwegsle Juol>s e9886 9998 wol Vs ISE 9 0010 2uesd Iz0s8 Ipuwetse Iduolss eds

IJuiolsé 123, Idpuluwws Idpewns Lopw Blisps CA1Jess9d wol.

l2eoly Idleoold woble IJe ugsd Windows 10 sl ebldo 1JioJs:

1. 19w gNetwork & Internet settings > Wi-Fi > Manage known networks9 9 0 wluuisle pJw wg)sW9 L do o8>

wlduoglb gJsAdd new networkl )t 9p wwgwisé Idpedsple [Jplbdus.



Settings
& Wi-Fi

Manage known networks

Add a new network

Network name

office_hq |

Preference All Security type
| WPA2-Enterprise AES v |

EAP method

| Protected EAP (PEAP) v ‘

Authentication method

| Secured password (EAP-MSCHAP v2) ~ |

Connect automatically
] Connect even if this network is not broadcasting

Save Cancel

2. 0288 pu uwed 1Jpuolb 86 g0 5¢9J ISE 9ulds oo weass pdud IJog, s 1oz se
Jdeuwese.

O Rsbesn 0 Resetfapest Couets 3 Expent T Tree= O«
Tima St Detals  Rapeal.. lsensty Ercipoint ID Encpoint ... Authenticat . Authorizaiion Policy Authorizati, 1P Aderess Motwork Davics  Dervice Pert Wity Groug Poatsra 5L Server

® Bot ®
Fit 15, 2009 02 14.63.300 PAA o & 3 Bet FABC 80621488 e Defsutas .. Dot > Weskda_HR L -,
Fo T8, 2019 02 0956 389 Pl -] & Bos FABCHIAZ 1488 rnows Defautaa W, Duut > Wosiess_HR W waCE agwn mancr 4a

3. 02l pu bEld IUgpsd eds guue Idopde Bs IJuveds Idpedss IUJlgwddss (WLC)
9olds pu wesswo Juveds VLAN IUspus 9p0 lue Ws zlds IJobgsd.

Baye Configuration  Fing  Logout  Belresh

MOMITOR  WLANs COWTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS WELP  FEEDBACK  Home

Monitor Clients Entries 1 -0l 1

Swmmary Cwrrant Filter  Nene (Ehaoee Fiter] |Cear Fikier)
b Access Points
b Ciseo CleanAir
Cllant MAC Addr

LRSS R AL

b Statistics AP Mama WLAN Profila WLAK SEID ardam Protocal Statu i, Port Siotld  Tusnel  Faatiane
. AP EDIE B offioe hg e he BOLL1a5 GHI)  Assocaned T L] o
¥ Rogues

Clients

Sheeping Clients
Multicast
¥ Applications

4. po 9lzos yub, i_9||oJ (CLI) guuoy Idopdpe Vs Idubeds Idpzdss IJJluvdIdse (WLC).
Spedu lJoz8l pu gldé 1Jgpsd oluuwegslpshow dient dertals

show client detail f4:8c:50:62:14:6b
Client MAC Address......uiiiiiiiiiniennnnnnnnnnnn f4:8c:50:62:14:6b



Client Username ........ouieirennennenneennennnnns Bob

Client Webauth Username .........ovevrunnrnrnnnns N/A

HosStname: ... ...ttt ittt taa e e sean s

Device Type: ittt et ettt Intel-Device

AP MAC Address.....uuiiiieiniiennn i eennnnnennnnnnn 70:69:5a:51:4e:c0
AP Name. ... .ttt ittt ittt ettt et e e aa s AP4C77.6D9E.6162
AP radio slot Id.......cciiiiiiiiniinii i ennnnnnn 1

Client State.....viiin ittt it tann e eannnnn Associated

User Authenticated by ........... ... RADIUS Server
Client User GroUp. ... veeeenniinnnnenennnneennnns Bob

Client NAC OOB State.....uouuirrmnnnnrrnnnnennnnns Access

Wireless LAN Id........oiiiiiiiiiinnniinnnnennns 3

Wireless LAN Network Name (SSID)......cvvivvnnrn. office_hqg
Wireless LAN Profile Name............ccvvivivnann. office_hqg
Hotspot (802.10U) ... ciinsi i i iiaee s eeannnnnnns Not Supported
Connected FOr ....iiiiii ittt e st eana s 242 secs

BSSID .« it 70:69:5a:51:4e:cd
Channel . ... it i i ittt e st e ananns 36

TP AdAresSsS. ittt i e e e e e, 192.168.78.36
Gateway AdAress.......coiiiiiiinnneinnnnnennnnnnn 192.168.78.1
NETMASK . ittt ettt e, 255.255.255.0
Policy Manager State........cuiiiiiiniinnnnnnnn. RUN

EAP TP, ittt ittt ettt i e, PEAP

I oY =Y ol vlanl1478

VLAN. Lo i i ittt ittt ettt e e e e e 1478

Quarantine VLAN. . ..ottt ittt ittt ettt ananannnss 0

Access VLAN. ... it it et et e 1478

ltovl) IJleuold w Windows 10 9 AnyConnect NAM:

1. i'acu SSID oy §lises SSID IJpewlzs 9098 puol> 96 EAP IJglo (Ws o3l Idpeeld PEAP)
Iup9de Idpuolb9é IUslgJss.



VP
Use & browser to gain access.

Web Authentication Required

Network:
Connected (10.103. 150.57)

| internet

Cisco AnyConnect
Enter information for the connection.
WiFi
Hidden Metwork

Descriptive Mame: | office_hg
! Scam:

SSID: I office_hg lcan not required on current Wi-Fi.

Security: WPA2 Enterprise AES

802. 1% Configuration

d
I passwor g Security:

not currently protected by Umbrella.

missing.

Cisce AnyConnect | office_hg

Flease enter your username and password for the
network: office_hg Connect

Network:
Authenticating

| office_hq & il v| =

Web Security:
Mo License Key.

System Scan:
Limited or no connectivity.

3. 90,1 Jio ISE 890 whuwld SSC 1Ues 1Jg psd: Beszo eJsd sk 1Ueds b 1Juvolss
$298! (Vs wsss IUluolz s9u28 wudd vovwse Idyiolss 1Jesesd wol s ISE).



Cisco AnyConnect *

Sy v
The server certificate for the network 'office_hg' has Verify your network connection.
failed validation. Do you want to trustit?

|

Mo Metwork Connectivity

Certificate Name: rmanchur-ise.wlaaan.com@

Issued To: rmanchur-se.wlaaan.com

Issued By: rmanchur-ise.wlagan.com 1 Betworlc
Authenticat
Expiration Date: 2020-02-13 15:03:40 UTC DTSl

| office_hqg

A Web Security:
Mo License Key.

Do Mot Trust

4. 5288 o wwedle 1Jpuolb 86 Js ISE 9olds po woa$ pJd wessd IJugasd Idusoese
Jdpuvcp.

G Rotoah  Q RosetRsestCons & ExponiTov Trewr @G-
Tira St Detsls  Repest..  loensty Enspesnt 103 Erdpoiet P, Auheeticst . Auorizstion Peley Bathorizati.. 1P Adsress Bitwork Davics  Darwice Port Isaety Greup Pestora 52, Server Mg
Pt 16, 207002 8127 183 P Y et Dt a1 Uiy Makeeg ALISATT R Frearen an

2 o . tnss e 2T
Feb 8 serpee 1 2e 7 8 o * R + wosm e - o

5. 02d8 pu beld Idepsd eds euues Idezde ;_'9‘% IJuvods |Jpedss IJJlgudIdss (WLC)
golds pu wesswo Juvwds VLAN IUspus 9p0 luo Ws 2lds 1o bgsd.

Clients Entries 1 -

Current Filter  Mane [Chuoge Fiter] (Sicar Fitter]
Client MAC Addr 1P Address(Ipvd/Ipve) AP Name WLAN Prafile WLAN SSID User Name Protocal Status m Part  Slet 1d Tunnel
B S0IE2:14.60 192.168.77.32 APACTT GDOE.E162 office_hg office_hy Alice B02.118e(S GHr) Assocated L

6. pu 9lz0d Lubo, I9le, (CLI) guues IJezdp Vs 1ubwds IUpzdss IJJluvddss (WLC).
SpIu Idozdl pu gldé 1Jgpsd wluwegsleshow dient dertals

Client MAC Address. . ....cuviiiiiniinieninnnennennn f4:8c:50:62:14:6b

Client Username ........cuouuiiiimnnnnnennnnennnnnn Alice

Client Webauth Username .........cciiiiiinnnnnnnn N/A
Hosthame: .. ... ..ttt ittt ta s anenannnnan

Device TyPe: ittt ittt it e Intel-Device

AP MAC AddressS. .. .vviii ittt it tentnansanennns 70:69:5a:51:4e:c0
Y e V1T AP4C77 .6D9E. 6162



AP radio sTot Id......cuviiriiriin it i innnnnns 1

Client State.....uiiiiii it ittt ettt e e e e e e eenn Associated
User Authenticated by ........... ... RADIUS Server
Client User GroUp. ... veeeenniinnnnenennnneennnns Alice

Client NAC OOB State.......vvvrirnrnnnnnnnnnnnnns Access
Wireless LAN Id......iiiiii e 3

Wireless LAN Network Name (SSID)......ovvivvnnrn. office_hqg
Wireless LAN Profile Name............ccvvivivnann. office_hqg
Hotspot (802.10U) ... ciinsi i i iiaee s eeannnnnnns Not Supported
Connected For ... ..t e e e e e e e e et 765 secs
BSSID . st e 70:69:5a:51:4e:cd
Channel . ..o e e e e 36

IP AdAress. . .vue it ettt ae e e nannnennns 192.168.77.32
Gateway AdAress.......coiiiiiiinnneinnnnnennnnnnn 192.168.77.1
= 1= 255.255.255.0
Policy Manager State........cuiiiiiinininnnnnnnn. RUN

PoTicy Type. . it it i e it s WPA2
Authentication Key Management.............ccuuu... 802.1x
Encryption Cipher.........ciiiiiii i, CCMP-128 (AES)
Protected Management Frame .............ccuuuvunn. No

Management Frame Protection................ccuu.. No

EAP TYP. ittt it ettt e enee e PEAP
Interface. . vuini i ittt et e e vlanl477

L 1477

lpwod ol IJIgble 9l odlzol
1. luwwgpdo in ordertest aaaradius username
password

wlan-id

to [Zowyw I RADIUS w9 Losd wsu WLC 9 ISEtest asashow radiusin order to g, 00 [Juwlisg.

test aaa radius username Alice password <removed> wlan-id 2

Radius Test Request

L 1F= 2 e 1 2

ApGroup Name. .. ... ..ottt e none
Attributes Values

User-Name Alice

Called-Station-Id 00-00-00-00-00-00:AndroidAP
Calling-Station-Id 00-11-22-33-44-55

Nas-Port 0x00000001 (1)



Nas-Ip-Address 10.48.71.20

NAS-Identifier Ox6e6f (28271)

Airespace / WLAN-Identifier 0x00000002 (2)

User-Password cisco!123

Service-Type 0x00000008 (8)

Framed-MTU 0x00000514 (1300)
Nas-Port-Type 0x00000013 (19)

Cisco / Audit-Session-Id 1447300a0000003041d5665c
Acct-Session-Id 5c66d541/00:11:22:33:44:55/743

test radius auth request successfully sent. Execute 'test aaa show radius' for response
(Cisco Controller) >test aaa show radius
Radius Test Request

ApGroup Name. .. .o v ii it i it e e s e s eannnnens none
Radius Test Response

Radius Server Retry Status

10.48.39.128 1 Success

Authentication Response:
Result Code: Success

Attributes Values

User-Name Alice

State ReauthSession:1447300a0000003041d5665c

Class CACS:1447300a0000003041d5665c: rmanchur-ise/339603379/59
Tunnel-Type 0x0000000d (13)

Tunnel-Medium-Type 0x00000006 (6)

Tunnel-Group-Id 0x000005c5 (1477)

(Cisco Controller) >

Auwogpdo IJ debug dlient

=in order to v ,sw JluuxJngg Je9U fo_9u0_9.:Jg§5 luool).

v pdebug aaaall enablel Jl oy Jlwedld I@ble I ol 96 9lde99s o gluedizel eds
couoy Idopdpe Vs IJgveds Idpedss IJJlgudIdss (WLC).



odlzbé: luegsp 03l 1l B Gl pgdebug mac addrJoesss IJIE)lz luwoubl [Js gwslu
MAC IJss swp wuozse IJigble Jo.

4. Lhee lJs wedlo ISE Idpoliys swedle IJeduvle Jogsrss puvldd 2ldle W uvd
lJpuol> 86 9punlJd louoldle AD.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



