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Active Directory Installation Wizard

D atabase and Log Folders
Speciy the folders: to contain the Active Directory databaze and log files

For best perbormance and recoverability, stare the database and the log on separate
hard disks.

Where do pou weant to stare the Active Directony databaze?

Datsbaze folder

LN NDOWSAHT DS Browze... |

Wikere do pau want b store the Active Directary log7?

Laog folder;
I NDD W SYHT DS Browse... |

< Back Mext s Cancel I
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Active Directory Installation Wizard x|

Shared Syztem Yolume /
Specity the folder ta be shared as the system volume.

The SY'SYOL folder stares the server's copy of the domain's public files. The contents
of the SYSWOL Falder are replicated ta all domain controllers in the domain.

The SY'SYOL folder nust be located aonan MTFS valume.
Enter & location for the 55SW0L falder.

Eolder lacation:
Sl HOD WS 555 OL E_ﬂ:l'."'.' IE...

¢ Back P et Cancel I
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Active Directory Installation Wizard x|

Permizsions ¢
Select default permizsions for Weer and group objects,

Some server programs, such as Windows MT Hemote Access Serace, read information
stored on domain controllers.

" Permizzions campatible with pre wWindaws 2000 server aperating syshems

Select thiz aptior F you run serser program: on pre-Woindows: 2000 zerver aperativg
swstems or on \Windows 2000 or YWindaws Server 2003 operating systems that ars
members of pre-windows 2000 domains.

& Snormrous users can pead information an thiz domair.

O EF"errnlssmr'.s -:-:urnpatlhle oy itk windaws 2000 ot Wirndaws S erver EEIEIH
‘operating systems

Select thiz option f you run server programs |:|r‘||_l,J an Wlﬂduws EEIEIEI ar Wlﬂduws
=erver 2003 operating systems that are memberz of Active Directory domaing. O aly
autherticated users can read information o thig domain.

¢ Back Ment » Cancel I
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Active Directory Installation Wizard |

Summary /
Feview and confirm the options wou selected.

Tou choze ko
The new domain name iz example.com. Thiz iz alzo the name of the new forest. .-.|

The HetBlO5S name of the domamn = Ex<aMPLE

Databaze folder CRAANDONASWHT DS
Log hle folder, C:MwANDOWSAMTDE
SY5SWOL folder: C:\wWAMD OWSASY"SW0 L

The DMS service will be instaled and conhigured on thiz computer. This compter
will be corfigured tause this DNS zerver as its prefered DNS zerver.

The password of the new domain admimstrator will be the zame a3 the password of
the admiriztrator of this computer. El

To change an option, click Back. Ta beqin the aperation, click Mext,

< Back Memt > Cancel I
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New Scope Wizard

S cope Hame
You have to provide an identifiyng escope name. v ou al:o have the option of
providing & descnphion,

Type aname and descriphon for thiz zcope. This infomnation helps you quickly idantify
how the scope i to be used on your network.

Mame: I':'HPNE*

Description: I

<Back [ Hewts |  Corcel |

IP— ulsie &lgiStart IP— 172.16.100.1 ulsic:ololeall 04 dusi 089 JWI G99 Lail .7
- e all dSuill £ld24 — Jolll172.16.100.254
255.255.255.0



New Scope Wizard

IP Address Hange

Y ou define the 2cope addrezs range by identifying a 2at of conzecutive [P ﬁ}j
addiezses.

Enter the range of addiesses that the scope distnbutes.

Start IP addiess: | 172, 16 100, 1

EndIP addrezz: | 172 . 16 100 . 254

A zubnet mazk defines how many bitz of an IF addrezs ta uze far the nebworl f2ubret
[0z and how mane itz to uee for the host 10, You can zpecib the subhet mazk by
length or az an IF address.

24 _|:;|

Subhet mazk: 2hh 255 255 0

Length:

£ Back I Meut = I Canecel I

095s ol wlsic wledl J 172.16.100.100 9 wlgic wlx J 172.16.100.1 Jssis U5 1y cuilailo .8
piy pJ .172.16.100.100 _JI 172.16.100.1 0 QU ,_,.9 olsigll 13® j=x, . JUI 999 sl 05 . Caiiiaw |
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Mewr Scope Wizard

Add Exclusions

E 2clugions are addrezzes or a range of addieszes that are not distributed by the ﬁu
FEvEL,

Tupe the [P address range that pou want b elclude. |F pou wank ko asclude 3 single
address, type an addiess in Start [P addiess only.

Start IP address: EndIP addiess:
172 .16 100 . 1 172 . 1k .'||:||:|.'l|:l[1 Add

Excluded address range:

Hemaowe

< Back I Mext = I Cancel

AW 898 L5l Lzl 620 dxo 9 .9
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New Scope Wizard

Conhgure DHCP Dphons
Vou have to conhigune the most common DHCP ophion: betare clients can uze the
SCOPE.

When chents obtain an address, they are grven DHCP ophions such as the IP
addresses of routers [default gateways). DMS servers, and WINS settings for that

SCOpE.

The settings you select here are For thes scope and ovemde settings conhigured in the
Server Ophons folder bor this server.

Do way woamnt bo configure the DHCP options for s scope now?
(+ Nes. | want to configure these oplions nowt
™ Mao. | will configure these options later

< Bock Nest > Cancel |
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Mew Scope Wizard I

Router [Delault Gateway] o
Yol can specify the roukers, ar default gatewaps, to be distributed by thiz scope.

To add an IP address for a router used by clents, enter the address below,

IE addnes::
. Add
1721671001 Hemnove
Up
[ty

< Back I MNest = Cancel |

ST o))l Jxall Ja> 9 wirelesdemo.local isl .DNS pslg39 Jlxall puwl dxéo 9 .12
S99 ailg aSlo] 999 sl pi (P ulgie Ja> 9 172.16.100.26
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Mew Scope Wizard

Domain Hame and DMS Servers
The Domain Mame Spztem (DM 3] mapz and tranzlates domain names ugzed by

cliemts am yaur metwork.

T'ou can zpecify the parent domain pou want the client computers on pour netwoark o use for
DMNS name rezolution,

Farert domair:  [wirelessdemo local

To confiqurs 2cope clisnts to uze DS 2ereer: on vour hetwork, enter the P addresses far thosze

SEIVENS.
Serser nare: IF addr=zs::
| . _ . fidd
Besolve I 17218100 26 B emove
Ug
(o
¢ Back | Mest = Lancel
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New Scope Wizard 1

Activate Scope
Clients cam obtain address leazes onlp if 2 scope ie actvabed.

Do pow want to activate this scope now?

(™ Ng, | will activate this scope later

< Back Neat > Cancel |
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Yindows Components Wizard

Window: Components
Y'ou can add or remowve components of Windos.

To add or remove a component, chck the checkbos A shaded bos means that onls
park of the component will be installed. To see what's included in a component, click
Diztailz.

LComponents;
W %ﬂcceﬁmi-ﬁ and Utilities 19ME >

1T @A F am Sarvices 7 9 MR .:I

Dezchption:  Inztalls a certification authonky [CA] ko izzue certificates for uze with
public key secunty programs.

Tatal disk space required: 2.4 MB Beral |
Space avalable on disk; 124E.9 MEB -

£ Baclk I Mewt » LCancel I Help |

a2y 5519 dumwdall sind| Gaaall g0l i3l (Srasll el goi inio LS .3
RU 15



Windows Components Wizard

CA Type
Select the type of CA, you want bo ek up.

{* Enterpnise root Ck

™ Entegprize subordinate CA
(™ Stand-slone raot CA

" Stand-alone subordinate CA

Dezcnphon of Cé bppe
The most busted CA in an enterprize. S hould be installed before any other CA.

[T Usze custom seting: to genesate the key pair and CA certific ate

< Back Cancel Help

JBs] diSoy 138 CA g0l plall sVl 8 wirelessdemoca wis| (CA oy, logles dxan 9 .4
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Windows Components Wizard

Certificate D atabase Settings
Enter locations for the ceificate database, database log, and configuration

imformation.

Certificate database:

C:SNWINDOD WS hepstem 22V etlog Browse...
Certificate database log:

C:AWINDODW Shepstem 32 etlog Browse...

Shared folder

¢ Back Mest > Cancel | Help |
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wirelessdemoc a Properties 3

Laeneral | Folicy hodule I Exit M odule | E xtenzions I storage
Certificate Managers Beztnctiah: I Auditing | Fecoverpdqent:  Securty

Group or uger names:

Adminiztratore [W1RELE SSDEM O Administrators)
ﬁ Suthenticated Users
ﬁ Diormain Admin: PWIRELESS DEMOMND amain Adminz]
ﬁ Enterprize Admin: [AIRELESS DEMOMEnterprize Adrinz)

Add . I Femove I

Permmzzions for Sdrmiristators Ll D e
Fead ] M|
lzzue and Manage Certiticate: ]
Manage LA ]
Request Cerhihicates |

Ok ll Carcel l SEply l
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._)3_9.,\4.05.“
Mew Object - Computer

E Createin wirelessdemo, local/ Users
(o=

Computer name;
IEIienH

Computer name [pre-s/indows 2000)
CLIEMT

The following uzer or growp can o this computer bo a domain.

Ll=zer ar group:

ID efault; D'oman A dmins Change...

[T Assign this computer account as a pre*windows 2000 computer

[ Assigr thiz computer account 52 3 backup dorain controller

£ Back I et 2 I Cancel
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WirelessUser _iSl9 «J9VI pwVl Ja> 9 WirelessUser i1 « passiauo - v 55 jloxdl gijo (9 .2
S99 Laily paiuall o3> Jorus pwl Ja> 9

.l
Mewr Object - User

g Create in:  wirelezsderno. local/U zers

First name: wirelessllser Initials: I

Last name:;

Full narme: Wwirelessllzer

Uzer logon name:
IWIFEIESEU EEIi | evarelessdemo.local j

Uszer logon name [pre-vindoves 2000];
IWIHELEESDEMDH IWireIEﬁUEE:r

< Back I Mest = I Cancel
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Mew Object - User

E Createin.  wirelezsdemo. local/ll zers

Pazzword: TTYY

Confirm password: sseesl

™ User must change password at rext lagon

[~ User cannot change passwaord
[~ Password never expires

™ Account iz disabled

¢ Back I Mest = I Cancel
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Mew Dbject - Group

@ Createin: wirelessdemo.localUsers

GO Mamne!

Wireless User s

Group name (pre-Yindows Z000):

Wirelesssers

—GFOUp SCOpeE —Group type
" Domain local + Securiby
i* clobal i~ Distribution
" Uniwersal

ik I Cancel
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lzsuance Reguirements I auperseded T emplates | E =tensions i S ECLTY
General | Fequest Handling | Subject Mame

T emplate dizplay name:

|C]

bMinimum Supported Chs  ‘windows Server 2003, Enterprize Edition

&fter wou apply changes to this tab, you can no longer change the template
Fane.

T emplate name:
AC5

Walidity period; Benewal penod;

I 2 I_peam i E IWEEkS it

[~ Publich certificate in Active Directary

5 Do not autom atically reetnsllif a duplicate certiicate: esisis imAchve
[rectan

QK l Cancel L,pply

.acs
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ACS Propetties K1 E3

lsswance Hequirsments I auperseded Templates i Extensions I SEG Uy
General Request Handling | S ubject M ame

Purpose: I Signature and enciyption
[T Archive subject's enciyphion private key

b nclude zymmetnc algorthms allowed b the subject

[T Belete revoked or expired certificates [do not archive]

Mlitiirnunn key size:; |‘IIII24 x|
v Allow private key ta be exported

Do the Folloaing when the subject iz epmollad and when the private ke
azzociated with thiz certificate = used:

(= Enroll subject sithout requinng &ty user mput

e Frompt the user dunmg enroliment

FrannEt e uzer during enrelirment and require Leerivputwber the
milvate ke s Lsed

To chooze which cryptographic zervice provders 5P l
[C5F%] should be used. click C5Fs. T

ok || o | farly
ol

el pd .Microsoft v1.0 _uwlwVl jaiwl 1890 (axég aJll CSP x> pasiws ol vy ollb i3l .5
999 Ll o By a5 5,31 CSPs sl ayaxs




lzzuance Hequirements I Superzeded Templates | Extenzions | Securiky

General Request Handling | Subject Name

CsP selection

Chooze which cryptographic service providers [C5Ps] can be uzed in
requests:

(" RBequests can use any CSP available onthe subject's computer

[ 1Gempluz GemSaFE Card C5F w1.0 ’
[ JInfineon SICEYPT Base Smart Card C5P

| Microsoft Baze Crepkographic Prowvider 1.1

[ |Microsoft Baze 155 and Diffie-Hellman Crgptographic Frovider

[ IMicrosoft DH 5Channel Crpptographic Frovwider

[ |Microsoft Enbanced Croptographic Frovider 1.0

[ |Microsoft Enhanced 055 and Diffie-Hellman Cryptographic Froe

[ |Microsoft Enhanced A5A and AES Cryptographic Provider

[ TMirrnsnft BS& ST Ranne Cunkooranbie: Poogider ;I

] I Cancel I

OF. | LCancel | Eapl

HSlgo
899 Liily wllall 9 95l 4S9 goivsall pwl cuoudll dode | Jail .6



ACS Properties | 2]

lzzuance Beguirements | Superseded Templates I Extensions | Security |
[ eneral I Request Handling Zubject Name

Select thiz ophion to allow & wanety of zubject name formatz or i pou do
niot hiave access to the domaik of which the subject iz 3 member.
Autoenrolmernt i not allowed if vou choose this option.

" Build from this Active Direckan information

S elect thiz option to enforce consistency among subject names and to
simplify cetificate adminiztration.

Subech name farmat:

! P ore -

[T Include el hame in subject nanme

Inclade this information in alkkernate subject name;
I E-mal fame

I CHE riame

I Ueerprnicipal mame [UEN]

I Sewice principal name [SEH]

Ok, Cancel ! Apply

3dlso
esmms” o Jomadll U3 2,25 (o 25Ti9 Jbrall (J9due d8ga2r0 5,9 "Glol" usdll dode I Jaul .7
cewbwIl pasiuall puul (o §8xid Jasd 01 Active Directory wlogleos (o clis¥l o il 3] 1pl®."a
piz ) Y 9 iSIV 2l aunly goiosall unl (S g SOV all i punl 325 2llg (UPN)
Active Directory Users and Loyl 61>Y1 9 WirelessUser lwx) (59,81 2 puwl JB)
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ACS Properties

General I Feguest Handling I Subject Hame |
lzzuance Bequirements i Superzeded Templates I Extensions  >ecurity

[3roup or user names:

Sdrinistrator PATRELESS DE MDA dministrator)

ﬂ Authenbcated Uzers

ﬁ Clomain &dmins [wI1FRELE SSDEMOYD omain &dmins]
ﬁ Emterprize Admins PAIBELESSDEMOMERterprize Adming]

Add. . l B ermowe |

Permissions for Domain Admirs Slloms Ceny

Full Contral W | ]

R ead u

Wirite O

Enroll ]

At ool ] |
For special permizsionz or for adwanced sethngs. Advanced |
chck Advanced. -

QK Cancel I L pply

oLl

oo ol 03® o il (Sayy lak ollgidl 295 gia) LoVl o3 131 adlol Glol wlel,>] JUd .8
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ACS Properties | x|

G eneral | Fiequest Handling | Subject Mame
l#suance Regquirsments | Superzeded Templates | Extensions I Secunty

Fequire the fallowing hor enroliment:

[ This rumber of authorized signatures; |[|

|t wou regquire more than one signature, autoenrollment iz not allowed,

Ealicy tvoe regured in signature;

Applicaton palcy:

lssiance polizies:

hdd..

Bemove

RHequire the tallowing bor reenmoliment;

0% Some crtens as for errolmert

£ wialid existing certfizats

k. Cancel I LpEly

aagell
"olblgidl @2 0" d8loYl 1Yl o Ll 13D Slaol I JasYly el haax) 38les §99 il .9

202 ACS 9 035 dolgis B uSas
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Certific ation Authority

Select the computer pou want this snap-in to manage.

— Thiz snap-n will always manage:

.........................................................................................................................................

™ Another computer: |

Erowise...

[ Allow the selected computer to be changed when launching fram the command line. This
orilw applies i pou save the conzole.

< Back I Finish I Cancel |

lgd 899 VNl Juslall 53 sl o5 WirelessDemoca guwgis 09 «pSxill 62>9 6,50 (9 .2

s il

= @@ NE[ 2

Cie Action Yiew Faveiker Window  llelp

"1 Cansale Rook
-5 Certification Suthority (Loca)
- E;j wirehessdemioca
| Revoled Zetficakes
1 Issaed Certificates

Mang

i Consale RootCertification Authority (Local)ywirelessdemoca) Certificate Templates

Intended Parpose

@Wirﬂlx: Fga- Certibrara Tempdate
EDir:-cl::\r:r Ernsil Feghcacior
Eo:man Cont-oler Authcnticazior
EFS Recowery fgent

—1 Pending Feoues:s Gilpasi £Fs

i 5‘ GEeCE SRS Dioman ol
“anagz web server
gt
e ] a:n'uhur:lhal'e —ettification suthorky
\ew Window from bere  PAdninstrator
e Taskpad View, ..
Safrecy
Swport List. .
Jdelp

Clisrk & sbhanbratinn, Sarirs Fial, Fares
Cirectory Ssrvoe Zmal Feplcation

Clicrt aathznbcation, Scracs Suthonbcatio. .
Mile Rmcavvery

B wor gLy Fibes Syl

Cliert gathizntcatnon, Sarver Surhentication
Serwer Ut heric ston

Clierk #ithentcaltion, Server Authentication
Encrypt ng File Systen, Secra Emal, Clisn..,
<B4

Microsaft Toust Lisk Sgning, Encrypting Fle...

tn-uble addbiona Cerbifombe T=mplatss on this C:ll:iﬁcd:i:-n Avub=or by

| i P
0)lu0Y 83lgidl JB < 3oz 31 .3

sslgis B e sl 4
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M Enable Certificate Templates

Celect one or more Cesblicate Templates ko anable on this Cerbficabon Authorfy

Mame Intended Pupose | -]
i ) r futhentication
pl B tvanticsted Sestinn Cliert Autimanbication
’:J'-'l. Ewchange Fiivate Lay Archival
ﬁfﬂ:‘ Enciyption Cetihcate Hequest Agent
(e Cade Signing Code Signing i
[Eﬂn:rts Certific:ation & fhonty =11
GADEMOACS Server & uthentication
Enldlment Lgent Cetificate Fegueast Sgent
[EE:‘.rdlmem Loent [Complter] Cerificate Aaquest Agemt
$A Exchange Erncllment Agent [Offre request]  Certifcate Pequest Agent
Sl E v chame s Cicrah s Nl C i~ irte I il Li

0K, Cancel |

Active Directory Users and Computers asSloYl 615V1 zidly §9lgo (§99 sl .5

o 8l a5 [Active Directory Users and Computers (g9 29550 s a5l (oSl 62>9 6,20 9 .6
899 il o5 WirelessDemo.local domain (§99 eVl Luglall



43 Active Directory Users and Computers

-@ Fle Acktion Mew ‘Wndow Help

e @B FNE 2 TR ETRE

fictive Directory Users and Computer | wirelessdemeo.local 5 objects
[ [ Saved Cueries Hame s

Delegate Contral... builtinDormain

Find...

_onneck to Domain. .

iZonneck to Damain Contraller, .
Raise Domain Functional Level, ..
Ciperations Masters, ..

= Zonkainer

onk,..  Crganizational |
{cur,.. Conkainer
Cankainet

o [=1E g
Al Tasks 3
i L

Mew wWindow from Here

Refresh
Export Lisk. ..

Properties

Help

walas
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wirelessdemodocal Properties B 2| x|

Generall Managed By  Group Folicy |

b anagement Conzole [GPML].

&
Current Group Policy Object Links for wirelezszdemo
T

Liroup Folicy Obect Links Mo Dwemde | Dizabled
Default Domain Policy

Group Police Qbjects higher in the list have the highest prionity.,
Thiz list obtained krom: cizco_ w2003 wireless demo. local

Mew Add.. | Edit

Optiaes. .. Deleke. . I Praperties [

[ Block Policy inhentance

| 0k, I Cancel Aoplp

< ool clslag] < Windows chslae] < jsouaSIl 5le> (95 guugic o8 (Sl 63>9 6,5 9 .8
was il ulb oblag] 33> a5 plell pligall olwluw
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‘11 Group Policy Object Editor

File  Action wiew Help

= | BmBPE 2

_‘:—j“ Cefaulk Cormain Policy [cisoo_ wa00S wirsles sdemo.ocal ] Palicy
E@ Computer Configuration
[:l Software Settings
EII:I wWindows Settings
=] seripts (Startupfshutdown)

EF Security Settings

-3¢ Account Policies

Local Palicies

Event Log

#-8 Restricted Groups

@ Sy sktem Services

@ Feqgistry

F-8 File System

l‘I" Wireless Metworlk (IEEE 802,11 Policies

F1-(23 Public Key Policies
-1 Encrypting File System
a At omatic Zertifica
i~ Trusted Roaot Certif

Automatic Cerkificate Requeskt

There arer

Automatic Cerkificate Request, .. I

‘.-[_ 7] Enterprise Trust WietLy :
#1- (] Software Restriction Pa——
Eﬂ---@ IP Securicy Policies on g Refresh
-] administrative Templates Export List...
EI@ User Configuration
-] Software Settings
[:| wWindows Settings
-] Administrative Templates

Help

Sl pas il Wb < a2 Jisls VI pas il Wb oblag] e Goll guglall s sail 9
JWI 88 il " ilaldl 65lginl b shac] plles" dxiw 9 .10
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Automatic Certificate Request Setup Wizard

Cerbhcate Template
The nest time a computer logs om, & cerificate based on the template pou select is
provided,

& certificate template iz a ¢et of predefined properties for cerificates izsued to
computers, Select a template From the following bist,

Certificate templates:

Mame ] Irtended Punposes

Compuiter Client &uthentication, 5erver Suthentication
Domain Controller Client Authentication, S erver Authenticatior
E nrollment Agent [Computer] Certificate Request Agent

IPS e |F gecunty IKE intermediate

‘ 2

¢ Back Next> Cancel |

5> U iouaSUl 63lgis g0 Y1 glay.elg] 899 Ll (L slalil 3lgin)l Lo slac] plles JWS| dxaw 9 .12
2g ol 0" adloYl 61Vl Loll Juolall
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“itti Group Policy Object Editor

File  Action Yiew Help

« s | BEERE 2

j:_j Default Domain Policy [tisco_w2003 wirelessdemo local] Policy | Autornatic Certificate Reguest
EI@ Computer Configuration c.;.mputer
© [@-[_] Software Settings
EI D Wmdl:-ws Settings
Scripts {Startup fShutdown)

-5 Security Settings
-- Account Policies
Lacal Policies

Ewent Log
-- Reestricted Sroups
@ Swyster Services
&8 Registry
-- File Syvstem
- N Wireless Nebwork (IEEE 302.11) Policies
El D Public Key Policies

e D Encrypting File Sy skem
Automatic Cerkificate Reques
------ D Trusted Root Certification Aukhorities
------ D Enterprise Trust

-

ul.n.ll.uu < ool oblag] < Windows ubl.\.cl < piwall 955 guugiy p9 (Sl 60>9 6,2l (9 .13
cliaall
el

k Setbings

" Group Policy Object Editor

File  Action Wiew Help
< = | E)m | =2

=% DeFaulk Domain Policy [cisco_w2003 wirsles sdema Jocal] Policy | Object Tvpe
EI@ Camputer Configuration DEnterpriSE Trusk
- B[] Software Settings &9 autosnralment Settings
- | WWindows Settings
. -] Administrative Templates
Elﬁ User Configuration
- (] Software Settings
EI D Windows Settings
b i'ﬂ- Remote Installation Services
----- ﬁ] seripts (Logon/Logoff)
EI F Jecurity Sektings
' = ﬁ Public Key Policies
P R (7] Enterprise Trust
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WJlod pazis Ll obleddl eyazsg slalall olslgadl
eblgadl
Aukoenroliment Settings Properties :? : ﬂ ﬁl

General |

%“| Ervoll user and computer certificates automatically

(" Do niot endoll certificates automatically
(¢ Enroll cartificates automaticall

Iv Renew expwed certificates, update pending cerificates, and remove
revoked cerdlificales

v Update cetificates that use cartificats templates

L0k ] Comeel | peb |

OK 55 ,ailg .16

ACS 4.0 oolgi slac]

ACS J aaill dball 6olgadl 0955

WLAN EAP- Jiac d83kan) duwwsall 13zl CA o315 (o o315 63lgi Lle ACS o315 Jaxy ol o 2pl®
TLS

&350l wlogleall go JSLite &90> (8 i lgY 65lgil slac] adac clil IS 6,13] zid pac oo 35T 2 pl®
L850

.Enterprise Admin §ga> aJ Llu> plaziwl ACS e JI JozaJl Jauwis 09 .1

http://IP-address- _lc Microsoft §auas g0 315 JI Lo,simall azgi 09 (Jxall ACS lg> e .2
AP 172.16.100.26 ulgic 06 (Al 0id 9 .0f-Root-CA/certsrv
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X Microsoft Certificate Services - Microsoft Internet Explorer

File  Edit Yiew Favorites II:IIII|5 Help

@Eack > D D | Search - - Favoribes o= | (A~ ,_';1 =
Address I@ htkp:d /172, 16, 1EII:I.26,|'cer|:5r~.-',l'cer|:rqus.asp

Microsoft Certificate Semvices -- wireless

Request a Cerificate

select the certificate type:
User Cettificate

or submit an advanced cerificate request
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Fhorosnd | Ceril icsl e Services - Mapmsolt Inbsmet Bapler e

Ele [k Mew Fovekes  Took  Hep
Poak = &3 o @ fn | seech T reote B | O g A
A ces WY hetpn 172,16, L00 25{certanyboert ropea, 25p

CaniGeate Taiglans
ACE =

|@anEyEn g Mlonratios Fos (dliss Templale

Mame: |cisco w00 wirdasscamo ocal
E-Mail: |

Company: |
Deparmant: |

city: |
Siata: |

CoumrgHagan: |

Key Dotioms:

W Creabanew ke sal € Lkss anishing by el
CEP: | Micrascit Base Cryptagraphic Proiders]. 0 ﬂ
Kay Leage: & Exchanga
Koy Size W ::: :gﬂ T —

F A uomatic ey contaner nama i Ligar spacifiad key cantanaer name

F Wark beys o= exporiable
I Export keyata fie

¥ Eore caificala n tha Incal computar caniicas stong
Bloves the cortilicate in e bor) computer alore
iratesd of o e wsers cerficshe store. Coea ool
shad e oot CAs codficala Vou mus! be an
adrinicirator ho ganeaede oF Usd d ey n Ma gcal
i ston

Fuldtional Dpliens:
Request Fomat: # CWC © PRCSI0

Hash Algarithm |EHF'.-I "|
Cloly seed 80 ain request

I” Bewa raguesl toa fle
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Potential &cripting Wiolation

-

This Web ske is requesting a new certificate on your 2ehal. You should allow onby trusted Web sibes ko request a certificate For yaou,
o you wank bo request 3 cerbFicate now?
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<M Microsoft Certificate Services - Microsoft Internet Explorer

Fil=  Edit “Wiew Faworites Tools Help
Qback » £3 ~ [ 2] 2 | ' Search = Favarites &% | Cix ia =

giddress I@ http: [/ 172.16.100.26/certsrv/ certfnsh. asp

Microsoft Cerificate Senices -- wirelessdemoca

Certificate Issued

The certificate you requested was issued to you.

Install this cerificate

adlnals .agpaill dxoll Joizo Jlgil oo 539 5,31 640 ddio 6380 ,elai .11

Potential Scripting Yielaton

' Thie Weh dba = addng one or rmone cestificates bothis competer Llossing anounkrocted Wiah cite bo opdat= your rertificates s 3 senrivy sk The Yish
site could insball cerlificabes youdo nob Lrask, which could dlosy programs that sou do nok brask ko i on Beis comoubss and gein acosss oy daka.

o you veant s progran bo add the cevifcat=s nos? Cick. Yes F rou bust this Wab site, Othersise, click Mo,

Sl ol (05 (999 Laill A, 12

ki =it A, FXOtIcE lonz Hclp

fpbazs ~ &3 « =] (] . | o oearch L Favockzz 4 | = g |t
address IEl FrE2a ) Lo 16 DU S foar by SEFE P, 252

Marosoft Cerific at= Semimes - warg esalemana

Certificate Install=d
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| Conscle Root
{3 Ceitificate Templates

L W cortificates (Locd Compuber )
Do [ tersonal

' Cotifizates
[ Trusted Poot Certifeatian wkaorHeas
' =nkarpice Truct
[T tritermadiste CetFication authorties
(] Trusted Publichers
[ Inbrussed Cetifizates
] Third-Earty Bonk Catifi-atinn & thost
. Trated Peap e
L] s metShora
) &ZsCTLSkre
[C0 ZettFicate Ervolinent Bequests

] 5P

+ _[;'EI CertiFication Authoriby (Local)
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Oownload a CA Certiflcate, Certifleate Chaln, or CRL

To sl candlicales issuzd fron = cerlil Celion galhornly |

Toduwriceg o CACeL eale, solilicalz chain, or CEL seleol e corliie gz sod cnsoding rcl o

[& rerfiticate:

oment e paad=mnn s

Lnecod ing nvatod:
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File Download - Security Warning

Do pou want to open or save this file?

Mame: certnew.cer
Tupe: Security Certificate, 1.65 KB
From: 172.16.100.246

*.e-.-@i.

Opan 5 ave i Lancel

While files Friom the Intemet can be useful, this Fle bvps can
o potenbialy harrn your computer. [F wou do not trast the source. do not

oper or save this software. What's the gk
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Save As EE3
Savein: | < Local Disk [C:) -l Qr 2@
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’a CiscoSecure ACS - Microsoft Internet Explorer

File  Edit  Wiew

Favorites Tools  Help

QEack v el T ﬂ'] IE'] 3 | ' Search - Favorites 4%

=

Address I€| http:/f127.0.0,1:3809

Cisco SrsTems

Uzser
Setup

Group
Setup

%} Shared Profile
Components

Metwark
Configuration

Interface
Configuration

ddrministration
Control

System Configuration

% cService Control

o Logaing
% Date Format Control

Local Password Management

ACS Internal Database Replication

ACS Backup

AHCS Restare

ACS Service Management

YWolP Accounting Configuration
AcS Certificate Setup

BB @ 74

Global Authentication Setup

d__-l External User
ﬁtj Databazes
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System Configuration

ACS Certificate Setup

=] Install ACS Certificate

[ aCs certification Authority Setup
|=A Edit_Certificate Trust List

|3&] Certificate Revocation Lists

] Generate Certificate Signing Request
3] Generate Self-Signed Certificate

Cancel

oolgb cwi e 4851 .9
ACS
System Configuration
Edit
Install ACS Certificate
Install new certificate ?

" Read certificate from file

Certificate file [

& Use certificate from storage

Certificate CN |

Private key file [

Private key password |
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System Configuration

Install ACS Certificate

Install new certificate ﬂ

" Pead certificate from file

Certificate file I

= Use certificate from storage

Certificate CN ll:iE:D_WEDEIS.wirEIESEdE

Private key fiIE.-I

Private key password |

Lle el 11
Jlw)l
System Configuration
Edit
Install ACS Certificate
Installed Certificate Information ?

Issued to: cisco_w2003, wirelessdemo.local

Issued by: wirelessdemoca

Valid from:; March 17 2006 at 08;323;25

valid to: March 16 2008 at 08:33:25

Validity: oK

The current configuration has been changed.
Restart ACS in "System Configuration:Service

Control” to adopt the new settings for EAP-TLS or
PEAP support only.
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System Configuration

CiscoSecure AGS on cisco_w2003

d

Is Currently Running

Services Loq File Confiquration

Level of detail
" Naone
o Low
Full

Generate Maw File
&+ Every day
{7 Ewvery week
" Every month

" wWhen size is greater than IED4EF KB

" Manage Directory

' Keep only the last |? files
* Celete files older than I'-" days

? Back to Help |
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System Configuration
Global Authentication Setup

EaAP Configuration
PEAP
™ allow EAP-MSCHAPYZ
™ allow EAP-GTC

[ allow Posture validation

Cicco client nitial message:

PEAP session timeout {minutes’: 120
Enable Fast Reconnect. ¥
EAP-FAST

EAP-FAST Configuration

........

Select one or more of the following options:
¥ rertificate SAN comparison
¥ Certificate CHM comparisan

¥ certificate Binary comparison

EAP-TLS session timeout {minutes): 120
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System Configuration
Edit

ACS Certification Authority Setup

o

CA Operations

Add new CA& certificate to local certificate storage

CA certificate file ||:::‘\a|::5.|::er

i - |

System Configuration
- _______________________| ______________________________|

ACS Certification Authority Setup

Maw A catifcote s seoorssully addad mto tha gobal systam comnilicats
storege.

i
T4 operations 4 Ca certilicale corean name windussdemoca

Add miew C& cartificata to local cortificata storage
Ca cartificate file chacs.car

The current configuration has been changed.
Restart ALCS in "System Configuration:Service
Cantrol” to adopt the new settings for EAP-TLS ar
PEAF suppart only,
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- Wireless Metwork Connection Pro perties |E||E
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Avalahle nelwnk s

Ta cannect o, digconnec! from, or find aut more infarmation
aboul wieless retworks inrarge. click the buttorn below.

viea Wireess Menwarks

Cr=fered nelworks:
Autonatizalln connect (o available network s in the arder lizted

bl
add..
Learn about settng ap wireless nebwcrk, | R |
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Wireless network properties

Azzociaton ]..&Jthenticatiun | Connection |

Yetmok name (S50 |E|'||:|In:yee

wwirelzzsz network key

T iz aebwnrk requairzz a kew for the Fnllnwine

hetwork ALtheatication: | Open -

Cate erzovphion: .-"I: w

L 1 e g o ™ |
| L LR R | [ o o el I | L o I | 1

Tae kewiz provided for me anromatically

[ ] This iz a computerto-compucer (ad oc) network:; wireless
acCesz pohts are not uzed

| k. || Carcel |
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Wireless network properties

| Asscoianon| Authenlicaion | Lonecton |

Sekect thiz option to provide authenticated retwork access for
wirelesz Ethenel netwirks

Enable IEZE 802 1% auhentication for thiz rebwork

E&2 bype: | smart Lard or atker Lerthicate b

[w] Aulhenticate as compuler when computer irformation s available

[ ]fwilhenticate az guest whea urer ar comater infarmaton iz
unavalabe

K | | Cancel
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smart Lard or other Certificate Froperties

“When connecing
3 J=e my srrart zard

%) Jze a certficete on this corputer
[w| Jze simple cetificate selzcton |Recommedded]

Validate sewver cetificate

[ ] Cunrmeet W e severs,

Trueted Roat Cerification Aatharties:

[ ACsz33 =
[ ACS40

[ Autordad Certifizadora de la Asociac on Macioral cel Hotaria
[ Autardad Ceartifizadara del Caegin Nacional de Cared ria Pro
[ Raltimare F7 huNST

[ Belgzcom E-Trst Primany A

[ CiwHET Sacurehat T Class A e
< >

Wiew Certficete J

| Use adiffzrent uzer name far the conneclion
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Fyrreless Network Connectinn |E

Nebisork Taski Choosc a wircless nebworl

i R=fecsh nebmarl: lizk Chck anik=m in she is: belos bc conn=ck o a wireless nebwockic rarge or ko ge: more
N0 TSN

=3 Sebup a wireess nzbaors
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Erlated Tasks

1) Learn chous wirccss
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Wireless Hetwork Connection
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: Felated Tasks

1) Learn about wireles
nesmorking
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L0 Wirplpss Metwnrk Cnnnertinn

Choose a wireless network

Metworlk: Tasks
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%4 Wireless Metwnrk Connection |

Network Tasks Choose a wireless network
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Ml sk Chocse a wireless network
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