odosu NTP gds gpdle Idowede WS IJuvwJs
JpzJsé IUJlgvd s

lJpzogsle
| 9300

el dole 1wl w.sé

Lpclo ol

lowod gl L izble ol o, Jlzol

lo sl 6

lJp 9500

S9uoe o3l ldpuwes JsWso wdysu gpdle wede IJuveds Idpedso IUJlvdIss (WLC)
Juble IJouvgsd AireOS Jejlews IJobsg 91Jsdw pe e wu9wsdsd 98w Iduvwds (NTP).

IJecbdole IJlgul jusé

lJpolbdole

olds pu luwosle lJpobdole 1Joldss God o celad le)le o3l IJodssy:
© pgy6 Iuwlwss wodgsy Cisco WLC.
© pgy 96 Iuwlwss o NTP.

lJpdovlo Idpuuwespd

ouwowd Idpedyele 1Jglyo WO o3l ldpuwews IJs luesble Ido)lez 9ldedsule 1Jplbss Ideldss:



« Cisco WLC 3504 IJses subgd woolez Losés 8.8.110.

* IJpe9ed Cisco Catalyst 3560-CX Series L3 Switch IU3s sgpd wwyuleg Cisco IOS®
Software. |J|_o>l, 15.2(6)E2.

op logule Up&d3p|u Ugl_).)o Os o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.
u)lu apgse Ulao_)o |JrOLJAJua)|DO l._9;5 o5l |JrOL}Uuu.) uudﬁsu PPL)‘USC (ldu)lws) |.)| Jluu

Lo obsg IJuble 9989we s 9236 IJozde Vs 1dubods 1dpedss IdJluwddsé

eds guuo) Idoedpe Vs Idgveds Idpedse IUJlgwdIdss (WLC): spdy odgt;?o olsg 999w
IJoble 839! pos gLy IJozdpe B IUuvwds 1Upedss IUJluvddss (WLC) Iy o dssoo
Jdeuesd eds IJobsg 9ldsde pu glde NTP.

spdu odsso ehst IJoble 99800 $295! B pelde wdssu Sleos yub, 15l 19 9lz06 Lulo,
IJIsle, (CLI) IJgluod wslzod Idpuwegse lhuwsess (GUI)/Slzos yulo, IUIsle, (CLI) 1JElu0d
w9lzod puweise lyuwgpele (WLC).

SW8p 03l IJpwews poldl Jdodssy Jeilewsd wlhsg uble WLC 99 900 pu gdld Elbe NTP.

NTP o9 w,90999d U ds Jejlpwd IUuwles wsu lubps IUdpusse g viwdle wslule jeu
IJsuesd Idpwésy Jeilews uwlgle lzoss Idpwsse) lJs poze 99w ol s§>0 REC 1305 9RFC
5905 pedyple wdLosJdss o wudss NTPV3 9 NTPv4, gJs IJwslds.

Sodds Uvwds NTP gl36 9800l o0 pLo3) 98 09898« pid Lwles Hlbsg I Lwlgd 3,86 poLoJé
webp 98w Lp $9i€ wa9w9dsd 99w IJubeds (NTP) 030 lde,d gu) IJubeJs.

$89p Epsd NTP Llz)le pglods o 1Ughe IUElLo wo guy Bos Iluweduole: sldes cogs,
cuvddsulesds gw IUs9e sogwes eds yivigb IUuvods wsu élbe NTP 9ldepsd.

Suvwgdp NTP 09090 IJluweloszss Jsuowd £35 uddle NTP I.,J;_,g..;.;)éi= cu ldzoly pu puo>)
939U 9899 8Js uwesd IJpald: Ebpe 99w Stratum 1 Jsso wlgd 3,86 19 5bs9 pouodd
polUis Lo, Sp Sruwd 950 1 Ep 16 JJbwds 2 po 21U NTP. s3] 9l

JPJ6> PO UPEJBNU E.9J |du0J lJeebuwle Jugin NTP. Lze 1 lavwgsle 16 o Lpplwle

Swweged IUpeldds 03l 98896 Cisco plxo zudljo 3560-CX sery L3 powlz Jglbp NTP. wp
wdosu euuos IJoede O Idubods Ipedss IJdluwdIdss (WLC) Jejlewsd ohisgo 998wo pg
¢bo NTP o3l

lJodosy

e ldogbsbs Jduvedo

p29J WLC — 3560-CX L3 — ¢l NTP


https://www.rfc-editor.org/rfc/rfc1305
https://www.rfc-editor.org/rfc/rfc5905
https://www.rfc-editor.org/rfc/rfc5905
https://www.cisco.com/c/ar_ae/support/docs/availability/high-availability/19643-ntpm.html
https://www.cisco.com/c/ar_ae/support/docs/availability/high-availability/19643-ntpm.html

lJodosule
o J950 p29d L3 Izl NTP 098,908 wo

Iwegsp 03l 1Jle, Bs 9 08 IJodasu Igle 131 oo wuss 1o sIou IJuble glse NTP 09596 wo.
cos Blde sop pilews IJuble pg puos) 99 Ees:

#ntp master /--- Makes the system an authoritative NTP server

odysu puolbge NTP

Bl Joo wr$ pupbds IIGeslule pe lubes 1ys Jiglue Ulelo: Blauogse IUble, IJos wdso
lJoldss. sose 1Jle) 1JIsd psié puol> 96 NTP.

233 Ile)y Ielus I pdolz po pllese Ideuolb$6. szess I pdelz eds 1ép pdole suse
9938p6. 2ldsl vag ldpvolz [J9ess IUpewes 09 MDS.

9eldol sop wgrsd Blispes wedlose IUpuol> 86 1Jp9898 wol. 131 JIy Ies IJpdlose 296,98
w0 Iy 03l IJuble zloj JJpjlews pg wblp suuegse 03l 1Jpdclz WS e NTP IJglLos wo.
Jodssu puob o NTP: [ jweise o030 IUI9le) Vs 908 IJodssy IJgle:

#ntp authenticate

!--- Enables the NTP authentication feature
#ntp authentication-key number md5 value
!I--- Defines the authentication keys

#ntp trusted-key key-number

!--- Defines trusted authentication keys

ool peld gds odosu ghbe NTP eds 1Jpzsd 3560-CX L3 switch. |Jez9J 09 NTP master. ol Sgws
o 1desze seed Jebe NTP 1dpgad sJdue 09 b wo seued eds IJsde pu e NTP T,
XXXX.XXX.

(config)#ntp authentication-key 1 md5 1511021F0725 7
(config)#ntp authenticate

(config)#ntp trusted-key 1

(config)#ntp master

(config)#ntp server XXXX.XXX



edose ooy IUeede B IUuvods 1dpzdss IUJluvddss (WLC) Jglse NTP

leoubl oo Iluosl) 8.6 spdud wedso NTPVA. spdod lsuol o dose $ulé puols 98 wse 926
lJoedp 9¢lbp NTP.

Jodssu puol§6 NTP s 9lzos Ipuwetse ldyuuspss (GUI) Jogas Idozde: §p woudss
IJgbsle 1Jeldss:

1. 180, 9226 Idoedp > NTP > lJpdlese.
2. 1u8) B9 s> Jluuile pdcle.
3. bed Wo,uw 1pBlose Bs prve vue Boyuw lJpdlose.

4. 120, IJpzeoe IUlzouls Jdebolz (MD5 Iy SHA1) 9l ks es 1 po usJs Joouwsd
lJpswle.

5. bed 1ol Bs pyue vue lJpdele:

MONITOR  WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Controller NTP Keys > New = Back Apply
General
v Inds

Toons

Checksur 105
Invent;
el ¥y Farm. Asc
Interfaces

Key e
Interface Groups
Hulticast

¥ Network Routes
¥ Fabric Configuration
» Redundancy
b Internal DHCP Server
¥ Mobility Management
Ports
- NTP
Server

6. 1¢w, 9226 IJopde > NTP > 1Jgsb e Jez Lowes ¢9l3e NTP. 235 1Jluosh, 3194 ¢p lod,
999 225> JluolWds ¢he NTP. wlbo, g9lse NTP > LoWz6 25836.
7. 23> Bo,uw 1Jgbe (19J9.56).

8. bbed ool IP Jglsp NTP Bes pywg Iduue IJelue wewsle IP JJéle.

9. 8p wopdsu puol> 96 gbe NTP: 9235 glus IJIgesh puolb 86 ¢lbe NTP. 9235 Yoy w
IJpSlose 1Uss wp wdssuo puvodl.

Al Saye Configurabion  Ping  Logout Befresh
CcIsco HONITOR ~ WLANsS CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Controlier NTP Servers > New < Back ool |

Sanpral NTR

Jons Server Index (Priocity)

Tvventory

Interfaces
Interlace Groups
Multicast

» Network Routes

* Fabric Configuration
¥ Redundancy
b Intarnal DHCP Server

Mobility Management
Ports

~ NTP
Server

10. 1u 8y W98 wbosy.



Judosy pol> 96 NTP g, 9lgos ub, I.Ji_9|,oJ (CLI) Jggos Idwegdp wede U)o |.Ji_9|pJ 00!

_

>config time ntp version 4

>config time ntp key-auth add 1 md5 ascii cisco
>config time ntp server 1 192.168.100.254
>config time ntp auth enable 1 1

lJozol pu lduoes

£Js ¢bp NTP

#show ntp status

Clock is synchronized, stratum 3, reference is Xx.x.x.X

nominal freq is 286.1023 Hz, actual freq is 286.0901 Hz, precision is 2%%*21
ntp uptime is 6591900 (1/100 of seconds), resolution is 3496

reference time is E007C909.80902653 (09:23:21.502 UTC Fri Feb 8 2019)

clock offset is 0.3406 msec, root delay is 59.97 msec

root dispersion is 25.98 msec, peer dispersion is 1.47 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is 0.000042509 s/s
system poll interval is 128, last update was 7 sec ago.

#show ntp associations

address ref clock st when poll reach delay offset disp

FaX.X.X.X Y.Y.y.y 2 20 1024 17 13.634 0.024 1.626

~127.127.1.1 .LOCL. 7 9 16 377 0.000 0.000 0.232

* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

#show ntp information

Ntp Software Name : Cisco-ntpv4

Ntp Software Version : Cisco-ntpv4-1.0
Ntp Software Vendor : CISCO

Ntp System Type : Cisco I0S / APM86XXX



eds gouoy Ideede B 1duvods IUepdss IUJluu]dss (WLC)

B 9lzod Idpuwesrp IUyumgpsd

vsupl v¥9e Jzuws lJleuold IJdluwddss olouule IUloLold:

|l|l|l|l| Saye ConBgurstion  Bwng Logout  Refrmsh
Cisco MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home
Controlier NTP Servers Apply Hew...
General
Tcons WP Vargan (4 ¥
Invent
o Server Hax Polling  Min Palling
Interfaces Index Server Address(Ipva/ Ipvi) Wy Dndes Key Type Interval Interval
Interface Groups T 1592.168.100.254 % HDS5 w0 & [ ~]
Multicast

¥ Network Routes

# Fabric Configuration
b Redundancy

b Internal DHCP Server 11T QUery Status

* Mobility Management nd assid status coed reach auth condibion lsst_svent et arc_addr

Ports 151085 011 wes no bad reject mobidze 1152.168.100.254
- NP

Server

Keys

w8 oluwsuw IJlouold:

-lllrl |l- Seve Comfigueation  Ping  Logout  Refresh
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Controller NTP Servers Apaly [T
General
icons NTE verson [4 7
Inventory
Server Max Folling  Min Falling

Interfaces Tndex Server Address(Tpvd Tpvi) Key Index Key Type Interval Tnterval
Interface Groups i 292.168.100.254 1 MO5 10 6 a
Multicast

b Network Routes
b Fabric Configuration

¥ Redundanmcy

t
b Internal DHCP Server 11T Query Status
b Mobility Management i asaid stofus sond rench auth sondibson last_svent ced sre_nddr

Poris 150059 635 wes wes ok Syspesr  fys_peer 3 192.168.100.254
+ NTP

Seraer

Kevs

B 9lzos Lub, I9le, (CLI) guuos Idezde B Iduvods 1dpzdss 1JIuvddss (WLC)

(Cisco Controller) >show time
8 11T Fri Feb 8 10:14:47 2019

Timezone delta. ... vvrin ittt it e et eanennes 0:0
Timezone ToCatioNn. ... vur ittt it e it eanennns

NTP Servers
NTP VerSion. .. u.euee e e it s tanenrennennens 4

Index NTP Key NTP Server NTP Key Polling Intervals
Index Type Max Min

11 192.168.100.254 MD5 10 6

NTPQ status Tist of NTP associations

assoc
ind assid status conf reach auth condition Tast_event cnt src_addr




1 1385 f63a yes yes ok sys.peer sys_peer 3 192.168.100.254

(Cisco Controller) >

lweduuld IJlgble gl oJlzol

eds gluw ébpe NTP 1Uss suved wyulpe Cisco I0S 1Uss spdud [uwegslpo debugntpal enable :

#debug ntp all

NTP events debugging is on

NTP core messages debugging is on

NTP clock adjustments debugging is on
NTP reference clocks debugging is on
NTP packets debugging is on

#
(communication

Feb 8 09:52:30.

Feb 8 09:52:30

(communication

Feb 8 09:53:10.

Feb 8 09:53:10

(communication

Feb 8 09:53:37.

Feb 8 09:53:37

(communication
Feb 8 09:54:17
Feb 8 09:54:17

between SW and NTP server XxxX.XXX)
563: NTP message sent to Xx.x.x.x, from interface 'Vlanl' (192.168.1.81).

.577: NTP message received from x.x.x.x on interface 'Vlanl' (192.168.1.81).
Feb 8 09:52:30.
Feb 8 09:52:30.

577: NTP Core(DEBUG): ntp_receive: message received
577: NTP Core(DEBUG): ntp_receive: peer is 0x0D284B34, next action 1is 1.

between SW and WLC)
421: NTP message received from 192.168.100.253 on interface 'V1anl00' (192.168.100.254).

.421: NTP Core(DEBUG): ntp_receive: message received
Feb 8 09:53:10.
Feb 8 09:53:10.

421: NTP Core(DEBUG): ntp_receive: peer is 0x00000000, next action is 3.
421: NTP message sent to 192.168.100.253, from interface 'V1anl00' (192.168.100.254).

between SW and NTP server XxxX.XXX)
566: NTP message sent to x.x.x.x, from interface 'Vlanl' (192.168.1.81).

.580: NTP message received from x.x.x.x on interface 'Vlanl' (192.168.1.81).
Feb 8 09:53:37.
Feb 8 09:53:37.

580: NTP Core(DEBUG): ntp_receive: message received
580: NTP Core(DEBUG): ntp_receive: peer is 0x0D284B34, next action 1is 1.

between SW and WLC)

.421: NTP message received from 192.168.100.253 on interface 'V1anl00' (192.168.100.254).
.421: NTP Core(DEBUG): ntp_receive: message received
Feb 8 09:54:17.
Feb 8 09:54:17.

421: NTP Core(DEBUG): ntp_receive: peer is 0x00000000, next action is 3.
421: NTP message sent to 192.168.100.253, from interface 'V1anl00' (192.168.100.254).

gJs zluw WLC:

>debug ntp ?

detail Configures debug of detailed NTP messages.

Tow Configures

debug of NTP messages.

packet Configures debug of NTP packets.

(at the time of writte this doc there was Cisco bug ID CSCvo29660

on which the debugs of ntpv4 are not printed in the CLI. The below debugs are using NTPv3.)
(Cisco Controller) >debug ntp detail enable

(Cisco Controller) >debug ntp packet enable


https://cdetsng.cisco.com/summary/#/defect/CSCvo29660

(Cisco Controller) >*emWeb:

*emWeb: Feb 08 11:26:58.143:

*emWeb: Feb 08 11:
*emWeb: Feb 08 11:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:

*sntpReceiveTask:
*sntpReceiveTask:

*sntpReceiveTask:
retriesPerHost=6.

*sntpReceiveTask:

*sntpReceiveTask:
*sntpReceiveTask:

*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:

*sntpReceiveTask:

*sntpReceiveTask:
*emWeb: Feb 08 11:

*emWeb: Feb 08 11:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:
*sntpReceiveTask:

*sntpReceiveTask:

*sntpReceiveTask:

26:58.143:

26:58.143:

Feb

Feb

Feb

Feb
Feb

Feb

08

08

08

08
08

08

11:

11:

11:

11:
11:

11:

Feb 08 11

ntp Auth

ntp Auth

Key Id =

26:

26:

26:

26:
26:

26:

58.

58.

58.

58.
58.

58.

Outgoing packet

Feb

Feb
Feb

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

Feb

26:58.143:

Feb
Feb
Feb
Feb
Feb
Feb
Feb

Feb

Feb

Feb

Feb

Feb

08

08
08

08
08
08
08
08
08
08
08
08
08

08

08
08
08
08
08
08
08

08

08

08

08

08

11:

11

11:

11:

11:

11:

11

11:
11:

11

11:
11:

11:

11:
26:58.143:

11:

11

11:
11:
11:
11:
11:
11:
11:
11:
11:

11:

26:

:26:
26:

26:
26:
26:
:26:
26:
26:
:26:
26:
26:
26:

26:

58.

58.
58.

58.
58.
58.
58.
58.
58.
58.
58.
58.
58.

58.

143:

143:

143:

143:
143:

143:

:26:53.896: ntp Auth key Info = -1
key Info = -1
key Info = -1

1 found at Local Index = 0

Initiating time sequence

Fetching time from:192.168.100.254
Started=3758614018.143350 2019 Feb 08 11:26:58.143

hostname=192.168.100.254 hostIdx=1 hostNum=0
Looking for the socket addresses

NTP Polling cycle: accepts=0, count=5, attempts=1,

on NTP Server on socket O:

143:

143:
143:

143:
143:
143:
143:
143:
143:
143:
143:
143:
143:

143:

ntp Auth

idx =0 :
26:
:26:
26:
26:
26:
26:
26:
26:
26:
26:
26:

26:

58.
58.
58.
58.
58.
58.
58.

58.

58.

58.

58.

58.

146:
146:
146:
146:
146:
146:
146:

146:

146:

146:

146:

146:

sta=0 ver=3 mod=3 str=15 pol=8 dis=0.000000 ref=0.000000

ori=0.000000 rec=0.000000
tra=3758614018.143422 cur=3758614018.143422

Host Supports NTP authentication with Key Id = 1

NTP Auth Key Id = 1 Key Length = 5

MD5 Hash and Key Id added in NTP Tx packet

00000000: 1b Of 08 00 00 00 00 OO 00 00 OO 00 00 OO 00 0O ......
00000010: 00 00 00 00 00 00 00 OO 00 00 OO 00 00 OO 00 00 ......
00000020: 00 00 00 00 00 00 00 00 e0 07 e6 02 24 b7 50 00 ......
00000030: 00 00 00 01 e4 35 f3 1a 89 f0 93 5 51 c7 c5 23 ..... 5
00000040: 01 dd 67 e0 ..g.

Flushing outstanding packets

Flushed 0 packets totalling 0 bytes

Packet of length 68 sent to ::ffff:192.168.100.254 UDPport=123
key Info = 0

ntp key Id = 1 Msg auth Status = 66

Packet of length 68 received from ::ffff:192.168.100.254 UDPport
Incoming packet on socket 0: has Authentication Enabled

00000000: 1c 04 08 eb 00 00 Oe a0 00 00 Ob 2e c3 16 11 07 ......
00000010: e0 07 e5 f8 d3 21 bf 57 e0 07 e6 02 24 b7 50 00 ..... !
00000020: e0 07 e6 02 24 e5 e3 b4 e0 07 e6 02 24 f3 c7 5a ....5§.
00000030: 00 00 00 01 32 e4 26 47 33 16 50 bd d1 37 63 b7 ....2.

KeyId In Recieved NTP Packet 1

KeyId 1 found in recieved NTP packet exists as part of the trust
The NTP trusted Key Id 1 length =5

NTP Message Authentication - SUCCESS

sta=0 ver=3 mod=4 str=4 pol=8 dis=0.043671 ref=3758614008.824734

ori=3758614018.143422 rec=3758614018.144133



*sntpReceiveTask: Feb 08
*sntpReceiveTask: Feb 08
*sntpReceiveTask: Feb 08
*sntpReceiveTask: Feb 08
*sntpReceiveTask: Feb 08

*sntpReceiveTask: Feb 08

(Cisco Controller) >

pedyple slo LoJs

11:

11:

11:

11:

11:
11:

26:

26:

26:

26:

26:
26:

58.

58.

58.

58.

58.
58.

146:

146:

146:

146:

146:
146:

Offset=-0.000683+/-0.002787 disp=1.937698
best=-0.000683+/-0.002787

accepts=1 rejects=0 flushes=0

Correction: -0.000683 +/- 0.002787 disp=1.937698

Setting clock to 2019 Feb 08 11:26:58.145 + 0.001 +/- 1.940 secs
correction -0.001 +/- 1.938+0.003 secs - ignored
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