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Signal Strength: Good

Advanced

g )| axanally Lol URL olgie | pasiuall amgs 6518 a9 Lo ,sismo pidy pastiouall poi; losic
doww JYS 0 (WLC) @Sl dyxall aSpiadl 8 pSill i _JI 138 URL loic glo,] ai) "6 oY1" amil
‘olbaalll id aSuill I JolSIl Jaoo)l b2 paiumall gisk; casil 63le] az; .(CiSCO o wguall-29;



: Walkeamas fe ihe Ldmin Departmeend - Microaedi efenel Foplaer

o >RUC K A €2 aE8

Welcome to the Admin Department

% Cisco Aironet Desktop Utility - Current Profile: Operations

fction  Options  Help
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Cisco SysTEms

M Frafile Mame: - Operationiz

Link Status: - Authenticated Metwork, Type: [nfrastrictune
Wwhireless Mode: 5 GHz 54 Mbps Current Chanrnel: 149
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: 'Jlio Ll Lagd. diseo WLAN &S] ugll ax>gs 65lel o dl> o 2, —show wilan wian_id
WLAN Identifier....... ...ttt ininenenn.. 1

Profile Name. ... ..ottt ettt e eiee Admin

Network Name (SSID) . v vt it v ti it eeeeeeeeeaeeeen.n Admin

Web Based Authentication......................... Disabled

Web-Passthrough. .. ...ttt ettt e e eea Disabled

Conditional Web Redirect.......... ... ... Disabled

Splash-Page Web RedirecCt........uiiiiiiiinnnnnn. Enabled

o b lawd.dlw, loy) 802.1x 0 debug JI ,Sa,—debug dot1x events enable -

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Sending EAP Request from AAA to
(mobile 00:40:96:ac:dd:05 (EAP Id 16

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Received EAPOL EAPPKT from
mobile 00:40:96:ac:dd:05

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Received EAP Response from
(mobile 00:40:96:ac:dd:05 (EAP Id 16, EAP Type 43

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Processing Access-Challenge for
mobile 00:40:96:ac:dd:05

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Setting re-auth timeout to 1800
.seconds, got from WLAN config

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Station 00:40:96:ac:dd:05
setting dotlx reauth timeout = 1800

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Creating a new PMK Cache Entry
(for station 00:40:96:ac:dd:05 (RSN 2
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Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Adding BSSID 00:1c:58:05:e9:cf
to PMKID cache for station 00:40:96:ac:dd:05

(Fri Feb 29 10:27:16 2008: New PMKID: (16

Fri Feb 29 10:27:16 2008: [0000] 79 ee 88 78 9c 71 41 £f0 10 7d 31 ca
fb fa 8e 3c

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Disabling re-auth since PMK
.lifetime can take care of same

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Sending EAP-Success to mobile
(ac:dd:05 (EAP Id 17:00:40:96

(Fri Feb 29 10:27:16 2008: Including PMKID in M1 (16

Fri Feb 29 10:27:16 2008: [0000] 79 ee 88 78 9c 71 41 £f0 10 7d 31 ca
fb fa 8e 3c

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Sending EAPOL-Key Message to
mobile 00:40:96:ac:dd:05
state INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

Fri Feb 29 10:27:16 2008: 00:40:96:ac:dd:05 Received Auth Success while
in Authenticating state for mobile 00:40:96:ac:d4d4:05

:Jbo b Lawd. AAA Elasl guax) ellasV jexas 21,31 o Sew —debug aaa events enable
Thu Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Successful transmission of
Authentication Packet (id 103) to 10.77.244.196:1812, proxy state
ac:dd:05-00:00:00:40:96
Thu Feb 28 07:55:18 2008: ****Enter processIncomingMessages: response code=11
Thu Feb 28 07:55:18 2008: ****Enter processRadiusResponse: response code=11
Thu Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Access-Challenge received from
RADIUS server 10.77.244.196 for mobile 00:40:96:ac:dd:05 receiveId = 3
Thu Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Successful transmission of
Authentication Packet (id 104) to 10.77.244.196:1812, proxy state
ac:dd:05-00:00:00:40:96
Thu Feb 28 07:55:18 2008: ****Enter processIncomingMessages: response code=2
Thu Feb 28 07:55:18 2008: ****Enter processRadiusResponse: response code=2
Thu Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Access-Accept received from
RADIUS server 10.77.244.196 for mobile 00:40:96:ac:dd:05 receiveId = 3
Thu Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 AAA Override Url-Redirect
http://10.77.244.196/Admin-login.html' set'
Thu Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Applying new AAA override for
station 00:40:96:ac:dd:05
Thu Feb 28 07:55:18 2008: 00:40:96:ac:dd:05 Override values for station
ac:dd:05:00:40:96
source: 4, valid bits: 0x0
gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTimeout: -1
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1
' :vlanIfName: '', aclName
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