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w-backbone-6#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
w-backbone-6(config)#interface gigabitethernet 8/25
w-backbone-6(config-if)#switchport

w-backbone-6(config-if)#switchport trunk encapsulation dotlq
w-backbone-6(config-if)#switchport trunk native vlan 999
w-backbone-6(config-if)#switchport trunk allowed vlan 1,81,82,171,999
w-backbone-6(config-if)#switchport mode trunk
w-backbone-6(config-if)#end

w-backbone-6#

% pdlebs: swpe luwedsle )¥e 999 Juvwdsé VLAN J v ds VLAN i,_pJ@é oul. 03l sgus IJ
untagged g,Jé 0,9, ig Swed [Js |JWLC psule 5|u5 o0 VLAN 999. W8 03l 9o 9o: IJ
WLC sodiés bhé psule pg go3o VLAN 1. J3JY 09 sgus I8 09 IJs/ew I WLC 1516
Ibu sdou gJs VLAN 19 VLAN 999 Ul sywogpd » WLC.

odoso svods VLAN 1,06 w9236 wede lJuveds 1 ppdss [JJlou]dss
(WLAN) W 9lzos ldpwegse Idyum9pess (GUI)
lopw o3l steps s |IJ WLAN zolj wedpe.

1. p0 9lzod Idpumesp Iyumgpss (GUI) euues IJoede Os Iduveds Ipedss IUJIpuddss

(WLC)‘ Controller > Interfaces. loe@d |Js InterfaceslJ oz wuwys zese IUslzole IUos op wdssuol gds guuo)
IJozde b6 IUuvwds 1Jpedss IJJlguddss (WLC). Jlouile 9lz06 >sulpsdss 228260 [0 89,8 New.


https://tools.cisco.com/Support/CLILookup/cltSearchAction.do

Saye Configuration  Ping Logout Refresh

MONITOR CONTROLLER ~WIRELESS SECURITY MANAGEMENT COMMANDS  HELP IBAC A Home
Controller Interfaces Entries 1 - 6 of 6
General
Icons VLAN Interface Dynamic AP
Interface Name Identifier 1P Address Type Management IPve Address
anventaty 171 171 192.168.171.30 Dymamic Dusabled [~
Interfaces management 1 10.48.39.46 Static Enabled 2001:1::46/64
Intertuce Growps ancy- 1 10.48.39.52 static Mot Supported
Multicast redundancy-por untagged  172.16.39.52 Static Not Supported
b Network Routes ervice-por A 0.0.0.0 DHCP Disabled /128
b Redundancy wirtual MN/A 10.2.3.4 Static Not Supported
F Mobility Management .
Ports
k NTP
» CDP
F PMIPvG
b Tunneling
F IPvG
F mDNS
L]

i>¢J Interface Name g VL AN Identifier, 1¢,.9,Apply.

Saye Configuration  Ping  Logout  Refresh

NTROLLER  WIRELESS URITY  MANAGEMENT MANDS HELP FEEDBACK A Home
Controller Interfaces > New _<oback | _ Appy |
G 1
e Interface Name hJLAN 81
Icons
WLAN Td 81
Inventory

Interfaces
Interface Groups
Multicast
Network Routes

- w

Redundancy

-

Mobility Management
Ports

NTP

cop

PMIPVG

v v v

Tunneling

-

IPvE

-

mDNS

bed Idpedele 1Ugluos wuvwds VLAN odo. wouops weue Idpedele IP Address. Netmaskg Gateway. 9g o9lo Primary
DHCP Server IP. 9lu 9, Apply.



, I|h 1 I" Save Configuration  Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK M Home

Controller Interfaces > Edit <Back | Apply |
General
L 3
cons General Information
Inventory
Infechires Interface Name vlan 81
Interface Groups MAC Address 74:80:2f:2a:75:7e
Multicast " "
Configuration
b Network Routes -
} Redundancy Guest.Lan
» Mobility Management Quaranting
Ports Quarantine Vian Id 0
b NTP MNAS-ID none
b COP Physical Information
¢ PMIPvG
Port Number 1
} Tunneling
Backup Port 0
b IPVO
Active Port 1
P mDNS
Enable Dynamic AP Management
b Advanced

Interface Address

VLAN Identifier 81

IP Address 192.168.81.46
Netmask 255.255.255.0
Gateway 192.168.81.1

DHCP Information

Primary DHCP Server 10.48.39.5
Secondary DHCP Server
DHCP Proxy Mode Global

Enable DHCP Option 82

Access Control List

ACL Name none ¥
mDNS
mDNS Profile nong v

External Module

3G VLAN

Note: Changing the Interface parameters causes the WLANSs to be
temporarily disabled and thus may result in loss of connectivity for -

% adlghs: sepd £09lu IPIU3S ¢p wesswo Jodo IJslzos Jepsd DHCP Jg psd JJzuesd eJs g0slo IP oy ¢be
DHCP. gJs uwesd Idpeld: guspl selad IUgpsd IUlG el wuvedd WLAN/SSID (IJgbss 5 s o3l Idodysw)
lJpeswé IJs 030 IJslzos [Ussulesdséd Blue $89p woudss v Jvuds V886 pedss Jog)sdd ¢lbpe DHCP.
Soyuwd 9236 IJoedp bdol IJs ¢lbe DHCP (|_9 IJs oo 31 Jly 09 ¢lbe DHCP JJpdlbog) wewslu IPIJElLo wodo
IJslzos IUssulpsdss Joyesd IPIJs ¢lbe DHCPIUss wp wdsuoe Jodo IUglzos. sgsu I DHCP uld guslu IJs
1J5w90 pu IJ DHCP pgld suvdd.

% gk oo 1Sl T sdow osd guslo IP LolJz Jiwele Buss: sddo JI soe luvagsle gosle IP o3l ol Jpo sop
opdsu IJdolué B9 slzoés DHCP Iy RADIUS (Lo pw w9 su WLAN).




% adicks: sop luuoesle luve 181206 19 lgue Lo Js VLAN I eé radius (Airespace-interface-name) Jlzle luwp Ui Jd
VLAN ooJl po 1dy 8.

388 IJBho wubdsd. lug, Controller gJles IJowsse Bs IJ8lses B leds IJolbdss. slge, Interfacesey 1 §lispd
1Jp9296 eJs IJsumly.

o 'l I .1 I Saye Configuration  Ping  Logout Refresh
CISCO MONITOR WILANs CONTROLLER WIRELESS RITY MANAGEMENT COMMANDS  HELP 4 A Home
Controller Interfaces Entries 1-8of 8 New...
General
Icons VLAN Interface Dynamic AP
I Interface Name Identifier 1P Address Type [ 1Pwt Addre:
nventol
¥ i71 171 192.168.171.30 Dynamic Disabled -]

wiace:
Lo MANRQEMEnt 1 10.48.39.46 Static Enabled 2000:1::46/64

0y -MANMIEMENT 1 10.48.39.52 Static Not Supported
port untagged  172.16.39.52 Static Not Supported
/A 0.0.0.0 DHCP Disabled /128
NA 10.2.3.4 Static Not Supported

Interface Groups

Multicast

-

Network Routes

-

Redundancy

Mobility Management  ¥lan 8l 81 192.168.81.46 Dynamic Disabled [ ~]
Ports dan 82 82 192.168.82.46 Dynamic Oisabled a
F NTP
» CDP

-

PMIPvG

Tunneling

b IPvG

b mDNS

loy WLANseled Iowsse B IJ8lses 1Je9z9s6 ig_Js IJuldss. &p log,Create New.

Save Configuration  Ping  Logout  Refresh

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK A Home
WLANSs WLANSs Entries 1- 1 0f 1
ELANS Current Filter;  None [Change Filter] [Clear Fiter) | CreateNew T | Go I
WLANS
b Advanced
| WLANID Type Profile Hame WLAN SSID Admin Status  Security Policies
1 WLAN self-anchor self-anchor Disabled None [~}
.

i>?_J pgh aased 1JE 408 (SSID) Profile Namegle g, Apply.w99.§ o3l IJpeld suveése yvwds VLAN ;) §e 81 Jowosd IUbope.



Save Configuration  Ping  Logout  Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK M Home
WLANSs WLANSs > New < Back Apply |
* WLANs
WLANS Trpe WIAN "

biNduanced Profile Name Students

Ss51D Students

{n] 2 v

L]

23> VLAN 81 oy IJ$lisps Interface Nameld oo usJs s iu.ug'SJ IJulese. Apply. 9lu gy B 030 1Jzldé: swp Hob bdly
SSID o VLAN 81 | we IJglzoé.

nl||nll|| Sayve Configuration  Ping  Logout Refresh
cisco MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK M Home
WLANSs WLANSs > Edit 'Students’ <Back | Apply |
i v:ﬁ:)s General | Security | QoS | Policy-Mapping | Advanced
b Advanced
Profile Name Students
Type WLAN
SSID Students
Status ¥ Enabled
Security Policies [WPAZ][Auth(802.1X)]

{Modifications done under security tab will appear after applying the changes.)

Radio Policy All L

Interface/Interface Group(G)
Multicast Vian Feature
Broadcast SSID
NAS-ID

odysu Uvwds VLAN J9gas wedpe Iduveds 1dpedss [JJluvddss (WLAN) s CLI

lowogpdo 03l Guwe inorder to JudJe VLAN J go bysd ey g Bhuo (CLI).

o Gp lugile IUglzos 98 Jlpé VLAN IJpde,06. Ui,oJ config interface create interface_namevlan_id.

(W8540-1) >config interface create "VLAN 81" 81

% adizks: 151 Jlow ould puwled B luwe Livwds VLAN/WLAN Jpl 09 1Jeld B 03l Ipeld: Belds o o 1Jlgve Bs edlple
lSowlw.

2. 8p woedsd £udlu IPsldpew) IUIG G, )l o s. I.Jim config interface interface_namel P_addressnetmaskgateway .



(W-8540-1) >config interface address dynamic-interface "VLAN 81" 192.168.81.46 255.255.255.0 192.168.81.1

© Gp wwpdss glbpe DHCP. IJLU o9 config interface dhcp dynamic-inter face<interface-name>primary<primary-
server>[secondar y]<secondary-server>.

(W-8540-1) >config interface dhcp dynamic-interface "VLAN 81" primary 10.48.39.5

o oo, 03l ey inorderto gsue IJSLu lJs psule boses: configinterface port operator_defined_interface_name
physical_ds_port_number.

(W-8540-1) >config interface port "VLAN 81" 1

¢ 88w IJsbo wusdsd. 9ldie, o9 show interface summary.

<#froot>

(W-8540-1) >show interface summary

Number of Interfaces.........ccocvvveuenene. 8
Interface Name Port Vianld IPAddress Type Ap Mgr Guest

171 1 1711 192.168.171.30 Dynamic ~ No No




management 1 1 10.48.39.46 Static Yes No

redundancy-management 1 1 10.48.39.52 Static No No
redundancy-port - untagged  172.16.39.52 Static No No
service-port N/A  N/A 0.0.0.0 DHCP No No
virtual N/A  N/A 10.2.34 Static No No
vl an 81 1 81 192. 168. 81. 46 Dynami c
vl an 82 1 82 192. 168. 82. 46 Dynanmi c

o 8p woErsd bwds WLAN. IJie, configwlan create wlan_idname.

(W-8540-1) >config wlan create 2 Students Students

¢ B8p wEs 9lzos s WLAN. IJie, config wlan interface wlan_idinterface_name.

(W-8540-1) >config wlan interface 2 "vlan 81"



o wedd pu ldubeds l1dpedss IUJlguddss (WLAN) slslzos IJpéoJoé.gl._JipJ 09 show wlan summary.

<#froot>

(W-8540-1) >show wlan summary

Number of WLANS.......ccooeverirrereeene 2
WLAN ID WLAN ProfileName/ SSID ~ Status Interface Name PMIPv6 Mobility

1 self-anchor / self-anchor Disabled  management none

2 Students / Students Enabl ed vlan 81 none

(W-8540-1) >

Jozda po lduoes
lowogse 03l 1dduwe Joldss gpd IJodsse wuvdd Lozse.

lJozdd pu prodle Catayst

pl36 208156 pdle I SyJuo Ciscoios oy pess: show running-config interface interface type interface_number.

<#root>

w-backbone-6k#

show runni ng-config interface gigabitethernet 2/1



Building configuration...

Current configuration : 190 bytes
1
interface GigabitEthernet2/1
no ip address
switchport
switchport trunk encapsulation dotlq
switchport trunk native vlan 999
switchport trunk allowed vlan 1,81,82,171,999
switchport mode trunk
end

IJozdd pu VLAN Jozsé wedpe WLAN

o 08 IJdbo oubdsd. sldis, og show interface summary.

<#froot>

(W-8540-1) >show interface summary

Number of Interfaces.........cccocvvveeenene. 8

Interface Name Port Vlanld IPAddress Type Ap Mgr Guest
171 1 171 192.168.171.30 Dynamic No No
management 1 1 10.48.39.46 Static Yes No
redundancy-management 1 1 10.48.39.52 Static No No
redundancy-port - untagged  172.16.39.52 Static No No
service-port N/A  N/A 0.0.0.0 DHCP No No

virtual N/A  N/A 10.2.34 Static No No

vl an 81 1 81 192. 168. 81. 46 Dynanic



vl an 82 1 82 192. 168. 82. 46 Dynanic No No

o wedd pu ldubeds ldpedss IUJlguddss (WLAN) slslzos IJpéoJoé.gl._JipJ 09 show wlan summary.

<#froot>

(W-8540-1) >show wlan summary

Number of WLANS.......ccoocevrirereene 2
WLAN ID WLAN ProfileName/ SSID ~ Status Interface Name PMIPv6 Mobility

1 self-anchor / self-anchor Disabled  management none

2 St udents / Students Enabl ed vl an 81 none

(W-8540-1) >

loveduuled IJigble gl odlzol
Iwegse 03l 1JBuwe Jluvedusld igble IJodsso sluodlzol.
l2ole luwedupled Iigble sl odlzol

Iope 03l wedsp inorder to wpyso oubdsd.

2ol IUleuold po 9236 Ideede B 1duivwds 1dpedss Iddluvddss (WLAN) 1Js 1dwslos 1JJIBe,lunss IJos o e



odgsuoel gds [Ugleos 1Upgeos Juvwds VLAN: &p ool IUlouold B Ileglo [dpgld .

9236 IJopdp B Uvodo WLAN:

(W-8540-1) >ping 192.168.81.1
Send count=3, Receive count=3 from 192.168.81.1

(W-8540-1) >

IJglzos 1Jp9zos v VLAN:

w-backbone-6k#ping 192.168.81.46

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.81.46, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
w-backbone-6k#

Bl dlow looble dlegald és) vlzes: B8p vuu IJodlblsniffer Jzie S 1dpeead 98200 JJordd pu wrass edles
VLAN IJPUIU*’V‘S-
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