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Wireless Bridging
Access Points

All APs ) ,

802 11a Radins Tero Touch Configuration
2,11b/g Radios

I't. Jc I-'ﬁr‘.«.fl;-'n-l-':sl- i Enable Zero Touch Configuration ~3
Bridaging Key Format |.ﬁ.‘3CII -I
Rogues Bridging Shared Secret Key |-u

Rogue APs

" :-il > :'Lg a AP Confirm Shared Secret Key [-u

:'!L-,'L: Clients

Adhoc Rogues
Clients
Global RF

H02.11a Metwork

B02,11b/g Metworlk

AO2.11h
Country
Timers

(CLI) ,oloVl Jlaw dgzly (oS5
:CLI JI o0 steps 13® cuwil

A ol U9n Sl el uSai) config network zero-config enable oVl ;lauol o9

Cisco Controller) >config network zero-config enable)



253l I el sl plisall a9LoY<config network bridging-shared-secret <string ,oVl jlauol 28

Cisco Controller) >config network bridging-shared-secret Cisco)

AP o3 aeild _J| MIC aslio)|

aSLwMI ddxall &Suidl (9 pSxill aic (9 Jiosill aasld I Jowogll dass adlo| 9 alul sglaxll Jiow
ap aslo] o ap {uppermac address JI e3> AP Glwlaw < ol d3® el in order to o i3l .(WLC)
Ay délnslbg dnild Jgxill I

Security

LA
Genersl
RADIUE authentication
RADIUS Sccountng
Local Met Users
MA&C Filtering
Cisabled Chents
User Login Policies
&F Policies

Recess Control Lists

[PSec Certificates
CA Certificate
1D Cartificate

Weh auth Certificate

Wireless Protection

Policies
Trusted &P Policies
Rogue Paolicies
Standard Signatures
Custom Signatures
Client Excluzion Polices
AP authentication

Security

A8
General
RADIUE Suthantication
RADIUSE Scocounting
Local Mat Users
MAC Filtering
Digabled Clisnts
Lzer Laogin Policies
AP Pa I i:"

Access Control Lists

IPSec Certificates
A Certificate
10 Cerbhcabe

Weh auth Certificate

Wireless Protection

Paolicies
Trusted AP Palici=s
Rogue Policies
Standard Signatures
Custom Signatures
Clhant Exclusion Palicias
AP Authentication

AP Policies

Policy Configuration
[~ Enabled
" Enabled

Apply |

futhomze APs aganst ASA
#ccapt Self Signed Certificate

Add AP to Authorization List

|o0:0b: 85 :50:54:00

|I"11C 'I

MAC Address
Certificate Type

Add
) Ttems O
AP Authorization List
MAC Address  SOPURCAte guay key Hash
¥Ype
AP Policies
Folicy Configuration
authorize 4Pz against Asa ™ Enabled
accept Self Signed Certificate ™ Enabled
Bdd AP te Authorization List
MAC Address |
Certihicate Type MIC -i
Ttems 1

AP Authorization List

Certiticate

By

MAC Address THpE 5HA&1 Key Hash
o0:0b:as: Se:d0:00 MIC

00:0b:85:5e:58:80 MIC

to 20 of 0



8:>9 _le (AP) Jswgll dais Jye%5 daild I (PAP 9 RAP) Jgwgll blis oo JS d8lo| ai (Jlall 13D 8
pSll

(CLI) JolgVI o dgly (oS3

ozl ass BB I ¢999,5uall aSLoY<config auth-list add mic <ap mac oVl lasl 63

Cisco Controller) >config auth-list add mic 00:0b:85:5e:40:00)
Ci sco Controller) >config auth-list add mic 00:0b:85:5e:5a:80)

S 13D a9 13D Josiuw
Cisco WLC 4402

Cisco Controller) >show run-config)
...Press Enter to continue

System | nventory

Switch Description........ ... ... G sco
Control |l er

Machine Model . ... ... .. . . . . . . .
W.C4402- 12

Serial Number....... ... . . . . .. . ..
FLS0943H005

Burned-in MAC Address. ...........o ...

00: 0B: 85: 40: CF: AO

Crypto Accelerator 1........ ... . . ... ... Absent
Crypto Accelerator 2......... ... . .. Absent
Power Supply 1. ... ... Absent
Power Supply 2. .. .. ..
Present, K

Press Enter to continue O <Ctl Z> to abort

System | nfornmati on

Manufacturer's Name.............. .. Cisco
Systens, Inc

Product Name........... ... Cisco
Controller

Product Version.......... ... . . . ..
3.2.150.6

RTOS Version. . ... e e
3.2.150.6

Bootl oader Version.......... .. ... .. ... ..
3.2.150.6

Bui ld Type. ... . DATA +
WPS

System Name. . .. ... ..

| ab120w ¢4402i p100

.................................. System Locati on
................................... Syst em Cont act




192. 168. 120. 100
SystemUp Time. . ... 0 days
1 hrs 4 mins 6 secs

Configured CoUNtry. ........vuiiniiiinnn. Uni t ed
States

Operating Environment................ ...
(Conmercial (0 to 40 C

Internal Temp AlarmLimts....................... Oto
65 C
Internal Tenperature.............. ... ... ... +42 C

State of 802.11b Network.........................

Di sabl ed

State of 802.11a Network.........................
Di sabl ed

Nunmber of WLANS. . ... ... . . i i 1
3rd Party Access Point Support...................
Di sabl ed

Nunber of Active Cients......................... 0

Press Enter to continue O <Ctl Z> to abort

Swi tch Configuration
802.3x Flow Control Moude.............. .. .........

Di sabl e

Current LWAPP Transport Mode..................... Layer
3

LWAPP Transport Mde after next switch reboot.... Layer
3

FIPS prerequisite features.......................

Di sabl ed

Press Enter to continue O <Ctl Z> to abort

Net wor k | nf ormati on

RF-Network Name............. ... ... ... ..... ai respacerf
Web Mode. . ... . Enabl e
Secure Wb Mode. . ... .. ..o Enabl e
Secure Shell (ssh).......... ... ... ... ...... Enabl e
Telnet. . ... Enabl e

Et hernet Multicast Mode..................... Di sabl e
Mode: Ucast

User Idle Tinmeout.............. ... ..., 300 seconds
ARP Idle Timeout........... ... ... ... 300 seconds
ARP Unicast Mode............ ... .. ... ..., Di sabl ed
Cisco AP Default Master..................... Di sabl e
Mymt Via Wreless Interface................. Enabl e
Bridge AP Zero Config......... ..., Enabl e

Bridge Shared Secret........................
youshoul dset ne

Allow O d Bridging Aps To Authenticate...... Di sabl e
Over The Air Provisioning of AP's........... Di sabl e
Mobil e Peer to Peer Blocking................ Di sabl e
Apple Talk . ... . Di sabl e
AP Fallback ....... ... ... . . . Enabl e
Web Auth Redirect Ports .................... 80

Fast SSID Change ............uiiinnnenenn. Di sabl ed

Press Enter to continue O <Ctl Z> to abort

Port Sunmmary
STP  Adnmin Physi cal Physi cal Li nk
Li nk Mcast




Pr Type St at Mbde Mode St at us St at us
Trap Appl i ance PCE

Normal Forw Enable Auto 1000 Full Up 1
Enabl e Enabl e N A
Normal Forw Enable Auto 1000 Full Up 2
Enabl e Enabl e N A

Mobi ity Configuration

Mobility Protocol Port................. ... ....... 16666
Mobility Security Mdde........... .. ... ... ... ...

Di sabl ed

Default Mbility Domain..........................

Mobility Group menbers configured................ 3

Swi tches configured in the Mbility G oup

MAC Addr ess | P Address Group Nare
<00: Ob: 85: 33: a8: 40 192.168.5.70 <l oca
<00: Ob: 85: 40: cf: a0 192. 168. 120. 100 <l oca

00: Ob: 85: 43: 8c: 80 192. 168. 5. 40 ai respacer f

Interface Configuration

Interface Name........ ... .. .. . .. ap-
manager

P Address. . ...
192.168. 120. 101

IP Netmask. .. ...
255.255. 255. 0

IP Gateway. .. ...
192.168.120.1

VLAN.
unt agged

Active Physical Port............ ... ... ... ....... 1
Primary Physical Port............. ... ... ....... 1
Backup Physical Port............. .. ... ... .......
Unconfi gured

Primary DHCP Server. ... ... ... .
192.168. 1. 20

Secondary DHCP Server........... ...
Unconfi gured

ACL. L
Unconfi gured

AP MBNAGEr . . . . Yes
Interface Name........ ... .. ... ..
nmanagenent

MAC Addr BSS. . .ot
00: Ob: 85: 40: cf: a0

P Address. . ...
192. 168. 120. 100

IP Netmask. .. ...
255.255. 255. 0

IP Gateway. .. ...
192.168.120.1

VLAN.
unt agged

Active Physical Port............ ... ... ... ....... 1
Primary Physical Port............. ... ... ....... 1
Backup Physical Port............. .. ... ... .......
Unconfi gured

Primary DHCP Server. ... ... ... .

192.168. 1. 20




ACL. . e
Unconfi gured

AP MBNAgEr . . .. No
Interface Name......... ... . . . ..
servi ce-port

MAC Addr €SS. . . . i i e e
00: Ob: 85:40: cf: al

I[P Address. . ... e e
192. 168. 250. 100

I[P Netmask. . ... . e
255. 255.255. 0

DHCP Protocol .......... .. i

Di sabl ed

AP MBNAgEr . . .. No
Interface Name......... ... .. . ..

vi rtual

I[P Address. . ... e e
1.1.1.1

Virtual DNS Host Nanme............................

Di sabl ed

AP MBNAgEr . . .. No
WLAN Confi guration

WLAN Identifier.. ... ... . . . . i, 1
Network Name (SSID)..........cooiiiii. ..

| ab120w ¢4402i p100

StatuUS. ... e
Enabl ed

MAC Filtering. . ...
Enabl ed

Broadcast SSID.......... ...
Enabl ed

AAA Policy Override........ ... ...

Di sabl ed

Nurmber of Active Cients......................... 0
Exclusionlist Timeout................ ... ..., 60
seconds

Session TimeoUt. .. ...t e e 1800
seconds

Interface. . ... ... . . e
managenent

WEAN ACL. . .
unconfi gured

DHCP Server. ........ . e
Def aul t

Quality of Service.......... .. .. . Silver
((best effort

MM .

Di sabl ed

802. 11, . oo e

Di sabl ed

Dot 11- Phone Mode (7920)........ ...

Di sabl ed

Wred Protocol........ ... .. ... .. i, None
IPVG SUppOrt. . ...

Di sabl ed

Radio Policy...... ... All

Radi us Servers
Authentication.......... ... ... .. .. ...




192.168. 1. 20 1812

Security

Authentication:........................ Open 802. 11
System

Static WEP Keys. .. ...
Enabl ed

Key I ndex: ... ..
1
Encryption: .. ...

104-bit WEP

802, IX oo
Di sabl ed

W-Fi Protected Access (WPALl).................
Di sabl ed

W-Fi Protected Access v2 (WPA2) . .............
Di sabl ed

IP Security. .. ..o
Di sabl ed

IP Security Passthru..........................
Di sabl ed

L2 P,
Di sabl ed

Web Based Authentication......................
Di sabl ed

Web- Passthrough. . ......... . ... . .
Di sabl ed

Auto Anchor....... ... .. . ...
Di sabl ed

Cranite Passthru............. ... .. .. ..........
Di sabl ed

Fortress Passthru........... ... ... ... ... .....
Di sabl ed
RADI US Confi guration
Vendor |d Backward Compatibility.................
Di sabl ed
Credentials Caching............ ... . . . ..
Di sabl ed
Call Station Id Type..........o .. IP
Addr ess
Admi ni strative Authentication via RADIUS.........
Enabl ed
KeyWr ap. . . oo
Di sabl ed
Load Bal ancing Info
Aggressive Load Balancing........................
Enabl ed
Aggressive Load Bal ancing Wndow. . ............... 0
clients
Signature Policy

Signature Processing. ............uiuiiinnn....

Enabl ed
Spanning Tree Switch Configuration
STP Specification...................... | EEE 802. 1D
STP Base MAC Address. ..................
00: 0B: 85: 40: CF: AO
Spanning Tree Algorithm............... Di sabl e
STP Bridge Priority.................... 32768

STP Bridge Max. Age (seconds).......... 20




STP Bridge Hello Tine (seconds)........ 2

STP Bridge Forward Del ay (seconds)..... 15

Spanning Tree Port Configuration

STP Port ID ... 8001

STP Port State............. ... ... ... ... .... For war di ng
STP Port Administrative Mode................ 802. 1D

STP Port Priority........ ... . ... . 128

STP Port Path Cost............ ... ... ........ 4

STP Port Path Cost Mode..................... Aut o

STP Port ID ... 8002

STP Port State............. ... ... ... ... .... For war di ng
STP Port Administrative Mode................ 802. 1D

STP Port Priority........ ... . ... . 128

STP Port Path Cost............ ... ... ........ 4

STP Port Path Cost Mode..................... Aut o

Jowooll blad Juogill olaleos eSS

I3 o)l olaleoy dgiSiell dSuidl dSui (3 Joogll dlass 193 (oSS dasS Jo> wlodss puwdll 130 pas,
CLI JI 91 gui JI L] Joamiuy pleo 13 cdSui gabaiwy col .alall

Joogll bla; JS dxan ,ehi .Jeogll ble wxi APs JS <3 a=y9 (SdwY dslnsb .1

Juolisl < Jsogll blis gua> o I Jgosl) bl (AP1510) Jguosll dlaid Juolidl blo)| S99 il .2
Jio uu> dabg g il Jswogll blad s e Lilal ple cow Jswogll dasi @09 pues iy dxaall 0i® 8
13D o 2>19 i | cdogleo juuxy i oyl logles i wlogleall 03 Loyl daxaall 03 elai .AP1510
raSid] aSuidl 9 ap 13® 0 592l caise in order to L

a5l 6359, LShwY Juogi AP1510 J ol 1] Ll 13D i3] —MeshAP -
a5zl 23>0 LSk Jlasl e sgizs AP1510 cals 13] 5Ll 13® Lis| —ROOtAP -

Bridging Information
AP Role MeshAP W
Bridge Type Cutdoor
Bridge Sroup Mame
Ethernet Bridging []
Backhaul Interface g0z2.11a

Bridge Data Rate (Mbps) |18 W

2o JSuiy oueSil Jac s punsl] 13 paciawl

dolMe Jauwl lgio,e iSoy (WLC) aSluwMl dylall il (3 pSill yuaic (3 Jguos)l blés Jous 1=,
&S LMl dlxall dSuidl (8 aSxill 6259, a3l (GUI) dyogu )l pasiuuall dg>ly el (8 " SLw¥" Lyguill
:(WLC)



MOMITOR Wlaps  CONTROLLER  WIRELESS — SECURITY MAHAGEMEMT COMMAMNDE HELP

Al APs

search by Ethernet MALC Search I

Operational

1 : ]
AF Hame AP 1D Ethernet MALC Admin Status Status

Fart

Cigtai
lablZ0brlsliiplss E 00:0b:85:52:52:80 tnable REG 1 Bridigirug

Intormaton

Lietai
labizobriS10ipls0 i0 D0:0b:65: Se:40:00 Enable REG i Eridginig
Informaton

9 Jowogll bl Joxus o gaxill show ap summary ;oY plasiw] liSey (CLI) LolgVl Jlaw dg>ly e
{(WLC) aSLwI ddxall aSpidl L9 oSl uaic

Cisco Controller) >show ap summary)

AP Nare Slots AP Model Et hernet MAC Locati on Por t
| ab120br 1510i p152 2 QAP1500 00: Ob: 85: 5e: 5a: 80 default _location 1
| ab120br 1510i p150 2 QAP1500 00: Ob: 85: 5e: 40: 00 default _location 1

< (Cisco Controller)
:ap JI oo 493l eads guiin order to JI (9 Juolds juuzxy dalaslb

Al APs = labl20brlS10ep 152 = Bridging Detalls _<h
Bridging Details Bridging Links
AP Bale RAP P arent
Bridge Group Mameo Child lab1z0brl510iplS0 1 D0:0biESISe
Back haul [Aksfacs 802 11s
Switch Physical Port 1
Routsng State Maimlenance

Malfarmned Neighbor Packets 1l
Paor Haghbor ENE reportng Li]
Bilacklisted Packers 1

Induffeciemt Mamory regortng 0

Ay Neighbor Bequests ar
Ax Meighbor Responsed 1]
Tz Ne :_|||I|l:I A egesls 1]
Tu Nasghbor Redpondes L
Pareni Changes count il
Noighbor Timaouts count o
MNaode Hope 1]

in order to el<Cisco ap> aSubs cyMl9<CiSCo ap> as Sy Lol clasiul galaiuy il (CLIJI e
‘\WLC Jl g0 APs JI Jzuw ol cab>



Cisco Controller) >show mesh path 1abl120br1510ip152)
00:0B:85:5E:5A:80 is RAP

Cisco Controll er) >show mesh neigh 1abl120br1510ip152)
AP MAC : 00: 0B: 85: 5E: 40: 00

FLAGS : 160 CHILD

wor st Dv 255, Ant 0, channel 0, biters 0, ppiters 10
Nunroutes 0, snr 0, snrUp O, snrDown 26, |linkSnr O
adj ust edEase 0, unadj ustedEase 0

t xParent 0, rxParent O

poorSnr O

(1 ast Updat e 1150103792 (Mon Jun 12 09:16: 32 2006
par ent Change 0

Per antenna snoothed snr values: 0 0 0 O

Vect or through 00: OB: 85: 5E: 40: 00

< (Cisco Controller)

Le>Molg ez BLiSiwl

JoST .asuiuoll aSuidl s (8 el Ll legus JSLiall isT a>1 99 (W) go asiuzall daolil

Ul olaaxill

ol aSuidl (5 pSxil uaie (9 MAC wis 0 aosld (5 Jawogll dlaid MAC lgic a8l (o a1
MAC auas < ¢polill e W3 ddax>Vo Sag (WLC) dSluw I

A JUd boaic WLC JI 8 &l 13D cul) gaaiy col Malay 301" "I G Jiiaadl ] o a5 .2
LWAPP Joi n- Request AUTH_STRI NG_PAYLOAD ".gliaa)l 9 9lgi pac
blai) pliaall (uoSi 13D 098, lao) lio OIS 3] Gual 095 oSl ¢uSas HLs plasiw] il Jol>
bl olyeSil g Wilal dssineall dSuill (8 Jowos)!

08 W Lo avll gl dgzly e ey Sl sl axgi éslel (RAP) a=y o,e Jawogll blas pgis V.3
IP cuslic le ool lalasall (Say i $35Y1 el M5 0o 1P (u9lic Jlu,Y DHCP o315 (oS,
a3l J CSeliwl Sl clasiwl W3 BV . RAP dlauwls, legsi 65le] caas (il 4 a3

lguuss ayplally sl olegoms clowwl 4985 o 35T 91 @l 8V pudlly Juuxll dcgazo puwl Jui ol Lo] .4

:ala>MNo " 00: 0b: 85: 68: ¢c1: do

.d,leoll RAP 9 MAP Lil,> e blos

iSeidl S pSill yuaic o dsilid] Jlasl o ¥Sitna) dpunilly . diinsall dSuid] Jgo9 bolas, dnls JSLive 03
Lightweight gioe)l . 3 Jewoll dlnis elias] Blisiwl | gl «Jso9 iy (WLC) dSlwll dlxall

&S LI (LAN) dudxall aSuidl 8 a5 6259 _JI puinis ¥ il le>Volg

le>Moolg eliasVI SliSuwl ool

.debug ol9l plaziw| J:8 zaxaill olol Jo> dago wlogles JI gl tdla>Vo
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Jswogll zei e clasl aumai ohls (u9Si) pasiuy — debug pem state enable -

Jsogll zei pae clasl gumas ohls (4983 paziw, — debug pem events enable -

.a09 DHCP osl> JI lebls pis 3l DHCP Jlw, cllas] auas o2 — enable dlw) debug dhep -

DHCP 0513 JI lglw,l piy (il DHCP doj> Juolss clias] aas Lo ,2; — enable la,, debug dhep -
.09

10D le>Woly clas VI Blikiwy lgolasiw] cliSay Ll ddloYl elasVl amuas olyl Sas,

LWAPP clasl aenas o —Iwapp slasl S -
WLC 9 Jswogll dass o B 505 piy il 65lgaid] Jilw, elas] aenas Lo 2, —debug pm pki enable -

Jwaic 8 Lightweight gogll 8 Jguogll bl Joxus o ol debug lwapp events 13® WLC Lol 23] aui
{(WLC) aSluwI dylxall aSuill 8 aSxill

Cisco Control |l er) >debug lwapp events enable)

Mon Jun 12 09: 04: 57 2006: 00: Ob: 85: 5e: 40: 00 Received LWAPP JOIN REQUEST
' from AP 00:0b:85:5e:40:00 to 06: Oa: 10: 10: 00: 00 on port "1

Mon Jun 12 09: 04:57 2006: 00: Ob: 85: 5e: 40: 00 AP | ab120br 1510i p150: txNonce
00: OB: 85: 40: CF: A0 rxNonce 00: 0B: 85: 5E: 40: 00

Mon Jun 12 09: 04:57 2006: 00: Ob: 85: 5e: 40: 00 LWAPP Joi n- Request MIU path from
AP 00: 0Ob: 85:5e:40: 00 is 1500, renote debug nmode is O

Mon Jun 12 09: 04: 58 2006: 00: Ob: 85: 5e: 40: 00 Successfully added NPU Entry for
,AP 00:0b:85:5e:40:00 (index 1) Switch IP: 192.168.120.101, Switch Port: 12223
intlfNum1, vlianld O AP | P: 192.168. 120. 150, AP Port: 58368, next hop

MAC:. 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04: 58 2006: 00: Ob: 85: 5e: 40: 00 Successfully transmission of
LWAPP Join-Reply to AP 00:0b:85:5e:40:00

Mon Jun 12 09: 04: 58 2006: 00: Ob: 85: 5e: 40: 00 Register LWAPP event for AP
00:0b:85:5e:40:00 slot 0

Mon Jun 12 09: 04: 58 2006: 00: Ob: 85: 5e: 40: 00 Register LWAPP event for AP
00:0b:85:5e:40:00 slot 1

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 Received LWAPP CONFIGURE REQUEST
from AP 00:0b:85:5e:40:00 to 00: Ob: 85: 40: cf: a3

Mon Jun 12 09: 04:59 2006: 00: Ob: 85: 5e: 40: 00 Updating IP info for AP 00: Ob: 85: 5e: 40: 00
static 1, 192.168.120.150/255. 255. 255. 0, gtw 192.168.120.1 --

Mon Jun 12 09: 04: 59 2006: spanVerifyRegDomai n RegDonmin set for slot 0 code O regstring
A regDfronCh - A-

Mon Jun 12 09: 04: 59 2006: spanVerifyRegDomai n RegDonmin set for slot 1 code O regstring
A regDfronCh - A-

Mon Jun 12 09: 04: 59 2006: spanEncodeDomai nSecr et Payl oad: Send donmi n secret
ai respacer f <65, 4d, c3, 6f, 88, 35, cd, 4d, 3b, 2b, bd, 95, 5b, 42, 6d, ac, b6, ab, f7,3d> to
AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09:04:59 2006: 00: Ob: 85: 5e: 40: 00 Successfully transm ssion of LWAPP
Confi g- Message to AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04:59 2006: Runni ng spanEncodeCreat eVapPayl oad for SSID
"1 abl20wW c4402i p100
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Mon Jun 12 09: 04: 59 2006: Runni ng spanEncodeCr eat eVapPayl oad for SSID
"1 ab120w c4402i p100'

.Mon Jun 12 09:04:59 2006: 00: Ob: 85: 5e:40: 00 AP 00: Ob: 85: 5e: 40: 00 associ at ed
Last AP failure was due to Link Failure, reason: STATI STI CS_| NFO_RES

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 Recei ved LWAPP CHANGE_STATE_EVENT from
AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 Successfully transm ssion of LWAPP
Change- St at e- Event Response to AP 00: Ob: 85: 5e: 40: 00

:Mon Jun 12 09: 04: 59 2006: 00: 0b: 85: 5e: 40: 00 apf SpanProcessSt at eChangel nSpantCont ext
Down LWAPP event for AP 00: Ob: 85:5e:40:00 slot O

Mon Jun 12 09: 04:59 2006: 00: 0Ob: 85: 5e: 40: 00 Recei ved LWAPP Down event for
I AP 00: Ob: 85:5e:40:00 slot O

Mon Jun 12 09:04: 59 2006: 00: Ob: 85: 5e: 40: 00 Recei ved LWAPP CONFI GURE COVMAND
RES from AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 Recei ved LWAPP CHANGE_STATE_EVENT from
AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 Successfully transm ssion of LWAPP
Change- St at e- Event Response to AP 00: Ob: 85: 5e: 40: 00

:Mon Jun 12 09: 04: 59 2006: 00: 0b: 85: 5e: 40: 00 apf SpanProcessSt at eChangel nSpantCont ext
Down LWAPP event for AP 00: Ob: 85:5e:40:00 slot 1

Mon Jun 12 09:04: 59 2006: 00: Ob: 85:5e:40: 00 Recei ved LWAPP Down event for AP
1 00: Ob: 85: 5e:40: 00 slot 1

Mon Jun 12 09:04: 59 2006: 00: Ob: 85: 5e: 40: 00 Recei ved LWAPP CONFI GURE COVVVAND
RES from AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09:04: 59 2006: 00: Ob: 85: 5e: 40: 00 Recei ved LWAPP CONFI GURE COVIVAND
RES from AP 00: Ob: 85: 5e: 40: 00
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