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Accowsting Port joptionallc EISAE_ED LERE

 Default Sorver Priorisies |
LAP Autheatication MAL Authentication Accaunting

Prioety 1 [ ¢ NONE » =] Priosty 1: [« HORE » =] Priorty 1: |¢NONE » =

Prigaty I m Prigety 2 Im Prigaty Im

Prazesty 3 lm Prioety 3 Im Priosty 3 Im

Admins Authantication [RADRIS) Ademin Authansication (TACACS <)

Pty 1. [(TONES 3] Gy [ETETTE]

Priosty 2 [*NONE + 2] Priesty 2 [CHORE » 2]

Priesty 3 [<NONE + 2] Prioety 3. [(NONE » 2]

ooy | Cancel |

T

Cliarkss ‘Wit (o Coogyraghl dc) 199 2-2008 by Cigco Syalems, Int -
- CrT —

220301 13D (paiy. 3iloy ddlaibg laad Job @slas o $3la; Jogumall 19 ddie Admin<gel o313
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Evaca frarms

Cisco Aironet 1240AG Series Access Point

Hesinasme ap A0 U i T s

Seourity: Admin Access

Adeninistrstor Authenticated by ™ Defwull Authentcaton (Glebal Fasrwond)
T Local User List Only ndsedusl Pad-tmeds)

© Authantsaton Sareer f not foend i Local List

" Local List # mo sesponss o Authentication 5 enar

Aushentication Cacks: F Ensble Authardscaton Sarer Caching
Apply | _Cance |
Dotaub Authentication (Global P asword |
Detawh Authentication Pasword: [ I
Conllrm Awthentication Pasword: [ _Apply | Cancel |
Local Uses List (ndividual Passwords) I
s Ltz
Usermam e
P amwwrord, li =
[ e R T
renoSill Jlia) CLI (655 6@ 32
aas; daio

AccessPoi nt #show running-config

Current configuration : 2535 bytes

|

version 12.3

no service pad

service tinestanps debug datetinme nsec

service tinmestanps |og datetime nmsec

servi ce password-encryption

|

host nane AccessPoi nt

!

!

i p subnet-zero

!

!

aaa new-model

Enable AAA. ! | aaa group server radius rad_eap ! ---!
aaa group server radius rad_mac ! aaa group server
radi us rad_acct ! aaa group server radius rad_admn
cache expiry 1 cache authorization profile adm n_cache
cache authentication profile adm n_cache ! aaa group
server tacacs+ tac_admin

Configure the server group tac_admin. server ---!
172.16.1.1

Add the TACACS+ server 172.16.1.1 to the server ---!
group. cache expiry 1




Set the expiration time for the local cache as 24 ---!
hours. cache authorization profile admin_cache

cache authentication profile admin_cache

1

aaa group server radius rad_pmp
|

aaa group server radius dumy

|

aaa authentication login default group tac_admin

Define the AAA login authentication method list to ---!
use the TACACS+ server. aaa authentication |ogin

eap_net hods group rad_eap aaa authentication login
mac_net hods | ocal aaa authorization exec default group
tac_admin

Use TACACS+ for privileged EXEC access —---!
authorization !--- if authentication was performed with
use of TACACS+. aaa accounting network acct_net hods
start-stop group rad_acct aaa cache profile adnmi n_cache
all ! aaa session-id common ! | usernane G sco password
7 00271A150754 ! bridge irb ! ! interface Dot11Radi 00 no
i p address no ip route-cache shutdown speed basic-1.0
basic-2.0 basic-5.5 basic-11.0 station-role root bridge-
group 1 bridge-group 1 subscriber-loop-control bridge-
group 1 bl ock-unknown-source no bridge-group 1 source-

| earning no bridge-group 1 unicast-flooding bridge-group
1 spanning-disabled ! interface Dot11Radi ol no ip
address no ip route-cache shutdown speed station-role
root bridge-group 1 bridge-group 1 subscriber-I|oop-
control bridge-group 1 bl ock-unknown-source no bridge-
group 1 source-learning no bridge-group 1 unicast-

fl oodi ng bridge-group 1 spanning-disabled ! interface
Fast Et hernet0 no ip address no ip route-cache dupl ex
aut o speed auto bridge-group 1 no bridge-group 1 source-

| earni ng bridge-group 1 spanning-disabled ! interface
BVI1 ip address 172.16.1.30 255.255.0.0 no ip route-
cache ! ip http server ip http authentication aaa

Specify the authentication method of HTTP users as ---!
AAA. no ip http secure-server ip http hel p-path
http://wwmv. ci sco. com war p/ public/ 779/ snbi z/ prodconfi g/ he
I p/ea ip radius source-interface BVI1 ! tacacs-server
host 172.16.1.1 port 49 key 7 13200F13061C082F tacacs-
server directed-request radius-server attribute 32
i ncl ude-in-access-req format % radius-server vsa send
accounting ! control-plane ! bridge 1 route ip ! ! !
line con O transport preferred all transport output al
line vty O 4 transport preferred all transport input al
transport output all line vty 5 15 transport preferred
all transport input all transport output all ! end

Josi _i> &zl jluol 9l Cisco 10S Software goli o JA(7)12.3 5lao¥l ) ¢oSy ol wxy talasVo
&> e Cisco I0S Software zwolu o 0281 jlas] Sgizy ¥ 28 . auo JSuiy uoSdl 13D (9 ,0l9Vl guo>
.6J§9h>)oby|oiﬁ

2o JSuiy oueSil Jac 2T punsl] 138 paciuwl

2,2 (OIT) 23Vl a2 io 6131 pasiuwl .ShOW Lolol aes (lnad ulrualleNasl)) 213V p o 6131 acs
. Show oVl 2,50 >
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ol el Jolxy Loaie .CLI JI gl gui JI (0 Jlasiw] 2o ap JI L] w9 ol «JsSuiadl e8> in order to cJol>
.dalS9 username o o, ap JI .ap JI iai,

Enter Network Password d o

? Fleaze type pour uzer name and pazszword.

Site: 17216.1.30

Fiealm level 1 _access

Uzer Mame  |Uszer

Pazzword ]

[ Save thiz pazsword in your password list

aFk. Cancel

Gaxiy .+TACACS o553 JI wlegumall agi oslel Jowogll dlns; pgéi (paimall Cleguo ,u99i pgdi loic
aass Jl Jowooll 96,9 awilily 6acld 8 a>liall wlogleall ulwl e sloiedl olly o0 +TACACS ool
ACS e 05 p5 il @dsbaall < blilly ,yladl [Lis| diSe, .ax>Wl d8slasll aic (AP) Jguogll

o L lawd . pasiuwoll ligd ax> Wl a8skanll (o g8xill 0,05 o5 Sl @8skanll 85 plasiwlg

select |

[ Refresh [ Download

Passed Authentications active.csv

. Message- User- Group- NAS-  NAS-TP-
Date % | Time Type Name Name Laller-1D Port Address

03/10/2006 |14:57:.01 |Authen OE  |Userl |ﬁLdm1'nT_Tsers 172.16.1.1 |ity1 172.16.1.30

‘Jlio _L Loyd +TACACS prl5 aumall (oSl oo 3ixill show tacacs ;oY plasiw] Loyl liSa,

AccessPoi nt #show tacacs

Tacacs+ Server o 172.16.1.1/49
Socket opens: 348
Socket cl oses: 348
Socket aborts: 0
Socket errors: 0
Socket Ti meout s: 0
Fai | ed Connect Attenpts: 0
Total Packets Sent: 525
Total Packets Recv: 525

5.2 _SloYl seixall ua0 o il




AACS 5.2 30 B0 p3 l/alislall Jos 3l iowws oY9bee oo gamll i
a>g) go wa> Biuio Hlbl 7S pin il Losleg Jssiddl ey &8 < yyladly 4dlall §99 Ll 1

ologleoll
29elll Jissll V9o Juwolas 138 auog, . pedl-tacacs-adslaall g5 il .2

Le>Noly clas VI BLiSiwl

2l s ap in order to JI Lle ol sy 138 clasiwl galoiwy ol

.debug olol plaziw| Jd zuaill 1olol Jo> dago wlogles JI &)l da>Ye

Jlo Ld .TACACS @slas clsl ¢axi (il &lasV Julus 4oVl 138 o 2, — debug tacacs events
Mar 1 00:51:21.113: TPLUS. Queuing AAA Authentication request 0 for*

processing

Mar 1 00:51:21.113: TPLUS: processing authentication start request id 0O*

(Mar 1 00:51:21.113: TPLUS: Authentication start packet created for 0(Userl*

Mar 1 00:51:21.114: TPLUS: Using server 172.16.1.1*

Mar 1 00:51:21.115: TPLUS(00000000)/0/ NB_WAI T/ C6DC40: Started 5 sec tineout*

Mar 1 00:51:21.116: TPLUS(00000000)/0/NB_WAI T: socket event 2*

Mar 1 00:51:21.116: TPLUS(00000000)/0/NB_WAIT: wote entire 25 bytes request*
Mar 1 00:51:21.116: TPLUS(00000000)/0/ READ:. socket event 1*

Mar 1 00:51:21.117: TPLUS(00000000)/0/ READ: Woul d bl ock whil e readi ng*

Mar 1 00:51:21.120: TPLUS(00000000)/0/ READ:. socket event 1*

Mar 1 00:51:21.120: TPLUS(00000000)/0/READ: read entire 12 header bytes (expect*
(bytes data 16

Mar 1 00:51:21.120: TPLUS(00000000)/0/ READ: socket event 1*

Mar 1 00:51:21.120: TPLUS(00000000)/0/READ: read entire 28 bytes response*

Mar 1 00:51:21.121: TPLUS(00000000)/0/ C6DC40: Processing the reply packet*

(Mar 1 00:51:21.121: TPLUS: Received authen response status GET_PASSWORD (8*

Mar 1 00:51:21.121: TPLUS: Queuing AAA Authentication request 0 for processing*
Mar 1 00:51:21.121: TPLUS: processing authentication continue request id 0O*

Mar 1 00:51:21.122: TPLUS: Authentication continue packet generated for 0*

Mar 1 00:51:21.122: TPLUS(00000000)/0/WRI TE/ C6DC40: Started 5 sec tinmeout*

Mar 1 00:51:21.122: TPLUS(00000000)/0/WRITE: wote entire 22 bytes request*

Mar 1 00:51:21.178: TPLUS(00000000)/0/ READ:. socket event 1*

Mar 1 00:51:21.178: TPLUS(00000000)/0/ READ: read entire 12 header bytes (expect*
(bytes data 6

Mar 1 00:51:21.178: TPLUS(00000000)/0/ READ: socket event 1*

Mar 1 00:51:21.178: TPLUS(00000000)/0/READ. read entire 18 bytes response*

Mar 1 00:51:21.179: TPLUS(00000000)/0/ C6DC4A0: Processing the reply packet*

(Mar 1 00:51:21.179: TPLUS: Received authen response status PASS (2*

o2 le>Nolg HTTP adskas clasl BLlisiwY ,oYl 13® paziwl—debug ip http authentication -
.a85Lanlly okl Wl Jilw,g aslaiuw] a>gall Jol> il a8skanll Lglwl 4oVl
+AAA TACACS a83Lao Jg> wlogles 4oVl 13® o 2, —debug aaa authentication -

ol 231 L lawd @85kaall Jissind +TACACS pol5 e 39200 € pacius sl pasiwall J55 13]
:alils a8>Las) debugJ tacacs ddslao

Mar 1 00:07:26.624: TPLUS. Queuing AAA Authentication request 0 for processing*
Mar 1 00: 07:26.624: TPLUS: processing authentication start request id O*

(Mar 1 00:07:26.624: TPLUS: Authentication start packet created for O(User3*
Mar 1 00:07:26.624: TPLUS. Using server 172.16.1.1*

Mar 1 00:07:26.625: TPLUS(00000000)/0/ NB_WAI T/ AB8784: Started 5 sec timeout*
Mar 1 00: 07:26.626: TPLUS(00000000)/0/NB_WAIT: socket event 2*
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Mar 1 00: 07:26.626: TPLUS(00000000)/0/NB_WAIT: wote entire 25 bytes request*
Mar 1 00: 07: 26. 627: TPLUS(00000000)/0/ READ: socket event 1*

Mar 1 00: 07:26.627: TPLUS(00000000)/0/ READ: Woul d bl ock whil e readi ng*

Mar 1 00: 07:26.631: TPLUS(00000000)/0/ READ: socket event 1*

Mar 1 00: 07:26. 632: TPLUS(00000000)/0/ READ: read entire 12 header bytes (expect 16*
(bytes data

Mar 1 00: 07: 26. 632: TPLUS(00000000)/0/ READ: socket event 1*

Mar 1 00: 07: 26.632: TPLUS(00000000)/0/ READ: read entire 28 bytes response*

Mar 1 00: 07:26.632: TPLUS(00000000)/0/ AB8784: Processing the reply packet*

(Mar 1 00:07:26.632: TPLUS: Received authen response status GET_PASSWORD (8*
Mar 1 00: 07:26.632: TPLUS: Queui ng AAA Aut hentication request O for processing*
Mar 1 00: 07: 26. 633: TPLUS: processing authentication continue request id O*

Mar 1 00: 07:26.633: TPLUS: Authentication continue packet generated for O0*

Mar 1 00: 07:26.634: TPLUS(00000000)/ 0/ WRI TE/ AB8784: Started 5 sec timeout*

Mar 1 00: 07: 26. 634: TPLUS(00000000)/0/WRI TE: wote entire 22 bytes request*

Mar 1 00: 07: 26. 688: TPLUS(00000000)/0/ READ: socket event 1*

Mar 1 00: 07: 26. 688: TPLUS(00000000)/0/ READ: read entire 12 header bytes (expect 6*
(bytes data

Mar 1 00: 07:26. 689: TPLUS(00000000)/0/ READ: socket event 1*

Mar 1 00: 07:26.689: TPLUS(00000000)/0/ READ: read entire 18 bytes response*

Mar 1 00: 07:26.689: TPLUS(00000000)/0/ AB8784: Processing the reply packet*

(Mar 1 00:07:26.689: TPLUS: Received authen response status FAIL (3*

:Jlio _L Lowd ACS e alilall &8slaall dylxe Lo e dlilall éskasll < boliwly ,pladl lis| dia,

Date ¥ | Ti Message- User- Group- | Caller- Authen- gﬁ Author- | NAS-
—e H18 | Type  Name  Name 1D | [BalliveCols | TUDEE | Ty, Port

—= | = /| Cols | =

CS user

D5/ 172006 119:40:14  Authen faded [TTzer3
unknown

il WJA(7)12.3 Wbl dyxo 5 CISCO 108 (o Suo oSy wl ap JI Lle §Mb] dxo , CisCo (08 el Josiuwy
oo eVl auss Bym0 HTTP Jlasiwl g0 ap JI | 093 ol J9bs col ol 6,0 JS Uns cuoslao] Sl
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ag>l9 cpouiais . Juasio HTTP Jlail JSJ dlsiwall 495Laall Cisco 10S Software HTTP/AAA s Ll
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ol oluiey olpie) oSad (SlwWl Cisco 10S Software zob ) (GUI) dyogu | pasimall
AAA o315 Il Jeosll dhadiall Layeaill/adslasll

a8>0aall olll) leiols RADIUS el Jlj Y .adxoll a85kaall 91 RADIUS adskas pasiwl HTTP déslaol

J98s 0l 22 0ll (08 a5 09 FTACACS JsSgi9 oo guusill @il isi RADIUS JsSei9 o519 .6520iall
bV e dglw 5 Lok

2519 Jlasl dpw LVl dalSJl paziwld (Cisco ACS aals el 95, wls +TACACS plasiw] chle (2 oIS 13|
pazo ACS (e cligiwl | oVl go dpwlwYl dalS)l 0id plaiiwl $25, .tacacs-server LoVl plasiwl,
om0 3> | poldl e Jaxdl Jla, of a>,a)l (o9 TCP Jlasl Jaasilac] g uas

13D oo asiall £l Gy 2ol autiy dxzodl @p I e 2z lagdg JA (7)12.3 $Mb o Cisco ios J
oMoVl puuall

2315 oz il ologleall c8dall ol 8,513 AAA adskan) wddall ol 8515 65u0 paskiwl
bl 5% aslSo] Jouogll dasi) d8slanll awogil cdsall ¢zl 6,515 6540 puis +TACACS

2315 Jl &l Jigsall/adslasll ol JluyY éxl Jud o5 Y (i b pasiua) 8o Jigsill/adslaoll
ol 13® (CLI JI g0 douw 13® wiSo in order to closiwl AAA
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cache expiry

cache authorization profile
cache authentication profile
aaa cache profile

siall pa o pund (b ier 8109 840 ity 6,515 ddslaall JSiu olgV1g daw 13D e dogleo LS J cl>l
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