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IJecbdule IUIguluss
IJeobJule

Cisco 9,05 1o sedds lue perd6 gds Jsd lu suvdd p9de prdis eds IUubods IUpedss
2ol wedpe (WLC) Jlwdds.

S&p 03l IJpwows gbsle Vsel swedd vodssu puob$s Idssy 1Uprdjssé:
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-
auth-00.html

lJedyule IJpuuwcspd
ouwow Idpedspele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez ldedsule 1Jpebss Ideldss:
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sbo) o3l 1JS e ws)y IJepd Iluwluvs Jeuol$6 95w 1Jprdiss B lesh Logwle sosd Jol
09 p9PT I IJuey)é:

ISE 5erver

Foreign WLC Anchor WLC

‘-’ Access Point

H wireless client

lJ¢logs 1. g,.s;_,)i lJgpsd IUlouold gus buwld bdo lWo)lo.

IJg1096 2. sl WLC gpds puols 86 MAC guspl ouund bdo puolb 86 lJs bp ISE 1Uss wp
oJdgsyo.

lJglogs 3. [uweubl !ﬁJ;s wsluws [Jogosd Uc;_@ op wdgsuol gJs ISEd swp hugw!ld Huwlds
Iwsd 1Usuesd pié 1s s euues Idoede Bs Iduveds IUpedss [JJluedJss (WLC)
wluwegsle guslo URL IJpgls w9zsoo 9bgldle Blisesd Idogde Os 1dsuo9d (ACL).

IJgb9s 4. sHuwd euues IJogde B 1duveds 1deedss IJdlgwddss (WLC) 1dghes wes 3Jd
luwoeled l§osly [ds 1Jgpsd.

|.JE_JD_90 5. SUp OpyS) o0do |.JroE_J_9ro|u PU L9u.J E_UUDJ |.Juadp &.95 |.J,JUULJO |JPCJ§O
IJJIguddss (WLC) IJghes 1Js euues Idopde s IUuvods 1dpedss IUdlgnddss (WLC)
|Jpr$ L.9§ J,_}ulgS.J |.JUL9J |quud.JO |uu uaula Iu SULPU lU I.J redirect ACL L)JJ'J;JU &Jgs
eds eds 2> uvdle Iy 999lsp IJoedpe WS IduveJs Idpedss IJJlgudIdss (WLC) 1Ughzso.

121096 6. B 030 IJprpds: suedd IJepsd [Us 2lJs "Jogvgsd” eds euuos Ideede B
IJobods Idpedss IUJlguddss (WLC) IJghes.

IJglogs 7. VPEJ’jO SW9p IJgpsd woosiss puolb 8o IUgsw wluwegsle suglu URL s
lJpwuoe: swil ldpyuws gpdsé lelbs IJugzso.



IU2h096 8. wpzrs puob B Idgpsd vuele: suodd Idgpsd IUs 2lds ogbésd eds euues
IUcedp B Iduivods 1 pedss IUJluuddssé (WLC) JJpyuws.

o9 § WebAuth IJey 9568 Jeeleds louold IJgpsd IJulzeo

sedod Ulo wedsd 1JoaB38 1wl s 1Jpsessd ledle LldoBdosd gws lz)ls godsle
wuoese Idieble. wp wrpse oo ldigble eds JJ pu zod Idbuwle 99228 IJwzdp O IUuboJs
IJpedss IUdluwddss (WLC) IJizuwss Jpuwless Bs Ideedsd IJgluo wd:

debug client 00:17: 7c: 2f: b8: 6e

debug aaa detail enable

debug nobility handoff enable

debug web-auth redirect enable nac 00: 17: 7c: 2f : b8: 6e

Swp luwwgsle 030 IJolosd oul:

WLAN nane: CWA

WAN ID: 5

I P address of anchor W.C: 10.105.132. 141
| P address of foreign W.C. 10.105. 132. 160
Redi rect ACL used: REDI RECT

Client MAC address: 00:17:7c: 2f: b8: 6e

New nobility architecture disabled

lJ¢glo9o 1 §v>i IJepsd gpdso IJlouold g0 Luwld bdo l8eslo. 9ol 1UIJle wsyvgd eds
IJpui,06 [Uehzse:

*apf MsConnTask_6: May 08 12:10:35.897: 00:17: 7c: 2f: b8: 6e Associ ation received fromnobile on
BSSI D dc: a5: f4: ec: df: 34

1Jg1096 2. & )y8 9236 IJoedp B IJuvwIs IJppdsé 1JJlundIss (WLAN) o wp ogss
Jwods LAN IJJIgwddss (WLAN) Jeuol 96 MAC soudd Idgpesd s 2lds wedsd 1Jpuol> §6
9lJodss o 9ldpeluwed (AAA). Jol uu)l epdsé ldpol> 86 gus huwld bdo puol> 96 |Js ISE:

*apf MsConnTask_6: May 08 12:10:35.898: 00:17: 7c: 2f: b8: 6e apf ProcessAssocReq (apf_80211. c: 8221)
Changi ng state for nmobile 00:17:7c: 2f: b8: 6e on AP dc:a5:f4:ec:df:30 fromlIdle to AAA Pendi ng
*aaaQueueReader: May 08 12:10: 35.898: Aut henti cati onRequest: 0x2b6bf574

*aaaQueueReader: May 08 12:10:35.898: Callback......... ... .. . . . . . .. . . . . . . . .. ... 0x10166e78
*aaaQueueReader: May 08 12:10:35.898: protocol Type. ... ... ... ... 0x40000001
*aaaQueueReader: May 08 12:10: 35. 898:

proxyState. .. ... 00: 17: 7C: 2F: B8: 6E- 00: 00

lJ¢lb9o 3. Vs ISE: wp wdysy welyj puol> 96 MAC 909 s)ze euslu URL IJpegls L9RsS00 98lisp6
IJogde VOs 1J9u09d wed puol> 96 MAC. spdud puiless odo ldpedple 1Ueyuwds WOs
lovoelod IJogssd:

*radi usTransport Thread: May 08 12:10: 35.920: Aut hori zati onResponse: 0x14c47c58

*radi usTransport Thread: May 08 12:10:35.920: structureSize......... ... 320
*radi usTransport Thread: May 08 12:10:35.920: resultCode. ... ... ... 0
*radi usTransport Thread: May 08 12:10: 35. 920:

protocol Used. . ...... ... ... . 0x00000001

*radi usTransport Thread: May 08 12:10: 35. 920:
proxyState. . ....... ... 00: 17: 7C: 2F: B8: 6E- 00: 00



*radi usTransport Thread: May 08 12:10: 35. 920: Packet contains 5 AVPs:
*radi usTransport Thread: May 08 12:10: 35. 920: AVP[01] User-

NaMB. . 00-17-7C- 2F- B8- 6E (17 bytes)

*radi usTransport Thread: May 08 12:10: 35. 920: AVP[02]

State. ... Reaut hSessi on: 0a6984a00000004c536bac7b (38 byt es)

*radi usTransport Thread: May 08 12:10: 35. 920: AVP[ 03]

ClaSS. ot CACS: 0a6984a00000004c536bac7b: si d-i se-1-2/ 188796966/ 38
(54 bytes)

*radi usTransport Thread: May 08 12:10: 35.920: AVP[04] Cisco / Url-Redirect-

Acl ... .. .. L REDI RECT (8 bytes)

*radi usTransport Thread: May 08 12:10: 35.920: AVP[05] Cisco / Url-

Redirect..................... DATA (91 bytes)

sedod 802 ldpedsple wduwel oo uedle ISE. luodd IUs gpdsle >p0b 36 9lud) 998
wVluosd eduws gpd IJgpsd Jol 09 psLoe Bs IUuegss:

User-Name 00-17-TC-2F-B2-5E

State ReauthSession:0a6954a0000000045371b7c4

Class CACS:0a698430000000045371b7cd sid-ise-1-2/188796966/7 14
cisco-av-pair url-redirect-acl=REDIRECT

url-redirect=https ./10.106.73.92. 844 3/guestportaligateway?

cisco-av-pair sessionld=0a6984a000000004537 1b7c4&action=cwa

IUglb9s 4. we> 39 $89p ey Idopde B IUuveds Idppdss IUJlgwddss (WLC) IUghzs
wogss IJelds IJs puolb$s L2 olddled shuwld luveelod IS el s IJepsd.

pdlebd: pg Cpdsu puolr 96 MAC, Jl swp huwld luveelod IUIGe)l0 2os swpe [Jeld
3JJ.

*apf Recei veTask: May 08 12:10:35.921: 00:17:7c: 2f: b8:6e 0.0.0.0 AUTHCHECK (2) Change state to
L2AUTHCOMPLETE ( 4)

*apf Recei veTask: May 08 12:10:35.922: 00:17: 7c: 2f: b8: 6e Sendi ng Assoc Response to station on
BSSI D dc: a5:f4:ec:df:34 (status 0) ApVapld 5 Slot 0

lJ¢bgo 5: Swol IJia.;,.__,@ w8 3JY gpdsd lJowdse lJs [Jpyuws. 03l sys |J debug g,3ds6
psule luole:

*apf Recei veTask: May 08 12:10:38.799: 00: 17:7c: 2f: b8: 6e Attenpting anchor export for nobile

00: 17: 7c: 2f : b8: 6e

*apf Recei veTask: May 08 12:10:38.799: 00: 17: 7c: 2f: b8: 6e Anchor Export:

Cient IP: 0.0.0.0, Anchor |P: 10.105.132.141

*apf Recei veTask: May 08 12:10:38.799: 00: 17: 7c: 2f : b8: 6e mmAnchor Export Send: Bui |l di ng

Ur | Redi r ect Payl oad

*apf Recei veTask: May 08 12:10:38.799: 00: 17: 7c: 2f: b8: 6e Anchor Export: Sending url redirect acl
REDI RECT

lJ¢lb9é 6. SpJdud i O)S i lJepsd suw9d !.:J..s 2ldo RUN gJs oo, Idozdpe W Iy ds
lJpzdsé IJJluwddss (WLC) IJghezs. sedu 1Jlu 1966 1Jzlds Iduozses Jdgpsd eds IJesuws
WV Yb. Vspl sJs zis pu lE)lz show client detail IUss wpe wgpseo pu ldzlow IJlzuws (Sop
e ldpedyple Slo Iduodo W Eb):



Client MAC AdAress. . ... i 00: 17: 7c: 2f : b8: 6e

Cient Username ......... ...t 00- 17- 7C- 2F- B8- 6E
AP MAC AdAress. . ... e dc: ab: f4:ec:df: 30
BSSI D. . .o dc: ab:f4:ec:df: 34
IP Address. . ... Unknown

Gateway AdAress. . ... ... ... Unknown

Net mask. . ... Unknown

Mobility State..... ... . .. . Export Forei gn
Mobility Anchor IP Address......... ... ... ........ 10. 105. 132. 141
Policy Manager State............. ... ... ... . .. ..... RUN

Policy Manager Rule Created...................... Yes

AAA Override ACL Name............ ... .. REDI RECT

AAA URL

redirect. .. ... ... https://10.106. 73. 98: 8443/ guest port al / gat ewaysessi onl d=

0a6984a00000004c536bac7b&act i on=cwa

ovlsd Idogedse bolo:

*mrli sten: May 08 05:52:50.587: 00:17: 7c: 2f: b8: 6e Recei ved Anchor Export request: from Switch
I P. 10. 105.132. 160

*mLi sten: May 08 05:52:50.587: 00:17:7c: 2f: b8: 6e Adding nobile on Renpte AP

00: 00: 00: 00: 00: 00(0)

*mrli sten: May 08 05:52:50.587: 00:17: 7c: 2f: b8: 6e mmAnchor Export Rcv:, Mbility role is Unassoc
*mrli sten: May 08 05:52:50.587: 00:17: 7c: 2f: b8: 6e mmAnchor Export Rcv Ssi d=cwa Security

Pol i cy=0x42000

*mrli sten: May 08 05:52:50.587: 00:17:7c: 2f: b8: 6e mmAnchor Export Rcv vapl d= 5, Ssid=cwa

Anchor Local =0x0

*mLi sten: May 08 05:52:50.588: 00:17:7c: 2f: b8: 6e mmAnchor Export Rcv: Url redirect

https://10. 106. 73. 98: 8443/ guest port al / gat eway?sessi onl d=0a6984a00000004c536bac7b&act i on=cwa
*mrli sten: May 08 05:52:50.588: 00:17:7c:2f:b8:6e Url redirect ACL REDI RECT

A handof f acknow edgenent nessage is also sent to the foreign and can be seen in the debugs on
foreign:

*mli sten: May 08 12:10:38.802: 00:17:7c: 2f: b8: 6e Received Anchor Export Ack for client from
Switch I P: 10.105.132. 141

*mli sten: May 08 12:10:38.802: 00:17:7c: 2f: b8: 6e Anchor Mac: dO:c2:82:e2:91:60, Ad Foreign
Mac: 30:e4: db: 1b: e0: a0 New Forei gn Mac: 30: e4: db: 1b: e0: a0

IJg 096 8. L 59 od9pe 9236 IJopde B IUbuwle wodd e psd 1Js 21dé DHCP 1JebJsws.
wped 2uedd Igpsd eds euslo 1P owep) 926 Idepde Vs 1deeldrzs 908d 1depsd IJs
IJelJs 1Jplodyee J WebAuth IJp,djs. spdod 1o wys oduw Idgbse Os pezle 800
oluosd IUgpsd Idezpes eds IJpyuws:

Cient MAC AdAress. . ...ttt 00: 17: 7c: 2f : b8: 6e
AP MAC Address. .. ...t e e e 00: 00: 00: 00: 00: 00
Cient State........ ... i Associ at ed
Wreless LAN Id....... ... .. . i, 5

IP Address. ... 10. 105. 132. 254
Mobi ity State...... ... ... Export Anchor
Mobility Foreign IP Address...................... 10. 105. 132. 160
Policy Manager State............... ... ... ... CENTRAL_WEB_AUTH
AAA Override ACL Name. . ... ... REDI RECT

AAA URL redirect. ... ... ...

https://10. 106. 73. 98: 8443/ guest port al / gat eway?sessi onl d=0a6984a00000004c536bac7b&act i on=cwa
1Jg1o96 9. swol guuo) Idoedpe Vs IUuvwdo 1Jpedso IJJluwdIdse (WLC) IJghzso gpdso
IJpzluves werns Sslee wudd Igpsd s 2lds Idouiesd. 9sruvd Huwldé wae ldpeluwed |ds
ISE:



*aaaQueueReader: May 08 12:10: 38. 803: Accounti ngMessage Accounting Start: 0x2b6c0a78
*aaaQueueReader: May 08 12:10: 38. 803: Packet contains 16 AVPs:

*aaaQueueReader: May 08 12:10:38.803: AVP[01] User-Name........ ... .. ... 00-17-7C
2F-B8-6E (17 bytes)

pdlebé: Jl sdje odssu ldpeluwesd [Ul eds eoues Idopde Ss Iduveds Ideedsé
IJJlgvddse (WLC) IUgbess.

IUgho96 10. we> 3JI s89p IJpuwetre e gpdss lehsé wozso puob$s Idsse wbéld guslu
URL Vs Idpuwegruo. spdoud j9s6 wuogse IJigble sle 1uods gds 9220 [Jogdpe Vs
lJbuwle:

*webaut hRedi rect: May 08 05:53:05.927: 0:17:7c: 2f: b8: 6e- recei ved connection

*webaut hRedi rect: My 08 05:53:05.928: captive-bypass detection disabl ed, Not checking for w spr
in HTTP GET, client mac=0:17: 7c: 2f : b8: 6e

*webaut hRedi rect: May 08 05:53:05.928: 0:17:7c: 2f: b8: 6e- Preparing redirect URL according to
configured Web-Auth type

*webaut hRedi rect: May 08 05:53:05.928: 0:17:7c: 2f: b8:6e: Cient configured with AAA overri dden
redirect URL

https://10. 106. 73. 98: 8443/ guest port al / gat eway?sessi onl d=0a6984a00000004c536bac7b&act i on=cwa

IJghogs 1. spJduul Isuol o s o zie IJpuols 86 B £pdsd puold 86 IUssw wup peldewo
O guwey IJopde s IJubods Idpedss IUJluvddss (WLC) IUghes sdsuw S 1dpyuwls.
Sedod K558 LU IJuise B pizle wuorst itble AAA eds IUEbzsé:

*aaaQueueReader: May 08 12:11:11.537: Authenticati onRequest: 0x2b6c0a78

*aaaQueueReader: May 08 12:11:11.537: Callback....... .. ... .. . . . . . . . . . . . .. 0x10166e78
*aaaQueueReader: May 08 12:11:11.537: protocol Type. ... ... ... ... 0x40000001
*aaaQueueReader: May 08 12:11:11.537:

proxyState. .. ... 00: 17: 7C: 2F: B8: 6E- 00: 00

*aaaQueueReader: May 08 12:11:11.537: Packet contains 12 AVPs (not shown)

Aut hori zation response from | SE:

*radi usTransport Thread: May 08 12:11:11.552: Authorizati onResponse: 0x14c47c58

*radi usTransport Thread: May 08 12:11:11.552: structureSize......... ... i . 252
*radi usTransport Thread: May 08 12:11:11.552: resultCode.. ... ... ... . . 0
*radi usTransport Thread: May 08 12:11:11.552:

protocol Used. . ...... ... .. . . 0x00000001

*radi usTransport Thread: May 08 12:11:11.552:

proxyState. .. ... 00: 17: 7C: 2F: B8: 6E- 00: 00

*radi usTransport Thread: May 08 12:11:11.552: Packet contains 6 AVPs:

*radi usTransport Thread: May 08 12:11:11.552: AVP[01] User-

Name. . ... .. i san0001 (8 bytes) ----- > (Usernane used for web

aut henti cati on)

*radi usTransport Thread: May 08 12:11:11.552: AVP[02]

State. ... Reaut hSessi on: 0a6984a00000004c536bac7b (38 byt es)

*radi usTransport Thread: May 08 12:11:11.552: AVP[03]

Ol aSS. oot CACS: 0a6984a00000004c536bac7b: si d-i se-1-2/ 188796966/ 40
(54 bytes)

*radi usTransport Thread: May 08 12:11:11.552: AVP[04] Session-

Timeout........... .. ... . . ... .. 0x00006e28 (28200) (4 bytes)

*radi usTransport Thread: May 08 12:11:11.552: AVP[05] Term nation-

Action........ ... ... ... ..... 0x00000000 (0) (4 bytes)

*radi usTransport Thread: May 08 12:11:11.552: AVP[06] Message-
Authenticator.................... DATA (16 bytes)



Sedu IJozdd pu uduw IJubse eJs ISE Jel 09 p9 o B 1Juoy,s:

Event 5236 Authorize-Cnly succeeded
Username isan0001
Endpoint Id 007 7C.2FB3.6E

Endpoint Profile

Authorization Profile PermitAccess
AuthorizationPolicyMatchedRule Guestaccess
ISEPolicySetMame Default

U296 12. sop wpas) 030 ldpedsple [Us euuos Ioede B 1duveds 1dpedss IJlundJdss
(WLC) IUgluo wldesuws. 030 IJpoldzs Es) prisst w9z Ss wuozse IJldble 9spdud I
weed 03l pu 2Jld IJpsuws 1Uds sbood uvsluws udd pbé IJouiny Jel 09 p9 oz oul:

*mrli sten: May 08 05:53:23.337: 00:17: 7c: 2f: b8: 6e Recei ved Anchor Export policy update, valid
mask 0x900:

Qos Level: 0, DSCP: 0, dotlp: O Interface Name: , |Pv4 ACL Nane:

*mrli sten: May 08 05:53:23.337: 00:17: 7c: 2f: b8: 6e Applyi ng post-handoff policy for station

00: 17: 7c: 2f : b8: 6e - valid nask 0x900

*mrli sten: May 08 05:53:23.337: 00:17:7c:2f: b8: 6e QOS Level: -1, DSCP. -1, dotlp: -1,

Data Avg: -1, realtime Avg: -1, Data Burst -1, Realtine Burst -1

*mrli sten: May 08 05:53:23.337: 00:17:7c: 2f: b8: 6e Session: 0, User session: 28200, User el apsed
1

Interface: NNA |1Pv4d ACL: NNA |Pv6 ACL: NA

I8 od bys§s JJozdd eu Iopld Ipuols s os 1dozdd po lduvedle IJos op cersol
eJs ISE guepse [l vovluosd show client gJds 9236 [Jogdp lJos sz lu oo IUgpsd WO
2lJé RUN Jpl 09 p9 oz oul:

Client MAC AAress. . ...t 00: 17: 7c: 2f : b8: 6e
Cient State.. ... ... i Associ at ed

Client NAC OB State..........iiiiiiiinennny Access

Wreless LAN Id. ... ... ... .. .. 5

IP Address. ... 10. 105. 132. 254
Mobility State....... ... ... i, Export Anchor
Mobility Foreign IP Address...................... 10. 105. 132. 160
Policy Manager State............... ... ... ... RUN

2288 1) o 09 29596 10 1pruws Souwd wu9wsdsd wedsd IJewslo (ARP) pelus wed
el 96 vlggs:

*penRecei veTask: May 08 05:53:23.343: 00: 17: 7c: 2f: b8: 6e Sendi ng a gratuitous ARP for
10. 105. 132. 254, VLAN Id 20480

po oul sI9u g psd 2ol Juuwld IJ lugle 2,98 1Jpas) Idos cop lelhs wozsodl IJs 10eLe
w9luwlos 9236 Idoedpe WOs IUhuwle.

o338 § WebAuth 1Jp,J58 gus dbe louold IUgpsd



ewdpl sdie 151Js [52ld gpsd pu guue) Idogdp Vs Iduveds 1dpedss IUJIuvddss (WLC) el
cuvww podé eduwd gpdlsuoe 1Ugesd 19 guspl 0¥9e wLilUS IUgpsd S9!l pu v IJoedp
B IJuvods 1dpedss IUJlunddss (WLC). s odo IJgbgle:

Souwd WLC IUghes suwlds [Jgle puol>$6 [Js 1dg psd 9s229d Jesdo:

*apf Recei veTask: May 08 12:19:21.199: 00: 17: 7c: 2f : b8: 6e apf MsExpi reMobi | eStati on (apf_mns. c: 6634)
Changi ng state for nmobile 00:17:7c: 2f: b8: 6e on AP dc:a5:f4:ec:df:30 from Associ ated to

Di sassoci at ed

*apf Recei veTask: May 08 12:19:21.199: 00: 17: 7c: 2f: b8: 6e Sent Deauthenticate to nmobile on BSSID
dc: ab:f4:ec:df: 30 slot O(caller apf_mns.c:6728

Ep Soowd Humlds pzluuws 158l RADIUS Jlgdle ¢hsp ISE wio 2duws puol> 86 1Jg psd (&5

lowow:

*aaaQueueReader: May 08 12:19:21.199: AccountingMessage Accounting Stop: 0x2b6d5684
*aaaQueueReader: May 08 12:19:21.199: Packet contains 24 AVPs:

*aaaQueueReader: May 08 12:19:21.199: AVP[01] User-Name........ ... ...ty 00-17-7C
2F-B8- 6E (17 bytes)

ol Srowd Huwlds 0dd cudd IJs 1dyub WLC o sedpo o svos 15wo eduws. $pdo
pdlebé 3Jd Vs woese lgble IUoudd gds suuo) Idoedpe Os Iduveds 1Upedss
IJJlswdIss (WLC) 1Ugluo wldleulb:

*mrli sten: May 08 06:01:32.907: 00:17: 7c: 2f: b8: 6e Recei ved Handoff End request for client from
Switch I P: 10.105.132. 160

*apf Recei veTask: May 08 06: 01: 32. 907: 00: 17: 7c: 2f : b8: 6e apf MrProcessResponse: Handoff end rcvd
for nobile 00:17: 7c: 2f: b8: 6e, delete npbile. reason code = 0

*apf Recei veTask: May 08 06: 01: 32.908: 00: 17: 7c: 2f: b8: 6e 10. 105. 132. 254 RUN (20) nobility role
updat e request from Export Anchor to Handoff

Peer = 10.105.132.160, A d Anchor = 10.105.132. 141, New Anchor = 0.0.0.0

*apf Recei veTask: May 08 06: 01: 32. 908: 00: 17: 7c: 2f : b8: 6e apf MrProcessC oseResponse (apf_nm c: 647)
Expiring Mobil e!

*apf Recei veTask: May 08 06: 01: 32.908: 00: 17: 7c: 2f: b8: 6e Mbility Response: |P 0.0.0.0 code
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*radi usCoASupport Transport Thread: May 13 02: 01: 53. 446: 00:17: 7c: 2f: b8 : 6e apf MsDel et eByMsch
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