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el e (0615 15oasd SUEA I IJlm JI80) o l2 Coumss isen

S8 p AireOS WLC IJ]o>l, 8.1 19 IgJs g0l WNM o3o0:
- Edp6 1o |:Jroo€» lJe9zo (DMS) ‘
- bho 1y Il uas Jww,s 1Ugesd J BSS (pgeses [Jgple 1wl gwss)
- bLs luosld BSS

306 IJod lJpogds IJpsgo (DMS):

SpJdy JJEPJI:: lJ3su $>8090 DMS o Sbdosl IUs udbs 1Jyueed (AP) JLuwld 599 pogs>
IJoo Joo Ial)s‘ pd 9586 w9 § g wlisb >sulpsdse.

Jpiss pu ldpedyple Josd @ Iy wlislo: xJsd o, VideoStream

w90 luwedsle DMS: sz eds IUgpsd cowso JJ Bluod DTIM JodBs e9s o9 Idoe
lJpewgss. pe DMS: wgju udbé IUso9d (Access Point) z,J6 229 lJoo ldpogss Jepsd PESU:
E_U)Pl gSLSSp IJEP..SJ |Juuug50‘ ~_9|Uo| u_)LJ-UJ ”Dl_)l JJuu |J|a|.\5 JJDJU E’)JO |Jp_)3_) o0o. k_903
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Cctets 2 2 ] 6 6 2 4 0-2320 4

Frame - - Sequence HT Frame -
Control Duraticon Address 1 Address 2 | Address 3 Cortrol Conirol Body FCS
*

DS
Cabegory Action Diialog Token Request
Elepmend
Octats wﬂrlﬂtV
Blement ID Length D:s-cﬁmgr List
Delets 1 variable
ZEng oF more
TCLAS
Elsmants
TCLAS
TCLAS Processing g&ﬁiﬁt Cpticnal
Elermanis Elament fexdienal) Subalemeants
(optional)
Crotats variable 0ar 57 variable
Eberment 1D lﬁ_n-ﬂlh LUsar Priofity Frame Classifier
Octets variable
ClassBerTip® | CiassterMask | Versiond et | Do ® | SowcePot | Desination Port DsCP Frotocol Flesenved

1 1 | 4 4 2 1 1 i 1

ould edles lusle pu bdo DMS:

IJood  Bspd wog IJbdy

lolss 0
lJo 1
CESS) 2
peodlbs 3-255

Swuppu bdu-luolvs DMS gl o DMS.

Slgd Slises 9luod DMS. 92> euuay TCLAS! IUss $2od w398 2y9d p)9) Idoe Idpwess 1Uss
L,_sJoL_J;_,o lJepsd IUJluwdIds JJauagJ:g.Jkgo Joo lghbs. sea> TCLAS guglo IP Jdpeues,y/ldegosd.
pu93 1Jpos,/1d9zod s zluw 29sd 1)s.

u_)ou udbo 1Jso9d wrdi@le 2yds 1Je,9) 030 Joo Ial.ns IJs 1Jgpsd IUJIluwdds soolog
Lsuol Lowld odd Idesv@le oo pogss |Js Ls cpsd I3 Vs Iduvewds Jl s>gp DMS.

slgd bl bdo DMS. spdy lo sdsw ould guuo, TSPEC (lt_o@IJQ)‘ 2SS Spdu JJgpsd
lJJlwdIs wzprss pobdole 2936 1Ugse6 92 uolisuool Jusww g 2,36 1Ue)9).
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B 03l IUpeld: Lhuwd 1 psd bdo DMS (Ibly 1JLs. e [Jdiss 100 WNM. 05 1Jlz)le 23: bdo
DMS. JesdG Idoe IUpeess IPVA B U pz g6 224.0.0.251, UDP (1,998 17). peds
1Jsz06 9 (Bes 03l lJpuwews Jl spde J wireshark B o vds, bdo DMS olJdle]).

! 3.. Apple 58:95:@a Ciscolnc 7d:d9:16 882.11 DMS Request[Malformed Packet]
¥ Frame 34853: 75 bytes on wire (600 bits), 75 bytes captured (6@@ bits) on interface @
# Radiotap Header v@, Length 18
#- 802.11 radio infomation
‘“

E~ ement frame

& Fixed parameters
-+ Category code: WNM (1)

- Action code: DMS Request (23

2060 eooocboe oooboooe C0Ole0le 0eOCEGEE 00101110 6leeloee ooLoBRED eebeeBoe  ..... H..
2005 000010000 000010 100101 20001001 10100000 200CEEEP 11011010 GEOGRLE1 e e
0010 o0ocecooeco cooooeoo 11lelooee cecooteoe 00111lelo ceoocecel @111116e eceellle o——
2018 1leellle 1111101 l1lelleel eeoleece 1010010 11116001 11161699 elelloee T X
0020 10010101 00001010 £1111100 @ARA1116 11AAI11A

90628 111106660 11611161 Category I Action l Dial.Token
0030 [omsiengnn [ rearyee | memrcms [ rensmiwn | vservrionty | crossitavoe
ee3s Source IP address | Destination IP address
%49 Source Port .- Destination Port l DsCP l Protocol %111111
8048 TIV0ilve U1iUv1ivodw LoLLi909 L 5

I.ength

] CasitMack [§ Version (4)

! 3.. Apple 58:95:@a Ciscolnc 7d:d9:1e 8@2.11 DMS Request[Malformed Packet]

+ Frame 34853: 75 bytes on wire (600 bits), 75 bytes captured (60@ bits) on interface @
+-Radiotap Header v@, Length 18

+ 802.11 radio information

t--IEEE B02.11 Action, Flags: ........

SF TEEE 802.11 wireless LAN management frame
[z Fixed parameters
.~ Category code: WNM (10)

- Action code: DMS Request (23

0000 Ooeececooo eboooeee cbelecle cooooeet eelellle eloeleco ceccebote cooeeeee ... H..
0000  0oeleooe ebceocele leeeolel eecoeleel lelecoee coobeeced l1lellele eeeeelel cssssens
0010 00ecooot oboooeee 11eloooe ecooeeco eelllele ocooeeecel elllllee ceeellle :

2018 1leellle elllllel 1lelleel ooeleece leleelee 1111eeel 11101eee 01611600
0020 1001010l eeeelele el11116e 112041110

9028 111160000 11011101  ou=-NlHl: 2e0eele] 01100011 3@911989 0000000¢]
CEEREARR10110 PORRR00e PO0R1110| PR016R11]|6000R0E00||060R01606||01616101 1| |eeee01006j

2033 eaeaeeea 02000000 eeaeaeea eeaeeeee [11100000 0000GO00 99999959'1111191
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0048 TIPPII00 V1010000 IVILI000

S89 wdbs 1Us o9 LIJlelus eds bdw DMS Cluwagsle luweelus DMS. sldos sedu o
odou luwoeles-8w9d DMS g | woglwé-,09 o DMS.
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Josrw§ IJleold o3l



Spdu luwesle wessy wse bdo DMS Lol wbs 1Jg psd IJJluwdds Jogssd DMSID p9z9>.

£Js uwosd IUpeld Jbde TSPEC péadud Josdd oyds 1Ue)s,.
pdlebs: ©Ess) DMS Es) pog9e

bl IJ)Lé - u9g luwoelo6 DMS

Octats 2 2 i 6 G 2 4 0-2320 4
Frame - - Saquence HT Frame -
Control Duration Address 1 Address 2 | Address 3 Control Control Body FCS
i}
Cabagory Action Diindag Taken DMES;'::;}""""
Oclels 1 var-able/
Element ID Length DS Siatus List
1 viariablhe
TCLAS
Last TSPEC
oS Response TCLAS Frocassing Optional
DMSID 1 Length Type Ea'mr;e Elements Element |EI=|:E::|t| Subslements
(optional) P
Oclats: 1 i 1 2 variable Oord Oor 57 wariable

ool &JIes lusle po luveels DMS:

Jspd 1Jzdd Iy od

0 559_9-.]

1 lodyu

2 loole
3-255 peodbs

Vs o3l Idpeld $lpe wdbs 1UgLo9d wLhuvld DMS Response-Accept Jpol §lpe wogssy pgyd

DMS )6 1 Jlbdw DMS 1ss @ p Luwlde wsluubs IJg psd.




| 3. CiscoInc 7d:d9:1@ Apple 58:95:6a  8@2.11  DMS Response[Malformed Packe

Frame 34855: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
[+ Radiotap Header v@, Length 18

+-882.11 radic information

IEEE 802.11 Action, Flags: ........ C

B8 TEEE 802.11 wireless LAN management frame

. [ Fixed parameters

= Category code: WNM (1)
‘Action code: DMS Response (24

P

E].

2088 ©0000000 POOCOODD COO10G10 POCCOPDD GO101119 P9l00lP00 COOOODOD CODGEBRD  ..... H..
CE0E DPeeleeed PeeEeele 18000191 eeeeleel lelecoee eeeepebe 11el9lel eeeeelel ........
8018 POEL00000 SOGLCERRD 11010000 COOEGED 11011610 co00GG00 10100100 l1llll6601 ........
2018 1lleleee olelleee leelelel eeeelele elllllee eeeellle 1lleellle elllllel 5 S .}
8028 1l1e11e8l eeeleeed 81111166 eeeellle 118811108 €1111161 11811861 eeelescs -,
0028 01110000 01000000  cegoy | awon | Detoken || ementn || Lengn #
0030 [ omstenan I RespType | Lot Seaquence Contr | 10011100 GPIPIPI1 10011110 B00GEPPI1 -
| 3. Ciscolnc 7d:d9:10 Apple 58:95:@a  802.11  DMS Response[Malformed Packet
Frame 34855: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
[+ Radiotap Header v@, Length 18

+-882.11 radic information

IEEE 802.11 Action, Flags: ........ C

IS8 IEEE 802.11 wireless LAN management frame

=l Fixed parameters
- Category code: WNM (1@)
‘Action code: DMS Response (24

™
E].

2880 20000000 PEE0R000 BER10810 POCREEEE BR19111e eleeleee PC0EeRED PR0eReeRd  ..... H..
2863 PEe1eees ool 120191 eSeeelenl l1eleedee 2eeeede 110191061 eeeselel ........
2818 20000000 P08 11010060 PEOREREH 110110818 eeoPoeee 1016elee 1111eee8l ........
2818 1111606 8lelleesd 1601616l eeeelels 81111166 eeeellle 11661116 81111181 XL | . }
2828 1l1el1e9l eecleessd 81111166 fe6e1116 1l1edllle 1111161 11811861 aeelssss velostes

e

ee2s8 9111%93 Blﬁﬁﬁaﬁﬁ 33131‘11?1_. BﬂllPF\LBEﬂB&lEl plleelee eoepele]l 2000000l
SRl 00000011 poeeeees 11111111 ITIT | 10011100 @0101011 10011110 PPEEOA11

w83 3JI BIIIge ool 2506 pg peeIed IJgaoé 224.0.0.251 gJs Idpu93 9 sep Lhigwldol IUs
IJo_9Ic Jow pugsd SSwp weiswoel psdul Isuol eds vbs IJ_9uo_9J oS Swowe lJgpsd IUds
I_)ou bJo DMS s zlds s@bs polel Jgwodoldol Joo |al>5

03l pold pu yub §lss 0 pzeoes 224.0.0.251 gJs psule 9 s uvd Jglbs multicast. Jlgb Iy
ewslo MAC 1Jgluo oldpuwodod 91d9zes subs) IJs pzeses IJoe Idpoess.



LY

-- Radictap Header wv@, Length 18
[+- 882.11 radio information
[;"IEEE 882.11 Data, Flags: ...... F.C

- Type/Subtype: Data (@x@82a)
E-Frame Control Field: @x@se2

..... : : :::

- Source address: IntelCor 7c:3@:58 (e4:b3:18:7c:3@:58)
~BS5 Id: CiscoInc 7d:d9:18 (Jc:@e:ce:7d:d9:1@)
----- STA address: IPvdmcast _fb (81:88:52:88:88:Th)

@8ee8 = Fragment number: @

- @lle a8 eele .... = Sequence number: 1538

~Frame check sequence: 8xbB8fad3le [correct]
“- [FCS Status: Good]

-- Logical-Link Control

-- Internet Protocol Version 4, Src: 172.16.0 D=t 224.6.8.251
[}-User Datagram Protocol, Src Port: 59887, Dst Port:
. i Source Port: 59887

--Destination Port: g

- Length: 11@

= Checksum: 8x6288 [unverified]
----- [Checksum Status: Unverified]
- [Stream index: 124]

03l peld gJs Ibly op Luwldo oo lghs IJs IJgpsd 1Uss Lhuwd bdw DMS. ool IUglss

Slowodeld guslu Id mac guslo po 1d3090 9JI multicast {uppermac address. ls ol Sope huywld
ied oo lJpwess gds luol AMSDU.



-- Radiotap Header v@, Length 21
-- 8082.11 radio information

- IEEE 882.11 QoS Data, Flags: ...... F.C
- Type/Subtype: QoS Data (@x@@28)

. Frame Control Field: EixEEEI-E

3"Tran5m1tter address: _Ja: :
- Spgurce address: IntelCor 7c:38:58 (ed4:b3:18:7c:38:58)
-~ BSS Id: Ciscolnc 7d:d9:18 (7c:Be:ce:7d:d9:18)

- 5TA address: Apple 58:95:8a (ad4:fl:e8:58:95:8a)

Caaa aa @ee8 = Fragment number: @
- gees aeel eeea .... Sequence number: 16

-~ Frame check sequence: @x174T6716 [correct]
-"[F[S Status: Gnnd]

- Destination address: IPvd4mcast 8@ (91:808:52:080:08:88)
- Source address: IntelCor 7c:38:58 (e4:b3:18:7c:38:58)
- A-MSDU Length: 138

#- Logical-Link Control

#- Internet Protocol Version 4, Src: 172.16.8.51 pst. 224.8.9.251
-User Datagram Protocol, Src Port: 59887,QDst Port: 9 |

~ Source Port: 59887

- Destination Port: 9

- Length: 118

-~ Checksum: @x6288 [unverified]
- [Checksum Status: Unverified]
- [Stream index: 124]

wpe 9983 1gpsd IJJlwdds 0 ©dds 238 Jww Ideoes Jud lzbs: spduo bLuwld
bJdo DMS z>s> Jlgdls o3l 1Jwswe @ Bluo suwwesp pgy 8 DMS 1Uss wp wgsswo pu Gud
w9luwlos u 9bé 1IJsosd. lue bdo DMS - [51Js g9ge (1)



49165 133.31482@ Apple 58:95:8a CiscoInc 7d:d9:1@ 862.11 DMS Request

Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
‘Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Action, Flags: ........C

IEEE 802.11 wireless LAN management frame

0-#=-E-FH-E

£ Fixed parameters
Category code: WNM (1)

- Action code: DMS Request (23
E:IIIIIIIIIIIIIIIIIIIiiIIIIIiIIhIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

G000 00000000 CECPERPE0 00Pleele CEOPOREO PR1e1116 01001600 CRCRPERPE0 OCOBGRERE  ..... H..
G005 00010000 02010 10000lel 0PE1e01 101G0eee fPOEEeeS l1lelllel eeeeelel ........
8010 00000000 CP0PERE0 lleleeee CEERERE0 92111016 00QEEE91 01111106 6eeellle ceenie|
8818 11061116 81111191 1lellefl 9010000 leleelee 11110601 1119166 elelleee I PP ¢
00826 leelelel eeeelele elllllee eeeellle lleellle elllllel llelleol eeoleeee sa|aafas
8028 11110000 11100001 | cuoy | awon | ceroten W ccmcs W teown W owo | ..

ee3se |_I_'|1101u11u 1Y111¥6Y BUlllvyl ..94

M5 Length Req- Type

49165 133,314820 Apple 58:95:0a Ciscolnc 7d:d9:10 802.11 DMS Request

Frame 49165: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface @
Radiotap Header v@, Length 18

802.11 radio information

IEEE 802.11 Action, Flags: ........C

0-#-H-5H-3

IEEE 802.11 wireless LAN management frame

[+ Fixed parameters
Category code: WNM (1@)

Action code: DMS Request (23

2808 00020000 200PEREE 28018212 22200680 241011192 21201202 20000200 BEBROBRRE P
G008 920012000 20000010 10200101 ceeleel 10120200 0ope0ese 1l9lllel eeeeslol s s
2010 20200000 20000000 llelecoe 000eeee 29111219 coeoeeel 9lllllee eeeellle cevaia|e
2818 11861110 81111161 116116l e8e16e6e 16lee16e 1111eeel llleleee 81811866 .} ..... X
2828 1601el1el eeeelele £111116f efefllle l1leellle 21111181 l1i1elleel eeeleses -

2028 11110000 11100001  [HIHC | ZZas | Zzzant IRt e ey
2030 R e | L1010iie 1vlllvwe volllvwl GOIIOIOD

909> u b6 1IUguo9d 03l IJlwole pg luole u9g lweglwé DMS (2)



| a917e 133.317305 Ciscolnc 7d:d9:.. Apple 58:95:8a 802.11 DMS Response

Frame 4917@: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @
Radiotap Header v@, Length 18

802.11 radio information

IEEE 882.11 Action, Flags: ........ C

IEEE 802.11 wireless LAN management frame

(] (- [ ¥ [#]

£ Fixed parameters
Category code: WNM (1)
Action code: DMS Response (24

&)

8000 ©2e0oceo0 eoooe000 cboloole oooobeed eelellle eloelood eecoooel ooeeoees ... H..
8005 ©oeoloced ecooeele leeceolel oeeeleel leloeeeo eeeceocoe llelelel eeeeelel sasesann
8816 eeocbeeee eocooeede 11010006 BOGGREEE 11011610 ececcoee loleelee 1llleeel ........

8815 1lleleee elolleéo leelelel ceeelele e8lllllee eeeellle lleellle elllllel I G

8026 1l1lelleel eeeleeee plLIL1IIAG AOANTTIA 11““‘”1“rﬂlllllﬂi—llﬂllﬂ1i—ﬂﬂﬂlﬂﬂ?E safanfas
BB2E Category Betion Disl Token Element-1D Length DMSID %

2836 DMS Length Resp-Type Lest Sequence Control 88111816 l1eellele ceeeleeel L0106 S
| 49178 133.317305 CiscoInc 7d:d9:.. Apple 58:95:@a  862.11  DMS Response
# Frame 49170: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface @

# Radiotap Header v@, Length 18

+ 882.11 radio information

# IEEE 8@2.11 Action, Flags: ........C

B IEFEE 802.11 wireless LAN management fTrame

- Fixed parameters
Category code: WNM (1)
Action code: DMS Response (24
[+]

8000 ©cooeoece ooeceecoe eceoleole eecootoeto eolellle eleeleco eoccoboee coooeeed N
0085 eoolecee ooocoeele leeeolel eeeeleel lolecooe ooecoeoe llelelel eeeeelel ........
8010 ©ooeoece ooeeeece lloloooe eeocteesd 1lellele oeeceoced leleolee lllleeel crssasas
0818 1llleleee 9lellece leelelel oeeelele elllllee eeeellle lleellle @lllllel Xeo|.a}

eeze 11&11%1 mlm B11111466 AAAGTI146 114811146 2 31 1168171185817 88687 ARAE . . -
0028 hoap1alol baal1ced beeeeal1d 21160100 20000101 T
2030 30000010 11111111 11111111 | R G

IJz> IJiBuos JWbe)s gp9d BSS:

ewdpl Jl suwodod vdbs IJsuosd Ibble pu gpsd Jigwdds JO,6 pesus pu lUsde: Slue
SO, 16 Igpsd oud Idyveds 959 ool 5§uo>  The BSS Max Idle Period o851, I e
IUss spdu Judbs 1Jguesd Bso ldlzelb ldgesd Idpdesu 290 1delzs [Js odds ls lbl)
(spdu Jdepsd b sods B 9uoe IJuwdov). soe ledle 1dgpsd IJJluwdds wodo 1USses pu
elJ bl [gwezlod IJIGo)lo slels IUIGoslu. 903l suwpz Jdepdle oldodle vlspso Jodo
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________ PR —— T

- r-
- 802.11 radie information
[+ IEEE 8@2.11 Association Response, Flags: ........ C
=l IEEE 8@82.11 wireless LAN management frame
FFixed parameters (6 bytes)
El Tagged parameters (153 bytes)
#- Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 6, 9, 12, 13, [Mbit/sec]
[ Tag: Extended Supperted Rates 24, 36, 48, 54, [Mbit/sec]
#-Tag: HT Capabilities (882.11n D1.18)
#- Tag: HT Information (882.11n D1.18)
H- Tag: Extended Capabilities (4 octets)
Cl Tag: B5S Max Idle Period
¢~ Tag Number: BSS Max Idle Period (98)

Period (1868 TUs): 408

Max Idle Pericd Options: Protected
- Tag: Wen pecitic: Milcrosot: : Parameter
- Tag: Qo5 Map Set

Swp wpass IJes IUleuos JWe,6 ¢e9d BSS W IUszsle IJos owdé 1000 9256 2)l)s6
wsbluss (TU) (Idszole 1Uje0s$6). JJ 9226 jpuss wuwlas 1.024 pdds cluss

p0Js 1geoJ = 1.024 x BSS IJzs IIBLos Jbens 1Ugesd = X &loss
B bl 1JpelJ:

poJs IgeoJ = 1.024 x 405 = 414.72 &losé

Bl e cesso 9228 wo leeldbs e 1Jzsls Ipbdows” IJezess eds 1 o3l sgus lue szw
eds e psd IUJlgwdIs buw!d by pges o RSN [Us wdbs 1dsuesd Jlghs sowb 1esdo
Igled. Os 2lds powbo eds 0 pod o3l Idpeld: spdu JJgpsd IUJlpudds Luwld s wog pu
IJIbLle (p2es6 19 €5, pzesd) Jlghs ook 1Jpedde 1Ueled Bs udbs IJsua9d.

be luo’ld BSS

$&> bdo bLs IJluedld BSS 9008l Jeg sl 802.1 1y low,lel pﬁ@_?' IJs IJgpsd. @uuong'
IJepsd logh Gobe IJelue wusle Clovle IJlge)lz e JI spdu @yuo 1UEle 19eslo gpsd S
2lJs wpdsu 9bs 96 9 v sIs JIJEle. 9s9u0d eu ldgpsd wed Bu)s pu ldsde I3l Jp se>
IJepsd IdIGelo oo ullb 1Usuesd 1dedezs.

Swp wbousd gpdse IUluedld 909381 Jegsl) 802. 11v BSS gJds o030 IJuwsulysyole I.JL.__,eé:

bJo

syowd Igesd IUJluwdds luwogdle bl ool 802.11v BSS $ud weslde pu led sl
I od Jodlb 1y osd Jlghs IUIGe,lo wol.

pold gds luwogdle bLs lowdld 802.11v BSS



E"Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (48@ bits) on interface @
#- Radiotap Header v@, Length 18

E"E@Z.ll radio information

- IEEE 882.11 Action, Flags: ........ C

- IEEE 862.11 wireless LAN management frame

F- Fixed parameters
..

GEEE  RRRREREE ARAREREE GRA1EA1A ARRERAEE BE1A111° RIER1GER AARARARER GREBEEEE .. ... H..
GREE GER1EGEE GRARAELE 10GEE1A1 AGAALER1 16146860 fEEEEBEE 11181911 eeeBelel  ........
BE10 GEERREG0 GROGEEEE 11010600 GGGEEAGE 90111016 GRGEGGG1 81111166 Gesellle  ....:.|.
BE1E  118@1116 1111161 1lellesl AEE16AE6 11860168 01111161 @1ee1111 eelllele  .}...}0:
AE2E BPEAE1111 81811166 61111166 ABEA1116 1181181 eeeloee8  .\|..}..
8828 1llesaes llllﬁ-ﬁlalﬂategor\r |1Actlon aIDiaIToken 'ﬂﬂeason I&Bll&&al 18881881  ...... 1.

BE368 8111816l eleallll ud

! 1893 2.515163 CiscoInc 3a:8f:.. Ciscolnc 7d:d9:1é 202.11 BSS Transition Management Query

-~

-Frame 1893: 58 bytes on wire (488 bits), 58 bytes captured (488 bits) on interface @
~Radiotap Header w8, Length 18

-882.11 radic information

~-IEEE 882.11 Action, Flags: ........ C

-IEEE 882.11 wireless LAN management frame

F Fixed parameters
..

G000 ©PDEROOD DOPERODD COOlEGle PEEODR @Alollle loOleEe DDDDRODD DOBEGOED ... .. ..
0007 ©ER1ECEP PROEEPLR 190EPlAl GO0RLPRL 10100000 RO 11101811 GEEEALAL  ........
0010 ©0OPEEOED PEOEE00R 11010000 0O0ERREE GA111010 0PDEEEAl @1111100 0EEO1110  ....:.|.
9015 11801110 91111101 11011991 9001000 11900102 91111101 @1601111 @811181@  .}...}O:
0020 @eEe1111 91011100 @1111160 00091118 11811001 @ee1esee  .\|..}..
9028 11100000 11110010 mm%%ﬁ%um1 10001001  ...... 1.

BE58  B8ll1elel eleellll ud

S&us QReason pwoo luwegdle ool BSS: 909 puow bdo IUgesd JBlises AP 1p,uuzs.
B 03l Idpeld: huwd Idgpsd uweol 16. 909 529186 pg RSSIJpugdos. JJzuesd eds
Blispd Jpds Llwolo Iluweedle Iloodlds Llze 1Jz>9J 8-138 oy IEEE 802.11-2012.

W& o suvodod 1d)bss o3l 1Jlbl. Suvoesy p& bdo bhs luedld BSS Jogwds) $lises
Poubzs AP.

1898 2.,522295 Ciscolnc /d:d9:.. Ciscolnc 3a:8t:5c 582.11 BESS Transition Management Request

Frame 1898: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
Radictap Header vB, Length 18
882.11 radio information
IEEE 882.11 Action, Flags: ........ C
IEEE 882.11 wireless LAN management frame
£ Fixed parameters
- Category code: WNM (18)
- Action code: BSS Transition Management Request (7)
- Dialog token: @x@s
= 1 = Preferred Candidate List Included: 1
Abridged: @
Disassociation Imminent: 1
v . B5S Termination Included: @
..8 .... = ES5 Disassociation Imminent: @
- Disassociation Timer: 1953

& o -

5 = oe o
-

nm nn

bl suoes IUged €8 1JpsE9e Sso

ewdpl sgwes WLC gds psjd p9ljus IJiapU + opdsu luedld BSS: Wy u@bs IJsLosd Je



wed oyuwd lbl) [JEle puolb$6 |ds gpsd Jlgwdds gudel sI9u pzeds wuvdd Jos): Iyol
oyund bdo bbb luwdld BSS ey ICJ lwo,le gpsd JluwdIds v 9bé 9,09J Ia)s IL9J wepsSd.

Jris> eu ldpedssle 29d psié pslius Iizeld: wdase
bdo Jopsld IJpeuvs €8y IJerée Bso

&wrol @dso U and«o S Uui':vdé IJeeJsé lJJloud~56 (WLC) &> élfo L URSU

uobdo s gpsd Jlwdds gospl Jl s Idgpsd wldes IUbos po wi9e9dsd RSSI (is ls
pedps 1258 proubs Uldorsld IJpzuwe): Sluol wyuud bbhs loedld BSS pu zd 13e,le wdlbs
3028d 18 od JJgpsd IUJluwddis.

Jeisd pu lJpedsple 29d psid IJersld IUpeuwe: Cisco ldezeld |
w9zse IJepsd IJs v dbé 1Usesd FRA (wessy Jiuvdds pi0)

Blloued gpsd widss 18 peldss slgd udbs sue9d FRA: cyuud 0dbs 1suesd bdo 1316
loedld 802.11v BSS |JUs o3l 1Jg psd-

gwpl ouwose ullb 1Usoyd Idos wigp IJsbes wew lJzeole (ped 2800 I9 3800) 5 zszloye
V9b. ould gdsoly (3Jso 338886 91 Jowsyd). Bl dly Ies 1dgpdle swuod wldgdss
IJIJos,6 9dJu 2Jss 53586 os IdIad (Iuweubl IJs RSSI). wo)gwd vdbs 1dyuesd bde
b6 loeyld 802.11v BSS |Js Idgpsd JIo,le v8d 1Jgdss 1U> 8896 9ldeduw wogse.

98, 030 [Jps 6 pod 1Jluos), 8.2.110.0.

Jeiss pu ldpedyple 29d oduss FRA: Il
Il w56 1 pd 1,6

oBIdY 9 sy

O bdo bhe luedld BSS. @fdo luolwe 28d lJgle lWeslu 9uvsd. IJgHuo pu 030 IJ9bs9o
09 l._JéIs:_ loeslo Idgpsd wed We,6 pu lJ9w 13l e s¥p IUgpsd wlghd IUIBe,)lu wugls
9u29d s,

ewdpl sop wubésd bdo IJopld Ideeuwo €8 Idpsése Do emuwd wdbs IUsuesd bdo
Lo luedld BSS |Us IJgpsd soueb) We )6 pesus (IJ98e IJedsy Jopu p99¢ "lJgle l9ely
IJezsld 1dezuwe"): I3l e sde Iepsd wldopsld Ids wdlbs 9uesd I od edld odd Idwe,s
leuss: &p oded 0dbd 1Usuesd IJEle l9eslu 1dg psd.

ewd wuvésd bde "uess Idzed E5) 1desEse Bso" whuwd vdbs IUsoed bde bls luedld
BSS |Us IJgpsd souwlb) W6 pgsuwo (I.J_9E§QEIJ5\_§ wp odIsuo wzw p9dw "IJgle IJI9e,ly")
Bl de s IJepsd wldorsld [ds wdbs 9u09d 18 liselel @IJ wdd 1Joe,6 150086 &p
odpd v ¥bs IJgoed lJgle louslu IJgpsd.

pold gds 1bly bolys lowdld BSS pe cpdso lJgle IUIe,l 1Js s d:


/content/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/b_cg74_CONSOLIDATED_chapter_01000.html
/content/en/us/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80
/content/en/us/td/docs/wireless/controller/technotes/8-3/b_RRM_White_Paper/b_RRM_White_Paper_chapter_01000.html
/content/en/us/td/docs/wireless/controller/technotes/8-3/b_RRM_White_Paper/b_RRM_White_Paper_chapter_01000.html

-

882.11 radio information

=-IEEE 882.11 wireless LAN management frame
B Fixed parameters

b~ Category code: WNM (1@)

- Action code: BSS Transition Management Request (7)

Preferred Candidate List Included: 1

0 s bridzed

eeas «1l.. = Disassociation Imminent: 1 I
T asee Beaa = d!! !EleﬂaElUn IﬂC:UHEﬂ: 1]
..B .... = E55 Disassociation Imminent: @

Disassociation Timer: 2080
i~ Validity Interval: 208
“~ B85S Transition Candidate List Entries: 341854a274eded@4e7820080000be70301ffddldeadsosec. ..

luvoelowd b luodld BSS

w&> odds Wireless Clean bdyo bl luodld BSS: spdy |3 Jlspdo huwld luweelosd bl
loodld BSS. I3l $le IJgpsd wldloedld 1Us udbs 9,09d 13)s Bluo .,§JLE}UJOI p& yp 1delds
"9w9d" 9dIJy Bl Iy sgblb JJo@le gds vldbos 1J9uo9d v wol Jgss luwole Wluo syuvdol
pe "o ye) 1JelJs" Cldluolvs s pwou 1,8 o.

peld gdss [boly luvozlos bbs loedld BSS

60272 12:16:06.114913 Apple_58:95:8a Ciscolnc_e8:32:7@ BSS Transition Management Response

Frame 68272: 51 bytes on wire (408 bits), 51 bytes captured (408 bits) on interface @
Radiotap Header v@, Length 18
802.11 radio information
IEEE 882.11 Action, Flags: ........ (¢
IEEE 882.11 wireless LAN management frame
v Fixed parameters
Category code: WNM (10)
Action code: BSS Transition Management Response (8)
Dialog token: @x@c
| BSS Transition Status Code: 1 |
BSS Termination Delay: @

4 vy vwew

B 03l Idpeld sy 8p 1Jgpsd IddluwdIs $lised pruive 0dbs 1Jsuesd 9l sorsd IUs udbé
9029d pEod8s. $9uo2 Le) IUelJs 1 wow wyd Idgpsd J ESS. Jdzuosd eds Blisps Jlpds
wotrsle e 1elJs Hlze 1Jz>9d 8-253 py IEEE 802.11-2012.

IJecbdule IUIguluss
IJpecbdole

JJluwo s pu lpdlole guvwds pedss Jlgvddsse (WLAN) @8>,6 802. 11v. sdjpe w99, gpdle
JluwdIsso $38p90 pesh 802. 11v.

lJedyule IJpuuwesped
WLC v8.3

Ipod Touch 1JzsJ IJuwlsuw o 1Uluosl, 10.1.1

IJodosu



lLuwe IJogbgslbs JJubwdd

WLC v8.3

IJoYdssule
&p6 IJod lJpogss 1Jpsze (DMS)
lJodosu gv)y v dd WLAN Jopdsy DMS:

s su 9lzos yulb, IUlsle):

> config W an di sable <w an-i d>
> config W an dns enabl e <w an-i d>
> config W an enabl e <w an-id>

d9Ssu 9lzesd Idpuuesp IUyumgess (GUI) (pussd, pu 1luesl, 8.3)

U096 1. 1oe8d 1Js Gbvwdle WLAN > WLAN-ID 9166, gJes uvods WLAN Jopdse DMS.



WIRELESS  SECLRITY

CISCO MOMNITOR WlANSs COMNTREOLLER

WLANs WLANS

¥ WLANSs Current Filter: Mone
QL

b Advanced
[] wLAN ID Type

[1s W LAM

IJgb9s 2. luodd IJs podde > g loodld 11V BSS 9 pdsu @306 I 1Jp

WLANSs > Edit "11v'

[Change Filter] [Zlear Filter]

Profile Mame
phone-open

11w

ogd |Jpgzo

General ] Security | Qos | Policy-Mapping I Advanced I
r—l‘é*(,o.nnect Local O] Enabled
Switching £
FlexConnect Local Auth 22 Enabled
Learn Client IP Address & Enabled
Wlan based Central
Switching 23 Eabled
Central DHCP Processing Enabled
Override DNS Enabled
NAT-PAT Enabled
Central Assoc [ Enabled

11k
gr?;lsiziii:\%aprg:'zigzation L1 Enabled
Neighbor List Enabled
Neighbor List Dual Band [ Enabled
Denial Maxzimum Count
Prediction Minimum Count

IbLys IJz> IJlBuos Jde,8 1Jgesd J BSS

HTTP Profiling O
Universal AP Admin Support
Universal &P Admin O

11v BSS Transition Support

BSS Transition
Disassociation Imminent

Disassociation Timer(0 to 3000 TETT)

Optirnized Roaring Disassociation Timer(0 to 40 TETT)

BSS Max Idle Service

0

!iil:llj

I Directed Multicast Service I
mDNS
mODKNS Snooping Enabled

mDNS Profile | default-rdns-profile

lJodosu gu) Idubveds IJpedss IUJluwddss (WLAN) Jopdso bbLs 1dzs |._Ji,_§,_,05 Juwe,6

$09J BSS:

od9su 3lzod uwbo IJlsle):

config w an di sable <w an-id>

config wW an bssnaxi dl e enabl e <wl an-i d>
config w an usertinmeout <seconds> <w an-id>
config w an enable <w an-i d>

V V V V

<seconds> Client Idle tineout(in seconds) on this WAN.

di sabl e

Range 0, 15- 100000 secs.

O in order to



SI9su 8lzod IJpuetsp IUyuwypss:

IJgb9ys 1. lowdd lJs yvedle WLAN > WLAN-ID slu@) eJs yvedé WLAN Jogsso B yé
¢r9d BSS Max.

CISCO MOMITOR  Wl&Ms COMTROLLER  WIRELESS — SECURITY

WLANs WLANS

* WLAMNS CifFrenitFiltas: Mone [Change Filter] [Zlear Filter]
QL

b Advanced

[] wLAN ID Type Profile Name
[1s W LAR phone-open
[]z W LAM 11w

U9 2. luedd s gsble podses > sgp loodld BSS w$>,6 11 W9do 9o pdsy 306 BSS
Max Idle.

WLANs > Edit "1y’

| General | Security | QoS | Policy-Mapping | Advanced

FlexConnect Local D o
Switching 2 Enabled HTTP Profiling []
FlexConnect Local Auth £2 Enabled Unhrgtsl A Sigpont
Learn Client IP Address & Enabled Uileefaaliak tnmin 0
Ulsn basedicertral e 11v BSS Transition Support

T nable o
Switching 22 BSS Transition D
Central DHZP Processing Enabled Disassociation Imminent U
Override DNS Enabled Disassociation Tirmer(0 ta 3000 TETT) 200
MAT-PAT Enabled Cotirized Roaming Disassociation Timer0 to 40 TETT) 40
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

fssisted Roaming mDNS
Prediction Optimization L1 Enabled

_ ) mDMNS Snooping Enabled
Meighbor List Enabled

) } mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

0

pdlebd: sop w@38p sble 9lzod IJpuwegse l)uw9pss odo Vs IJluosl) 8.3, Clduuwwé
JJlueshle Iduwlo@é luwe e 1o, config wlan bssmaxidle enable <wlan-id>

IJglo9é 3. lowdd Ids dsblo pod3p6 > pods Eleds Jeuwoiésp IUgpsd 950 woessL Oispd
lJpodd WOs &9lu.



WLANs > Edit "11v'

| General | Security | QoS | Policy-Mapping | Ad.'u'anceﬂ.

SLAUC IF TAITenry = LACTaurey

Wi-Fi Direct Clients

Salicy |D|sahled v|
Maximum Allowed 00
Clients Per &P Radio
Zlear HotSpot
: .|:| DEnaI:uIe::I

Client user idle

timmeout(15-100000)

Client user idle threshold

(0-10000000% H BIRES
Radius MAI-Realm il
1lac MU-MIMO

Off Channel Scanning Defer

Scan Defer Priarity o1 2 3 4 5 6 7
HiE{EIN []
Scan Defer Time{msecs) 100

FlexConnect

bLe luodld BSS

lJodssy vy uvedd WLAN Jopdsu bLs e gld BSS:

pdlebd: Vs 2lJs wedsy luedld BSS wib: Wy IUbys¥s 1Ugzs»o Idos wyuwd wol
udlb 1Usesd lblle bdo blye lowdld BSS os 131 Uiy 1Jg psd IUJlvdIs syuwd Lbl)
lowogdle L6 loeld BSS.

pdlzbo: Jzed vl 1o (APs) JLuwld bdo 1)s luedld BSS guspel wdyy pzedd
cuvdd Jos) sdjp wpdsu lowdld BSS + p9ljus Idogesd.

odlebs: oo lzd zed udlb 1Jsosd (APs) JLuwld bdw bl luo$ld BSS gusel JIsdsu
s ldgpsd IUJlpwdIds [od RSSL sdjp wedso IUloedld BSS + 1Jogsld 1dpgumo.

o8 s0 91206 yulo, IUlsle):



> config W an di sable <w an-i d>
> config w an bss-transition enable <w an-i d>
> config W an enabl e <w an-id>

SI9su Slzod IJpwetse IUyuwypss:

IJgbys 1. luwdd lJs yvwdle WLAN > og 5,0 Lo dd WLAN > 0 83p 95090 luedld BSS.

WLARNSs > Edit "11¢*

| General |_' Security | QoS5 ! Policy-Mapping | Advanced
FlexConnect Local R

Switching 2 L] Enabled HTTF Profiling O
FlexConnect Local Auth 22 Enabled {iiweeea | A AdNin Sup Pyt
Learn Client IP Address 3 Enabled Lniterealeabatdmin o
el e e 11w BSS Transition Support

T nable .
Switching 22 BSS Transition kA
Central DHCP Processing Enabled Disassociation Imminent L]
Override DNS Enabled Disassociation Timer{0 ta 3000 TBTT) z00
MAT-FAT Enabled Optimized Roarming Disassociation Timer(0 to 40 TBTT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

Assisted Roaming mDMNS
Prediction Optimization LI Enabled

: s mODMS Snooping Enabled
Meighbor List Enabled

. : mOMS Profile | default-mdns-profile «
Meighbor List Dual Band [1 Enabled

Denial Maximum Count

Prediction Minimum Count 2

i

blo suos IUzed sy Idpésw Sso

oJsS0 9lz0s yulo, IUlsle):

> config W an di sable <w an-i d>

> config W an bss-transition enable <w an-id>

> config W an | oad- bal ance al | ow enabl e <w an-i d>
> config W an enabl e <w an-id>

SIS0 8lzod IJpuetse IUyuwypss:

IUgbo96 1. loedd lJs sbwdlo WLAN > og,08 1Jubeds 1 pedss IdJluuddss (WLAN) > looéld
BSS 909Li06 2pd IUgpsd polop 95pJ0 puopl.



WLARNSs > Edit "11¢*

i' General | Security | QoS | Policy-Mapping | Advanced |

FlexConnect Local O
Switching 2 Enabled HTTF Profiling O
FlexConnect Local Auth 2 Enabled Universal AP Admin Support

Learn Client IP &ddress 3 Enabled Universal AP Adrmin |:|

Wlan based Central 11v BSS Transition Support

e Enabled
Switching 23 BSS Transition
Central DHZP Processing Enabled Disassociation Irmmminent
Owerride DNS Enabled Disassociation Timer(0 to 3000 TETT)
MAT-PAT Enabled Optimized Roarming Disassociation Timer(d to 40 TETT)
Central Assoc [ Enabled BSS Max Idle Service
11k Directed Multicast Service
Assisted Roaming mDMNS
Prediction Optimization L1 Enabled
: s mOMS Snooping Enabled
Meighbor List Enabled
: ; mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

Cenial Maximum Count

Prediction Minimum Count

WLANs = Edit "11v'

|' General | Security | Qos | Policy-Mapping §| Advanced
Layer2 Acl MNone Management Frame Protection (MFP)

FZF Blocking Action |Disab|ed v| MFP Client Protection £ Optional

DTIM Period {in beacon intervals)

i ion 2 &0
Client Exclusion £ EEnabled | : |
Timeout Value (secs)

Maxirnum Allowed

80Z.11a/n (1 - 255) |1 |
Clients &

[

802.11b/g/n (1 - 255) |1 |

Static IP Tunneling 2 [Jenabled

NAC
Wi-Fi Direct Clients

Hitn |Disab|ed w MAC State | Mone w

Load Balancing and Band Select

Maxirnum Allowed
Clients Per AP Radio

200
Client Load Balancing %

Clear HotSpot
Configuration

i i P i Client
Client user idle assive Clien

Clenabled Client Band Select Il

timeout(15-100000) Timeout Yalue (secs) Passive Client O
Client user idle threshold Yaice
f0-10000000) ICI E¥ies
Media Session Snoopin
Radius NAI-Realm [l ping O e

by IJopld eguws Esy IJpsésw Sso

s Su 9lz0s yulb, IUlsle):

> config W an di sable <w an-i d>

> config W an bss-transition enable <w an-id>

> config wan chd <w an-id> enabl e

> config W an enabl e <w an-id>

> config advanced { 802.11a | 802.11b } optim zed-roani ng enabl e

odsu 9lged lJpuwosp lUHuuspss:

IJgbys 1. luwdd lJs yvedle WLAN > e ,08 I o Idpzdss IJdluvddss (WLAN) > lgedld
BSS slJdojuld Bbops IJogbss [Jpodsp 9o pdsuo.



WLARNSs > Edit "11¢*

i' General | Security | QoS | Policy-Mapping l Advanced

FlexiConnect Local D bled .
Switching 2 iz HTTP Profiling O
FlexConnect Local Auth 22 Enabled {itmet sl AR AHNIIN Sup it
Learn Client IP Address 3 Enabled [nier=aleabatdmin o
Gith hased tertea) o 11v BSS Transition Support

e nable
Switching £2 BSS Transition %
Central DHZP Processing Enabled Disassociation Irmmminent D
CQverride DNS Enabled Disassociation Timer{0 to 3000 TETT) zo0
MNAT-PAT Enabled Optimized Roaming Disassociation Timer(d to 40 TETT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

Assisted Roaming mDMNS
Prediction Optimization L1 Enabled

: s mOMS Snooping Enabled
Meighbor List Enabled

: ; mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

Cenial Maximum Count
Prediction Minimum Count

WLANSs > Edit "11v'

| General | Security | QoS | Policy-Mapping

Allow AA8 Override [ ] Enabled

Coverage Hole Detection Enabled

Enable Session Timeout [—

Alranet IE [ JEnabled

Diagnostic Channe| 28 [ lEnahbled

Override Interface &CL IPvd | Mone IPvE | Mone s
Layerz acl Mone -
HRL ACL Mone -
PP Blocking Action Disabled w
. s
Client Exclusion 2 MEnabled &0

Timeout Yalue (secs)

Maximum &llowed
Clients &

lJgl9s 2. Ul sold IJdlgedIds > po@dpe > IJoesld IJpeuws 9s5pdo JJl 908 IJopsld
U,oauuu JJubld Jeis> pu U,oE_JB,olu 29J ,oE_J,qu IJU@U lJpzuwwd sleg 03l 1dpuweus:
ozwo [JIelss | o (HDX). | >, 8.0



/content/en/us/td/docs/wireless/controller/technotes/8-0/hdx_final/b_hdx_dg_final/high_density_experience_features_added_in_release_8_0.html#topic_E673759007A04204ACB90A203D582F80

cisco MONITOR — WlAMs CONTROLLER  WIRELESS — SECURITY

Wireless Optimized Roaming

= Access Points

All APs 802.11a
» Radios
g0z.1la’nfac
a02.11b/g/n Cptimized Roaming Mode Enahble

Cual-Band Radios
Global Configuration

Cptimized Roarming Data Rate Threshald mbps

= RF Managment

Flexible Radia 802.11b

fssignment
Load Balancing

Cptimized Roaming Intervyal ag SEC

Cptimized Roaming Mode

Band Select

Cptimized Roaming Interval ag SEC

Cptimized Roaming Data Rate Threshaold mbps

» 105
Preferred Calls 1. CHOM configuration can be done in Wirelsss---= BF Srofile ---= Eqit
Y = I T R o B R B e R T B T T T o L I T B T
oI g s

od9su 9lzod yub, IUlsle):

config w an di sable <w an-id>

config w an bss-transition enable <w an-id>

config w an di sassoci ation-i nm nent enable <w an-i d>

config w an bss-transition disassociation-immnent oproamtinmer <timer-in-TBTT> <W.AN i d>
config w an bss-transition disassociation-immnent tinmer <tiner-in-TBTT> <W.AN id>

config w an enable <w an-i d>

195 1. 1606 1Jes urodlo WLAN > og 50 1dubuds 1 ppdiss IJJlou]disé (WLAN) >
pod®p: pJdu luodld BSS: |Jgle 3oy Idsuisd 98 su p9dw IJEle IUIEe)Hlo 9098w IJEle
IJISe)lo IJpozed IJpeuwo.

V V.V V V V

SIS0 Slzod IJpwetse IUyuwspss:



WLARNSs > Edit "11¢*

| General I Security | QoS ! Policy-Mapping | Advanced
FlexConnect Local S

Switching 2 L1 Enabled HTTF Profiling O
FlexConnect Local Auth 22 Enabled {itmet sl AR AHNIIN Sup it
Learn Client IP Address 3 Enabled [nier=aleabatdmin o
Gith hased tertea) o 11v BSS Transition Support

e nable
Switching 23 BSS Transition %
Central DHZP Processing Enabled Disassociation Irmmminent D
CQverride DNS Enabled Disassociation Timer{0 to 3000 TETT) zo0
MNAT-PAT Enabled Optimized Roaming Disassociation Timer(d to 40 TETT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service

Assisted Roaming mDMNS
Prediction Optimization L1 Enabled

: s mOMS Snooping Enabled
Meighbor List Enabled

: ; mDMS Profile | default-mdns-profile
Meighbor List Dual Band [ Enabled

Prediction Minimum Count

Cenial Maximum Count

WLANs > Edit "11v'

| General | Security | QoS | Policy-Mapping | Advanced
FlexConnect Local O s
SWitching 2 Enabled HTTP Profiling O
FlexConnect Local Auth 22 Enabled Universal AP Admin Support
Learn Client IP Address & Enabled Rt AR -
e e e e 11v BSS Transition Support
S nable =

Switching 22 BSE Transition
Central DHCP Processing Enabled Disassociation Imminent bt
Qverride DNS Enabled Disassociation Timer(0 to 3000 TBTT) 200
MAT-PAT Enabled Optirmized Roaming Disassociation Tirmer(0 to 40 TETT)
Central Assoc [ Enabled BSS Max Idle Service

11k Directed Multicast Service
Assisted Roamin

o L] Enabled MBS

Dradirtinn Matiraisstion

pdlebbé: sop opdsd ool IJosdse Vs gedle TBTT 98w huwld Ideuwsoe [Josud). 909
99w IJBlLod 15008 wsu IJ pulys. wuvdd lbe,)lios sop huwld IJ polye JJ 100
pdds wluse: J3JY wuvdd le)lgos 1 tbtt = 100 pdds elouss. sl IJosdse = X
TBTT/10 = x eluso.

IJozdd pu lJuogs

ooy 030 1Uuo9) 38 p 1uivods [Jppdss IJJluuddss (IJubods 1 eedss [UJluv]dss)
sldg pdle IUdlgwddsso Jgsple 80211V 1 e od 6.

XEP SSID

- DMS



- 802.11 radio information

'J IEEE 8@2.11 Eeacon frame, Flags: ........ C

4 Fixed parameters (12 bytes)
Timestamp: @:x2202202a235f23006
Beacon Interwval: @.124448 [Seconds]
» Capabilities Information: @x1@11
4 Tagged parameters (267 bytes)
+ Tag: 53ID parameter set: tst-5@211wv
b Tag: Suppeorted Rates 12(B), 18, 24, 356, 48, 54, [Mbit/sec]
b Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
I Tag: Country Informatien: Ceountry Cede US, Environment #Any
- Tag: QBSS Leoad Element 882.1le CCA Wersicon
+ Tag: HT Capabilities (8@82.1ln D1.1@}
I Tag: RSN Information
© Tag: HT Information (582.1ln D1.1@)
4 Tag: Extended Capabilities (8 octets)
Tag Number: Extended Capabilities (127)
Tag length: 8
I Extended Capabilities: @x@@ (octet 1)
Extended Capabilities: @x1@ (octet 2)
I Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
.. = thannel Usage: Not supported

s Paas UTC T53F Oftfset: Not supported
.@ .... = Peer U-APSD Buffer 5TA Support: Not supported
@ .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@.. ..., = Interworking: Not supported
 Extended Capabilities: @x@l1 {octet 5)
b Extended Capabilities: @&x4@ (octet &)
» Esxtended Capabilities: @x@@ {(octet 7)
I Extended Capabilities: x40 (octet 8)
» Tag: Cisco CCX1 CKIP + Device Name
Tag: Vendor Specific: Airenet: Aironet DTPC Powerlevel 8x@3
I Tag: WHT Capabilities (IEEE 5td 882.1lac/D3.1)
4 Tag: WHT Operation (IEEE Std 8082.1lac/D3.1)

- bbo luedld BSS




& Fu:ed parameters {12 bytes)
El Tagged parameters (231 bytes)
#- Tag: SSID parameter set: tst-11v
#-Tag: Supported Rates 11(B), 12, 18, 24, 36, 48, 54, [Mbit/sec]
- Tag: DS Parameter set: Current Channel: 11
28 Tag: Traffic Indication Map (TIM): DTIM @ of @ bitmap
Tag: Country Information: Country Code MX, Environment Any
‘Tag: QBSS Load Element 802.1le CCA Version
Tag: Power Constraint: 3
Tag: ERP Information
Tag: HT Capabilities (802.11n D1.18)
Tag: RSN Information
Tag: HT Information (862.11n D1.18)
Tag: RM Enabled Capabilities (5 octets)
Tag: Extended Capabilities (6 octets)
~-Tag Number: Extended Capabilities (127)
-~ Tag length: 6
B Extended Capabilities: @x@@ (octet 1)
#- Extended Capabilities: @x1@ (octet 2)
rﬁ Extended Capabilities: @x@8 (octet 3)
“sens 2:.8 = TFS: Not supported
..8. = WNM-Sleep Mode: Not supported

..@. .... = AC Station Count: Not supported

@.. .... = Multiple BSSID: Not supported
““@... 2... = Timing Measurement: Not supported

[" Extended Capabilities: ex@@ (octet 4)

#-Extended Capabilities: ex@l (octet 5)
| [ Extended Capabilities: ex4@ (octet 6)
- Tag: Vendor Specific: Aironet: Aironet DTPC Powerlevel @x82
. Tag Number: Vendor Specific (15@)

>ep lJgedle

- DMS



802.11 radig
b IEEE 8@2.1 S S O
4 IEEE 822.11 wireless LAN management frame
4 Fixed parameters (4 bytes)
Capabilities Information: @x1@11
Listen Interval: @x@al4
4 Tagged parameters (144 bytes)
» Tag: 351D parameter set: tst-8221lvy
» Tag: Supported Rates 12(B), 18, 24, 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: 3, Max :22
© Tag: Supported Channels
> Tag: RSN Information
b Tag: HT Capabilities (8©2.11n D1.1@)
4 Tag: Extended Capabilities (4 octets)
Tag Number: Extended Capabilities (127)
Tag length: 4
» Extended Capabilities: @x2@ (octet 1)
Extended Capabilities: @x@@ (octet 2)
i Extended Capabilities: @x@@ (octet 3)
4 Extended Capabilities: @x@4 (octet 4)
R Channel Usage. Not supported
supported

wen. @... = UTC TSF Offset: Not supported
<@ .... = Peer U-APSD Buffer STA Support: Not supported

..@. .... = TDLS Peer PSM Support: Not supported
.@.. .... = TOLS channel switching: Not supported
@... ... = Interworking: Not supported

Tag: Vendor 5pe:1f1c. EBroadcom
> Tag: Yendor Specific: Epigram: HT Capabilities (8@2.11n D1.1@)
b Tag: Vendor Specific: Microsof: WMM/WME: Information Element

- bbs luedlJ BSS




- Fixed parameters (4 bytEEJ
D-Tagged parameters (140 bytes)
-Tag SS5ID parameter set: tst-1lv
: Supported Rates 11(B), 12, 18, 24, 36, 48, 54, [Mbit/sec

2 E?]'E'

c

“Tag: Supported Channels
Tag: RSN Information
~Tag: HT Capabilities (8062.11n D1.10)
Tag: Extended Capabilities (3 octets)
“Tag Number: Extended Capabilities (127)
Tag length: 3
# Extended Capabilities: @x8@ (octet 1)
[#- Extended Capabilities: @x@@ (octet 2)
= Extended Capabilities: @x@8 (octet 3)
...8 = TFS: Not supported
..8. = WNM- Sleep Hode Not suppnrted

SRETI, r : - pported
LB aeee = AC Statlon Cnunt Not supported
§ Multiple BSSID: Not supported
“@.v. e... = Timing Measurement: Not supported
-Tag: RM Enabled Capabilities (5 octets)
~Tag: Vendor Specific: Broadcom
Tag: Vendor Specific: Epigram: HT Capabilities (862.11n D1.10)
~Tag: Vendor Specific: Microsof: WM/WME: Information Element

>
i

#-F-#E

ool gpsd ouozse IJizble

Jesldus uuulb gpsd 11V 098, 030 1JI9le,.

> debug client <mac-add-of-client>
> debug mac addr <mac-add-of-client>
> debug 11v all enable

&fnshlpgg);ehod"cﬂdbl)hﬂs

IJgesd 8y eds Igpd wros 11 Bsdo

*apf MsConnTask_0: Nov 01 22:55:27.577: a4:f1:e8:58:95:0a Association received fromnobile on
BSSI D 7c: Oe: ce: 7d: d9: 10 AP AP-3700-1
*apf MsConnTask_0: Nov 01 22:55:27.577: a4:f1:e8:58:95:0a Cient is 11v BSS Transition capabl e

Syuwd Idgpsd bdo DMS JJezeses 224.0.0.251 udp psule 9 9s)uwd w§bs 1Jyosd Swsd
DMS

*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95:0a Got action frame fromthis client.
*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95: 0a Received a 11v Action Frane w th code
[23] fromnobile station

*apf MsConnTask_0: Nov 01 22:56:43.928: Received 80211v_DMS_REQ Action Frane

*apf MsConnTask_0: Nov 01 22:56:43.928: WANid: 1| vap_ip: 1

*apf MsConnTask_0: Nov 01 22:56:43.928: a4:f1:e8:58:95:0a Posting nsg of type:



APF_80211v_MsG DMS_REQ for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,sl ot: 0, |en: 26
*apf MsConnTask_0: Nov 01 22:56:43.928: 11v g_nmsgQueue = 0x2b415828,

rc =0

*apf 80211vTask: Nov 01 22:56:43.929: Tclas found:

*apf 80211vTask: Nov 01 22:56:43.929: [

*apf 80211vTask: Nov 01 22:56:43.929: Version = 4,

*apf 80211vTask: Nov 01 22:56:43.929: Destination IP = 224.0.0.251,

*apf 80211vTask: Nov 01 22:56:43.929: Destination Port = 9,

*apf 80211vTask: Nov 01 22:56:43.929: Protocol = 17,

*apf 80211vTask: Nov 01 22:56:43.929: ]

osapi MessageSend

*apf 80211vTask: Nov 01 22:56:43.929: a4:f1:e8:58:95:0a New client requesting DM for this Tclas
*apf 80211vTask: Nov 01 22:56:43.929: DMS Request IE processed: State: DMS_REQ ADD_ACCEPTED

*apf 80211vTask: Nov 01 22:56:43.929: DMS Response IE created.
*apf 80211vTask: Nov 01 22:56:43.929: Elenent ID 100, Length: 5

*apf 80211vTask: Nov 01 22:56:43.929: DVMS ID: 1, DMS Length: 3, Response Type:

Last Sequence Control: 65535

*apf 80211vTask: Nov 01 22:56:43.929: dnmsRequest State = DMS_REQ ADD ACCEPTED

DVS_RESP_ACCEPT,

*apf 80211vTask: Nov 01 22:56:43.929: a4:fl:e8:58:95:0a apf802llvSendPacketToMs: 802.1lv Action

Frame sent successfully to wlc

*apf 80211vTask: Nov 01 22:56:43.929: apf80211vDmsDB_AJddSTA: New DMS Client: a4:fl:e8:58:95:0a

created and added under DMS ID: 1

*apf 80211vTask: Nov 01 22:56:43.929: a4:f1l:e8:58:95: 0a apfPost Dhsd i ent Request Msg: posti ng

capwap for ms |radmac7c: Oe: ce: 7d: d9: 10
*apf 80211vTask: Nov 01 22:56:43.929: 11v g _nmsgQueue = 0x2b415828,
=0

osapi MessageSend rc

*apf 80211vTask: Nov 01 22:56:43.929: a4:f1l:e8:58:95:0a apf80211lvHandl eDrsMsgSend: send capwap

for STA Iradmac 7c:Oe:ce: 7d: d9: 10
pU udbo 1Usuo9d 2w s Idepsd pouadl

AP# debug dotll dotllv all

*Nov 1 22:51:04.323: DOT1lv: Inside DMS ADD QOperation

*Nov 1 22:51:04.323: DOT1lv: TCLAS found in DVS DB

*Nov 1 22:51:04.323: DOT1lv: New client detected

*Nov 1 22:51:04.323: DOT1lv: Ref Cnt: 1

*Nov 1 22:51:04.323: DOT1lv: dient A4:F1:E8:58:95:0A added to DVMS DB Entry
*Nov 1 22:51:04.323: DOT1lv: DWVMS Add Operation Succeeded

*Nov 1 22:51:04.323: Received and decoded a DVS client request payl oad SUCCESSFULLY
w83 3JYi wop luolWs Idgpsd 1Us Bless wslule DMS gds U,Ji;.__,de:)' lJpedséd I.J_Jloung__sé
(WLAN). sep o zese Jepdle 10550 889290 wbuwld bdurluolds DMS Jobuw guduwds

lJow ldpogss ops pgyd DMS o wo.

> show wlan 1

WLAN Identifier....... .. .. . . .. 1
Profile Name.......... ... .. 11v
Network Nanme (SSID)........... ... 11v
Stat US. . . i e Enabl ed
Nunmber of active DMS dients..................... 1

DVMS ID Cdient MAC Addresses
1 a4:f1:e8:58:95:0a

Swp wgisu Jlesxs wslule DMS Ws w@bo IJyuosd e sy 03l Idgpsd pouoadl:

AP# show controllers dotllRadio { 0 | 1 } | beg Global DMS



G obal DMS - requests:2 uc: 130 drop: 0
DVS enabl ed on WLAN(sS): 11v
11v

DM5 dat abase:
Entry 1: mask=0x55 versi on=4 dst| p=0xEO0000FB srcl p=0x00000000 dstPort=9 srcPort=0 dcsp=0
protocol =17
{dient, SSID}: {08:74:02:77:13:45, 11v}, {A4:F1:E8:58:95:0A, 11lv},

e o 889p IUgpsd IJJluudds Clgdld osdd DMS. Bluo s,uvd bdo 1j1Jé DMS

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Got action frame fromthis client.
*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Received a 11v Action Frane w th code
[23] fromnnobile station

*apf MsConnTask_0: Nov 01 22:57:33.990: Received 80211lv_DMS_REQ Action Frame

*apf MsConnTask_0: Nov 01 22:57:33.990: WANid: 1| vap_ip: 1

*apf MsConnTask_0: Nov 01 22:57:33.990: a4:f1:e8:58:95:0a Posting nsg of type:

APF_80211v_MsG DMS_REQ for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len:5

*apf MsConnTask_0: Nov 01 22:57:33.990: 11v g_nsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf 80211vTask: Nov 01 22:57:33.991: DMS Request IE processed: State: DMS_REQ DEL_ACCEPTED
*apf 80211vTask: Nov 01 22:57:33.991: DMS Response | E created.

*apf 80211vTask: Nov 01 22:57:33.991: Elenent ID 100, Length: 5

*apf 80211vTask: Nov 01 22:57:33.991: pMs ID: 1, DMS Length: 3, Response Type:
DMS_RESP_TERMINATE, Last Sequence Control: 65535

*apf 80211vTask: Nov 01 22:57:33.991: dmsRequestState = DMS_REQ DEL_ACCEPTED

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95:0a apf802llvSendPacketToMs: 802.11lv Action
Frame sent successfully to wlc

*apf 80211vTask: Nov 01 22:57:33.991: STA: ad4:fl1:e8:58:95:0a has dequeued and deleted from the
DMS Entry with ID: 1

*apf 80211vTask: Nov 01 22:57:33.991: apf80211vDmsDB_DeleteSTA: STA: a4:fl:e8:58:95:0a deleted
successfully under DMS ID: 1

*apf 80211vTask: Nov 01 22:57:33.991: a4:f1l:e8:58:95: 0a apfPost DnsCl i ent Request Msg: posti ng
capwap for nms |radmac7c: Oe: ce: 7d: d9: 10

*apf 80211vTask: Nov 01 22:57:33.991: 11lv g _nsgQueue = 0x2b415828, osapi MessageSend rc
=0

P IJlpwsbs e oy

*Nov 1 22:57:33.167: DOT1lv: Renoving client A4:F1:E8:58:95: 0A fromDVS DB Entry
*Nov 1 22:57:33.167: DOT1lv: DMS DB Del ete Operation Succeeded
*Nov 1 22:57:33.167: Received and decoded a DVS client request payl oad SUCCESSFULLY

lpdloss loodld BSS JJgpsd

IJepsd 8y eds Igpd wros 11 BVedo

*apf MsConnTask_3: Apr 12 10:46:36.239: 08:74:02:77:13: 45 Associ ation received fromnobile on
BSSI D f0: 7f: 06: €8: 32: 76 AP AP-3700
*apf MsConnTask_3: Apr 12 10:46:36.239: 08:74:02:77:13:45 Cient is 11v BSS Transition capabl e

Soowd 1Jg psd luweedle bLs loedld BSS

*apf MsConnTask_1: Nov 14 05:40:32.857: c4:7d:4f:3a:0f:5c Got action frame from this client.
*apf MsConnTask_1: Nov 14 05:40:32.858: c4:7d: 4f:3a: 0f : 5¢ Received a 11v Action Franme w th code
[6] frommobile station

*apf MsConnTask_1: Nov 14 05:40: 32. 858: Received 80211v_BSS_TRANS_ QUERY Action Frame

*apf MsConnTask_1: Nov 14 05:40:32.859: WAN-id: 1| vap_ip: 1

*apf MsConnTask_1: Nov 14 05:40:32.859: c4:7d:4£:3a:0£f:5c Posting msg of type:



*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:

*apf MsConnTask_1: Nov 14 05:40: 32. 861:

rc =0

*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:

00: ¢8: 8b: 26: 2c: d0 rschb

*apf 80211vTask:

APF_80211v_MSG_BSS_TRANS_QUERY for STA and LRAD:00:c8:8b:26:2c:d0,slot:0, len:1
Nov 14 05:40:32.860: Session URL is not NULL
Nov 14 05:40: 32. 860: Disassociation Imminent is 1
Nov 14 05:40: 32. 860: Disassociation Timer is 200
Nov 14 05:40: 32.860: Building BSS Transition Request Frane
Nov 14 05:40: 32. 860: Addi ng Nei ghbor List Subel ement
11v g_nsgQueue = 0x2b415828, osapi MessageSend
Nov 14 05:40:32.861: Location Info: 0,0,0 for BSSID: 7c:0Qe:ce: 7d:d9: 10
Nov 14 05:40:32.861: Data Length of BSS Transition Request Frame: 73
Nov 14 05:40: 32.862: apf80211vHandl eBSSTransQuery: |radMacAddr:
parent MAC ADDR: 00: c8: 8b: 26: 2c: d0 rscb mac address: 00: 00: 00: 00: 00: 00
Nov 14 05:40:32.862: 11lv Action Frane sent:
Nov 14 05:40: 32.863: c4: 7d: 4f : 3a: Of : 5¢ apf 80211vSendPacket ToMs: 802. 11v Action

*apf 80211vTask:

Franme sent successfully to wc
Nov 14 05:40: 32. 863: Successfully sent BSS Transition Request Action Frame to

*apf 80211vTask:
STA:

cd4:7d:4£f:3a:0£:5¢c

ob,l Jiu 1duvoJdé lJpedso [JJluwdIdse (WLAN) &> pdue "wd Idhoulb" 9gbsdl swp Gbog
louold Idgpsd wes luwole p9 e "W IJLoulb"

*apf 80211vTask:

Nov 14 05:40: 32. 863:

cd4:7d:4£:3a:0f:5¢c Setting Session Timeout to 20 sec -

starting session timer for the mobile

*apf 80211vTask:
*o0sapi BsnTi ner :

mark nobile for

*o0sapi BsnTi ner :

Nov 14 05:40: 32. 863:
Nov 14 05:40:52. 768:

c4:7d:4£:3a:0£:5¢c
c4: 7d: 4f : 3a: Of : 5¢

Disassociate client in 20 seconds
Aut henti cati on session tiner expired:

i medi ate del etion

Nov 14 05:40:52. 768:

c4:7d: 4f: 3a: Of : 5¢ apf MsSessi onExpi reCal | back (apf_ns.c:707)

Expi ri ng Mobil e!
*apf Recei veTask:
*apf Recei veTask:
Changi ng state for
Di sassoci at ed

*apf Recei veTask: Nov 14 05: 40: 52. 769:
(apf_80211. c: 3541) Changing state for
Di sassoci ated to Di sassoci at ed

Nov 14 05:40:52.769:
Nov 14 05:40:52.769:
nobi | e c4: 7d: 4f : 3a:

apf MsExpi r eMobi | eSt ati on:

c4: 7d: 4f: 3a: Of : 5¢ apf SendDi sAssocMsgDebug
mobi | e c4: 7d: 4f : 3a: Of : 5¢ on AP 00: c8: 8b: 26: 2c:d0 from

Del ete I mredi ately
c4: 7d: 4f: 3a: Of : 5¢ apf MsExpi reMobi | eStati on (apf_ns. c: 7521)
Of : 5¢c on AP 00: c8: 8b: 26: 2c: dO from Associated to

*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: 0f : 5¢c Sent Di sassociate to nobile on AP
00: c8: 8h: 26: 2c: dO-0 (reason 1, caller apf_ms.c:7614)
*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f: 3a: Of : 5¢c Sent Deaut henticate to nmobile on BSSID

00: c8: 8h: 26: 2c: dO sl ot O(caller apf_mns.c:7616)
*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f:
*apf Recei veTask: Nov 14 05:40:52.769: c4:7d: 4f:
aut henticating the client.

*apf Recei veTask: Nov 14 05: 40: 52. 769:
00:c8:8b:26:2c:d0, slotId: O,

3a: Of
3a: Of

vapId: 1

Souwd AP [, 1316 lowdld BSS wuvww pslius IUizeld

*apf MsConnTask_3: Apr
1lv queue.

*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask:
*apf 80211vTask: Apr 12
*apf 80211vTask: Apr 12
fO:7f:06:e8:32: 70 rsch
*apf 80211vTask: Apr 12
*apf 80211vTask: Apr 12
Franme sent successfully to wc
*apf 80211vTask: Apr

12 10:47:18. 785:

12
12
12
12
12

10:
10:
10:
10:
10:

47:
47:
47:
47:
47:
10: 47:
10: 47:
par ent
10:47:18.789: 11v Action Franme sent:

18.
18.
18.
18.
18.
18.
18.

789:
789:
789:
789:
789:
789:
789:

Session URL is not NULL
Di sassociation Iminent is 1
Di sassociation Tiner is 200

Apr
Apr
Apr
Apr
Apr

Addi ng Nei ghbor Li st

apf 80211vHandl eBSSTr ansQuery:

MAC ADDR. fO:7f:06:e8:32:70 rsch mac address:

Bui | di ng BSS Transition Request Frane
Subel enent
Data Length of BSS Transition Request Franme: 22

| radMacAddr :
00:

:5c Setting active key cache index 8 ---> 8
:5c Deleting the PW cache when de-

Sent Deauthenticate to STA: c4:7d:4f:3a:0£:5c on BSSID:

08:74:02:77:13:45 1llv BSS Transition Request is posted to

00: 00: 00: 00: 00

10: 47: 18. 790: 08:74:02: 77: 13: 45 apf80211vSendPacket ToMs: 802. 11v Acti on

12 10:47:18. 790: Successfully sent BSS Transition Request Action Frame to



STA: 08:74:02:77:13:45
Srowd 0Ebs 1ds o9 Lbl, bLs loualdle BSS wuwuw Idozsld 1Jpeuwo

*apf MsConnTask_0: Nov 04 04:58:55.320: a4:f1:e8:58:95:0a Posting nmsg of type:

APF 80211v_MSG BSS TRANS QUERY for STA and LRAD: 7c: Oe: ce: 7d: d9: 10,slot: 0, len:0

*apf MsConnTask_0: Nov 04 04:58:55.320: 11v g_nmsgQueue = 0x2b415828, osapi MessageSend
rc =0

*apf MsConnTask_0: Nov 04 04:58:55.320: a4:f1:e8:58:95:0a 1lv BSS Transition Request is posted to
11lv queue.

*apf 80211vTask: Nov 04 04:58:55.321: Session URL is not NULL

*apf 80211vTask: Nov 04 04:58:55.321: Disassociation Imrinent is 1

*apf 80211vTask: Nov 04 04:58:55.321: Disassociation Tiner is 40

*apf 80211vTask: Nov 04 04:58:55.321: Building BSS Transition Request Frane

*apf 80211vTask: Nov 04 04:58:55.321: Addi ng Nei ghbor List Subel ement

*apf 80211vTask: Nov 04 04:58:55.321: No Nei ghbor Candi date found : Resetting Candi date |ncluded
Li st

*apf 80211vTask: Nov 04 04:58:55.321: Data Length of BSS Transition Request Frame: 4

*apf 80211vTask: Nov 04 04:58:55.321: apf80211lvHandl eBSSTransQuery: |radMacAddr:

7c: Oe:ce: 7d: d9: 10 rscb parent MAC ADDR: 7c:0Oe:ce: 7d: d9: 10 rschb nac address: 00:00: 00: 00: 00: 00
*apf 80211vTask: Nov 04 04:58:55.322: 11lv Action Frane sent:

*apf 80211vTask: Nov 04 04:58:55.322: a4:f1l:e8:58:95:0a apf80211lvSendPacket ToMs: 802.11v Action
Frane sent successfully to wc

*apf 80211vTask: Nov 04 04:58:55.322: Successfully sent BSS Transition Request Action Frame to
STA: a4:f1:e8:58:95:0a

*apf 80211vTask: Nov 04 04:58:55.322: a4:fl:e8:58:95:0a Setting Session Timeout to 4 sec -
starting session timer for the mobile

*apf 80211vTask: Nov 04 04:58:55.322: a4:f1:e8:58:95:0a Disassociate client in 4 seconds

lIJeolee

|Jo_oJ: 802.11r. 802.11k. 802.11v. 802.11w IJwzold IJlo o 8lds IJw)ss

peesh IEEE Jodugdozs! ldpgdyple — oobd IUlosoldle gldpgdyple vso lduvodle 1Jpedsé
9ldpulb 9o Iz uo,86 — pobdole peasoe-ldeie 11: Ideedp VOs 1U9uo9d IJs [Jyuwlislo
Jdubeds Idpedss IUJluwdIss (LAN)

e9luodle (MAC) gldb oo IJplrso (PHY)
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