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S9uoe o3l Idlg)le ysdss wpdsy WDS gds uldbe 19 o9d IJEluoo wgpsd WDS:
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oJdgsule CL
udbs Iy e9d IUs WDS

03l up9dz wIdysu Julbé IUsLosd (AP) IUs WDS:

Current configuration : 2832 bytes

!

I Last configuration change at 05:54:08 UTC Fri Apr 26 2013
version 15.2

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

|

hostname MAIB-WDS-AP

!

!

logging rate-1imit console 9

enable secret 5 $1$EdDD$dG47yIKn86GCamKjFf1Sy0
|

aaa new-model
|



aaa group server radius rad_eap

server name Local-Radius

I

aaa group server radius Infrastructure

server name Local-Radius

I

aaa authentication login eap_methods group rad_eap

aaa authentication Togin method_Infrastructure group Infrastructure
aaa authorization exec default Tocal

aaa session-id common
no ip routing

no ip cef
|

dotll syslog
!
dotll ssid WDS-EAP
authentication open eap eap_methods
authentication network-eap eap_methods
authentication key-management wpa version 2
guest-mode
!
!
dotll guest
!
!
!
username Cisco password 7 13261E010803
username My3602 privilege 15 password 7 10430810111F00025D56797F65
!
!
bridge 1irb
!
!
!
interface DotllRadioO
no ip address
no ip route-cache
!
encryption mode ciphers aes-ccm
!
ssid WDS-EAP
!
antenna gain 0
stbc
station-role root
bridge-group 1
bridge-group 1 subscriber-Tloop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-Tlearning
no bridge-group 1 unicast-flooding
|

interface DotllRadiol



no ip address

no ip route-cache

!

encryption mode ciphers aes-ccm
|

ssid WDS-EAP

|

antenna gain 0

peakdetect

dfs band 3 block

stbc

channel dfs

station-role root

bridge-group 1

bridge-group 1 subscriber-Tloop-control
bridge-group 1 spanning-disabled

bridge-group 1 block-unknown-source

no bridge-group 1 source-Tlearning

no bridge-group 1 unicast-flooding

|

interface GigabitEthernet0

no ip address

no ip route-cache

dupTlex auto

speed auto

bridge-group 1

bridge-group 1 spanning-disabled

no bridge-group 1 source-Tlearning

|

interface BVI1

ip address 10.106.54.146 255.255.255.192
no ip route-cache

ipv6 address dhcp

ipv6 address autoconfig

ipv6 enable

|

ip forward-protocol nd

ip http server

no ip http secure-server

ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
ip radius source-interface BVI1

|

]

radius-server local

no authentication eapfast

no authentication mac

nas 10.106.54.146 key 7 045802150C2E1D1C5A
user WDSClientl nthash 7

072E776E682F4D5D35345B5A227E78050D6413004A57452024017B0803712B224A
|

radius-server attribute 32 include-in-access-req format %h
radius-server vsa send accounting

|

radius server Local-Radius

address ipv4 10.106.54.146 auth-port 1812 acct-port 1813
key 7 060506324F41584B56

|

bridge 1 route ip

|

]

wlccp authentication-server infrastructure method_Infrastructure
wlccp wds priority 254 interface BVI1



Tine con O

Tine vty 0 4
transport input all
!

end

udbé IJsuosd s gpsd WDS

03l up93z wJ9se Judbs 1UsLosJ (AP) IglLos we psd WDS:

Current configuration : 2512 bytes

!

! Last configuration change at 00:33:17 UTC Wed May 22 2013

version 15.2

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

!

hostname MAIB-WDS-Client

!

[

logging rate-1limit console 9

enable secret 5 $1$vx/M$qP6DY30TGiXmjvUDVKKjk/
!

aaa new-model

!

!

aaa group server radius rad_eap

server name WDS-Radius

!

aaa authentication login eap_methods group rad_eap
aaa authorization exec default Tocal

aaa session-id common
no ip routing

no ip cef
!

dotll syslog
I
dotll ssid WDS-EAP
authentication open eap eap_methods
authentication network-eap eap_methods
authentication key-management wpa version 2
guest-mode
I
I

dotll guest
!



eap profile WDS-AP
method Teap
|
|
!
username Cisco password 7 062506324F41
username My2602 privilege 15 password 7 09414F000DOD051B5A5E577E6A
|
!
bridge 1irb
|
|
!
interface DotllRadioO
no ip address
no ip route-cache
|
encryption mode ciphers aes-ccm
|
ssid WDS-EAP
|
antenna gain 0
stbc
station-role root
bridge-group 1
bridge-group 1 subscriber-Tloop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-Tlearning
no bridge-group 1 unicast-flooding
|
interface DotllRadiol
no ip address
no ip route-cache
|
encryption mode ciphers aes-ccm
|
ssid WDS-EAP
|
antenna gain 0
peakdetect
dfs band 3 block
stbc
channel dfs
station-role root
bridge-group 1
bridge-group 1 subscriber-Tloop-control
bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-Tlearning
no bridge-group 1 unicast-flooding
|
interface GigabitEthernet0
no ip address
no ip route-cache
dupTlex auto
speed auto
bridge-group 1
bridge-group 1 spanning-disabled
no bridge-group 1 source-Tlearning
|

interface BVI1



ip address 10.106.54.136 255.255.255.192

no ip route-cache

ipv6 address dhcp

ipv6 address autoconfig
ipv6 enable

]

ip forward-protocol nd
ip http server

no ip http secure-server

ip http help-path http://www.cisco.com/warp/public/779/smbiz/prodconfig/help/eag
ip radius source-interface BVI1

radius-server attribute 32 include-in-access-req format %h
radius-server vsa send accounting

!
radius server WDS-Radius

address ipv4 10.106.54.146 auth-port 1812 acct-port 1813

key 7 110A1016141D5A5E57
!

bridge 1 route 1ip

!

I

wlccp ap username WDSClientl password 7 070C285F4D06485744
wlccp ap wds ip address 10.106.54.146

!

Tine con 0

Tine vty 0 4
transport input all
!

end
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VIS udbo 1Jso9d (AP) Jgpsd WDS: wJgy glds WDS os IJwwso IJIwlwso.

Fhormbname WAL WS lxnd WAL WOk § Bl pefome w50 Bageaan, 1 mdivivia &
AR
WDl AT Asareid WOE P Aaare il [ i Barirg fSEISHF MM Rarthap MRS SBSF p oL ]
B 1S BS1E Ecd .‘.-.'-"::.'-l T 10 900G B i
pdlebé: woge blé ponze lUIE)Z (Is pdle Lo wzdon BEb) Lo i9le, show. luvegse

Blo penze Iole" Jesue wedsd Jaisz Iies show.

Il IJeedd pu slzos gulb 1Jisle, (CLI) gds wdbs 19 o9d (WDS)

S9uoe o3l Idlg)le Jsdso IJez 8l pu wdssu ubo lJyosd |Js WDS:

<ttroot>
MAIB-WDS-AP#

sh wl ccp wds ap

HOSTNAME MAC-ADDR IP-ADDR IPV6-ADDR STATE
MAIB-WDS-Client f872.ea24.40e6 10.106.54.136 :: REGISTERED

MAIB-WDS-AP#

sh W ccp wds statistics

WDS Statistics for Tast 10:34:13:
Current AP count:

Current MN count:

AAA Auth Attempt count:

AAA Auth Success count:

AAA Auth Failure count:

MAC Spoofing Block count:
Roaming without AAA Auth count:
Roaming with full AAA Auth count:
Fast Secured Roaming count:

MSC Failure count:

KSC Failure count:

MIC Failure count:

RN Mismatch count:

O O OO OO OO ONNOHR

[z IJezdd po woes 9leed uulo, 1JIsle, (CLI) eds wdbs 1Js e 1JElu0s
wgpsd WDS

S9uee 03l Idlple dsds6 IJezdd pu wdssu udbs IUsuo9d (AP) Jeesd WDS:


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

<#froot>

MAIB-WDS-Client#

sh Wl ccp ap

WDS = bcl6.6516.62c4, IP: 10.106.54.146 , IPVG6:
state = wlccp_ap_st_registered

IN Authenticator = IP: 10.106.54.146 IPV6:
MN Authenticator = IP: 10.106.54.146 IPv6::

lwod ol 1JIzble gl odlzol

Jl o9, eldsl pedsple pgsé Jluweduuld IJigble ol odlzol Josl IJodssy.
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