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Wireless LAN Controller
WLZ 5760

Layer 3 Switch

55D Dnga
f WPAZ-AES-B02.1x-PEAP
Student Teadher
v0LAM 30 wiar 40

-0l 415 (PEAP) _axoll gugiall @8sLasll JoSg59, go 802.1X siiuwall 13D pasiuy

oliol i8]

(L3) 3 dayall o0 VLAN olSuis gaax) oYoxall (eSs pis -
.DHCP p315J DHCP $ls ¢y i -

Sl U3 6562V o> o L3 Jlail azg, -

(WLC) aSLwMI dgxall aSpiall (6 aSxill 63>0; Jnally dbaio (LAP) Jguog)| dais -
24/ gl _le VLAN &Sai JS Sgi -
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'DVA o Lol=JI SSID plaziwl, WLAN @i (055 dsasS e Jlio 130

wl an DVA 3 DVA
aaa-override
client vlan VLANOO20
security dotlx authentication-list ACS
sessi on-timeout 1800
no shut down

WLC _le RADIUS psl5 (3655

‘WLC JI _le J>b RADIUS JI o0 JSisidl 0 Jlio 132

aaa new node
|
1
aaa group server radius ACS
server nanme ACS
|

aaa aut hentication dot1lx ACS group ACS

radi us server ACS
address ipv4 10.106. 102. 50 auth-port 1645 acct-port 1646
key Ciscol23

dot 1x system auth-contro
Jro2ll, doll VLAN dsiid DHCP oz 50955

:‘VLAN 40 9 VLAN 30 g9, J a5, DHCP Jl (0 JsSiiwidl 0 Jlio 132

interface Vl an30

i p address 30.30.30.1 255.255.255.0
!

i nterface Vl an40

i p address 40.40.40.1 255.255.255.0

i p dhcp pool vl a30

net wor k 30. 30. 30. 0 255. 255. 255. 0
defaul t-router 30.30.30.1

|

i p dhcp pool vlan40

net wor k 40. 40. 40. 0 255. 255. 255. 0
defaul t-router 40.40.40.1

i p dhcp snooping vlan 30, 40
i p dhcp snoopi ng

GUI plaziwl, WLC 055
WLAN (555

WLAN Sais oS5 asasS eL,>V 13D caay



22> cuosll dode < WLAN < Sk < ¢e8all I Jas!

st ranfes
CISCO  Wireless Controller

™ Home  Monitor | v el el sl

Wireless Wizard
v WLAN Controller
Wireless
H WL ANS
Security

 Access Points Cormands

v 202.11a/n

Adrninistration

F.
L ANs

Mobility Anchor

Profile

J1 wpazpsk

L3 e e D= e P

| | e e (T T

Acgazoligalgll dax 59 WPA2-802.1X J leusSs a5 WLAN aSuiv ol 5,0 ple cussdl dode §od il
.(VLAN0020) 20 a8, VLAN &ui I (G)

WLAN

WiLAM = Edit

| General | Security QoS Sctvanced
Profile Name DVA
SSID O A
Status

Pa2][Auth({B02. 1%
Security Policies pamazll ¢ 2
(Modifications done under security tab will appear after applying the changes.)

Radio Palicy Al -
Interface/Interface Group(G) WLANODZ0
Broadcast SSID
Multicast VLAN Feature ]

3 0ig 9l S e AAA 9l 2lawdl HLiS Yl &3 5a>9 (deadio GhLS (uguill dode (999 bl

Jozll 6 540ll



WLAN
WLAM = Edit

General Security Q05

Allowy S84 Cverride
Coverage Hole Detection

Session Timeout (secs) 1200

33>9 WPA2 AES i LYl &5 >a>9 2 dddall (youidl doMeg ool uguill dode 999 il 4
9 P 9 ooui) 9 10l gl 99 i
.a9>kaoll auileo 6,15y @ouisll daila)l o0 802.1X

WLAN
LA = Edit

Gerneral Q05 Advanced

Layerd ALL Server

Laver 2 Security WP + WPAZ =

MAC Filtering

WPA+WPAZ Parameters
wiPs Paolicy [ ]

WPAZ Policy

WPAZ Encryption aEs L TRIP

Auth Key Mamt  anz ix -

WLC _lc RADIUS pol5 05
WLC _le RADIUS 0515 (855 dasS el2 )l D wuay

oLVl ugs doMe < Sl JI Jasl .1



st ran] s
CISCO  Wireless Controller

“ Home  Monitor Configuration v s EE

BeCuUrity Wizard =neral
v ANS Cantroller
Wirelass -
* Wethod Lists . | ocal Authenti
2eCurity | ocal Authoriz3

E General
Comrmarnds

U pythentication

g Accounting

B Aythorization

T Server Graups

Zoui (Jloll 13® 5 .RADIUS p3lg> wlegazs clivy RADIUS < polgall olegaze < AAA JI sl
.RADIUS ACS p>lg> dcgazo

#i Home  Monibor i Configuration S Administration (' Hek
Eurity Radius Server Groups

A Kewr Remoue

* MMethod Lists — F— — —
= Genera | | | |
o Aurthentcation O acs At r -
o ACCounting
= Buthanzation

T Server Groups
o Fadius

Al 13D Gl ol oy el ully pall, Lo IP Glgic ddloY RADIUS w35 JlSs] >0 o
RADIUS 3159 WLC JI Ll J zinll udl & jiisall



N
CISCe Wireless Controller

Administration (v Help

Configuration |«

™ Home  Monitor © ¥

Radius Servers

Security
Radiie Servars = Edit
v RAR
* Method Lists Serves Name
u General
Server 1P Acdress
o suthertication Shared Sooret
8 Accounting Confirm Shared Secret

o Authorization Acct Paort (0-65533)

* Server (Froups Auth Port (0-65535)

& Racius
J
Tacaces Retry Count (0-100)
® Ldap
* RADIUS

B Servers

A0S

[ 10.106.102.50 |

l LU LY ] |

1646
Server Timeout (0-10007 s=cs |:|
1]

JolS sS5 e Jlio 13D

Radius Servers

Mew Remove
Seryer Mame Address Auth Paort Acct Port
|:| ACS 10,106, 102,50 1645 15646
RADIUS o515 1955

RADIUS p315 1655 @S c,>Yl 13D aios,

1 el < a3l dggll ol < degll 3B cuertimall I Jasl RADIUS psls le
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bt MbyWorkspace Users and kentity Siores = Internal ldentity Stores = Users

k(51 Network Resources Internal Users
. ' Filter; * Match if v [Gof ¥
Identity Groups
* Intarnal Identity Stores ' | Status User Name =~ |dentity Group Description
| 2 s tudent All Groups Students
5
» Extamal identity Stores ] 0 teacher All Groups Teachers
Certificate Authorities El 2] user All Groups user
Certlificate Authentication Profile
Identity Store Sequences

.

Blisl pd pi (Jayesill vy olale<aSuill Jl Jeogll < ©L93Vly Laygaill < dwlull jolie J| Jail
AAA 9l Jaygaill oy e olale

3 -&.’.‘- My Workspace Folicy Bements = Authorization and Permissions = Metwork Access = Authorization H
» 1)) Network Resources Authorization Profiles
3 Lsers and ldentity Stores
ﬂ il Filter: * Match if - Go| +
Date and Time [ Permit Access
ELu] . [[] Student Student
* Network Conditions
v Authorization and Permissions [C]  teacher teacher
¥ Network Access
A thorization Profiles
* Device Administration
* Named Permission Chjects
» [ 5 Access Policies
4 Aol Lol wayyei calo >

Policy Bements = Authorization and Permissions = Metwork Access = Authorization Profiles = Edit: "Student™

- General || Common Tasks || RADIUS Attributes

% Name: Student

Description: Student

£ = Required fields

5 (VLAN 30) 30 éas go Seliwl oSbw VLAN id/name JI cis




Policy Bements = Authorization and Permissions = Metw ork Access = Authorzation Frofies = Hiit: “Student”

| General | Common Tasks | RADIUS Aftributes
ACLS
Downloadable ACL Mame: Motin Use -
Filter-ID ACL: Motin Use -
Proxy ACL: Motin Use -
Voice VLAN
Permission to Join: Motin Use L
VLAN
VLANM ID/Name: Static = & Value 30
Reauthentication
Feauthentication Timer: Motin Use -
Maintain Connectivity during
Feauthentication:
Qos
Input Policy Map: MotinUse =
Cutput Policy Map: Motin Use -
802.1X-REV
LinkSec Security Policy: Motin Use -
URL Redirect
When a URL is defined for Redirectan ACL mustalso be defined
URL for Redirect: Motin Use -
URL Redirect ACL: Motin Use
% = Required fields
6 pleall ol oy alo i

Folicy Bements = Authorization and Permissions = Network Access = Authorization Profiles = Edit: “teacher”

General | Common Tasks | RADIUS Aftributes

£ Mame: teacher

Description; teacher

£ = Required fields

4 (VLAN 40) 40 a9 go Ssiliw] oSlw VLAN id/name JI wis



Policy Bements = Authorization and Permissions = Metw ork Access = Authorization Profiles = Edit: "teacher™

| General | Common Tasks || RADIUS Aftributes
ACLS
Downloadable ACL Name: Maotin Use -

Filter-1D ACL: Motin Use -
FProxy ACL: Matin Use -
Voice VLAN
FPermission to Join: Motin Use -
VLAN
WLAN ID/IMame: Static » &F Walue 40
Reauthentication
Reauthentication Timer: Motin Use -
Maintain Connectivity during
Reauthentication:
QOs
Input Policy Map: Motin Use -
Output Palicy Map: Motin Use -
802.1X-REV
LinkSec Security Palicy: Motin Use -
URL Redirect

When a URL is defined for Redirect an ACL must also be defined
URL for Redirect: Matin Use -
URL Redirect ACL:

8 ol dole G99 Laily «ashidl | Lo idVl Jswogll<deog)l loas <Jswogll wlwluw JI Jiil
PEAP zlowdl jLiz Yl &5 53> lgr poomall o YgSgi9,l



Access Folicies s > Access Services > Defaull Netw ork Access » it “Defaul Network Access™

| General | Allowed Protocols

¥ Process Host Lookup
Authentication Protocols

b (V] Alow PARIASCI

Default Dewce am ] ﬂl[ﬂlcw
= Default Metwork Access
antit b V] Alow MS-CHAPI

] F] Monitoring and Repaorts 4 EHW‘W WMS-CHAPWZ

» [V Alow EAP-MDS
b [¥] Alow EAP-TLS
b (V] Alow LEAP
» [¥] Allow PEAP

¥ [¥] Allow EAP-FAST

Preferred EAP protocol

9 PEAP _oaiun) plasull xclgall 31> dyegll JI Jasl

Services = Dalaull Nebw ork Access = Hentity

Fliter: Stams - LEkhIF Eouals - - | [ ClearFilley ]@ -
Conditions Results
Slaw Ma Hit Count
= ®ONEME b Authenticaton Mathod  Eap Tunnel Building Method  Idenity Source "
1 [ 2] Peap AN match PEAP Intarnal Usars 32
2 & 2] LBED maich LEAP A= Intarnal Usars 0
2 O @ Eaptast  -ANY- match EAR-FAST Intsrnal Usars 3

ezl oSy ol vy (Jliall 138 9 « ozl dwluw I ploalls Lol cusiy 289 (aygsdl JI Jasl .10
40 58, VLAN aSui) Lalog 30 o8, VLAN aSuid Wb

" mﬂ'ﬂ-mh inpihrigatios

Filer. S * MpIhE Emar v v [ CieaFiwr (@8] =

Corvaitaes. Pl bl
B Eip Acmanicahin Melfos  Eap Tumal Bulasg Midnas ﬂm Coraean  Pramcal ey Qg Araicaten Piofies -
il A & e WY makzn FESR maizh Rates 0 A Grups Satenis  Snadeni i
1 0 8 Dm0 mateh FEAF e st Radis N M Geouge Teashars  teachet ]
a3 A & EAPTLE  -2hY- mazn EAPFAET A maeh Rames - ANY- Paril Aooeds 5
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8831l ollac (D 0i®9 a0 JSuin oueSill Jac aSW pud)l 13D paziwl

B0 ey U9 Sl saw ol ACS JI e axaall cudl,

e 115856 A8 200 A - = fmacher  (OZ1SC-AC-CT-H1  [efaul] betaark Sgcmne FEAR [E&RI S0 HA P D b Mstwrek [wace J0I05 136195 Capwen]

& 10385058 a0 AM o % snjidsnd (11 SC-AL 1 wiyil] Merath Arcege PEAPD [EAP-RDCHA P il Npparik [=ars 1 1 § AN a5 aon Ls |

:r’f] Intel® PROSet/Wireless WiFi Connection Utility
File Tools Advanced Profiles Help

You are connected to DVA.

M etwiork, M arne: D
Speed: 144.0 Mbps

Signal Glualiby: Excellent
IP Address: 030,302

WiF1 Mebwarkz [46)

| #

I DVA Connected '
Illl .5 Thiz network. hag zecurty enabled -;gf’

£55I1D not broadcast:

Illl 2] Thiz network, has zecunty enabled

a g
50
a

50

£55ID not broadcast>

g
Illl 2] Thiz netwark. hasz zecunty enabled @ 0

£55I1D not broadcast:

g
alll 8O _

To manage profiles of previously connected WiFi netwarks, click the []
Prafiles buttan. Fl 'S,

Jsasll 636 lusall WiFi Juogs 8151 g>159 «aleall dcgazo go DVA WLAN iy ol




:’ﬂ Intel® PROSetMireless Wiki Connection Utility
File Tools Adwvanced Profiles Help

You are connected to DVA.

M ebwork Mame: D,
Speed: 78.0 Mbps

Signal Cluality: Ewcellent
IF Address: 40.40.40.2

Wik Mebwarkz [47)

Connected . a0 ~

DVA
II“IQ Thiz network. has securnty enabled a;{? g @ —

<551D not broadcast>

a
|||II_§ Thiz nebwark. has secunty enabled é @

£551D not broadcast> q

II“IQ This netwark has security enabled @
a8
80
v

I <551D not broadcast>
|I|I

To manage profiles of previously connected Wik networks, click the
Profiles buttan. Ll 'S

le>Nolg ellas VI OLiSiwl
Le>Noly oSl elas] GliSiw lgolasiuwl iSay ologles puwmall 13D 9,

olla>No

doasiwall oloVl Jo> ologleall o 3jo e Jaaxll (Jaid ulxusll eMasl)) Lolo¥l ey 6lol pasiwl
il 3D 9
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o) "eL3VI a2 io sls1" p 3wl .show wlol Las, (ldé uxuslleNasl)) 21,3Vl o> jio 6L)i X3V,
.Show oVl 2,50l Jul>s

.debug Lolol paziws ol L8 elasVl juuni yolol -, dogo wlogles | &)

:04® NGWC g5 yolol J| a8loYl, mac-address mac Jwesll slas| auas 680l clasVl quxas (aicis

Jso2ll-aS LW gl dcgozo Sgimns clas| aunas e -
XXXX. XXX XXXX JaoS-axSlw-aCg0ox0 b0 usi
show trace sys-filtered-trace -

:dot1X/AAA J JolSUL 01 goxall guiil] daild pasiwl i) NGWC dot1x/AAA g (i ¥

Jros)l-aSLwMl gl dcgomro Sgius clas] aumuas uss -

debug &aJl sgiue set trace wem-dotix -

debug sgiws set trace wem-dot1x aaa -

gl &Ll AAA &las sgiume slasl amuas oo -

il Jguo9 duly) _awlwVl SM sgius cllasl aonas cuss -

elasYl aeas Sgiws dot1x Joe dwl> J| Jsogll day b gas puss -
XXXX. XXX XXXX Jroc-dSlwY-dCg020 a0 (uss -

Mac XXXX.XXX.XXXX &> a4 o Wem-dot1X g oo -

Mac XXXX.XXX.XXXX gui 0 WCM-dot1x aaa g ko -

X0 XXX XXXX SLwMl SlasY AAA a0 o -

Trace Access-Session Core sm XxxX.XXX.XXxX axtuai Jole) MAC ai 0 cusi -
Mac XXXX.XXX.XXXX g4 0 dot1X Joc dwl> J| Joogll ddy )b gis layo -

show trace sys-filtered-trace -

ZcUa>y|WQooL>)§d|Qo&91J| Imsjoi@‘wﬁm&&othIVLANMQﬂwJ@bm

(IST lccc 5933] 0021.5C8C.C761 1XA: Received Medium tag (0 12:13:28.598 09/01/13
(Tunnel medium type (6) and Tunnel-Type tag (0) and Tunnel-type (13
(Tunnel-Private-Id (30
IST lccd 5933] 0021.5C8C.C761 Tunnel-Group-Id is 30 12:13:28.598 09/01/13]

I ST 1cce 5933] 0021.5C8C. C761 Checking Interface 12:13:28.598 09/ 01/ 13]
Change - Current Vlianld: 40 Current Intf: VLANOO40 New Intf: VLANOO30 New
Gouplntf: intfChanged: 1

I ST 1ccf 5933] 0021.5C8C. C761 Increnenting the 12:13:28.598 09/01/ 13]
(Reassociation Count 1 for client (of interface VLANOO40

Mor e- - [09/01/13 12:13:28.598 | ST 1cd0 5933] 0021.5C8C. C761- -
Cl earing Address 40.40.40.2 on nobile

| ST 1cdl 5933] 0021.5C8C. Cr61 Applying new AAA override 12:13:28.598 09/01/13]
for station 0021.5C8C. C761
(..IST 1cd2 5933] 0021.5C8C.C761 Override values (cont 12:13:28.598 09/01/13]
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

''" :vlanIfName: 'VLANOO030', aclName

| ST 1cd3 5933] 0021.5C8C. C761 Clearing Dhcp state for 12:13:28.598 09/ 01/ 13]
--- station
I ST 1cd4 5933] 0021.5C8C. C761 Applying WLAN ACL policies 12:13:28.598 09/01/13]
to client
| ST 1cd5 5933] 0021.5C8C.C761 No Interface ACL used for 12:13:28.598 09/01/13]
(Wreless client in WM NGAC
| ST 1cd6 5933] 0021.5C8C. C761 Inserting AAA Override 12:13:28.598 09/01/13]
struct for nobile

MAC. 0021.5C8C. Cr61 , source 4
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IST 1cd7 5933] 0021.5C8C.C761 Inserting new RADIUS 12:13:28.598 09/01/13]
override into chain for station 0021.5C8C.C761
(..1ST 1cd8 5933] 0021.5C8C. C7r61 Override values (cont 12:13:28.598 09/ 01/ 13]
dat aAvgC:. -1, rTAvgC. -1, dataBurstC -1, rTinmeBurstC -1

"' vlanl fNanme: ' VLANOO30', acl Name

Mor e- - [09/01/13 12:13:28.598 | ST 1cd9 5933] 0021.5C8C. C761--
:Applying override policy fromsource Override Summation

(..1ST 1lcda 5933] 0021.5C8C. Cr61 Override values (cont 12:13:28.598 09/ 01/ 13]
dat aAvgC:. -1, rTAvgC. -1, dataBurstC -1, rTinmeBurstC -1
"' vlanl fName: ' VLANOO30', acl Name

IST l1lcdb 5933] 0021.5C8C.C761 Applying local bridging 12:13:28.598 09/01/13]
'Interface Policy for station 0021.5C8C.C761 - vlan 30, interface 'VLANO0030

| ST lcdc 5933] 0021.5C8C. Cr761 1XA: Setting reauth timeout 12:13:28.598 09/01/13]
to 1800 seconds from W.AN config

| ST 1cdd 5933] 0021.5C8C. C761 1XA: Setting reauth timeout 12:13:28.598 09/01/13]
to 1800 seconds

| ST 1cde 5933] 0021.5C8C. C761 1XK: Creating a PKC PMKID 12:13:28.598 09/ 01/ 13]
(Cache entry (RSN 1

| ST 1cdf 5933] 0021.5C8C.C761 1XK: Set Link Secure: 0 12:13:28.598 09/01/13]

(IST lael 5933] 0021.5C8C.C761 1XA: Received Medium tag (0 12:08:59.553 09/01/13]
(Tunnel medium type (6) and Tunnel-Type tag (0) and Tunnel-type (13
(Tunnel-Private-Id (40
IST lae2 5933] 0021.5C8C.C761 Tunnel-Group-Id is 40 12:08:59.553 09/01/13]
Mor e- - [09/01/13 12:08:59.553 | ST lae3 5933] 0021.5C8C. C761- -

:Checking Interface Change - Current Manld: 20 Current Intf: VLANOO20 New Intf
VLANOO40 New Grouplntf: intfChanged: 1
| ST lae4 5933] 0021.5C8C. C761 Applying new AAA override for 12:08:59.553 09/01/13]
station 0021.5C8C. C761
(..IST lae5 5933] 0021.5C8C.C761 Override values (cont 12:08:59.553 09/01/13]
dataAvgC: -1, rTAvgC: -1, dataBurstC: -1, rTimeBurstC: -1

'' :vlanIfName: 'VLAN0040', aclName

| ST lae6 5933] 0021.5C8C. Cr61 Cl earing Dhcp state for 12:08:59.553 09/01/ 13]
--- station
| ST 1ae7 5933] 0021.5C8C. C761 Applying WLAN ACL policies 12:08:59.553 09/01/13]
to client
| ST 1ae8 5933] 0021.5C8C.C761 No Interface ACL used for 12:08:59.553 09/01/13]
(Wreless client in WM NGAC
| ST 1lae9 5933] 0021.5C8C. C761 Inserting AAA Override struct 12:08:59.553 09/01/13]
for nobile
MAC. 0021.5C8C. Cr61 , source 4

IST laea 5933] 0021.5C8C.C761 Inserting new RADIUS override 12:08:59.553 09/01/13]
into chain for station 0021.5C8C.C761
(..1ST laeb 5933] 0021.5C8C. C7r61 Override values (cont 12:08:59.553 09/01/ 13]
dat aAvgC:. -1, rTAvgC. -1, dataBurstC -1, rTinmeBurstC -1
"' vlanl fName: ' VLANOO40', acl Name
--Mre--
IST laec 5933] 0021.5C8C.C761 Applying override policy 12:08:59.553 09/01/13]
:from source Override Summation

(..1ST laed 5933] 0021.5C8C. Cr61 Override val ues (cont 12:08:59.553 09/01/ 13]
dat aAvgC:. -1, rTAvgC: -1, dataBurstC -1, rTinmeBurstC -1
"' vlanl fName: ' VLANOO40', acl Name

IST laee 5933] 0021.5C8C.C761 Applying local bridging 12:08:59.553 09/01/13]
'Interface Policy for station 0021.5C8C.C761 - vlan 40, interface 'VLAN0040

| ST laef 5933] 0021.5C8C. Cr761 1XA: Setting reauth timeout 12:08:59.553 09/01/13]
to 1800 seconds from W.AN config



| ST 1af 0 5933] 0021.5C8C. C761 1XA: Setting reauth tinmeout 12:08:59.553 09/01/13]
to 1800 seconds

I ST 1af1 5933] 0021.5C8C. C761 1XK: Creating a PKC PMKI D 12: 08:59. 553 09/ 01/ 13]
(Cache entry (RSN 1
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