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Policy-map platinum
Class class-default
set dscp dscp table plat-dscp2dscp
set wlan user-priority dscp table plat-dscp2up
Table-map plat-dscp2dscp
from 45 to 45
from 46 to 46
from 47 to 47
default copy
Table-map plat-dscp2up
from 34 to 4
from 46 to 6
default copy
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Policy-map platinum-up
Class class-default
set dscp wlan user-priority table plat-up2dscp

Table-map plat-up2dscp
from 4 to 34
from 5 to 34
from 6 to 46
from 7 to 8
default copy
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@l doxl 636> Soimal baylgll oYl dwluw D 01D

Policy Map gold
Class class-default
set dscp dscp table gold-dscp2dscp
set wlan user-priority dscp table gold-dscp2u
Table Map gold-dscp2dscp
from 45 to 34
from 46 to 34
from 47 to 34
default copy

Table Map gold-dscp2up
from 45 to 4
from 46 to 4
from 47 to 4
default copy

DAl doal 639> Seimo) guiall dwluw (D 03

Policy Map gold-up
Class class-default
set dscp wlan user-priority table gold-up2dscp

Table Map gold-up2dscp
from 6 to 34
from 7 to 34
default copy

Yl ugi Say Y Maind" awl lpde sllay 303l Jiadl go Jolsidl (9 do,lall duwlull o

iad)l doal 539> Soimal laylgll ol Yl duwluw LD 0id

Policy Map silver
Class class-default
set dscp dscp table silver-dscp2dscp
set wlan user-priority dscp table silver-dscp2up



Table Map silver-dscp2dscp
from 34 to O
from 45 to 0
from 46 to O
from 47 to 0
default copy
Table Map silver-dscp2up
from 34 to O
from 45 to 0
from 46 to O
from 47 to 0
default copy

iad)] doal 539> Soimal guiall dwluw (D 03D

Policy Map silver-up

Class class-default

set dscp wlan user-priority table silver-up2dscp

Table Map silver-up2dscp

from 4 to O

from 5 to 0O

from 6 to 0O

from 7 to O

default copy

HIn
oVl i Sau Y a9l ews aall (9 9,0l dS ) cul JSin 6 0uiiall duwluu

5559, doal 639> Soiumal laylgll ol Yl duwluw LD 0id

Policy Map bronze
Class class-default
set dscp dscp table bronze-dscp2dscp
set wlan user-priority dscp table bronze-dscp2up

Table Map bronze-dscp2dscp
from 0 to 8

from 34 to

from 45 to

from 46 to

from 47 to

default copy

0 00 0 0o

Table Map bronze-dscp2up
from 0 to 1

from 34 to

from 45 to

from 46 to

from 47 to

default copy
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1
1
1
1

Policy Map bronze-up
Class class-default
set dscp wlan user-priority table bronze-up2dscp
Table Map bronze-up2dscp
from 0 to 8



from to
to
to
to

from 7 to

from
from

o Ul

from

0 00 00 0 0o

default copy
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.Enter configuration commands,

3850#configure terminal

one per line. End with CNTL/Z

config)#wlan testl)3850

config-wlan) #service-policy output platinum)3850

config-wlan) #service-policy input platinum-up)3850

config-wlan) #end) 3850
3850#

el dolBJI WLAN aSun e asulas o5 Sl aedl o (g8l WLAN a8 (0955 (p0 (85

3850#show wlan name testl

WLAN Profile Name testl

Identifier 1

Network Name (SSID) testl
Status Disabled
Broadcast SSID Enabled
Maximum number of Associated Clients : 0
AAA Policy Override Disabled
Network Admission Control

NAC-State Disabled
Number of Active Clients : 0
Exclusionlist Timeout 60

Session Timeout 1800 seconds
CHD per WLAN Enabled
Webauth DHCP exclusion Disabled
Interface default
Interface Status Up
Multicast Interface Unconfigured
WLAN IPv4 ACL unconfigured
WLAN IPv6 ACL unconfigured
DHCP Server Default
DHCP Address Assignment Required Disabled
DHCP Option 82 Disabled
DHCP Option 82 Format ap-mac
DHCP Option 82 Ascii Mode Disabled
DHCP Option 82 Rid Mode Disabled

Policy Name
Policy State

Policy Name
Policy State
Input Policy Name
Output Policy Name
WMM

Priority (default)
Priority (default)

QoS Service Policy - Input
platinum-up

Validation Pending

QoS Service Policy - Output
platinum

Validation Pending
QoS Client Service Policy
unknown

unknown
Allowed

:Channel Scan Defer Priority

4
5



Priority (default)
Scan Defer Time (msecs)
Media Stream Multicast-direct
CCX - AironetIe Support
CCX - Gratuitous ProbeResponse (GPR)
CCX - Diagnostics Channel Capability
Dotll-Phone Mode (7920)
Wired Protocol
Peer-to-Peer Blocking Action
Radio Policy
DTIM period for 802.1la radio
DTIM period for 802.11b radio
Local EAP Authentication
Mac Filter Authorization list name
Accounting list name
802.1x authentication list name

Authentication

Static WEP Keys

802.1X

Wi-Fi Protected Access (WPA/WPA2)
WPA (SSN IE)

WPA2 (RSN IE)

TKIP Cipher

AES Cipher

Auth

802.1x

PSK

CCKM

CKIP

IP Security

IP Security Passthru

L2TP

Web Based Authentication
Conditional Web Redirect
Splash-Page Web Redirect

Auto Anchor

Sticky Anchoring

Cranite Passthru

Fortress Passthru

PPTP

Infrastructure MFP protection
Client MFP

Webauth On-mac-filter Failure
Webauth Authentication List Name
Webauth Parameter Map

Tkip MIC Countermeasure Hold-

Call Snooping
Passive Client
Non Cisco WGB
Band Select
Load Balancing
IP Source Guard

uauaxkg..dauro_gmlll@.&lgwl)ﬁylapml 639> doMe e Wbl Lo (@ a0

6
100
Disabled
Enabled
Disabled
Disabled
Invalid
None
Disabled
All
1
1
Disabled
Disabled
Disabled
Disabled
Security
Open System 802.11
Disabled
Disabled
Enabled
Disabled
Enabled
Disabled
Enabled
Key Management
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled
Disabled
Disabled
Disabled
Enabled
Optional
Disabled
Disabled
: Disabled
down Timer : 60
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
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ip access-list extended JabberVOIP

permit udp any any range 16384 32767

ip access-list extended JabberSIGNALING
permit tcp any any range 5060 5061

permit udp any any range 5060 5061

ip access-list extended H323Videostream
permit udp any any eq 970

ip access-list extended H323Audiostream
permit udp any any eq 972

ip access-1list extended H323VideoSignaling
permit udp any any eq 971

ip access-1list extended H323AudioSignaling
permit udp any any eq 973
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class-map RTPaudio

match access-group name JabberVOIP

match access-group name H323Audiostream
class-map H323realtimevideo

match access-group name H323Videostream
class-map signaling

match access-group name JabberSIGNALING
match access-group name H323VideoSignaling
match access-group name H323AudioSignaling
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policy-map taggingPolicy
class RTPaudio
set dscp ef

class H323realtimevideo
set dscp af4l

class signaling
set dscp cs3
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Class-map allvoice

match dscp ef

Class-map videoandsignaling
Match dscp af4l

match dscp cs3
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policy-map parent_port

class class-default

shape average 1000000000
service-policy port_child_policy
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Policy-map port_child_policy
Class allvoice
Priority level 1
police rate percent 10
conform-action transmit
exceed-action drop
class videoandsignaling
priority level 2
police rate percent 20
conform-action transmit
exceed-action drop
class non-client-nrt-class
bandwidth remaining ratio 7
class class-default
bandwidth remaining ratio 63
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Table-map dscp2dscp
Default copy
Table-map dscp2up
Map from 46 to 6
Map from 24 to 3
Map from 34 to 5
Default copy
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Class-map allvoice

match dscp ef

Class-map videoandsignaling
Match dscp af4l

Match dscp cs3
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Policy-map SSIDout_child_policy
class allvoice

priority level 1

police 6000000

admit cac wmm-tspec

rate 128

wlan-up 6 7

class videoandsignaling
priority level 2

police 1000000
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policy-map SSIDout

class class-default

set dscp dscp table dscp2dscp

set wlan user-priority dscp table dscp2up
shape average 30000000

queue-buffers ratio 0

service-policy SSIDout_child_policy
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Policy-map SSIDin
Class class-default
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service-policy client input taggingPolicy
service-policy input SSIDin
service-policy output SSIDout
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sip-cac send-486busy
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show class-map
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3850#show class-map
(Class Map match-any H323realtimeaudio (id 6
Match access-group name H323Audiostream
(Class Map match-any H323realtimevideo (id 7
Match access-group name H323Videostream
(Class Map match-any allvideo (id 10
(Match dscp af4l (34
(Class Map match-any jabberaudiosignaling (id 11
Match access-group name JabberSIGNALING
(Class Map match-any allvoice (id 12
(Match dscp ef (46
(Class Map match-any RTPaudio (id 19
Match access-group name JabberVOIP
Match access-group name H323Audiostream
(Class Map match-any class-default (id O
Match any
(Class Map match-any jabberRTPaudio (id 14
Match access-group name JabberVOIP
(Class Map match-any non-client-nrt-class (id 1
Match non-client-nrt
(Class Map match-any H323audiosignaling (id 17
Match access-group name H323AudioSignaling
(Class Map match-any H323videosignaling (id 18
Match access-group name H323VideoSignaling
(Class Map match-any signaling (id 20
Match access-group name JabberSIGNALING
Match access-group name H323VideoSignaling
Match access-group name H323AudioSignaling


//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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show policy-map# 3850
show policy-map
Policy Map port_child _policy
Class non-client-nrt-class
bandwidth remaining ratio 7
Class allvoice
priority level 1
police rate percent 10
conform-action transmit
exceed-action drop
Class allvideo
priority level 2
police rate percent 20
conform-action transmit
exceed-action drop
Class class-default
bandwidth remaining ratio 63
Policy Map SSIDin
Class class-default
set dscp dscp table dscp2dscp
Policy Map SSIDout_child_policy
Class allvoice
priority level 1
police cir 6000000 bc 187500
conform-action transmit
exceed-action drop
admit cac wmm-tspec
(rate 6000 (kbps
wlan-up 6
Class allvideo
priority level 2
police cir 6000000 bc 187500
conform-action transmit
exceed-action drop
admit cac wmm-tspec
(rate 6000 (kbps
wlan-up 4 5
Policy Map taggingPolicy
Class RTPaudio
set dscp ef
Class H323realtimevideo
set dscp af4l
Class signaling
set dscp cs3
Policy Map SSIDout
Class class-default
set dscp dscp table dscp2dscp
set wlan user-priority dscp table dscp2up
(shape average 30000000 (bits/sec
queue-buffers ratio 0
service-policy SSIDout_child_policy
Policy Map parent_port
Class class-default
shape average 1000000000 (bits/sec) op

show wlan



aox3 dwlowy WLAN dSai (655 laleo LoVl 13D Lo 2,

show wlan name testl | include Policy 3850#

AAA Policy Override : Disabled
QoS Service Policy - Input
Policy Name : SSIDin
Policy State : Validated
QoS Service Policy - Output
Policy Name : SSIDout
Policy State : Validated
QoS Client Service Policy
Input Policy Name : taggingPolicy
Output Policy Name : taggingPolicy
Radio Policy . All

Remote SSID testl iifid:

Remote SSID testl iifid:

SSID testl iifid:

show policy-map interface

o dg>lg) dnioll dwlull dlay > oV 13D Lo =,

3850#show policy-map interface wireless ssid name testl

0x01023F4000000033.0x00F2E98000000003.0x00C2EBO00000001F
Service-policy input: SSIDin
(Class-map: class-default (match-any
Match: any
packets, 0 bytes 0
second rate 0 bps 30
QoS Set
dscp dscp table dscp2dscp

0x01023F4000000033.0x00C8384000000004.0x00D0OD08000000021
Service-policy input: SSIDin

(Class-map: class-default (match-any
Match: any
packets, 0 bytes 0
second rate 0 bps 30
QoS Set
dscp dscp table dscp2dscp

0x01023F4000000033.0x00F2E98000000003.0x00EC3E800000001E
Service-policy input: SSIDin

(Class-map: class-default (match-any
Match: any
packets, 0 bytes 0
second rate 0 bps 30
QoS Set
dscp dscp table dscp2dscp

Service-policy output: SSIDout

(Class-map: class-default (match-any
Match: any
packets, 0 bytes 0
second rate 0 bps 30
QoS Set



shape

dscp dscp table dscp2dscp

wlan user-priority dscp table dscp2up
(average) cir 30000000, bc 120000, be 120000
target shape rate 30000000
queue-buffers ratio 0

Service-policy : SSIDout_child_policy

(Class-map: allvoice (match-any
(Match: dscp ef (46
packets, 0 bytes 0
second rate 0 bps 30
,Priority: Strict

Priority Level: 1
:police
cir 6000000 bps, bc 187500 bytes
:conformed 0 bytes; actions
transmit
:exceeded 0 bytes; actions
drop
conformed 0000 bps, exceed 0000 bps
cac wmm-tspec rate 6000 kbps

(Class-map: allvideo (match-any
(Match: dscp af4l (34
packets, 0 bytes 0
second rate 0 bps 30
,Priority: Strict

Priority Level: 2
:police
cir 6000000 bps, bc 187500 bytes
:conformed 0 bytes; actions
transmit
:exceeded 0 bytes; actions
drop
conformed 0000 bps, exceed 0000 bps
cac wmm-tspec rate 6000 kbps

(Class-map: class-default (match-any
Match: any
packets, 0 bytes 0
second rate 0 bps 30

SSID testl iifid: 0x01023F4000000033.0x00C8384000000004.0x00DB568000000020

Service-policy input: SSIDin

(Class-map: class-default (match-any
Match: any
packets, 0 bytes 0
second rate 0 bps 30
QoS Set
dscp dscp table dscp2dscp

Service-policy output: SSIDout

(Class-map: class-default (match-any
Match: any
packets, 0 bytes 0
second rate 0 bps 30
QoS Set
dscp dscp table dscp2dscp



wlan user-priority dscp table dscp2up
shape (average) cir 30000000, bc 120000, be 120000
target shape rate 30000000
queue-buffers ratio 0

Service-policy : SSIDout_child_policy

(Class-map: allvoice (match-any
(Match: dscp ef (46
packets, 0 bytes 0
second rate 0 bps 30
,Priority: Strict

Priority Level: 1
:police
cir 6000000 bps, bc 187500 bytes
:conformed 0 bytes; actions
transmit
:exceeded 0 bytes; actions
drop
conformed 0000 bps, exceed 0000 bps
cac wmm-tspec rate 6000 kbps

(Class-map: allvideo (match-any
(Match: dscp af4l (34
packets, 0 bytes 0
second rate 0 bps 30
,Priority: Strict

Priority Level: 2
:police
cir 6000000 bps, bc 187500 bytes
:conformed 0 bytes; actions
transmit
:exceeded 0 bytes; actions
drop
conformed 0000 bps, exceed 0000 bps
cac wmm-tspec rate 6000 kbps

(Class-map: class-default (match-any
Match: any
packets, 0 bytes 0
second rate 0 bps 30

3850#show policy-map interface wireless client
:Client 8853 .2EDC.68EC iifid
0x01023F4000000033.0x00F2E98000000003.0x00EC3E800000001E.0x00EO0D04000000022

Service-policy input: taggingPolicy

(Class-map: RTPaudio (match-any

Match: access-group name JabberVOIP
packets, 0 bytes 0
second rate 0 bps 30

Match: access-group name H323Audiostream
packets, 0 bytes 0
second rate 0 bps 30

QoS Set
dscp ef

(Class-map: H323realtimevideo (match-any
Match: access-group name H323Videostream
packets, 0 bytes 0
second rate 0 bps 30



QoS Set
dscp af4l

(Class-map: signaling (match-any
Match: access-group name JabberSIGNALING
packets, 0 bytes 0
second rate 0 bps 30
Match: access-group name H323VideoSignaling
packets, 0 bytes 0
second rate 0 bps 30
Match: access-group name H323AudioSignaling
packets, 0 bytes 0
second rate 0 bps 30
QoS Set
dscp cs3
(Class-map: class-default (match-any
Match: any
packets, 0 bytes 0
second rate 0 bps 30

Service-policy output: taggingPolicy

(Class-map: RTPaudio (match-any

Match: access-group name JabberVOIP
packets, 0 bytes 0
second rate 0 bps 30

Match: access-group name H323Audiostream
packets, 0 bytes 0
second rate 0 bps 30

QoS Set
dscp ef

(Class-map: H323realtimevideo (match-any
Match: access-group name H323Videostream
packets, 0 bytes 0
second rate 0 bps 30
QoS Set
dscp af4l

(Class-map: signaling (match-any
Match: access-group name JabberSIGNALING
packets, 0 bytes 0
second rate 0 bps 30
Match: access-group name H323VideoSignaling
packets, 0 bytes 0
second rate 0 bps 30
Match: access-group name H323AudioSignaling
packets, 0 bytes 0
second rate 0 bps 30
QoS Set
dscp cs3
(Class-map: class-default (match-any
Match: any
packets, 0 bytes 0
second rate 0 bps 30
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3850#show platform gos policies PORT

Loc Interface IIF-ID Dir Policy State
L:0 Gi1/0/20 0x01023£f4000000033 OUT defportangn INSTALLED IN HW
L:0 Gi1/0/20 0x01023£4000000033 OUT port_child policyINSTALLED IN HW

3850#show platform gos policies RADIO

Loc Interface IIF-ID Dir Policy State

L:0 R56356842871193604 0x00c8384000000004 OUT def-1llan INSTALLED IN HW
L:0 R68373680329064451 0x00f2e98000000003 OUT def-11lgn INSTALLED IN HW
3850#show platform gos policies SSID

Loc Interface IIF-ID Dir Policy State

L:0 S70706569125298203 0x00£fb33400000001b OUT SSIDout_child_policyINSTALLED IN HW
L:0 S69318160817324057 0x00£6448000000019 OUT SSIDout_child_policyINSTALLED IN HW

L:0 S70706569125298203 0x00£fb33400000001b OUT SSIDout INSTALLED IN HW

L:0 $69318160817324057 0x00£6448000000019 OUT SSIDout INSTALLED IN HW

L:0 S70706569125298203 0x00£fb33400000001b IN SSIDin INSTALLED IN HW

L:0 S69318160817324057 0x00£6448000000019 IN SSIDin INSTALLED IN HW
3850#show platform gos policies CLIENT

Loc Interface IIF-ID Dir Policy State

L:0 8853.2edc.68ec 0x00e0d04000000022 IN taggingPolicy NOT INSTALLED IN HW
L:0 8853.2edc.68ec 0x00e0d04000000022 OUT taggingPolicy NOT INSTALLED IN HW

<mac> _SLuMl Jiasll MAC ulgie) doaidl agi lgbl

sasll Sime e dadasll dwludl ki3 oYl 13D Lo e

3850#show wireless client mac-address 8853.2EDC.68EC service-policy output
Wireless Client QoS Service Policy

Policy Name : taggingPolicy

Policy State : Installed

3850#sh wireless client mac-address 8853.2EDC.68EC service-policy in
3850#sh wireless client mac-address 8853.2EDC.68EC service-policy input
Wireless Client QoS Service Policy

Policy Name : taggingPolicy

Policy State : Installed
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