od9su peydle SSID 9 sl VLAN gJs
ullb 1Jyuesd IUsloss

lJpzossle

| Jp, 9506

IJpobJole Il wsé

lJoJoule | P00

lJodosy

oJ9se VLAN 9 AP

odosy uwilb | vodle VLAN

dwdJo pdolz VLAN
2,015.86 SSID 1J e 85926 - Livedé VLAN I1Jl oJsé Jodbos 19 09
SSID 802.1x - RADIUS 1513 s
SSID 802.1x - RADIUS IJ3l)2.s

SSID - PSK
SSID - p_ols 86 £e,9lc, MAC
SSID - p_ol>.86 950 13, )56

SSID - p9,) IJ9se

Uz, 8.8 o0l &
| wed ol 1Jizble 9l odlzol
PSK

802,1x

e o> 96 MAC

NFX YY)
l_sguawa o3l lJpuwows Jsdss wdyso ullb 1 osd (AP) IJsloss J-:

- vodle 1Jpob$s 1depdss IJbloyss (VLANS)

- Voe ldeuolr 9o

. 802.1X pg $3p6 pLoI> 86 bdu louold Idpuwegse IJogss 1UslgJss (RADIUS)
. 802.1x pg RADIUS IUghzs

- el puveyd puwedl (PSK)

- pueb 96 gu9ly MAC

 puob$6 IUssw (e IUdb, IUslgds)

- po9 1sse

IJecbdule IUIgul usé

lJecbJule



59,0 Cisco Ll odyy Jrsd PE 90 Iwlusé wldpsluose IJoldss:

- 802,1x
. PSK
- RADIUS

PP 86 1J9sw
IJedoule o pd
e IJpedople 1Ushs B o3l 1dpuwews [Js 1J1ues), 15.3(3)JBB pu AP 3700.
Se logble IJpgdsele 1Js1)ss B o3l IJpuwews pu 112036 1092956 B wisiss peediss ¢luos.

u)lu apgse |.J|2_0J0 UPU“UE3P° h9;5 o5l |.JrOL}AJuu) uqu_9gSU ppwga (|L9u_)|u0g5) |)| \Jluu

odpse woboy 0do IJlpeds lsuol eds udbs 1Jgesd B IUsuoe 13los sl ASA
5506. 1Jw8,9 09 luo wadl pu wdysy pus ldpeed ese wdyy u9bé 1Usuosd pooJs.
Sup vbosy lJodsse gds gig 1/9 1Uglue o ASA.

lJodosy

pJ|abo J| 5pdu ubusd PEJ'*glU r°ar°.9€° |.Ja)|o|u (SS|DS) Uu..s uuup§ U..s L}Uouo

od9su pe9d VLAN 9 AP

9P yod9§g wwedlo VLAN [debdyws gds JJ po u9bé 1U9o9d 9ldeesd. o3l IJ VLANS
SO Epd VS 0l puld:

- VLAN 2401 (i_oJs)
- VLAN 2402
- VLAN 2403
odssu udlb 1Uso9d subedle VLAN

odsu 1Jglzes Gigabit Ethernet

# conf t

HH*

interface gig 0.2401
encapsul ati on dot 1g 2401 native

HH*

HH*

interface gig 0.2402
encapsul ati on dot 1g 2402
bri dge-group 242

H* H*

# interface gig 0.2403



# encapsul ati on dot 1q 2403
# bridge-group 243

odosu s [Jglzos 802.11a

H*

interface dotllradio 1.2401
# encapsul ati on dot1g 2401 native

# interface dotllradi o 1.2402
# encapsul ati on dot 1q 2402
# bridge-group 242

# interface dotllradio 1.2403
# encapsul ati on dot 1q 2403
# bridge-group 243

pdlebs: Jo s cd9su s 802.11b (slzos dot11radio 0) Jive $uweése e ds VLAN
Iigodss Jodlos 1ds osd.

wwIddo pdolz VLAN

# conf t
# vl an 2401- 2403

swddo Idbu zse Id ap sJgu yobo:

conf t

interface <port-id-where-AP-is-connected>
swi tchport trunk encapsul ati on dot 1q

swi tchport node trunk

swi tchport trunk native vlan 2401
switchport trunk allowed vlan 2401- 2403
spanni ng-tree portfast trunk

201596 SSID 1Jpde9ps - L VLAN 1JILodss Judlbos 19 o9J

HOH H H OH OH H

Jl s2w9s perd SSID o3l eds clpsu: 95w 020 (prss JJgedls) 9s0e wiuosue IJgpdls
lJJlwdIdsso ld3so sugepsu lds guveds WLAN Jyuods VLAN IJloJdsé.

lJglbesé 1. 9p wodysy SSID.

# dot 11 ssid OPEN
# aut henti cati on open
# guest - node

lJgl9é 2. 9p woguosue SSID |Js Hlbsg 802. 11b.

# interface dotllradio O
# ssid OPEN



SSID 802.1x - RADIUS IUslgJs

Suweese SSID o3l G dbs 1Js o] Jilse RADIUS. lede i w@bs [Usuo9J Jglse RADIUS g p
B pLol> 86 LEAP 9 EAP-FAST 9 MAC.

IUg o956 1. &pdso wdbs 19 o9 Jglse RADIUS.

g0sle 1P Jghe 1909 I Iuinads (NAS) 09 gusle BYI Judbs Idsoosd: wlbo)l Jiv guslo IP
03l 09 1d3s SHuwd bdo 1puob$6 [Us v wo. lsuol §p wlugble Iuwe puwogse 99de6 0)9).

aaa new node

radi us-server | ocal

nas <a.b.c.d> key 0 <shared- key>

user <usernanme> password 0 <password>

H*H H H H

lJg 9o 2. §p .__,odlgtﬁso ¢l RADIUS IJss oyuwd lJse udbs 1Jsosd bdu IJe ol 86. wel lue
RADIUS Idpezds: Slo gusly IP 09 1U3s swpe wesswuo Jlzod wy9w9ded zuvy AP (BVI).

radi us server <radi us-server-nane>

address ipv4 <a.b.c.d> auth-port 1812 acct-port 1813
ti meout 10

retransmt 3

key 0 <shared-key>

HOHH H

IJs 96 3. gs50 e RADIUS 03l Jeze9es RADIUS.

# aaa group server radius <radius-group>
# server name <radi us-server-nane>

U096 4. §p wogsSU Pze9Es LA IJEb) 030 Jiuwdsw puol s

# aaa aut hentication |ogin <eap-nethod-name> group <radi us-group>

IJs 96 5. §p wluuile SSID. 9o sswo s VLAN 2402.

dot 11 ssid internal -radius

vl an 2402

aut henti cati on open eap <eap-mnet hod- nane>
aut henti cati on network-eap <eap-nmet hod-nane>
aut henti cati on key-nmanagenment wpa version 2
nmbssi d guest - node

HOH H H H

1Jglo96 6. 9p wogssy SSID gds 1Jglzos 802.11a 9235 908 IJoJivds).



# interface dotllradio 1

# nmbssid

# encryption vlan 2402 node ci phers aes-ccm
# ssid internal -radi us

SSID 802.1x - RADIUS 1J3Lz:s
lJodysy 09 udwo w@rsw! J RADIUS IUsIEJs.
lJglbesé 1. odosu we9de AAA 2o8>.

lJglo9é 2 Lodl pu gusly IP Jubé 1Us o9 iuuo'a)lp eudly IP 1Jghzs Juuowd IS b,.

SSID - PSK

Suwgdp SSID o3l WPA2/PSK JJiely 9sep wiuosue ldpuwoéspse eds SSID o3l JuvwJé
VLAN 2402.

IUgbss 1. $p wodose SSID.

# conf t

# dot 11 ssid PSK-ex

# aut henticati on open

# aut henti cati on key-managenment wpa version 2
# wpa- psk ascii 0 <password>

# nbssid guest-node

# vl an 2402

1Jgb96 2. §p wotuosue SSID Jslzos 1,9 souvdsd suoe Idouvds,.

# interface dotllradio 1
# encryption vlan 2402 node ci phers aes-ccm
# ssid PSK-ex

SSID - p_ol>36 gusle MAC

Suol 9 SSID ol Uig_o_jé lJe psdé IJJluwdIdss lgwoubl |Js goglo MAC 1JglLo wol. 909
Suweede £u9lu MAC Jlwe puweddplJddes 059). OS o.:>| puld sgpd lJ ap Jpeeds RADIUS.
JddIJ IJd ap sgju pld guslo Slisps. 9spdu wbos® v IJodssu gds ¢lbe RADIUS
IUghes.

IUz1096 1. pdse wdbs 1Js osd Jglse RADIUS. gusle NAS IP o9 BVI Uzl Lo woblbs
1UsLo9d. Bp wlouble 1J5¢1d JJgpsd oluvessle gusle MAC AABBCCCC.

aaa new node

radi us-server | ocal

nas <a.b.c.d> key 0 <shared- key>

user aaaabbbbcccc password O aaaabbbbcccc nac-aut h-only

H H K H



lJglb9s 2. 9p vod_g;ﬁsg ¢bbp RADIUS 1U3s o)yuwd Idso v 9bé 1Uguoed bdo 1Jpuol> 96 (909
uldbs 1y o9d wO ywol).

# radi us server <radius-server-nane>

# address ipvd <a.b.c.d> auth-port 1812 acct-port 1813
# tinmeout 10

# retransmt 3

# key 0 <shared-key>

lJglo9é 3. wessu ¢l RADIUS o3l Jpgeoeé RADIUS.

# aaa group server radius <radius-group>
# server nane <radi us-server-name>

IJeb9s 4. §p woesSU pze9Ed UL IJEb) 030 Jluudsw puob s,

# aaa aut hentication | ogin <mac-nethod> group <radi us-group>

IUg 1056 5. 8p wluuile SSID. s89p 03l IUpold wogssoe Juvwds VLAN )G e 2402,

dot 11 ssid mac-auth

vl an 2402

aut henti cati on open nac-address <mac- net hod>
# nbssid guest-node

IUg 96 6. $p wotuosuo SSID JJslzos 802. 11a.

H OH

# interface dotllradio 1
# nbssid
# ssid mac-auth

SSID - puol> 35 Issew IUslgJss

owp lehs wogso IJpuwegspsy L_J.')L’_S.Q Swued9u o SSID o3l [Js psgd puol> 86 95w Jbbeld
lgwe puwerelddes )9, Loldzs: 99 elds Lele 1dpuolb 6 suowr Jasoe 209 I9uesd Is
lJubeds. Vs o3l Idpoldc swp wgisu ldpuwegspeso eds ¢lbp RADIUS IJpezds.

O o3l ldpeldd swp wguosue SSID Juvwdo VLAN 50 2403.

IJgbgo 1. wpdsu uldbo 1Jse9d Jglbe RADIUS. gugly NAS IP o9 BVI IUElLo wuBdbs
lJso9d.

# aaa new node
# radi us-server |oca
# nas <a.b.c.d> key 0 <shared-key>

lJg 9o 2. §p .__,odrgtﬂso ¢bbp RADIUS 1Uss wyuwd IJso ugbé 1Usosd bde 1Jpeuol> 86 (909
udbé 1Jgosd u wol).

# radi us server <radius-nanme>



# address ipv4 <a.b.c.d> auth-port 1812 acct-port 1813
# timeout 10

# retransmt 3

# key 0 <shared-key>

IUg 096 3. wessu e RADIUS o3l |Js pzeoeé RADIUS.

# aaa group server radius <radius-group>
# server nane <radi us-nane>

U096 4. §p wogsSU p2eses LLe IJEb 030 Jiuwdsw puob$s.

# aaa aut hentication | ogin <web-nethod> group <radius-group>

IJeb9s 5. §p wlouble gwsluwle 1dSw9d.

# i p admi ssion nane webaut h-pol proxy http
# i p adnmi ssion name webaut h-pol method-1ist authentication <web-met hod>

IJ31096 6. §p wodse SSID.

conf t

dot 11 ssid webaut h- aut ononpus
aut henti cati on open

web- aut h

vl an 2403

nbssi d guest - node

HOH H H H

IJgbgs 7. §p wogssy SSID JJslgos.

# conf t
# int dotllradio 1
# ssid webaut h- aut ononous

1J¢ 96 8. $p vogssu IJuog IJs 1Uslzes IJ9,es6 IJspus.

# conf t
# int dotllradio 1.2403
# ip adm ssion webaut h- po

pdlzbé: |31 JIy SSID sgpd s I.Jiuo.J‘ O S c:bvggé lJuwsluwsd poluv,yé gds
lJ9lzos: 9dsuw eds 1J9lzos IJ9,es06 (dot11radio O lg dot11radio 1).

IUg1096 9. S wlogile luwe IJpum e p/Ides 1dpi9) JJpumedrpso Iduos9s.



# conf t
# dot 11 guest
# usernanme <usernane> |lifetime 35000 password <password>

SSID - p,9, lJ9sw

gws loold gpsd © SSID wodssy wpis) Ew Id9sw guoop lghs wozseo IUs pogd ssw
JOwsd wu9s 9uingb lyweisle IduveJe sl Jp sdu ldle) I3JI: Odo swpdu ldpuveese po
luwwsle 1Jg>pes.

s89p 03l lJpeld wogssy SSID Juvwds VLAN IJioJss.

IJgdo96 1. 9p wlogble usluws 1J>g9d.

# config t
# ip adm ssion name web-passth consent

IUg 1096 2. 235 1yuwlJs IJes uvsope &500l g0 louold IJgpdle o SSID osl.

# i p adm ssion consent-banner text %
======= \WELCOVE ======

%
IUzbss 3. §p Llousle SSID.

# dot 11 ssi d webpasst h- aut ononbus
# web-aut h

# aut henti cati on open

# guest - node

IJz 96 4. &g550 SSID 9 usluws 10529 1Js 1)1s9

# interface dotllradio { 0| 1}
# ssid webpasst h- aut ononous
# ip adm ssion web-passth

IJozdd pu lJuogs
lwegse o3l 1dGuwe Joldss god Idodsse wuvdd Lozse.
# &,00 lde,lole dot11

9031 b0, g9l MAC 9g09le IPVA 9 IPV6 sl we SSID 1JzlLo ol pdle IUJluvddsso
lJecuodsu.



ap# show dotll associations
802.11 Cient Stations on Dot 11Radi 00:

SSI D [ webpasst h- aut ononous]

MAC Addr ess | P address | PV6 address Devi ce Nane
Par ent State

c4b3.01d8. 5¢c9d 172.16.0.122 s unknown -

sel f Assoc

# show dot11 associations aaa.bbbb.cccc

903l $9,2¢z 1pjss pu wdluosd 1Jg psd 1JJluwdIs 1dpess WBs guslo MAC gJs iuo RSSI 9
SNR 9pesJle Idoslule 1Up>g906 9860l

ap# show dotll associations c4b3.01d8.5c9d

Address : c4b3.01d8.5c9d Narme : NONE

I P Address : 172.16.0.122 | Pv6 Address :

Gat eway Address : 0.0.0.0

Net mask Address : 0.0.0.0 Interface : DotllRadio O

Bridge-group : 1

reap_flags_1 : OxO ip_learn_type : Ox0O transient_static_ip : 0x0
Devi ce : unknown Software Version : NONE

CCX Version : NONE Client MFP : Of

State : Assoc Parent : self

SSI D : webpasst h- aut ononous

VLAN : O

Hops to Infra : 1 Association Id : 1

Clients Associated: O Repeaters associated: 0

Tunnel Address : 0.0.0.0

Key Mgmt type : NONE Encryption : Of

Current Rate : ml5b2 Capability : WM Short Hdr Short Sl ot
Supported Rates : 1.0 2.0 5.5 11.0 6.0 9.0 12.0 18.0 24.0 36.0 48.0 54.0 nD-2 nl-2 nR-2 nB-2 n4-
2 nb-2 nB-2 nv-2 nB-2 nP-2 nl0-2 nll-2 nl2-2 nl3-2 nl4-2 nl5-2
Voi ce Rates : disabled Bandwidth : 20 MHz

Signal Strength : -30 dBm Connected for : 447 seconds

Signal to Noise : 56 dB Activity Tinmeout : 56 seconds

Power -save : On Last Activity : 4 seconds ago

Apsd DE AC(s) : NONE

Packets | nput : 1035 Packets Qutput : 893

Bytes Input : 151853 Bytes Qutput : 661627

Duplicates Rcvd : 1 Data Retries : 93

Decrypt Failed : 0 RTS Retries : 0

MC Failed : 0 MC Mssing : O

Packets Redirected: O Redirect Filtered: O

I P source guard failed : 0O PPPoE passthrough failed : O

DAl failed : IP msmatch : 0 src MAC mismatch : O target MAC mismatch : O
Existing IP failed : O New I[P failed : O

11w St atus D Of

# show dot11 webauth-session

9031 $9u0z gwslu MAC 9gusly IPV4 Jeuols$6 1J9sw 19 wprs) Idssw Sluve Idpuvetse 3l op
od9su SSID Jpob 96 lJ9se.

ap# show dotll webauth-sessions



c4b3. 01d8. 5¢9d 172.16.0.122 connected
# show dot11 bssid

03l s&,u0 BSSIDs IJpyoubs wuvodle WLAN JdJ slzoé lsess.

ap# show dotll bssid

Interface BSSI D Cuest SSID

Dot 11Radi 00 00c8. 8b1b. 49f0 Yes webpassth-aut ononous
Dot 11Radi 01  00c8. 8b04.ffb0 Yes PSK-ex

Dot 11Radi o1 00c8.8b04.ffbl Yes mac-auth

# &2 ue e lJeuw

903l s9u0e 1Jedl$s wsu Islzole 1U9,e56 9pzpaele IJeumy.

ap# show bridge verbose

Total of 300 station blocks, 297 free
Codes: P - permanent, S - self

Fl ood ports (BG 1) RX count TX count
Dot 11Radi 00 0 0
Dot 11Radi ol1. 2401 0 7
G gabi t Et her net 0. 2401 31 225
Fl ood ports (BG 242) RX count TX count
Dot 11Radi ol1. 2402 0 0
G gabi t Et her net 0. 2402 0 0
Fl ood ports (BG 243) RX count TX count
Dot 11Radi ol1. 2403 0 0
G gabi t Et her net 0. 2403 0 0

lwedunlad IJigble 9l oJlzol

S99, 03l IUduwe pedsple spdud luvaéslpol Jlguad il izble IJodssy sluadlzol.
# clear dot11 client aaa.bbbb.cccc

suwles 031 1Jisy B Blbog louold gpsd Jluudds lduvods.

#lgup pUcdp puncEdp pUObE6 95w LS 11 9l oes

sules 03l lle) B 2308 2dws puol§6 ssw Jdpuwotspe [Upes.

Bp voubésd bl cuoest IJigble 030 JJopdd pu gpdss Idpuolb 86 JUgpsd:



# debug condition nac-address <H H H>
# debug dot 11 client

# debug radius authentication

# debug dot 11 ngnt ssid

# debug dot 11 ngnt interface

PSK

*Apr 16 02:06:47.885: (6¢94.f871.3b73): SM ---Open Authentication 0x9630924: Aut hReq (0) SM
Init (0) --> Auth_not_Assoc (1)

*Apr 16 02: 06:47.885: dotll ngnt: [2A937303] send aut h=0, status[0] to dst=6c94.f871. 3b73
src=f 07f. 06f 4. 4430, bssi d=f07f.06f 4. 4430, seq=2, if=Dot1l1Radi ol

*Apr 16 02: 06:47.885: (6c94.f871.3b73): SM ---QOpen Authentication 0x9630924: AssocReq (1) SM
Auth_not _Assoc (1) --> DONT CHANGE STATE (255)

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll ngnt: insert nac 6¢94.f871.3b73 into ssid[ PSK-ex]
tree

R Aut hentication frane received fromthe client and response

*Apr 16 02: 06:47.889: (6c94.f871.3b73): SM ---Cpen Authentication 0x9630924: | APP-Resp (3)SM
| APP_get (5) --> DONT CHANGE STATE (255)

*Apr 16 02:06:47.889: (6c94.f871.3b73): SM ---Open Authentication 0x9630924: Drv Add Resp
(8) SM Drv_Add_InProg (8) --> DONT CHANGE STATE (255)

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll ngnt: [2A937B59] send assoc resp, status[0] to
dst =6¢c94. f871.3b73, aid[1] on Dot 11Radi ol

R Associ ation frane received fromclient and response

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll aaa: Starting wpav2 4-way handshake for PSK or pnk
cache supplicant 6c94.f871. 3b73

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll aaa: sending eapol to client on BSSID
fO7f.06f 4. 4430

*Apr 16 02: 06:47.889: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK nmsg 1 to client, no
tinmer set

*Apr 16 02: 06:47.893: (0000.0000.0000): dotll aaa: Received wpav2 ptk nsg2

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: sending eapol to client on BSSID
fO7f.06f 4. 4430

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK msg 3 to client, no
tinmer set

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: Received EAPOL packet fromclient

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: wpav2 recv PTK Ms4

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: 4-way Handshake pass for client

R Successful | 4-way-handshake

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: Sending auth response: 2 for client

*Apr 16 02:06:47.901: (6¢c94.f871.3b73): SM ---Open Authentication 0x9630924: AAA Auth OK (5) SM
AAA Auth (6) --> Assoc (2)

*Apr 16 02:06:47.901: %OO0T11-6- ASSCC. Interface Dot11Radi 0ol, Station 6c94. f871. 3b73 Associ at ed
KEY_MGMI[ WPAV2 PSK]

*Apr 16 02: 06:47.901: (0000.0000.0000): dotll aaa: client Associated

R Aut henti cation conpl eted

*Apr 16 02: 06:50.981: (0000.0000.0000): dotll ngnt: Updating the client IP (172.16.0.91) to the
controller

I Client's I P address updated on the AP dat abase



*Apr 14 09: 54: 03.083: (38bl.db54.26ff): SM ---Open Authentication 0x9630924: AuthReq (0) SM
Init (0) --> Auth_not_Assoc (1)
*Apr 14 09:54:03.083: dotll ngnt: [75F0D029] send aut h=0, status[O0] to dst=38bl.db54. 26ff,
src=f 07f. 06f 4. 4430, bssi d=f 07f. 06f 4. 4430, seq=2, if=Dot11Radi 0l

s Aut hentication frane received fromthe client and response

*Apr 14 09:54:03.091: (38bl.db54.26ff): SM ---Open Authentication 0x9630924: AssocReq (1) SM
Aut h_not _Assoc (1) --> DONT CHANGE STATE (255)

*Apr 14 09:54:03.091: (0000.0000.0000): dotll ngnt: insert mac 38bl. db54. 26ff into
ssid[internal -radius] tree

*Apr 14 09:54:03.091: (0000.0000.0000): dotll ngnt: [75FOF8AE] send assoc resp, status[O] to
dst =38b1l. db54. 26ff, aid[1] on Dot 11Radi ol

R Associ ation frane received fromclient and response

*Apr 14 09:54:03.091: (0000.0000.0000): dotll aaa: Received dot1ll_aaa_auth_request for
clientSSID: internal-radius, auth_algorithmO, key_mgnt 1027073

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: eap list nane: eap-nethod

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: Send auth request for this client to |ocal
Aut hent i cat or

*Apr 14 09:54:03.095: (0000.0000.0000): dotll auth: Sending EAPOL to requestor

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: Received DOT11_AAA EAP from Local
Aut hent i cat or

*Apr 14 09:54:03.095: (0000.0000.0000): dotll aaa: sending eapol to client on BSSID
fO7f. 06f 4. 4430

*Apr 14 09:54:05.103: (0000.0000.0000): dotll aaa: Received EAPOL packet fromclient

*Apr 14 09:54:05.107: RADI US(0000003B): Send Access-Request to 172.16.0.48:1812 id 1645/12, len
194
*Apr 14 09:54:05.107: RADI US: User-Nane [1] 7 "user1"

*Apr 14 09:54:05.119: RADIUS: Received fromid 1645/14 172.16.0.48:1812, Access-Accept, len 214
*Apr 14 09:54:05.119: RADI US: User-Nane [1] 28 "userl "

R 802. 1x Aut hentication success

*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: Checking for Airespace-Vlan-Nanme in server
attributes

*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: Checking for VLAN ID in server attributes
*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: Checking for Airespace-Acl-Name in server
attributes

*Apr 14 09:54:05.119: (0000.0000.0000): dotll auth: client authenticated, node_type 64 for
application 0Ox1

R AP verifies if there is any attribute pushed by the RADI US server

*Apr 14 09:54:05.119: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK msg 1 to client, no
timer set

*Apr 14 09:54:05.123: (0000.0000.0000): dotll aaa: Received wpav2 ptk nsg2

*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: [count = 1] Sent PTK msg 3 to client, no
timer set

*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: wpav2 recv PTK MsA4

*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: 4-way Handshake pass for client

*Apr 14 09:54:05.131: (38bl.db54.26ff): SM ---Open Authentication 0x9630924: AAA Auth OK (5) SM
AAA Auth (6) --> Assoc (2)

R 4-way- handshake process conpl et ed



*Apr 14 09:54:05.131: %OO0T11-6- ASSCC: Interface Dot 11Radi 01, Station 38bl. db54. 26ff Associ at ed
KEY_MGMT[ WPAV 2]
*Apr 14 09:54:05.131: (0000.0000.0000): dotll aaa: client Associated

s Aut henti cati on conpl eted

*Apr 14 09:54:05.611: (0000.0000.0000): dotll ngnt: Updating the client IP (172.16.0.90) to the
control |l er

R Client's | P address updated on the AP dat abase

puob 9o MAC

*Apr 16 03:42:14.819: (2477.033a.e00c): SM ---Open Authentication 0x947A804: Aut hReq (0) SM
Init (0) --> Auth_not_Assoc (1)

*Apr 16 03:42:14.819: dotll ngnt: [EE8DFCD2] send aut h=0, status[0] to dst=2477.033a.e00c
src=f 07f. 06f 4. 4430, bssi d=f07f.06f 4. 4430, seq=2, if=Dot1l1Radi ol

R Aut hentication frane received fromthe client and response

*Apr 16 03:42:14.823: (2477.033a.e00c): SM ---COpen Authentication 0x947A804: AssocReq (1) SM
Aut h_not _Assoc (1) --> DONT CHANGE STATE (255)

*Apr 16 03:42:14.823: (0000.0000.0000): dotll ngnt: insert nmac 2477.033a.e00c into ssid[mc-
auth] tree

*Apr 16 03:42:14.823: (0000.0000.0000): dotll ngnt: [EE8E12C4] send assoc resp, status[O] to
dst =2477. 033a. e00c, aid[1] on Dot 11Radi ol

R Associ ation frane received fromclient and response

*Apr 16 03:42:14.823: (0000.0000.0000): dotll aaa: Received dot1ll_aaa_auth_request for
clientSSID: mac-auth, auth_algorithmO, key_ngnt O

*Apr 16 03:42:14.823: (0000.0000.0000): dotll aaa: Start |ocal Authenticator request
*Apr 16 03:42:14.823: (0000.0000.0000): dot1l_auth: Start auth method MAC

*Apr 16 03:42:14.827: RADI US(00000050): Send Access-Request to 172.16.0.48:1812 id 1645/81, len
169

*Apr 16 03:42:14.827: RADIUS: User-Nane [1] 14 "2477033ae00c"

*Apr 16 03:42:14.827: RADIUS: Calling-Station-1d [31] 16 "2477.033a.e00c"

*Apr 16 03:42:14.827: RADIUS: Received fromid 1645/81 172.16.0.48: 1812, Access-Accept, len 116
*Apr 16 03:42:14.827: RADIUS: User-Nane [1] 28 "2477033ae00c

R MAC Aut hentication success

*Apr 16 03:42:14.827: (0000.0000.0000): dotll_auth: Checking for SSID in server attributes
*Apr 16 03:42:14.827: (0000.0000.0000): dotl1l_auth: Checking for Airespace-VlIan-Name in server
attributes

*Apr 16 03:42:14.827: (0000.0000.0000): dotl1l_auth: Checking for VLAN ID in server attributes
*Apr 16 03:42:14.827: (0000.0000.0000): dotl1l_auth: Checking for Airespace-Acl-Nanme in server
attributes

R AP verifies if there is any attribute pushed by the RADI US server
*Apr 16 03:42:14.827: (0000.0000.0000): dotll auth: client authenticated, node_type 64 for

application 0Ox1
*Apr 16 03:42:14.827: (0000.0000.0000): dotll aaa: Received DOT11_AAA SUCCESS from Loca



Aut henti cat or

*Apr 16 03:42:14.827: (2477.033a.e00c): SM ---Open Authentication 0x947A804: AAA Auth OK (5)SM
AAA Auth (6) --> Assoc (2)

*Apr 16 03:42:14.827: %OO0T11-6- ASSCC:. Interface Dot 11Radi 01, Station 2477. 033a. e00c Associ at ed
KEY_MGMT[ NONE]

s Aut henti cati on conpl eted

*Apr 16 03:42:16.895: (0000.0000.0000): dotll ngnt: Updating the client IP (172.16.0.92) to the
control |l er

R Client's | P address updated on the AP dat abase
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