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S 03l 98596 Jsd o sudo led CiSCo pugds bodle pelsle pclz (MDS) 9000 l9 nexus
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sedud luvopsle w9089 SSH e 1dpuob s IJpuwonss IJs Idedlosz souvgsd Jisle,
zos Jl w9y pbldule wddpesd p)9).

I, switch# ssh username@switch

IJpcbdule Ilguluss
IJeobJule
9008 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:
- ebe pi9> wolbosd SSH Idzlds
IJedoulo e pd
oo Idpedple 1Ugl)sse Ws o3l IUpuwows [Js Elbpe Linux s el SSH:

$ ssh-v
OpenSSH_5.0p1-hpn13v1. OpenSSL 0.9.8d 28 Sep 2006

o loble Ipg el 1s1o5 B o3l 1powcrns o0 IUizess Iesess D wisiss pngsa ¢l 0o,
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IJodssu

Jopdsu 030 1Jps)o Sizs wudss IJgbsle IJoldse:



IUs 96 1. sdjp wpdso SSH eds 1pzsd MDS/Nexus switch.

#conf

(config)#feature ssh

Iglo9s 2. weule IUs Idzuesd eds Idpoelz Iele pu l1dpuoso sodssue eds 1Jpzsd
MDS/Nexus switch.

lJgshlo:
Vi op wpdso ldyw,gd
-b: £33 9psle wo JdpBule

-t uge 1Jgslhsess ol DSA Iy RSA

$ ssh-keygen -v -b 1024 -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/users/thteoh/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /users/thteoh/.ssh/id_rsa.
Your public key has been saved in /users/thteoh/.ssh/id_rsa.pub.
The key fingerprint is:
61:18:ad:14:cd:a7:bf:44:89:73:4a:2e:09:96:bb:51 thteoh@people

pdlebs: B 03l lJpold swp luuegsle RSA spdud lsuol lposl) plcle 956
IJesdse ISes (DSA).

38V Sedd pdule suweged cat g id_rsa.pub oo, (e suvobse lsuol Juo id_dsa.pub)

$ cat id_rsa.pub

ssh-rsa

AAAAB3NzaClyc2EAAAABIWAAATIEAZDWrMuGDKDXFRNUCQAJRMIYd+010f f2K6HxRsygh82GmQJI3IX60G70biQTKNTI+eH7h2
WCArEiMs0z3GYtakEkpYx6zR3cKwrsrgKv4ATwRgSv8yUyH8GwPZOvZP97szJDu/3WP/nidwIBb+yDgoI6+GlRg/F2ayYx45fh
6SwlPv0= thteoh@people

IJg1096 3. $p wudd pJud id_rsa.pub (g id_dsa.pub) IJs sJsJ bootflash IJ¢lLe wezsd
MDS/Nexus 9od9 s pdelz SSH gl .

B 03l IUpeld: sep luveisle SFTP Judd id_rsa.pub B 9] MDS

#icopy sftp: bootflash
Judd pJd Vs peodle Nexus: souopu VRF WO 1o

IJe 096 4.8 wlouble pdelz SSH eJs 1Upeod wluveesle id_rsa.pub ig id_dsa.pub.

Josze weluweddle luve Idpuuetse.

#conf
(config)#username teoh sshkey file bootflash:id_rsa.pub



IJg 096 5. spdud IJozdd pu Idepld IUle, wogle.

switch# show user-account teoh

user:teoh

this user account has no expiry date

roles:network-admin

ssh public key: ssh-rsa

AAAAB3NzaClyc2EAAAABIWAAATIEAZDWrMuGDKDXFRNUCQAJRMIYd+010f f2K6HXRsygh82GmQJ3IX60G70
biQTKNnT9+eH7h2WCArEiMs0z3GYtakEkpYx62zR3cKwrsrgKv4ATwRgSv8yUyH8GwWPZOvZP97szJDu/3WP/nidwIBb+yDgoI6+
GlRg/F2aYx45fh6Swl

Pv0= thteoh@people

switch#

lJoedd po lJuoes

oo suwobse IUls ssh iy szod 95002, Is loy 290 JJes 2o IUlu:

S ssh teoh@10.66.78.53 "sh system uptime"

Warning: the output may not have all the roles

System start time: Tue May 29 17:51:30 2012

System uptime: 7 days, 19 hours, 42 minutes, 15 seconds
Kernel uptime: 7 days, 19 hours, 45 minutes, 17 seconds
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