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Spdod Spywbd o= 0x80BA - §5pé Slog Idlouold gwpl Jl sepe cuisb e, Cisco I0S®
isdn 1Jgl,>-voice |_woJ 1Jslzos Serial0:x.

pdlelbd: op cdsU weue wwbs) izl Il Ids wwlb wlo Jiuwely pdloss.

Ti me stanp Oig | P address Dest | P address Prot

Rk I G S S R S

* 03 SNOOPER | NFO Snooper is listening on interface "hnel".... *

kkhkkhkhkkkhkkhkkhhkhkhkhhhhhkhkhhhhhdhhhhdhhhhhdhhrhhdhhhhdhhrhhddhdrrddkhrrrddhrxrddxx

14:07: 33. 450567 1-002-1[ 02065] 1-010-1[02129] ITU ISUP. -> | AM (01) Cl C=00062
CDPN=1492169679F CGPN=9678
SLS=14 Pr:0 Ni: NTL

IRk R S O [EI’A' L LRk R S S O O O

ac 62
VESSAGE TYPE 0x01 IAM - Initial_Address_Msg
NATURE_OF_CONNECTI ON 0x06

LENGTH: 0x01 FI XED DATA 0x00

SATELLI TE | ND 0 no_satellite_circuit_in_connection

CONTI NUI TY CHECK | ND 0 Continuity_check_not_required

ECHO SUPPRESSCR | ND 0 out goi ng_hal f _echo_suppressor_not _i ncl uded
FORWARD CALL | ND. 0x07

LENGTH: 0x02 FI XED DATA 0x20 0x01

NATL/ | NTL CALL | ND i ncom ng_national _call

END- TO- END METHOD | ND no_end_t o_end_net hod_avai l abl e

| NTERWORKI NG | ND no_i nt erwor ki ng_encount ered

I SUP | ND.
| SDN PREFERENCE | ND
I SDN ACCESS | ND.

I SUP_used_al | _t he_way
i sdn_up_pref_all _the_way
originating_access_I| SDN

0
0
0
END- TO- END | NFO | ND 0 no_end_to_end_informati on_avail abl e
1
0
1
0

SCCP Met hod
CALLI NG PARTYS CATEGORY 0x09
LENGTH: 0x01 FI XED DATA 0x0A
CALLI NG PARTYS CATEGORY 10 ordi nary_subscri ber_precedence_l evel _1
TRANSM SSI ON MEDI UM REQUI RED  0x02
LENGTH: 0x01 FI XED DATA 0x00
TRANSM SSI ON MEDI UM REQUI RED 0 speech
| NDEX TO CALLED PTY ADDRESS 0x02

no indication

I NDEX TO OPTI ONAL PART O0x0A
CALLED PARTY NUMBER PARM 0x04
LENGTH: 0x08 VAR  DATA 0x82 0x90 0x41 0x29 0x61 0x69 0x97 OxOF

ODDY EVEN | ND

NATURE OF ADDRESS | ND
I NTERNAL NETWORK PARM
NUMBERI NG PLAN

1 odd_number _of _digits

0x02 Cal | ed_reserved_for_national _use

1 routing to internal network nunber not all owed
1 | SDN_Tel ephony_Nunberi ng_Pl an

DATS: 1492169679F
EXTENSION DG T F -ST
OPTI ONAL PARAMETERS:
CALLI NG PARTY ADDRESS O0x0A
LENGTH: 0x04 OPT. DATA 0x02 0x11 0Ox69 0x87

ODDY EVEN | ND

NATURE OF ADDRESS | ND
NUMBER | NCOVPLETE | ND.
PRESENTATI ON | ND.

0 even_nunber _of _digits

0x02 Cal ling_reserved_for_national _use

0 conplete

0 address_presentation_all owed

SCREENI NG | ND. 1 user_provi ded_passed_networ k_screeni ng
NUMBERI NG PLAN 1 | SDN_Tel ephony_Nunberi ng_Pl an

DA TS 9678



RESERVED/ UNKNOAN OPT PARM
LENGTH:
USER SERVI CE | NFO
LENGTH:
EXTENSI ON BI' T
CODI NG STANDARD
BC | NFO TRANSFER CAP
EXTENSI ON BI' T
TRANSFER MCDE
I NFORVATI ON TRANSFER RATE
EXTENSI ON BI' T
USER LAYER | DENTI FI CATI ON
MJLTI PLI ER/ PROTOCOL | D
END OF OPTI ONAL PARAMETERS

0x3D
0x01 OPT. DATA Ox1F
0x1D
0x03 OPT. DATA 0x80 0x90 0xA3
1 last_octet
0 CCI TT_codi ng_st andard
0 transfer_speech
1 last_octet
0 circuit_node
16 rate_64_kb_per_s
1 last_octet
1 user_info_layer_1 protoco
3 A |l aw_speech
0x00

kkkkkkhkkhkkhkhkkhkhkkhkkhk*x ENDO: '\/BG R S O

14:07: 33.607918 1-010-1[02129]

1-002-1[02065] ITU 1SUP. -> | AM (01) Cl C=00001
CDPN=92169679F CGPN=9678
SLS=01 Pr: 0 Ni:NTL

LRk R S S O O I O [EI’AI L Rk S S

ac
MESSAGE TYPE
NATURE_OF CONNECTI ON
LENGTH:
SATELLI TE | ND
CONTI NUI TY CHECK | ND
ECHO SUPPRESSCR | ND
FORWARD CALL | ND.
LENGTH:
NATL/ | NTL CALL | ND
END- TO- END METHOD | ND
| NTERWORKI NG | ND
END- TO- END | NFO | ND
I SUP | ND.
| SDN PREFERENCE | ND
| SDN ACCESS | ND.
SCCP Met hod
CALLI NG PARTYS CATEGORY
LENGTH:
CALLI NG PARTYS CATEGORY
TRANSM SSI ON MEDI UM REQUI RED
LENGTH:

1
0x01 IAM - Initial_Address_Msg
0x06
0x01 FI XED DATA 0x00
0 no_satellite_circuit_in_connection
0 Continuity_check_not_required
0 out goi ng_hal f _echo_suppressor_not _i ncl uded
0x07
0x02 FI XED DATA 0x20 0x01
0 i ncom ng_national _cal
0 no_end_t o_end_net hod_avail abl e
0 no_i nterworki ng_encount ered
0 no_end_to_end_informati on_avail abl e
1 I SUP_used_al | _t he_way
0 isdn_up_pref_all _the_way
1 originating_access_I| SDN
0 no indication
0x09
0x01 FI XED DATA 0x0A
10 ordi nary_subscri ber_precedence_l evel _1
0x02
0x01 FI XED DATA 0x00

TRANSM SSI ON MEDI UM REQUI RED 0 speech

I NDEX TO CALLED PTY ADDRESS
I NDEX TO OPTI ONAL PART
CALLED PARTY NUMBER PARM
LENGTH:
ODDY EVEN | ND
NATURE OF ADDRESS | ND
I NTERNAL NETWORK PARM
NUMBERI NG PLAN
DATS:
EXTENSION DG T
OPTI ONAL PARAMETERS:
CALLI NG PARTY ADDRESS
LENGTH:
ODDY EVEN | ND
NATURE OF ADDRESS | ND
NUMBER | NCOVPLETE | ND.
PRESENTATI ON | ND.
SCREENI NG | ND.
NUMBERI NG PLAN

0x02
0x09
0x04
0x07 VAR DATA 0x82 0x90 0x29 0x61 0x69 0x97 OxOF
1 odd_number _of _digits
0x02 Cal | ed_reserved_for_national _use
1 routing to internal network nunber not all owed
1 | SDN_Tel ephony_Nunberi ng_Pl an
92169679F
F -ST

0x0A
0x04 OPT. DATA 0x02 0x11 0x69 0x87
0 even_nunber _of _digits
0x02 Cal ling_reserved_for_national _use
0 conplete
0 address_presentation_all owed
1 user_provi ded_passed_networ k_screeni ng
1 | SDN_Tel ephony_Nunberi ng_Pl an



DATS:
RESERVED/ UNKNOAN OPT PARM
LENGTH:
USER SERVI CE | NFO
LENGTH:
EXTENSI ON BI' T
CODI NG STANDARD
BC | NFO TRANSFER CAP
EXTENSI ON BI' T
TRANSFER MCDE
I NFORVATI ON TRANSFER RATE
EXTENSI ON BI' T
USER LAYER | DENTI FI CATI ON
MJLTI PLI ER/ PROTOCOL | D
END OF OPTI ONAL PARAMETERS

kkkkkkhkkhkkhkhkkhkhkkhkkhk*x

14: 07: 33. 630890 10. 48. 85. 24: 3001

-> SETUP (05)
| E: BEARER CAPAB
| E: CHANNEL | D
| E: CALLI NG_PARTY

| E: CALLED PARTY NB
10.48.85.187:3001

14:07:33.640377

END_OF_MBG

9678

0x3D
0x01 OPT. DATA Ox1F
0x1D
0x03 OPT. DATA 0x80 0x90 OxA3

1 last_octet
0 CCI TT_codi ng_st andard
0 transfer_speech
1 last_octet
0 circuit_node
16 rate_64_kb_per_s
1 last_octet
1 user_info_layer_1 protocol
3 A |l aw_speech
0x00

R S O

10. 48. 85. 187: 3001

PROT: 08 CREF: 0003

(04) 8090a3

(18) 9808381

(6c) 0181 CALLI NG NB: 9678

(70) 81 CALLED NB: 92169679
10.48.85.24:3001

NB

NI2+...... -> REL_COMP (5a) PROT:08 CREF:8003
IE:CAUSE (08) 80ba
Cause 58 = Bearer Cap Not Avail
14:07:33.660505 1-002-1[02065] 1-010-1[02129]
ITU ISUP. -> REL (Oc) CIC=00001 Cause 58 = Bearer Cap Not Avail
SLS=01 Pr:0 Ni:NTL
EE R R R [EI’A' L EE R R I S
cC 1
MESSAGE TYPE 0x0C REL - Release_Msg
| NDEX TO VARI ABLE PART 0x02
| NDEX TO OPTI ONAL PART 0x00
CAUSE | ND 0x12
LENGTH: 0x02 VAR  DATA 0x80 OxBA
EXTENSI ON BI T 1 di agnostic_is_not_included
CODI NG STANDARD 0 CClI TT_standard
GENERAL LOCATI ON 0 User
EXTENSI ON BI T 1 di agnostic_is_not_included
CLASS 3 Service or option not avail abl e
VALUE | N CLASS 10
CAUSE VALUE 58 Bearer capability not presently available
kkhkkhkkkkhkkhkhkhkkkhkhkhkkkk*k END O: IVBG kkhkkhkhkkkkhkhkhkhkkkhkhkhkkkk*k

14:07: 33. 742257 1-010-1[02129]

1- 002- 1[ 02065]

ITU ISUP. -> REL (Oc) CIC=00062 Cause 58 = Bearer Cap Not Available
SLS=14 Pr:0 Ni:NTL
EE R R R R I I I I I [EI’A' L EE T R R R I I R I
clC 62
MESSAGE TYPE 0x0C REL - Release_Msg
| NDEX TO VARI ABLE PART 0x02
| NDEX TO OPTI ONAL PART 0x00
CAUSE | ND 0x12
LENGTH: 0x02 VAR DATA 0x80 OxBA

EXTENSI ON BI' T
CODI NG STANDARD
GENERAL LOCATI ON

1 di agnostic_is_not_included
0 CClI TT_standard
0 User



EXTENSI ON BI T 1 di agnostic_is_not_included

CLASS 3 Service or option not avail abl e
VALUE | N CLASS 10
CAUSE VALUE 58 Bearer capability not presently available
EE I I S I T I ENDG: IVBG EE I I S T I
14: 07: 33. 770574 1-010-1[ 02129] 1- 002- 1[ 02065] ITU 1SUP. -> RLC (10) CIC=00001

SLS=01 Pr:0 Ni: NTL

LR R S O O [EI’A' L LRk R S S O I O

ac 1
VESSAGE TYPE 0x10 RLC - Rel ease_Conpl et e_Msg

kkkkkkhkkhkkhkhkkhkhkkhkkhk*x ENDO: '\/BG R S O

14:07: 33. 780953 1-002-1[ 02065] 1-010-1[02129] ITU [ISUP. -> RLC (10) Cl C=00062
SLS=14 Pr:0 Ni: NTL

LRk R S S O I O [EI’A' L LRk S S

ac 62

VESSAGE TYPE 0x10 RLC - Rel ease_Conpl et e_Msg

kkhkkhkhkkkkhkhkhkhkkhkkhkkhkhkkkk*k END_O:_'VBG

pdlebé: 9p Cluosl, IJi0, debug isdn q931 pu Cisco 10S debug JJ v | = 0x80ba. 903l o902
BS puvowd ypyj lduvew Yop debug isdn q931 dlog 1Jlo, olJ.

pdlebd: JJuwow i =0x82¢1 - Jp sop oudss ledluss IJzled: Jl spdu Jduveds w9ds,
ledloss 1Jzled 1des sbduol IUpuuctse. spdo sub 03l pubdJs Telco.

31 I 031 09 1J2lJs. BBp wluplds Il Iuvdd 1Uslzes IJouwdumwdss. $e wluosl, debug isdn
9931 90288 Jperd6 ol I3l Juo Jl ejld wslzo 0do Idpuindds. 131 o IJiey J3JI. Bedsd
luosly 1Jle, debug isdn q931 9] o196 I9le, Cisco 10S o30 ls ol IUs IJodssu.

- pdJs wluss Jouoest wslulo 8o wuoest itble IUbslug 15e0s6 JJgspd
- pdds oluss Jobsg wslole gugd 98 1Ug> 06
Sp wlle pdldps lpouly o6 1858 98z 0 18)lz 1Ule, debug isdn q931.

Bp wluolbs 1o, 2950 ISDN IJgls-voice i wdJ 1Uslz0s lJouuduwdss Jogss) gwdsd i =
0x80BA.

May 3 10:31:02.916: |SDN Se0: 15 SC (®31: RX <- SETUP pd = 8 callref = 0x000D
Bearer Capability i = Ox8090A3
Standard = CCITT
Transer Capability = Speech
Transfer Mode = Circuit
Transfer Rate = 64 kbit/s
Channel 1D i = 0xE980839F
Excl usive, Interface 0, Channel 31
Calling Party Nunmber i = 0x0181, '9678'
Pl an: | SDN, Type: Unknown
Call ed Party Number i = 0x81, '92169679'
Pl an: | SDN, Type: Unknown
May 3 10:31:02.936: | SDN Se0:15 SC @®31: TX -> CALL_PROC pd = 8 callref = 0x800D
Channel 1D i = 0xE180839F
Preferred, Interface 0, Channel 31
May 3 10:31:05.300: |SDN Se0:15 SC ®31: TX -> ALERTING pd = 8 callref = 0x800D
Facility i = Ox9E8100036774640000001B41434D2C0D0A50524E2C6973646E2A2C2CAE45543
52A2C0D0A0DOA
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May 3 10:31:07.088: | SDN Se0:15 SC (®31: TX -> CONNECT pd = 8 callref = 0x800D

May 3 10:31:07.108: |ISDN Se0:15 SC (®31: RX <- CONNECT ACK pd = 8 callref = 0x000D
May 3 10:31:09.672: 9% SDN- 6- CONNECT: Interface Serial 0:30 is now connected to 9678
May 3 10:31:09.672: 9% SDN- 6- DI SCONNECT: |Interface Serial 0:30 disconnected from 9678

, call lasted 2 seconds
May 3 10:31:09.672: |SDN Se0:15 SC ®31: TX -> DISCONNECT pd = 8 callref = 0x800D
Cause i = 0x8090 - Normal call clearing
Facility i = Ox9E8100036774640000001B52454C2C0D0A50524E2C6973646E2A2C2C4E45543
52A2C0D0A0DOA
May 3 10:31:09.824: |SDN Se0:15 SC (®31: RX <- RELEASE pd = 8 callref = 0x000D
May 3 10:31:09.828: |SDN Se0:15 SC ®31: TX -> RELEASE COMP pd = 8 callref = 0x800D

luvedusle IJigble 9lodlzol 9lJepdd pu IJuoed

I3l slzow Is pul I B@p wozpse wowe sniffer J SS7 LlJlue,ld pg 1o, Cisco I0S debug
debug isdn q931 scoug JEé we s | uwlJs (MDL) J Cisco PGW 2200.

oeese vowg Cisco PGW 2200 MDL
lowg odo IUgbsle Jeee wowge MDL:

1. 1Jog,d eds L8 SigPath J Originating SS7 Iy 58, TrunkGroup 1Jss s p 9,08 1Jpdldele
gJso.

2. 9p w398 Iduwed eu bysd oubesd Iosulez IJowos 1Jpszss eds
/opt/CiscoMGC/bin/log_rotate.sh.

3. lusl wowg MDL Uluosl, Iuwe sta-sc-tre:ss7sigPath |1, trunkgroup number soldsso. |31
Juo U)fw VOGS p)Sd pu lJovdluosd Wedsy |uosl) 1Ule, help:sta-sc-trc help oo gJIJ Jgo
IJzols e ubas (MML).

4. 9p vlple ool pu edid lp)le pdlgpé.

c9p wlsldlw wowg MDL Lluosl,) 1l e, stp-sc-trc:all.

6. 23> p&) 9 IJpIdldps (C:) Jdpdldps £s) Iduoeses. bl wp lp)le pdldps IJIRowl) Bs wsise
ool Sop P )9 pJldpeo 9lg> W Eb.o3l peld eds IJovdlosd IJos woddlel gus
luosl) 1Jle, J/get_tre.sh trace_file_name:

[ opt/ C scoM3C/ bin
ngcusr @PGN2200% ./get_trc.sh _ss7path_20040116104232.btr
get _trc.sh ca/simsp Trace File Wility Mstral Version 1.2
The ANALYSIS ndo file is: GENER C_ANALYSI S. no

Retrieving _ss7path_20040116104232.btr trace file Call ID s, please wait...
Enter one of the follow ng conmands:

()]

S = Sinprint in less

F =Sinmprint with printing of sent and received Fields in |ess
D=Display trc trace in less

G = Display trc trace in |l ess (Generated)
C = Convert to trc trace file

A = Display CAfile in less

N = Move to Next call ID

P = Move to Previous call ID

L =List call IDs in current file

X = Set SP flags

H=Print Help

Q

= Quit get _trc.sh
O just enter the ID of the call you want if you know it
Use (N)ext and (P)revious to nove between the call ID s
_ss7path_20040116104232. btr contains 10 call (s)

==> Working on call 1 1D24 H=Help [SFDGCANPL HQiId]?

pdlebé: spJd lu wposs 030 lJpddle gds IUesss pu gpdsle coue IJpdldple



lJpeodbo 3l wpe ldIdod@lb gds lowlg Cisco PGW 2200. szwss JJ (wed wows Os
IJedO eds wog uved prs 9pedsple uvedle po wse swedd w3dd IUuwed. seoss IJ
wved 8Js ey pdldps syvbo wpdldes pass.

7. ©298d Goue MDL [Js couwsd spdo doleco. loodd 1Js 1Usdsd fopt/CiscoMGC/bin
9luos, 1Jle, /get_trc.sh trace file name.

8. Idow perd IJpdldps B 1Jpbldus JUloodld IUs cowg MDL IUgluo wldpblus és,
IJuozses.

9.2, ¢sh C Joessd pdud lJoowe.pdlebé: IJpddle slo 1deded btr os pddle voue
Sulisss we luolzol woluwbs 9bswds IJowwg Cisco PGW 2200. swpe w99s,) Idgje
lissuws pu luwe IJpdd B 1Jlo, cisco PGW 2200 MML sta-sc-tre. s_os<® Cisco PGW
2200 >lispl lpwsls .btr |Js 030 IJpdBle. guspl ouwegse IUgsh "Ch sop wzosd [Jpdd
lJs couwsd uwe 982l Ideded trelds luwe IUpdS. wzogs odo lUpdudle sds
pedyple cove by wuwly pu 8,6 MDO IJos wp wubgsdel Bs lebs cubgsd
IJpelJls IJos lucee IJpdd: wpse weoss s wowe MDL.

10. 592> pJ IJowwg Vs lopt/CiscoMGClvar/trace. §p wogpsd JJ pu pdile .bir g .tre

lJs bde 1Jg>e6 JJeslzes. ‘

1. wgpse pJU platform.log 1Je9z9> Vs /opt/CiscoMGC/var/log.ods wee IJzldle: leule

peldzs bdo 1Ugsp6. sbbdw pousuw IUsg e 1JBus pu Cisco IJlLJIE g0 pedsple 135
¢luod o platform.log cogdd oldpuvdJs.

wepse lel) sniffer snoop/SIP-SS7

Suwd 03l Guwpe £36 b6 Jepee o, shiffer. 1Uss wgobo sgops s ol 1Bl Jow 8> 9w
voouse Cisco Packet Telephony Center-Monitoring and Troubleshooting (PTC-MT) 9 Joo
oubéd luoshl @aspel pw Cisco snooper. spdy 1y $98,) polbdd Cisco Wopel sl Jwsd §
|JpJldple SS7-SIP.

+ 8p wluodb 1le) 8N00p eJss zese IJlubpes 11wl uss Solarisidezese eedsele IJobs
eJs UNIXc §p woywesd 1d>89d Jpuwcise pops; 9lues, 1dle):

snoop -0 snoop.log IP address

I>¢d Ctri+C JJz, 9z pw SN00p 9wz psd pJud snoop.log lJs pdlzble 1JzlJs. pdlebbé: |z
B pdleble 1JzlJs 1o wp IJedl 03l 1Jpdw oo ¢dId luveésle 1o, snoop UNIX.

* e woubésd wbousd snooper oy Ciscoizee pedyple poldd ey Cisco: §p woguzsd
1U>¢9d Jpuwegsp pops) 9luos, 1Ule, Jsnooper int interface parms listis o oo g sJ
Jsnooper. 9lJ3s selbsd 9091 JlpJl.

./snooper int hme'x' ni2+ ss7 > snooper_intl
!-—— Where 'x' 1is the interface number, which you can also find !--- by issuing the ifconfig
-a conmmand.

pdlebé: §p wozpsd pduwd snooper_intl |Js pdlzble 1JzlJs.
. o.:jb'&g._) PTC-MT.Jzpee pedyple P:I'C-MT‘ lzle ouwesd 1U>g9d Jpuwedse pops) 9luosl)
|Jlo, ./ptemt int interface parms list|y o ugsdJ Jsnooper. 9lJ3s $98) JJ 9,081 JlpJl.

./ptcmt int hme'x' ni2+ ss7 > snooper_intl
!-—-- Where 'x' is the interface number, which you can also find !--- by issuing the ifconfig
-a conmand.
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Bp woepsd pJWd "snooper_int1" |[Js pdlzble 1Jz1Js.

pedjpk) Slo LoJé
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