ould odosu wdlod SIP IJley s CUCM 9
CUC Igvouobl |Js ouvuss) IJegsd IJelds
(NGE)

lJpzosslo

pulbJouly IJ gwolyé

we lJously, & v O)Hlo o wonn | Wulz RSA

lJoJaesy - Cisco Unity Connection (CUC)

1.1, 0196 020986 olL93 23556
2. |_old% poze o TETP

3. lol8s puleds 1o so | <O

4. ozpsd ldvolyé 1z, 9ld jvolsé | sbé JJzos lJolJes CA

IJedesy - Cisco Unified CM (CUCM)

1 ogile pJod o858 loly o lo ol SIP

2. lowle glo 1o ol SIP Teg,

3. vdosy wvds,) TLS 9 SRTP

4. ozpsd vobsle CUC Tomeat (IJp w6 s RSA g EC)
5. o ile Gpb | |

pedoole dle, 0 Jo

lJe 95,00

SueW o3l Idpwows wdssy leold SIP I.JTIoQ sldoz 8l puo wsu ¢bpe Cisco Unified
Communications Manager (CUCM) g Cisco Unity Connection (CUC) Ll guegsle wuvds) 1dzsd
lJolds.

SIS iplg lJzsd IJelds gw) 91206 SIP 9lzos SIP Jlgueésle ouvds, Suite B luvoobl |Js
w9w9d9dle TLS 1.2 9 SHA-2 9 AES256. 909 Suwee wetodW oydsole ldogvds) luvoubl
lJs oyoso IJlsdsss Juud,le RSA Is ECDSA. leule Iloold wso Unity Connection g Cisco
Unified CM: sep Idezdd po JJI IJuvd,0 9 voble 1Ubby IJelde s JJl Tduolsesy. bsel
sds odssu rge Jouvds) po Jesd Idolds.



!.')| GJQQ uabb J|uuua.)|p Uubol)lo L_Jpﬁé&é U &ud PIcE Puo-)ué PU Jo_);.9 L:’JL_JI:J& |v.)i
98 [Jupelrs Bs wolsd Suwe IJodsst (Bp wodss - wadse Iduveble IJpuwewss IJs
pSulz EC woluwbs p)ze puosd pu by eldo)

IJecbdule IUIgul usé
lJeobJule

ouwow Idpedspele 19l W o3l ldpuwews 1Js luosble Idolez 9ldedsole 1Jpebss Ideldss:

CUCM lJ|o51, 1.0 sldluosble Idizse B 1dsuoe 1dpgedb
CUC IJluosl)y 11.0 glJlosble 1dlgse

U logule IJrog_Jgplu |J9I_).>o O o3l Idpwews pu IJICoJo 1J 92956 WOS wSiso pgpdso ¢luos.

u.)lu ZPSE IJlaoJo |Jrouuua.)|po O o3l |Jr0u.uuu.) uud_9g5u PPUMIT (lwesluos). bl dloe
L}Uudud rOulL}u_)Os k.9u|d.) PU k_90rod \_J\_Julu..s_) |Jroaurod Jl.,s ||p_)

lLyuwe Idetbsbs Jdubeds

Suig 03l lJpgblb .__,Lgal)_' IJg pdsé IJos ouwles eds logile louald Tew wsw CUCM g CUC
ey’ wpdsu dgp wuvs) ldesd IJolds:



7Y

TLS setup

Secure signaling

(encrypted traffic)

CUCM cuc

Aok
=K

 J
v
m
AV

1. TLS connection
|Default TCP 5061/5IP)

2. Client Hello
(List of all supported ciphers by the client)

—
-

3. Server Hello
(Cipher selected for this communication)

-
4, Certificate

RSA key based ciphers negotiated - Tomcat.pem or
EC key based ciphers negotiated - Tomcat-ECDSA.pem

-t
4. Server Key Exchange, Certificate Request, Server Hello Done

5. Certificate -
RSA key based ciphers negotiated - CallManager.pem or
EC key based ciphers negotiated - CallManager-ECDSA.pem

6. Client Key Exchange, Certificate Verify, Change Cipher Spec, E—ncrypted Handshake message

-t 4. Secure TLS cennection established >
_ Invite
.
- e
200 OK -
-
AKX
— @

eobdolo lJJvol>e

030 05 pubdole oubd Idgioble ey wpdsu 38p wuvds) Idzsd IJelds gds Cisco Unity

Connection.

cop IJovlyo eds vs)le ouwows IJs polz RSA

Jbolbe CUCM Jbobs CUC IJuvoble IJpbdyy cgesdol  IJuboble IJos vsop o,
U,oum.“;'a)pé U,ouuoé)pé |Js CUCM JJs CUC

CallManager.pem Tomcat.pem wepesd TOMCAT.pem |Js None

(w9dse slus) (w98se Slus) CUCM > CallManger-trust '

CallManager.pem (CA Tomcat.pem

CUC 1Jg3), slduwolss IJyuwslbbs CUCM Root & Intermediate
CA T 1Jpbdse cepsdel lJs  Certificate  IJplb o w2

PSSE) (©odse CA) CUCM > CallManager-trust IJs CUC > CallManager-tru
Jwol>é CUCM Root &

CallManager.pem (CA Tomcat.pem wepesd TOMCAT.pem |Js Intermediate CA IJelbJ9e

£9.9¢) (e98sE Slos) CUCM > CallManger-trust wepsdol |Us CUC >
CallManager-trust.

CallManager.pem Tomcat.pem Jol»s CUC IJg3, slJlgulo CA None

(w9dse Slos) (w99se CA) lJebbJyw wepsdol |JUs CUCM '



> CallManager-trust

*

1ou'b..§) vol>s CA 1Jgs, _9|.Ji_9uub J CUC |Js gwolxs CAlJus 988w gds wolsé Unity
Connection Tomcat (Tomcat.pem).

*

2 oSy yvolxés CUCM Root & Intermediate CA |Js yvolsé CAlJos 998w gds yuwol>é CUCM
CallManager (CallManager.pem).

o IJoBlyus gds uind)le EC IUpuuanss s Idpdlose

. IJuvoble IJos
Jbolxe CUCM . s e I dubeble IJpbdyy o ¥
e 5ana ol CUC IJpuegsps WSSp Sgpsdol
lJpuegdpd wgesdol [Js CUCM Ls CUC
CallManager- Tomcat-ecdsa.pem
. Tomcat-ecdsa.pem Jsuwp vepesdol |Us
ECDSA. < R - " None.
By PemISISSE  (ogse sles) CUCM > one
S CallManger-trust
: . . CUCM Root &
IC?JUC UE? él;{*'f”o')o Intermediate CA
CallManager-ecdsa.pem Tomcat-ecdsa.pem (CA D °__ Certificate 2
CA : : lJelbdse wepesdol |JsloJ . Jol
( f°.9L9E) |‘°.9L9E) lJs CUCM > pbJdw wgpsSJo
lJs CUC >

CallManager-trust CallManager-trust.

Jvolxé CUCM Root
& Intermediate CA
IJplbdyo czpsdel
lJs CUC >
CallManager-trust.

Tomcat-ecdsa.pem
CallManager-ecdsa.pem Tomcat-ecdsa.pem Jsuwp wepesdol |Us
(CA p95¢) (©9se Sles) CUCM >

CallManger-trust.

wwolxé CUC 1Jgs,

_ ] 9ldisgulo CA
CallManager-ecdsa.pem Tomcat-ecdsa.pem (CA lpbJse czasdel  None.

(L9dse 3los) £ISE) lJs CUCM >
CallManager-trust

M oubs) el CA 1z, slJlsuwby J CUC |Jss isolss CA IJws 968w eJs uiolsé Unity
Connection EC |Jpvowsé |Js TOMCAT (Tomcat-ECDSA.pem).

*

2 ouusy yvolxés CUCM Root & Intermediate CA |Js volsé CAlJos 998w gds yuol>é CUCM
CallManager (CallManager-ECDSA.pem).

1. pdlzbé: o uwps Jvol>e Tomcat-ECDSA.pem CallManager-ECDSA.pem W.s | o>l 11.0.1
o0 CUC. oo, CUC 11.5.x wpu lghs wuupss IUuolyé |JJs Tomcat-ECDSA.pem.

IJoYysy - Cisco Unity Connection (CUC)

1. |uol 96 pgp9gd pulds 23836

luedd lJs uowes bl leuold Cisco Unity Connection Administration Page > o Jled 1Ug>plo
I.Jolo_uégsé > 02986 1Jpulds 9lu@) W99 1LolWs a8, wlds pu weass glus IJiesl) wedsy
ourI9s) ldesd Idolds.



New Port Group

Phone System | phoneSystem ¥

Create From | ® port Group Type | SIP v

Port Group | PhoneSystem-1 ¥

Port Group Description

Display Name™ IPhoneSystem-2 ]

Authenticate with SIP Server
Authentication Username

Authentication Password

Contact Line Mame

SIP Security Profile | 5061/TLS ¥ |

¥ Enable Next Generaticn Encryption

¥| Secure RTP

Primary Server Settings

IPvd Address or Host Name [10.48.47.109 '

IPv6 Address or Host Name

Port S061

1. pdlebd:yusep luuegsle Luolss Cisco Tomeat IJglos Llouold [J9zsé Icule puoldps
SSL ez wpdsu ¢lus IJIResh cpdsy ouvids) IJesd Idolds.
c s elds 1ol o .__,u'big lJouvds) IJSlkspe eJs ECDSA: swp luvaedsle
Jbol>6 ECDSA IJpuveor6 |Js pdolz EC WO puoldes SSL.
c s zldo IJovdly o gds wuvds) puvows [Js RSA swpe luvwgsle ol
TOMCAT Idpwewss IJs pdelz RSA WS polzé SSL.

2. |uol8s pyze e TFTP

B Lobes luwluusle pzeses IJpulds: luodd Ids weus) > 1Uggle 9luod FQDN Jglse TFTP
IJ¢luo wezeses CUCM. szo o soblu$ FQDN/Hostname 1Jgl o wglse TFTP o 1Ulwe
IJuilisg (CN) Juwolss CallManager. Jo sgpd gwdlo IP 1Ugluo ldghe suwsdss IJs Wuud
ouisd pdV ITL. goldolds sge ed luvpe DNS g0 gbe DNS 1U3s wp wdssue.



| Delete Selected | | Add |

| | Order IPv4 Address or Host Name

@ [ | [10.28.47.105 B |

| Delete Selected | | Add |

| Delete Selected | | Add |

| | Order IPv4 Address or Host Name

g [ ] CUCMv11 | |

| Delete Selected | | Add |

—

Ip vlehé wuugsd Connection Conversation Manager (1516 pzboé lUlouold) eds JJ £956
wldlooyld s Cisco Unity Connection Service Ability (2306 1J9z26 lJupelosé) > Tools > Service
Management (51,6 [Jg>p6). 03l lewls JJouvdsd o slgs oles,.

1. pdlebd: s99, Unity Connection woujsd pJw ITL (ITLfile.tlv) po TFTP IJgluo o CUCM
luwogsle w909dsd HTTPS gds puwds 6972 IJley (URL: https://<CUCM-TFTP-
FQDN>:6972/ITLFile.tlv). szw lu sdsw CUCM Bs s og 1Jpgodb Jiu CUC sues o
ol 1Us1Js "CCM+TFTP" oy pJud ITL.

loedd [Us 1gd9 1ds odled Telephony > pze9gs Idpolds > Lozs odosy Iuwluvsle
pee9ed IJpulds sles Joulo pzeges IJpulds Idos wew luoldwol 2asul.

Port Group
Display Name™ Phonesystem-1 [4]
Integration Method |51p |

"‘ESEt Status |Reset Required | | Reset |

Session Initiation Protocol (SIP) Settings
O Register with SIP Server
| Authenticate with SIP Server

1. pdlebps: B U )6 swp Ssol lehs wessu preses IJpolds s89p ¢hpe CUC wopdse
2JB ITL Idpg 0 peds! po eI 1louold wglse CUCM.

3. luold6 polds 1w IJuo9cns

loedd Ids 1UgJw 1Js odled Telephony > 00093 9lu@) 999 luolds o093 238> Jluolds
P93 |Us pepeses IUpolds ldos op lugilyel zasal.



New Phone System Port

¥ Enabled
Number of Ports |1

Phone System | PhoneSystem ¥

Port Group PhoneSystem-1 ¥

SEMver cucvll ¥

Port Behavior

¥ Answer Calls

¥| perform Message Notification

¥| Send MWI Requests (may also be disabled by the port group)
¥ Allow TRAP Connections

4. o psd ubols 1Ugs, sl bol>s IUs wsbs JJzos IJelJes CA

Vs glde uoble 1Jzole 1Ughzse: sgw wepsd [duvelss "ldzs)y" 9"ldsuwsb" 1UElLos © "aoze
lJuwoble" Jdzoé IUghzse eJs CallManager-trust of Unity Connection. JI sJ9u 03l o961 U
131 8le poze pu2dd pu by Clde wwsdse Uwolss pis) IJpdldple. $p woudss odl Idlz)le
lJloedld 1Js Lo uble IJogvgsd 1Jeses po Cisco > 1Jlely > blys [dgveble 9lu@) eds
weesd ldyuolss.

—Upload Certificate /Certificate chain

*

Certificate Purpose ICa Manager-trust il

Description{friendly name) |

Upload File | Choose File |C.E-._r-::-nt_—_4lil‘36_|-f.ey.crt

| Upload | | Close |

lJodgsy - Cisco Unified CM (CUCM)

1. logble pdBd o) ply gl louold SIP

loedd [Js 11,6 CUCM > 1Juble > Idiels > pJod og s lply SIP Trunk sl o pJod g )sed
238> Sew o soblud luwe IJes ose X.509 og FQDN IJ¢lo w¢lse CUC.



—SIP Trunk Security Profile Information

Name™* cuc-secure-profile-EDCS E|
Description

Device Secunty Mode [Encr',rpte-:l 'J
Incoming Transport T':.-'pe* [TLS ']
Qutgoing Transport Type [TLS ']

Enable Digest Authentication
Monce Validity Time {mins)* 600

%.509 Subject Name [CL,ICvj_l |

Incoming Port™® S061

Enable Application level authorization

Accept presence subscription

s Accept out-of-dialog refer**

¥ Accept unsolicited notification

¥| Accept replaces header

Transmit secunty status

Allow charging header

1. pdlebs: spdu o sg,u2 o) Slzos yuls, 1Jisle, (CLI) "show cert own tomcat/tomcat.pem”
Jwolo RSA IJpwewso [Js pdwlz TOMCAT gJs Unity Connection. sz io sblog CN
luwe 9,298 X.509 IUpdse, £Jis CUCM. 95 wlss CN FQDN/Hostname 1Jzl o wglse Unity.
oew9s Iduvols Idpuwewss [Js pdlesz EC gdJs FQDN/Lwpe IJp o8 Vs 28d luwpe
IJesuese IJwssd (SAN) IJglue wol.

2. logble b logold SIP 1oy

loodd 1ds 2ol > gb louald > 108, 9l 228> sluuis b louald SIP $sluus wwsop
lovwgsleo Jdodled IUlpy pg Unity Connection.

| ¥| SRTP Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.

Consider Traffic on This Trunk Secure™ When using both sRTP and TLS v
Route Class Signaling Enabled * Default v
Use Trusted Relay Point™® Default r

PSTN Access
Run On All Active Unified CM Nodes



—Inbound Calls

Significant Digits* All v
Connected Line ID Presentation* [ pefault v
Connected Mame Presentation® | pDefault v
Calling Search Space = None = v
AAR Calling Search Space = Mone = v
Prefix DN

#| Redirecting Diversion Header Delivery - Inbound

—Outbound Calls

Called Party Transformation CS5 < None > bl

#| Use Device Pool Called Party Transformation CSS
Calling Party Transformation C55 = Mone = L

#| Use Device Pool Calling Party Transformation CSS

Calling Party Selection® Qriginatar ¥
Calling Line ID Presentation® Default il
Calling Name Presentation * Default ¥
Calling and Connected Party Info Format™ | Deliver DN only in connected party v

#| Redirecting Diversion Header Delivery - Outbound

Redirecting Party Transformation C35 = Mone = v

#| Use Device Pool Redirecting Party Transformation C55

r Destination
Destination Address is an SRV
Destination Address Destination Address IPvG Destination Port
1* |10.48.47.123 5061

MTP Preferred Originating Codec™®

BLF Presence Group® Standard Presence group v

SIP Trunk Security Profile * | cuc-secure-profile-EDCS v |

Rerouting Calling Search Space < Mone = o
Qut-Of-Dnalog Refer Calling Search Space | « MNone = b

SUBSCRIBE Calling Search Space < MNong > v

SIP Profile™® | Standard SIP Profile ¥ w
DTMF Signaling Method*® Mo Preference v

3. o¥dosu wvds) TLS 9 SRTP

1. pdlzbs: sgwpes IJodly o wsu Unity Connection 9 Cisco Unified Communications
Manager sJs wdyso wgvds) TLS oldyiygb IJoeldss: euspl sgpd Unity Connection
Jgbp sgwps wBlyo ouvds) TLS eds o osd Idpee»s w9luwbo Cisco Unified
CM.8s zldo 1ol o 2o9d o ivds) IJ8lise gJs ECDSA: sop luvedsle guoble
ECDSA IJpuweowso |Js pdelz EC Ws puoldzs SSL.Ws zlds IJowly o 29d wuvlds,)
puvowd [Js RSA swp luwwgsle yvoble SSLIJpuwewsd [Js pdelz RSA WS puoldzs
SSL.guspl sgpd Unity Connection Jgpsd: Sgwps wly o wuvds) TLS gds IJovjosd
lJpee>> wsluwlos Unity Connection.



luewd IJs Cisco Unified CM > Systems > Enterprise Parameters 925> ¢l IJoivds) [dpuluve
po Uu8)lo TLS 9 SRTP oy 1J$kspé IJpuuwsJé.

r Security Parameters
Cluster Security Mode * 1
LBM Security Mode * Insecure b
CAPF Phone Port * 3804
CAPF Operation Expires in (davs) * 10
TFTP File Signature Algorithm * SHA-1 v
Enable Caching * True v
Authentication Method for APT Browser Access * Basic bt
TLS Ciphers * All Ciphers RSA Preferred r
SRTP Ciphers * All Supported Ciphers v
HTTPS Ciphers * RSA Ciphers Only r

Ip wlehs cuvgsd ¢rp6 Cisco Call Manager eJs JJ 86 IJloolld |Js o9z Cisco
Unified ServiceAbility. slJl>gle > g>ple o556 Control Center g9g>> Cisco Call Manager wzo gyple
CM

loedd lJs uowes Lo louold 9256 IJwede pu Cisco > [esble Iuble > IJodssule 1Jglpo
92 gsh IJeuv sy dpoluwe po Uvd)le TLS 9 SRTP oy IJBlses [Jpuumsds.

Edit General Configuration

Time Zone (GMT+01:00) Europe/Warsaw b
System Default Language English{United States) ¥

System Default TTS Language English{United States) ¥

Recording Format G711 mu-law ¥

Maximum Greeting Length a0 [2]

Target Decibel Level for Recordings and Messages |25

Default Partition cucvll Partition ¥

Default Search Scope cucvll Search Space ¥

When a recipient cannot be found Send a non-delivery receipt ¥

IP Addressing Mode 1Fvd v

TLS Ciphers All Ciphers RSA Preferred ¥
SRTP Ciphers All supported AES-256, AES-128 ciphers ¥

HTTPS Ciphers Rs& Ciphers Qnly r

Ip vlebé o yugsd Connection Conversation Manager (1516 pzbos lUlouold) eds JJ £956
vldlooyld |Js Cisco Unity Connection Service Ability (¢>06 1J9g>6 IJupelosé) > Tools > Service
Management (I>1,6 1Jg>p9).

esble cuvds) TLS pg ohosy IJlsdsss

¢sblo ouvs) TLS Jd)le TLS Vs oyosy 1Jisdsss
. TLS_ECDHE_RSA WITH_AES_256_GC
- L M_SHA384
I 99.5- AES-256 SHA-384 S 9b: RSA o o . TLS_ECDHE_ECDSA WITH_AES_256_GCM_
SHA384

. TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
189 pesl) AES-256 SHA-384 W 3b: 1o pesl) A384
ECDSA . TLS_ECDHE_RSA_WITH_AES_256_GCM_SH
4



pu9 wlbo-AES-256 AES-128 W 9b: o8 o] RSA

o9 wlb-AES-256 AES-128 (8 §lo: I8 s ECDSA

2pSE Ideuud, 6 pdnds RSA (IUIG el os)

JJ Idogvss) IJpedod ECDSA

tsble ouvds) SRTP WS oyosw Uing@é

20SE Ll AES-256 9 AES-128 |Jp>g9,06

Ul AES-256 1 $lis o6 £ s AES-28 GCM

d,6 AEAD AES256 1 p w036 JJs GCM B ko

- TLS_ECDHE_RSA_WITH_AES_256_GCM_SH
4

- TLS_ECDHE_ECDSA_WITH_AES_256_GCM
_SHA384

- TLS_ECDHE_RSA_WITH_AES_128_GCM_SH
6

- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_

A256
- TLS_ECDHE_ECDSA _WITH_AES_256_GCM_

A384

- TLS_ECDHE_RSA WITH_AES_256_GCM_SH
4

- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_
A256

- TLS_ECDHE_RSA_WITH_AES_128_GCM_SH
6

- TLS_ECDHE_RSA_WITH_AES_256_GCM_SH
4

- TLS_ECDHE_ECDSA WITH_AES_256_GCM_
A384

- TLS_ECDHE_RSA_WITH_AES_128_GCM_SH
6

- TLS_ECDHE_ECDSA_WITH_AES_128_GCM_
A256

- TLS_RSA _WITH_AES_128 CBC_SHA
- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_

A384

- TLS_ECDHE_RSA _WITH_AES_256_GCM_SH
4

- TLS_ECDHE_ECDSA WITH_AES_128_GCM_
A256

- TLS_ECDHE_RSA_WITH_AES_128_GCM_SH
6

- TLS_RSA_WITH_AES_128_CBC_SHA

. AEAD_AES_256_GCM

- AEAD_AES_128_GCM
- AES_CM_128_HMAC_SHA1

_32

- AEAD_AES_256_GCM
- AEAD_AES_128_GCM
- AEAD_AES_256_GCM

4. oppsd yvoble CUC Tomeat (IJeuweuné IJs RSA 9 EC)

loodd [Js bhé uble lJogugsd > 1Jlele > bls I boble 98, wogesd JJI po Uvolsle CUC



Tomcat (IJpuw oo |Js RSA 9 EC) W pgju CallManager-Trust.

—Upload Certificate/Certificate chain

Certificate Purpose* CallManager-trust ~

Description{friendly name)

Upload File Choose File | tomcat-ECDSA.pem

Upload | | Close |

— Upload Certificate fCertificate chain

*

Certificate Purposs || CallManager-trust ""”

Description{friendly name) | |

Upload File Choose File | tomcat.pem

| Upload | | Close |

1. pdlzbo: Jl sJ9u wepsd JJ pu yvoble Unity Tomeat |Uslps! Il Jlue yid,0 ECDSA swp
lJodly o gdsol W gb. Vs ped o030 IJzldoe vy iolsse Tomeat IJp e oo [Js EC
JlSs6.

WO gldo yvoble 1Jzos 1Ughzso: Szw edsd veesd Idubelss IUes, slduuelss IJpeguwlbos
Josisé Juolyé 1Jgod |Ughzsé. 03l plodyw W 9b I3 ¥lpw z0d glhzss pu ldpsze IUpue>9
w9 9SE Uvolxé Unity Tomceat.

—Upload Certificate /Certificate chain
Certificate Purpose* | CallManager-trust ol
Description{friendly name) |
Upload File | Choose File | CA_root - 40%6 key.crt

| Upload | | Close |

S ghs oubgsd gpdiss b Idpdldele pu Cisco” s zase IJed> Jobuss Iogssle.

5. loyble vpb IJpusl)

e woddsu upb pwly subs) s gb IUlouold Idss op odssue oldluodld Ids wozsoe
lJpdldele > 1dpuwbi/lduoss > web Ideunly. Spdu luwedsle Ideded 1Uds wp 3eldo J)8e
Jupb [Jpuwly drdsd Jdusss IUuosus.



— Pattern Definition

Route Pattern® [2000 & |
Route Partition < Mone = r
Description

Mumbering Plan -— Mot Selected -- ¥

Route Filter < None = 5

MLPP Precedence® Default =

Apply Call Blacking Percentage

Reszource Priority Mamespace Network Domain | = Mone = T
Route Class* Default o
Gateway/Route List* |LCUC'.r11 v

Route Option ® poute this pattern

Block this pattern | No Error T

6. logvle >3JdsJ 1> IJuo9os: pdd gy Iduus IJuosas sogssue lJs
Ubodle DN

Ie vlodble wyulee crses Jdosss Iduoges 1Uelue oldedled po edd IUloe$ld 1ds
lJpes)lo 1Jpo @306 > 1dosysy Iduoses > wyulee Voice Mail Pilot 1IUglo olde,ss IJuoges.

—Voice Mail Pilot Information
Voice Mail Pilot Number 2000

Calling Search Space = MNone = v

Description Default

logble pJO eSS wis> LoIos vk JJIdleshble wesile podaesd > Idwsss Idueses >
pJ 0 IJoss Idusyos

—Voice Mail Profile Information

Voice Mail Profile VoiceMailProfile-8000 (used by 0 devices)

Voice Mail Profile Name*W
Description ' '
Voice Mail Pilot™* [zncc_.-'c_- None = v

Voice Mail Box Mask

Ip wUESSU pdV o sV IJusss Iduoses IUss wp lugblde osel [Js DNs 1de)ls el
luwodsdle IJodlped IUlpo g0 byse IJloelld s wogse dpdldele > 5090 1U>JdsJ

r Directory Mumber Settings
Voice Mail Profile [ VoiceMailProfile-8000 ¥ | (Choose <None= to use system default)
Calling Search Space = None = ¥
BLF Presence Group™® Standard Presence group ¥
User Hold MOH Audio Source = Mone = ¥
Metwork Hold MOH Audio Source | = None = r




lJodosu - w9 dse Iduboble IJpuvouss [Js pdclz EC
w9luwbé CA Jeoé ¢hess (Itoshs)

&> Sop w9dse Iduboble pu Bud eze puedd hes Gwd lesh IJedled Iles wso 1ivbes.
lowg Igbsle IJoldss Josdse Iduvoble gds IJI IUobleso.

Cisco Unity Connection

1. Jouble bdo e9dse lJuvolss (CSR) J CUC Tomeat-ECDSA slz o9J £ IJuiolss
IJe99€6 pu Sod CA JJzod IUehresd

2. 599, Idpsze 1Jpuos8 Uolds 0956 (Uivolss 093986 pu IJpsze IJpud38) subolds pize
PLe>Y (Ubold 23, 1dpsze 1Jpuesd) sew wepsdol Jel sds:
wgesd ubole 23, Idpsze 1dpuosd Ids peiu 1degs Ideulss
oepsd Uuols 1Josss [Js pgju EDCS

3. lgho wubvgsd bLs ldeehbes edJs CUC

Cisco Unified CM

1. louvle CSR J CUCM CallManager-ECDSA slJz o9 gJes IJiolss 1Je9 886 0 God CA
PL 2od thzss
2. 599, Idpsze IJpuoo8 Uivolds 0956 (Uiold 9 8ed pu Ipsze IUpuo38) 9ubolss pize
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