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£ DNs Name Type
4 § AD [ _msdcs
4 | Forward Lookup Zones || [ sites
b k”: _msdcs.fhlab.com || [ _tep
4 | .. fhlab.com T udp
b :| _nl'|5d.:5 | DomainDnsZones
b —-1] sites . ForestDnsZones
b - -“: ] (same as parent folder) Start of Authority (SOA)
[; j ;]"::r:ﬂ'r'l[ln Tone £| (same as parent folder) Mame Server (MNS)
i :
b | ForestDnsZones Ell[f.ame as parent folder) Host (A)
. Q ad Host (4)
4 | Reverse Lookup Zones
=] 228.89.10.in-addr.arp|| = cmPubhese Host ()
b ] Trust Points Qcmsuhhuc Host (A)
t | Conditional Forwarders £ cucpubhese Host (A)
b Global Logs -] cucsubhesc Host (A)
D BXPWYC Host (A)
D expwye Host (A)
| imppubhesc Host (A)
i |impsubhesc Host (A)
owedle Ipdoby (PTR)
£ ONS Name Type Data Timestamp
d i AD £] (same as parent folder) Start of Authority (S0A)  [14], ad.fhlab.com,, hostmasterfhlab.co..  static
4 (] Forward Lookup Zones || ] (same as parent folder) ~ Name Server (NS) ad.fhlab.com. static
b &) msdesthlabeom || 51080228144 Pointer (PTR) expwycfhiab.com. static
4 S o £]10.69.228.145 Pointer (PTR) expwyefhlab.com. static
A < 10.69.228.146 Pointer (PTR) cmpubhcsc.fhlab.com. static
b ul“ msdcs EI
- s 1080228147 Pointer (PTR) emsubhese.fhlab.com. static
b o 1089228148 Pointer (PTR) imppubhsc.fhlab.com. satic
b Dﬂ“‘::m o zone| 10852815 Pointes (PTR) imgsubhcsc.hiab.com. static
‘; 2 Fortonctone, || E109228151 Pointer (PTR) cucpubhesc hiab.com, tatic
'I'_' 2 e 1089228153 Pointer (PTR) cucsubhescfhlab.com. static
'j 'tcp 1089228154 Pointer (PTR) win10.fhlab.com. §/12/2020 10:00:00 AM
4 ) Reverse Lookup Zones || 11049228226 Pointer (PTR) ad fhiab.com. 5/12/2020 11:00:00 AM
) 2889.10in-addrarp)| El10:89228227 Pointes (PTR) win10ext.fhlab.com. 5/1/2020 4:00:00 PM
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Service Location (5RY)
Senvice Location (3RV)
Service Location (3RV)
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Data Tirnestamp
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SM12/2020 10:00:00 AM
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| 3] Cortificate Templates (AD.hiab. | Template Display Narfte

3 CEP Encryption

E ClientSenverauth

31 Code Sigring

iﬁnmplllf

3 Croet Certifization Autherity
3 Directory Email Rephcation
3 Domain Centrolier

3 Demain ControBer Authentication
51 EFS Recovery Agent

3] Enecliment Agent

= Enveliment Agent (Computer)

3 Bachange Signature Only
3 Exchange User

Fwsec

= P5ec (Offling request)

5 Kerberos Authentication

3 ey Recovery Agent

31 OCSP Response Signing

3 RAS and 145 Server

|| 3 Roct Certification Autharity

1 Exchange Envellenant Agent (Ofine requ..

Sev luodh 1ddlde 1Uss wp logblde Jsdsu $lal eds wadse CSR.

File Action View Help
o 7 0=

SchemaVemion  Versi. Int | Actions

1 Properties of New Template 3

2

1 Subject Mame Sarver | lesarce Aaquremerts jistrative Tooks
1 | Compatbity | General | Requsst Handing | Coptography | ey Atestation

2 Speveded Tempistes | Brewons | Secuty

B T maddy an edenson, selact £, and then clck B mﬂmmaﬁumnwhﬁmh
1

2 Exberimions inchuded in this tempiste:

1 | o) B Conatrpints Chenit Authenbca fion

1 | Corthicate Termplate ifomaton Server Authenscaton
1 | puarce Poloes

1 | My s

1

1

1

3

2 Description of Applcation Polcies: Add... £d Fiemarer
3 Saropr &y thartighon A

2 Chert AEwrEC s I [[]Make this extension critcal
, |

f.j Certification Authority (Local)
4 g fhlab-AD-CA
| Revoked Certificates
| Issued Certificates
] Pending Requests
|| Failed Requests

_ MName

3 ClientServerAuth

Z Directory Email Replication

%) Domain Controller Authentication
) Kerberos Authentication

MNew

[_

Intended Purpose

Directory Service Email Replication

<l Faile — ) EFS Recovery Agent File Recovery
| Certificate Te; Manage Encrypting File System

Certificate Template to lssue hcation

Server Authentication, Client Authentic...

Client Authentication, Server Authentic...
Client Authentication, Server Authentic...

=‘ication, Server Authentic...
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Microsoff Active Direclory Certificate Senvices — fhlab-AD-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #T renewal request generated by an external sour
Web server) in the Saved Request box.

Saved Request:

Base-84-oncoded LAOdphFéLrurVeYIKLvHLER]lftTaSy48iyCamivl
certificate request OWOFZoLblbS80z iNTIQEFWSaCgi6 TDMOQBFKILEN

{CMC or 10y/ Ipbobz TdEESw2pac K I¥xcchypovEt0ijlich
PKCS 810 or AM/Ginz0
PKCS #7): ~=e==EHll CERTIFICATE REQUEST====
Cortificate Tomplate:
[ user

Basic EFS
Additional Attriba  Administrator

EFS Recovery Agent ==

Altributey;  Web Server

Subordirate Cortification Autharity r.

szw louvle CUCM 9 IMP 9 CUC Multi-Server CSR 9e98sgol wslwlos CA. szo 1o sdse
IJgruo eo I iolss o9 TOMCAT.

| Gencrate cortficate sigming Reauest &

r Status
IS Warning: Genarating a new CSR for a specific certificate type will overwrite the existing CSR for that type
rGenerate Certificate Signing Regquest:
Certificate Purpasa*® tamcat A |
Distribution® Multi- server{ SAN) o)
Common Name* -cmputhEE-ms,ﬁllah.cnm
Subject Alternate Mames (SANs)
Auta-papulated Damains cmpubhesc.fhlzb.com
cmsubhcsc.fhlab.com
imppubhcsc.fhlab.com
impsubhcsc.fhlab.com
Parant Domain Ihilab.com
Other Domains Browss_ | Mo file selected.
Please import .TXT file only.
Far more information please refer to the notes in the
Help Section
= Add
Key Type®* RSA
Key Length® (2048 ]
Hash Algorithm* SHAZSE e
| Generate Close

Sew weesd yvolé gy, CA |Js Tomcat Trust gldiol>s 1Jes de6 [Js Tomeat.
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| @ 7 reconds fourd | G
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g o - [ 2 e EE - 23 & e B
Roemal-Erust a Sei-mgned EC ek Folah oo cmppukica BC ik com [-TTLETF LY Trust Cemdcate
Aomcat-trust emmabheac-LC fhiab com Sell-ngred EC ersubhese fhiab. com ervsubbesc-EC fhiab.com o4/ TA2S Trust Ceridcate
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L R T Sl " e e [ PN 1=y e Skiaaianas i Cades
Roemcal-trust fhigh-AD-CA Sl -mgned REA Fhisb-AD-C& Fhiab-AD-CA O 1R/202E Sigred Certificate I
——
Gererste Seif-ugned | | Upload Certificetel/Certficate chan || G L= o
—
Certificate List (1 - 6 of 6) Rows por Page 51
Find Certficate Lint where | Certfieate | beging with . [toment | Find | Clearvimer | =

tomcat-trust annitnc-E0 hlak. com Fetougred EC cwstubhbone. Prlabgom cusrubbonc-EC hisd pom CAIDL02F Trust Cerisficate é
REeTCat-trust atnthene BC, g corm Sef g EC cutbubheac hlab.oom cutpulhcac-EC Mab.com Q40212025 Trust Catificats
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Select server roles

Before You Bagin
Installation Type
Server Selecton

Features

Select one or more roles to install on the selected server.

2]

[l Certificate Enroliment Web Service (Installed

| Certification Autharity Web Enrollment (Installed
] Metwork Device Enrcliment Service
[C] Online Responder

| Active Directory Domain Senices (Installed

| Active Directo
[ Active Directory Lightweight Directory Senices
[ Active Directory Rights Management Services
[ Application Server

[] DHCP Server

ry Federation Services (Installed)

| DNS Server (Installed)
L] Fax Server
b [W] File and Storage Services (2 of 12 installed)
[ Hyper-v
[ Network Policy and Access Senvices
[ Print and Document Services

w

DESTINATION SERVER
AD falab.com

Description

Active Directory Certificate Services (AD CS) is used to
create certification authosities and related role services
that allow you to issue and manage certificates used in a
variety of applications.

I{Prm” Mext > J | Inestall | Cancel I
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Add Roles Wirard

&- Specify CA Type

Before You Begin A combination of reot and subordinate CAs can be configured to create a hierarchical public key infrastructure
{PKI). & roat CA is & CA that Bsues it2 own self-signed certificate. A subordinate CA recehies its ceriificate
Server Roles from another CA. Spedfy whether you want to set up a root or subordinate CA.
ADCS
Roke Services ¥ Root CA

Select this option if you are instaling the first or only cerfificaon suthority in a public key infrastruchure.

Sehup Type

™ Subordinate CA

Select this opition if your CA will obitain its CA certificate from another CA higher in a public key
infrastruchurs.

Resdis

oo |[_met>_ | et |

copedd IUgbys IJoldss Vs lugile polz ¢lue J CA 1UElLo wJI.

Add Roles Wirard
&h Set Up Private Key
Before You Begin To generate and issue certificates to dients, & CA must have a private key. Spedfy whether you want to
e create & new privabe key of use an existing one.,
AD C5 = Create a new private key
Role Senvices Lz this apbon if you don't have & private key of wish o reats & new private ey o enhanos searity.
T Yoo will be asked to select a oryplographic service provider and spedify a key length for the private key.
Setup Type To issue new certificates, you mmust sleo celect & hash alorithm.
CAType 7 Use existing private key
Lise this oplion io ensure continuity with previously Bsued certificates when renstaling & CA.
Cryptography & Selpct a cortificate and use ftx assodated private key
OB Mame :-.:r:-*ir.?h*. Q.\p:-:rn if you hanve |‘|"El||:"\.|".=':!'n': certificabe on this computer or if you want to import a
certificate and use its ascocated private key
clkity Pesiod 7| Select an exdzting private key on B computer
Cartificate Databass Select this oplion if you have retsned private keys from a previous installation of want io use & private
mm ms.: EEY WO a0 SN TR DL e
Ruole Services
Confirmaion
Presgress
Results

e = e ||

JI ooy 030 IUgloys plodeus Ul I3 §po oo wse ADFS3 gJs Windows Server 2012
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O lJesze 1Jpuos8. wlduugwed Jegbp gpdsle ) ADFS: ould 39, [oles s IS o9,
999 ASP.NET _spu wbys) ldobosd lJpbdye.

Add Roles Wirard |

ﬁ Select Role Services

Select: the role sendces o instal for Web Server (TI5):

Senver Rokes Figle services: Description:
p—— ASP NET provides aserver side object
2 B I Wk Sarvar 21 rientad programming envitanment
Role Servces = [ Common HTTP Features for building Web sitas snd Web
Type [#] static Content applications using managed code.
e [¥f] Dwfandt Document :?JETH not ﬂﬂp!r a r-;mlt-f-
CA 7 owsng ASP, Having been entirely re-
Type [E mﬂ: architected to provide a highly
Private Kay productive programming experience
E HTTF Redirection based an the MET Framewsark,
Cryptography [ webOAv Publshing ASPNET provides arobust
CA Mame = [E Appication Development —1| infrastrecture for building web
¥ e spplications.
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@ v AD » Sites » Defsul WebSte »

o Default Web Site Home

Falter = W Go = gy Show All | Group by:
ASPNET

3 & @ ¢ B

MET HET METEmes  NET  MET Prefile
Ausheri.. Compilatin  Pages  Glsbaltation

S @ ® B B

MET Rales .I'E‘I'I\rl NET Usens ml-:m

i‘ﬁl@&@]

MachineKey Pagesand  Providers  Session State SMTP E-mad
Contrzls

TR 9

E Features View |;..". Coontent Verw

2 opsy Islvb.

Q- |2 |8 @ Default Web Site Home

= W Go = hgsShow Al | Group by:

Pagesand  Providers  Session State SMTF-v‘I-mi
Conitrols

Swwitch to Comtent View ﬁ ﬂ i @
|I_Ewnm (. Contert View
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Internet Information Services (IIS) Manager

% —

& » AD » Sites » Default Web Site »

File WView Help

Site Bindings L7l x
Q-3 |8 —
"~ SartPase Typa | Host Mame Pot  IP Address Binding Informa...

493 AD (FHLAB\sdmini 2o
L} Application Pog hittps

- Sibes
Default Web
g I — Type IP sddress: Port:
hitps v | |All Unassigned v) [-H-E
Host name:

[] Require Server Mame Indication

S5L certificate:

fhiab-AD-CA V|| seet. || View. |
Not selected
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Select server roles

Bafore Voo Begin
nstallytion Type
Sarvdi Salaran
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] DHCE Server

s DhS Server [Irgtalles
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Cerfiguring Tt Relatonships it Federatson Service Propests_.
Corfigung Authertication Pobcies Edit Published Claims
Troubleshooting AD F$ Funecke All Prosies
AD F3 Heip Vi 13
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Search

23> esh pelde odosu ebp lJlogb AD FS 3.0 Juse wdysu gbpe ADFS IUglue wd. wpdd
Joble IJgulus 030 udw IJgbgle s AD FS 3.

i AD FS 2.0 Federation Server Configuration Wizard | x|
Welcome
Steps o -
Welcome to the AD F5 2.0 Federation Server Confiquration Wizard
o VWelcoma
e : This wizand helpz pou conhigurs Actve Dreclony Fedeiston Semces [A0 FS] 20 soltwae on ths
@ Sclect Deplopment Type computer, which sats up tha compurer 22 a fedaration server. Aninstanca of AD FS i refened toaz a
e ¢ Federaston Sernce
@ Federation Service Nam=
@ Summary =) Create a new Federation Service
Select bus aphon lo s=f up alher a stand-alone Federston server or the frst sesve i & federation
@ Results server fam

) Add a tederation server to an existing Federation $ervice

Sedacl i oplion o o this compuler 1o an exsling ledsialion server lam

[ met> | concel He

2o logile 306 o 23856 9lu@g)y W98 IJulds.



¥ AD FS 2.0 Federation Server Configuration Wizard

Select Stand-Alone or Farm Deployment

Steps Youcan credte athar a sland-alone fedaraton erver for evaliziion purposes of a smal production
Welcoma erviranment. ai you can creale 4 lederation seivet in a new farm for load balancing and high avaiatlly

Select Deployrent Type Selact ore of the following options. Either of these options vall uze the Windowe Intainal Database to store
configuration dala

) Hew tederation server farm

This option will create a rew Federation Servics with settings for high avaiabity and load balancing.
Resulls The computer val b= the prmary fedeiation server nlbe lam. Lale, you can scale cul the lam by
adding more federation seves

[y

it
("]
@ Federahon Service Name
@ Summary

@

To crashe a lederation server lam, pou mus un thie wizard while you 202 lpged on vath 2n account
that has sufficent permissions in Active Directony b create a contaner abject [for sharng cerificates)
and o et an SFN [for the ssmvice account], such a2 an accound thal is & member of the Domain
Admns group,

(*) Stand-alone federation server
Thiz oplion will create a new Federation Servaica on this computer. This opbon iz recommanded for
evaualion puposes o & smal production srvronment. IF pou select this aphion, pou wal nol be able
to add more servers to create a faim,

(i Youcan e SOL Serves with AD FS 20 lo lake advaniage of the ful lealure set and achieve
~ maxsimum scalability. To 2et up AD F5S touss SOL Server. wie the command ine verzsion of thiz
wizad For mors nloemahion, click Help

cBevins [[Ho> | Cocd | neb
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"f’jl AD FS 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

Steps This wizard determines the Federation Service name from the Subject field of the SSL centificate for the
@ Welcome Default Web Site. If the wizard cannot determine the Federation Service name from the S50 settings, you
must select a certificate.
@ Select Deployment Type
. . Select the certificate and/or port, and then click Next.
@ Federation Service Name

@ Summary S5L certificate: Port
@ Results ad0z. idertibylzb, us - View... | IM—'|

Federation Service hame:

ad0a.identitylab,us -

What kind of certificate do | need?

< Previous | MNewt = I Cancel | Help ‘

wew gwol>é SSL: 2> IJwolsé 1Jp99e6 Slos! pu [JBlsed. guswpe pde luup 306 Idlogls
oddlssl. 1@ W9 g Next (IJolds).




W1 AD FS 2.0 Federation Server Configuration Wizard

Ready to Apply Settings

Steps

@ ‘Welcoma

@ Select Deployment Type
@ Federshon Service Nam=
@ Surmary

@ Rezuls

The folowing eattings wil be configured for AD FS 200

Step AD FS server,

Windows Intemal D atabaze sarvice wil be statbed and 2t to auwiomatc: starhup,

Sgning ard loken-enciyphon ceilificales wal be gereist=d and =i ta sulomatc ol over
Selacted S5L ceificate wil be wed lor sacuiing service communication.

Malwors Sevice account wal b= gven access bo the database, to the ceihiicabs povate keys and
endponts, 2nd the service wil un undan this accourt.

Detauk set of endponts will be enabled

- B ému signen web dle vl be deployed 1o the Vadlsds vitual diectony undsi the Dalaul \web Sie in
s,

+ Federalion Seivics name is ad) aidenlilviab. us

=  Start AD FS zarver,

* & 4 & &

To begn configuning this compuber with thess sattings, cick Nexl.

<_P|=vb|.u|| Hest I Cancel I Heb

olzeo IJgpdss lesh b 9b 96 we> 3JY in order to bodo 1Jgpdss lesls.



Wi AD FS 2.0 Federation Server Configuration Wizard

Configuration Results

Steps

@ “Welcoma

@ Seclect Deployment Type
@ Federalion Service Name
@ Summarp

@ Rezuliz

The folowing zottihgs ae being configurad

Campenent Slatuz
¢} Stopthe 8D FS 2.0Wndows Semice Configuration frezhed
E) Instal Windows Irkemal Database Configuration frizhed
S0 Stant the Windows Intemnal Databass servics Configuration finished
“¥ Craate AD FS corfionation database Configuration finished
#) Confipwe tervice talling: Configuration firiehed
U0 Deplop biowses sgpen Web sibe Conliguaation Frashed
“) Stait the 2D FS 2.0 ndows Sernce Conliguration Frizhed
¥} Creates delauk claim set Cenfiguration Frizhed
¢} Create defouk Achive Direcho claim acceptance ndes | Configuration firished

Wou have wiccssluly completad the AD FS 2.0 Fedealion Server Condiguration wizaid

To close thiz wazard, chck Oose

;Inul

AR v 1Jopld JIWs Idpdsule woelz sludy 9938 18JIS Jlwole IUpgldz 9ld,zoe 1Js 9206
IJozde IUbLs6 lssurss. §> suweeHd 3JY vuoe »3lsé.




T AD IS 20 |=|O] %]

Wi Fie  Acton  Vew  Window el =18 =]
e B
e e
% ] Servae
+ Tt & elsbonships <
Overview prorerrr—
A5 S 2 0 provdes enge-sgrran (550 | accets hor clent compubert Akl O Prcoacen Toeat,
A Kawibeite Store
0 Required Configuration Incomplote 8 Faer yor Sare e ropectes
Biobons wo cin uss AD FS 2 0o manags S50 sooeds fon ween 30d pericss, pou sl Gomgiehe e kileing Lask [k Putsahed Clamg

- B & Praad
¥ Beawired: Add » iraited rebing pary
Friede Feedhac

e Learn About: -~ d

Pl Wirecics feom Here

Conhgunng Claima Prewden or Helnna Party Traata  Fefiesh
Addsng Fedetaien Serrece be o Fatm and Seting Up Load-Balancing [

c ina F ion 8 P

Iraubleihooting AD F5 2 0

20 Mg pdiso ADFS 5000 uu.udJ Dl Jpged, 0955 (10P). s 3J9. uaula s
wEwe IJodssy Vs l)lJo CUCM.

od9sy SSO gds CUCM wlywogsle ADFS

odosu LDAP

Sew dpg uble |Jpze9es pe LDAP o ¢06 Active Directory 9sdje wdssu puol> 96 LDAP §oJ
IJloedld 1ds s pdlo 1) lowdd IJs edlpd IJowssy "lJuble" > LDAP System Joel o9 p9 07
S 1Jue,s.




LDAP System Configuration

—Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

® Please Disable LDAP Authentication Before Making Changes on This Page

- LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type Microsoft Active Directory
LDAP Attribute for User ID  sAMAccountName s

Spcluodd Ids gdlpsd IUowssy "lJoble" > >Jsd LDAP.

LDAP Directory

Eﬁw xnﬂm Gup‘,r b Perform Full Sync Now I:II]iAdde

~ LDAP Directory Information

LDAP Configuration Name® LDAPL

LDAP Manager Distinguished Name* fhlab\administrator

LDAP Password* eSS NEEEIeNEsEEIIsNSIIIINIIIES

Confirm Password* AN REREsssIsIINRESS

LDAP User Search Base™ cn=users,dc=fhlab,dc=com

LDAP Custom Filter for Users < Mone = B
Synchronize * © Users Only Users and Groups

LDAP Custom Filter for Groups

- LDAP Directory Synchronization Schedule
Perform Sync Just Once

Perfarm a Re-sync Every™® 7 DAY B

Mext RE-E‘_,'T'H: Time {W—HM-DD t‘ll"luiI'I‘.II‘I‘I::I:"c 2020-05-24 00:00




~Standard User Fields To Be

[Cincn Unified Communications Manager User Flaids|LDAR Altributs Cisco Unified Communications Mansger User Fiaics| LDAP Attrivate

[user 10 SAMAZEGUnINSME Fiest Name givenName

|Midcie Harme migdiename [ Last Hame s

|Manager 1D manager Department department

gm Number teiphonatbomber B Mail 1D mail

[T witle Harme Humber [—r—

| Mobile Mumber mishile Pager Number pager

|pirectary uRt mail B Display Hame displayhiame
LDAP Server Information

Host Name or IP Address for Server®
10.89.228.226

LDAP Port* Use TLS

389
Add Another Redundant LDAP Server

Save Delete Copy Perform Full Sync Now Add New

w8 pilpusd puwegses Active Directory pg CUCM: sdjp wdosu puol> 96 LDAP.

aliali.  Ciseo Unified CM Administration
5o For Cmao Unified Coammunications Solulians

Syses = v et - witaed v Devicd ¥ Apphcaten ¥ User Maaspemest v Buk Admraiiaien ¥ Hep ¥

=
@am-.mm

~LDWP Authentication ler End Users

B Uise LDAP Authantaaten for End Users

LDAP Mansger Cistrguished Meme * [l admerrstor
LDAP Pasrwond® [1e
Confiem Pasimond” [ees

lﬂ-umm-ﬁbﬂ

Hoat Heme or 1P Addrews for Server” LOAP Port”  Uss TLS

[10.sn.zre22e B ] O

Add Ancther Redurdart LDAP Seroer

Seole dpuwese Iduoliss Os CUCM |Us wesso wewo peesele IJopde S 1Usuosd Jedod
CHSI IJpuwede Iduolss IJglue wo. ACG os §sluwss CCM puge) puvegpd. uwsope
lowegsle [dpuwedse JIgool) SSO guspl wdyy Idwsiss gloje.



End User Configuration (TP NRT'TH Back to Find List Users ~ )| Go |

Cenfirm MLPP Password ] A

MLPP Precedence Authorization Level [ Default ]

~ CAPF Information
Associated CAPF Profiles |

View Details

~Permissions Information

Groups | Standard CCM End Users
Standard CCM Super Users ccess Control Group |
Standard CT1 Allow Control of All Devices IS o . P
Standard CTI Enabled Remove from Access Control Group

Roles | Standard AXL APl Access ~
Standard Admin Rep Tool Admin

Standard CCM Admin Users

Standard CCM End Users

Standard CCMADMIN Administration ¥ | view Details

~Conference Now Information

[Jenable End User to Host Conference Now
Meeting Number 1001
Attendees Access Code

Save | | Delete | | Add New |
wslule CUCM 1JisJsé
wwsbo, o3l IJ9uwpe IJgpdss Juluv, CUCM.

lJpoes IJisds os 1Jzuo9d eds wslule ogysd CUCM. Jsdd ceolz s Idluveslun 1Js
gwslu URL: hitps://<CUCM Pub FQDN>:8443/SSOSP/ws/config/metadata/sp 9 spJdo oujsdol
PU EleO uyj@y |.Jub|p > UU“‘E‘S'J )vd SAML |t|);$ \SPLJU |JL9§|p u)JJ J-JJ E_,_9.)o |3 &J§
pur9s wble ldpeesgs. sOUod lple gruo Uble IUpzeses o3l

System v CalFmtng v Uesa . Dpia®  User e e -

S50 Mode
® Cluster wide (Ong metadats File por clusber Reguires multi-server Tomeat cartificate)
s Per mode (Oee metadsts e per node]

B omatie samn 550 s Expert asuasans Bwﬂﬂmn Fox A Disbind Sarvere

- Status
@unrnnu.dhrm.mmmmwumrm
(@) 520 550 aratia

| SAML Single Sign-On {1 - o4} Rows per Page 50 .|
Barver hama 33D Sratvs R {mpe qtadets e Matedete (gt npont Hetadats Ll Hetadets Dnpon B30 Tem

ernputshese. ik com SAML L Aprd 20, 2020 1100057 PM POT & L) Aped 18, 2020 80538 P POT Pagsed - Aprd 30, 2020 102115 Bun S50 Test...
P POT

ernsubhese Thiab, com SAML A 1dp Apeid 20, 2020 T:00:57 FM FOT & rie Apeil 18, 2020 B:05:37 PM POT Passed - April 20, 2020 1:49:45 Bun 550 Test...
™ POT

imppubhcsc fhilab.com SAML 4 r Aprd 20, 2020 2:00:57 PM POT oy Fe Apeil 18, 2030 5:05:37 PM POT Passed - May 24, 2020 Iﬁqmpg'? Rin S50 Test...

impaubhcse. hlab.com SAML o rae aprd 30, 3030 2:00:37 PM POT ah e dpril 18, 2030 8:05:37 PM POT Pazsed - May 34, 2020 lqnqug? Brijn S50 Test..

Dupable SAML 550 Expord ANl Metadats  Upclate [dP Mataciata Filg Fix All Criabded Sarvers

lzb IJoslule pedsl oluwe 38 peus pod sp_cucmOa.xml g wozolz [Jso wgs 3JY.
oJ9su gob leopl> ADFS

lyzoe IJs 9e26 wedp 15,6 AD FS 3. 0.



G File Actien View Window Help I!|!|n

% nm Bm
1 ADFS A tioes,
3o oe it o
0 Trust Relationships s X . o .
’ :jjmfggdgm O Mo e e WET wdaaetbbon A Raog Purty T
|-} Relying Party Trusts oz e 0 . Add Hon-Claima-Sware Rebying..
) Attnbute Stores. | Add Relying Party Trust_ ] :; ﬁ; mznmi Voew b
b D Authentication Polcies Add Non-Claima-Sware Relying Party Trust
Wiew " Hiewe Window from Here
Hiew Window froem Hiere 3 Refresh
Refresh B v
Help
08y B9 peldz luolds & §6 1oy [Jpgsd.
Welcome
Steps Welcome to the Add Relying Party Trust Wizard
Welcome
. This wizard wil help you add a new relying pany trust to the AD FS configuration database, Relying parties
@ S5alact Data Source consume claims in security tokens that are issued by this Federation Service to make authentication and
authorization decisions.
@ Configure Mutifactor
Authentication Now? The redying party trust that this wizand creates defines how this Federation Service recogrizes the relying
e C | party and issues claims to 2. You can define issuance transform rules for issung claims to the relying party
it o Al aliter you complete the wizard,
@ Readyto Add Trust
@ Finish

Activate W
<Previous || St | 4. w,_J.

o) 999 Wi JJpulugs.

233 pd XML Juslule og) s Federationmedatada.xml IJes po wpdbol ywlodl 9l g,
IJolds.



Select Data Source

@ Welcome
@ Select Data Source

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorzation Rules

@ Readyto Add Trust
@ Finish

Selact an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and cedificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

I I

Example: fs.contoso.com or hitps://www contoso.com./app

(® Impott data about the relying party from a file

Use this option 1o import the necessary data and cenificates from a relying pasty organization that has
exported ts federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
:Z ‘Users \Administrat or' Downloads \federationmetadata xmi | | Browes |

() Enter data about the relying party marualy

r.\ ctiv: e I'-.I'I'l.l

iweése CUCM_CLUSTER_WIDE_RELYING_PARTY_TRUST Jlwe IUg,uo 9108, <89

IJolds.



Specify Display Name
Enter the display name and any optional notes for this relying party.

Diisplay name:
[cucm_Custer_wide_Relyng_Party_tnust|

Notes:

| <Previous | | Nees || Cancal |

2 1Jesh 1disd slo ) Idelds.



Seps Configure multifactor authertication settings for this relying party trust. Multifactor authentication is required if
@ Welcome there i a match for any of the specfied requiremants.

@ Select Data Source

Requiremeris Users/Groups
Device
Location

(® 1 do not wart to configure mutifactor authentication settings for this relying party trust at this time.
() Corfigure muli factor authentication settings for this nelying party trust

You can also configure multi-factor authentication settings for this ralying party trust by navigating to the
Authentication Policies node. For more information. see Configuring Authentication Policies,

2> Iuwele Jeese IJpuvodrpsu wlJauosd IJs zod Ilgcel 030 5lud, 898 IJelds Jel o9
P9oT S 1Juoy)s.



Choose Issuance Authonzation Rules

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Mutifactor
Authentication Now?

lzssance authorization nules determine whether 3 user iz parmitted to receive claims for the relying party.
Choose one of the following options for the initial behaviar of this relying party's issuance authorization nules.
(®) Pemit all users to access this relying party

The isuance authorization rules will be configured to permit all users to access this relying party. The refving
party service or application may still deny the user access.

() Deny al users access to this relying party

The issuance authonzation rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authodization rules for this relying party trust by selecting the relying party tust
and clicking Edi Claim Rules in the Acfions pane.

| <Previous | | Net> || Cancel ||

Jlze IJedssu 9ludy W98 IJolds Jel 09 p9 oz B 1Jue9,s.



Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

The relying party trust has been configured. Ham&nfuhwm and then click Nexd to add the

relying party trust to the AD FS configuration database

Relying party’s federation metadata URL:

[ ] Monitor relying party

|:| Automatically update relying party

< never >

< never >

This relying party’s federation metadata data was last checked on:

This refying party was last updated from federation metadata on:

Sp gle 0z arwe Slods B9 181"

<Previous | | Next> || Cancel |°




Finish

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

The relying party trust was successfully added to the AD FS configuration database.
‘You can modffy this relying party trust by using the Propesties dialog box in the AD FS Management snap-n.

[ ] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

uluuua)lro Jo |Jp|3,_)u IJquﬁ;S‘ a.)) UJO tOO IJI&UFI) IJU;S ._9.0-..; uluuul.,soljuz)cs_) U\JS;SU
sle> IJpbldole Jel 09 p9 oz S 1Ju09)6.

G File Action View Window Help

«=| 2w B

] ADFS
b [ Service
4 [ Trust Relationships

] Claims Provider Trusts
] Relying Party Trusts

7] Attribute Stores

p | Authentication Policies

lod) B9 luplds wyulbs) Jel 09 p9 oz B 1Ju0y)s.

Relying Party Trusts
Display Mame Enabled Type Identifier
Device Registration Service Yes \I'II'S ~Trust / SAHL !ws-Fodum wm ms-drs:ad fhiab com
CM_Cluster_Wide R 5 ! ; cmpubhcsc fhlab com
CUC_Cluster_W Update fmm Federatlun Metadm L f'l'h‘B-FncImlim cucpubhcsc fhiab.com
EpwyC [ Edit Claim Rules... L / W5-Federation fhlab.com-S00D0F4107D76EST
Disable
| o i
Delete
Help




lssuance Transform Rules

lssuance Authonzation Rules

Delegation Acthorzation Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name

lssued Claims

233 buwld uwple LDAP JpblJule slod) wes 3J9.




i Add Transform Claim Rule Wizard | X

Select Rule Template

Sepe Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type detais about each claim rule template.
@ Configure Claim Rule Claim rule template:

| Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Aftribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this nule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated usaers from the displayName and telephonaNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be usad to send all of the user's group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

Net> || Cancel

od9su 030 IJpgdple:

luwpe Slese IJplbldes: NamelD

peiu lduwpele: Active Directory (1o 9, ud)l p3292] 899 Lwop IUSlses 1Jpuuws>Jd)
w6 LDAP: SAM-account-name

U9e Idplbldws IJyols)6: uid

o8y 998 lwole/p9ldd JJpolugs.

ele pdlebs o IJpgrd 1,8 Jsuw B 2lds 18d slue ) 929> wildded B 1JSlises
lJpeouw>Jdé. [Jou oil.



“You can configure this rubs bo send the values of LDAF stiritwtes s claims. Select an attibute stions from
mmimm Seeeciy b the atsbiutes wil map 1o the cubgoing clsim hypss that wil be

{Claim nube name:

frameic] I
Fule templabe; Send LDAP Agrbules &3 Claims

Atribute store:

| Actrve Diwctory v

Mapprsy of LOAF stirbutes 1o outgonyg clam bpes.

LOAP Aty (Select or typa bo Outgong Claim Type (Select or typs b add more) |

2dd more)
F LM Aneourd -hams we s u-l

| View Fude Language... | [ ox || W_l

lu8) B9 luolds Bless p)6 Ig)s Jluolds §less 1E)s.



lssuance Transform Rules | lssuance Authonzation Fules | Delegation Authorization Fules |

Thee following transfom ries spaciy the clams that will be sent to the relying pasty.

Ordher  Fule: Hame Essued Claims
1 Mame i uid

[ AddRus.. | [ EdeRue_ | [ Remove Rus.. |

22> buwld Ipbldule wlguogsle dless peuou0s slud) 996 Idolds.



g Add Transform Claim Rule Wizard x|

Select Rule Template

Seps Sglect the bemplabe fior the clam e thal you want 10 creale from the fpllowing s, The descripbon provides
& Choose Fule Type deliady shout emch Clasm nule bemplate
@ Corfigure Clam Fule Ol rule bemplate

Sered Claers Using a Cusiom Fuls w
Caim rulle template desonphon

Lising & custiom rubs, you can creabe naes that con't be crealed with & nils template. Cusiom nues e
writer inthe AD F5 clam nie brousge. Capabdiees that meguirs cusiom niles includs

+ Sending clawms from & 50U atvbute shors

+« Sandng claems bom & LDAF siirdbule shore using & custom LDVAF fller

» Sersching claims bom & cuom siribuls shone

+ Saruciing claers only whan 2 or mon incoming claima are present

+ Sending clasms only when an ncoming claim vale malches & complex pattem:
« Sending claimes with complen changes to an incoming claim value

+ Lrasing cleems bor uss only in leler rules

Bp Clouble §less ppLoL06 wuwes CLUSTER_SIDE_CLAIM_RULE.

logwg 031 1Joue 9Juode B wld36 1J8lex6 poluing pu oul. Vs weup IJleslo: sop céss)
IJlgooluwle Bl op crssel eds peay vuesue 903l pvseed 1J8lerd ooyvd guspl ©¥sp
lgoul, SSO:

c:[Type ==

"http://schemas. m crosoft.com ws/ 2008/ 06/identity/clains/w ndowsaccount nane"]

=> jssue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ms/ nanei dentifier",

Issuer = c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/identity/clainproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format : transi ent",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/ i dentity/cl ai nproperties/namequalifier"]

= "http://<ADFS FQDN>/ adf s/ conf adf s/ servi ces/trust",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/ i dentity/clai nproperties/spnanequalifier"] =
"<CUCM Pub FQDN>");

c:[Type == "http://schemas. nm crosoft. com ws/ 2008/ 06/identity/clai nms/w ndowsaccount nane"]

=> jssue(Type = "http://schemas. xnl soap. or g/ ws/ 2005/ 05/ i dentity/cl ai ms/ nanei dentifier",

Issuer = c.lssuer, Oiginallssuer = c.Oiginallssuer, Value = c.Value, ValueType = c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clainproperties/format"] =
"urn:oasis:nanes:tc: SAM.: 2. 0: nanei d-format : transi ent",

Properties["http://schemas. xm soap. org/ ws/ 2005/ 05/identity/clai nproperties/nanequalifier"] =
"http://AD. fhlab. conl adf s/ services/trust",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/clai nproperties/spnanequalifier"] =
"cnpubhcsc. f hl ab. cont') ;

lody 898 lwole” JJpclogs.



http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier
http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://AD.fhlab.com/adfs/services/trust
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier

You can & cusine claim ruls, such 33 3 eule thal segunes multipls incoming claims of Bl edacty
clpiemg om0 afirkate sbore. To configure B cusbom ruls. Byes ong o mom oplional condiiors and n
BRance salement using the AD F3 claim rubs languace.

Claim rule name:

[Cluster_Sade_Claim_Flie

Flule bemplate: Send (laims Using & Custom Fule

Cusiom suls:

e [Type ==
“httpr//achenss.microsoft. comfwa /2008, 0EF identity S claime fwindowsaccoust
naze™]

=y igsue(Iype =

"EELRE S/ BELERAS . MRl S58D . 000 wE 2005505 Ldean iy e lains S aane L el 10",
Issuer = c.Issuer; Originailssuer = c.Originallssuer, Value = c.Valoe;
ValueType = c.ValueType, Fropercies

["heopr/Sachesmas. Xl scap - o waS 2005/ 05/ Ldenticy/claleproperties/ forsat
=] = “urmicasiscnames;te:SAML: 2. 0nameid-formatitranaient™, Properties
["heep: /S achemay. Xl 8o - 00 wa/ 2005 05 Ldenticy/ clalepropE st Les / naSEgO
alifiec®] = “hetp://RD.fhlab.com/adin/services/orant™, FProperties
[hrp://fache=as . rel scap - oog/was 2005/ 05/ idencicy/ claleprope rTie/ Sponane
qaalifier®] = “cmpubhcsc. fhlab.con”) ;|

See o sdso s s Glesoso perdso eJs ADFS. lud) B8 obusd 5p91dG JIgJIS
ol36 1Jssles.



| lssuance Transfom Fules | lssuance Authorization Rules | Delsgation Authorzation Rudes |

The folowing transfom nues specify the clames that wil be sent 1o the relying party.

Crcer  Fube Nama lsuad Claima
1 Mame [ i
2 Chester_Sde_Claim_Fuls £ 5ee claim nia>

wew luolws CUCM Lugle IJTo Jzos lewpls 09898 wol |Js ADFS.

File Action View Help
edmBDcz Bm »enn
& Services (Local) _I
Active Directory Federation Hame = Description Status | Startup Type Leg On As -
Services 4 Active Directory Certificate Services Creates, manages, and removes—  Running  Automatic Local System
4 Active Directory Domain Serdees AD DS Dormaan Controller terac—.  Funning  Automatsc Liscad Systermn |
Steg the service Active Directory Federation Services Enables Active Directory Federa...  Running  Automatic (D drminist
St the servic €3, Active Directory Web Services This service provides a Web Ser—  Runming  Automatic Local System
4 App Fleadiness Gets apps ready for use the first .. Msnasl Lecsl Systerm
iption: . 4 Application Experience Processes application compatib_ Manual (Trigger Stat)  Lio<al System
E""!‘“m"mm £, Application Host Helper Service Provides sdministrative services_ Running  Automatic Local System
4, Application identity Determines and verifies the ide... Manual (Trigger Start) Lol Service
4 Apgheation Information Facilitates the ranming of intera_ Muanual (Trigger Stast) Lol System
4 Application Layer Gatewsy Service Provides support fior 3rd pasty p— Manual Local Service
1 Applecation Management Processes installatson, removal, — Maral Loscal Systern
4 AppX Deployment Senice (AppXSVC)  Provides infrastructure support ... Manial Lecad Systern
4, ASPINET Seate Service Provides support for out-of-pro_ Manual Hetwark Service
4 Background Inteligent Transler Service  Tranaders files in the backgrown... Manial Local Systern
% Background Tasks infrastructure Sendoe  Windews infrastructisne service .. Runming  Automatic Lecald Systern
(4, Baze Filtering Engine The Base Filtering Engine (BFE) i. Running  Automatic Local Service
{4 Certificate Propagation Copies uter cetificates and reo..  Runming  Manual Local Systern
{4 CNG Ky Isolation Thee CNG ke isolation senvice s Funning  Manual (Trigger Start)  Local System
£ COM= Event System Supports System Event Notifica..  Running  Automatic Local Service
4 COMe Systern Application Manages the configuration and... Runming  Manual Local Systern
4 Cemputer Brewter Muantsing an updated list of co.. Derabled Lical Systern -
<] = I »
' Extended A Standard
> Ly
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ozolz lds ©i98> CUCM eedsple 29d IDp IJglue ol sop oolbd 0o ldpgdsple oluweisle
vulule ogy)sd XML, olds po 0udss 030 1Jgb9s eds 1Ughbe 2w sop wowse ADFS.

irefox . M= E3
I,_l._.'-,lﬂnﬁtedcu'l‘etﬁu't Xl'l'rmlaﬁ'afuﬁtmpane =-:1+| :
¢ 2 :5:,-',l'-::2':1.ider|kityt'e..us_ FederationMet adataf2007-06 FederationMetadatz c | |E] * Google P | B- 4+ #®

[2) Most visited © | Getting Started | Suggested Sites | | Wb Shice Gallery

[ |Opening FederationMetadata.xml | X| buk we can't confirm thet your

¥ou have chosen to open: entification to prove that you
'* FederationMetadata.xml P
which is: WML Docurment
from: https:jfad0a.identitylab.us
~What should Firefiox do with this file?
" Open with |Internet Explorer (default) ﬂ
+ Save File
™ Do this automatically For files ke this from now on.

ban that someone is trying to

b this site’s identification. Even
a4 Cancel | rmpering with your
Don't add an exception unless you know there's a good reason why this site dossn’t use trusted
identification.
| Add Exception_ |

Ll

9Jl. wzole IJs Ileuold o ADFS (IDp) wluwesle pouode Firefox Jousisd wslole XML
IJlsdsé. I8z pouoe |s https://<ADFS FQDN>/FederationMetadata/2007-
06/FederationMetadata.xml glz b IJoslole [Jlsdss WBs peds pzds.
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sunkcations Solutions farfar Saarch Decyrmentation Aoyt Lot

c R s~ Advenced Featerss ~  Devicr =  Applcatins ~  Uber Macagement = Byl Admnatralion = Help =
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Phgng NTF Refenpsce
DateTres Qrous

BLF Presence Grpup Wm
Bl Informatns o
Dhtsvioe: Pool
o T ., mctive gy, Plesns snber your pesrch ofteris using the cptions above.

where Nama | begrs weh | || Find || Claar Fiker || 3 | =
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SRST
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Faraicy Parprateny

Loty [3
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Geoigoston Filer

E911 Ledasged
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|2t P and Ust Usars | 25 AL Single Sgn-on x |:222 Pind and List LOAP Ceectoes <4
‘-. B berpefRouomla com admndcariSngeSanon.ds c 'ﬂ' Googh F‘I B- 44 #
ululi. Cisco Unified CM Administration RORRY <isco. e ch acenivitestn =) Go
cisco Far Cisco Unified Communications Selutions admin Search Dotumentation At Lagiout

System = Cal Routing = “ﬂ-m' Agvanced Fasturet =  Dindoe = Applcslion = Uir Managernenl = Buk Adeiviztnaion = Help =

SAML Single Sign-On

) EmbioSRVLSSO () Updete P Motadata Fis [ Export AllMstadeta Fri Al Castbies Sarvers

Status
[@ SAML 550 disabled
| SAML Single Sign-0n (1 -10f1) Rows per Page| 50 = |
Sarvar Mama £S5 Btatus Baimasrt Matadata Lagt Matadata Imparnt Exgont Matadata Lait Matidata Exparnt 80 Tadt
cucrnila Dusabled AR Mever == File Mever Hever
M Run Test... I
22> wpdsyu SAML SSO.

lud) WY pulugs JJIGLL wlduess,.

) Reset Warning - Mozilla Firefox M [=] E3
I B Hips:/jeuembalcemadrinjgermricDislogWindow dotwindavtllskey=gensricd logairdow windowtite, sscenabie J

. !5 Web server connections will be restarted

Enabling SS0 and importing the metadata will cause web services to restart upon completion
of the wizard, All aFacted web applications will drop their connecion momentarily and nesd
to be lagged into again.

Continue | Cancel |
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FederationMetadata.xml IJos Bpo wedlbol puuedl Jpl 09 p9 0z WO [Juo9)6.

Firefos = M= E3
22 P and st Usees x| 22 sa. snghs sign-on Configuranen x |22 Find and st LDAP Directorios |+
i B bty e sd s G geS Ot N stonzard o || B~ soock A AR~ 4+ &
alali,  Cisco Unified CM Administration (TP i:.co Unified CM Admamstration =] Go |
cisco Far Cisco Unified C ations Salut L] admin Search Documentation About Logout

Syitemn » CalRouing ~  bédia Redowrced »  Advarced Feslures ~ Device ~  Apploslion « Ui MaraQérmgntl =  Buk Adtiniftridion ~  Help ~
SAML Single Sign-On Configuration
B ren

r Status
@ Ready to inport Identity Provider metadats trust e to cluster servers

r 1dentity Provider{IdP) Metadata Trust File
To configure the trust relationship between the 14P and your servers, you must first obtain trust metadata from your 1dP and import it 10 your servers, Tou will need Lo

manually abzain the file from the 1dP and upload it here,
1dP Metadala File Boowete . | Mo fle celected.

- Initiate the Metadata ||Jﬂn file selected

This action must be successful for at least the Publisher before moving on to the next task in this wizard,

Import 1dP Metadata |

Next I Cancel I

233 pd XML 9lu ) 898 Wboe Jogesdo [Js CUCM oo ldoujsdle soeo 1JpdoJs.
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* Doiumenty
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= Ftures
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O - R TRESE I 5 %) gonsrsrmcosll | 070
aliili,  Cisco Unified CM Administration IR Cesco Unified CH Admanistration | 6o |
CI3CQ ror Cisco Unified Communications Sclutions admin Search Documentation Ahout Losgout

User Managemen! =  Bulk Adminisiraton =

Systemn = Call Routing + Media Resources = dAdvanced Features = Device = Applcation =

Melp =
SAML Single Sign-0n Configuration
mp e

= Shatus

-ﬁi? Import succeeded for all servers

=~ Identity Provider{ IdP) Metadata Trust File
To configure the trust relaticnshap batween the 1dP and your servers, you must first obfasn trust metadsts from yowr 1P and import £
to your servers. Tou will need to manwally obtsin the fle from the [dP and updoad it here.

IdP Metadata File  [C:\Users\bbanks\Downloads'\FederationMatadats.omd Browss...

~- Initiate the Metadata Impert
This acticn must be successful for at leask the Publisher before moving on to the next task in this wizard,

Tmpart TdP Metadata ] ﬁimpﬂﬂ succesded for all servers

Mext | Cancel |
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@ SAML Single Sagn-On Confiquration - Mozills Firefox - O 4

@ & 25 hitpsempubhose frlab.com: 8443 feemadmin/samiSingleSignOnConfigurationWizard3.dolserver ==+ & O -

SAML Single Sign-0On Configuration

- Test 550 Setup

This test verifies that the metadata files are correctly configured and will allow S50 to start up on the servers, Thas tast can be run on
any server for troubleshooting once 550 has been enabled. S50 setup cannot be completed unbess this test is successiul,

1)Psck & walid username to ute for this test

You must already know the password for the selacied username.
This user must have sdminstrator nghts and also exst in the Tdk

is Please use one of the Usermnmames shown below. Usng any other Username to log nto the 1dP may result in adminstrator
lockout.

2limunch S50 task page

Run Test...

Cancel
EWd ©82$p0 pE prwE I pLEYS IJpuwire O vouvesd IUead wluwe IJpuuetsp 99des
IJes9, Idedlsesy.

@ Sign In - Mozilla Firefox — O X

© & https:;//ad.fhlab.com/adfs/ls/?SAMLRequest=nZJPTwIxEMXvflpN77CIAIANSO *o | =

~
Sign in with your organizational account
farfar@fhlab.com|
sscccceee

v
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@ Ten AR - Woapdls Feilio - o W

i 0 & Fhigbuopm. L ! R
SSO Test Succeeded!

! Congratulations on a successful SAML S50 configuration test. Pleasa
clage this window.

lud) W98 "leJIS" 9"lwele" Jdpelogs.

op 1IJlo [Jpld polp IJodgsy IJiwluu§6 vuele Jupdsu SSO gJs CUCM Clywegsle ADFS.
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Spedu lovls B Idgpdss Jopdsy SSO s Unity Connection.
dpe LDAP PE CucC.

. - 0 8% hipeospubhoshishoomicsdminhome.d w B 1t woa =

alielis  Cisco Unity Connection Administration
€00 gy Cinco Unified Communications Eoletions

LAHL Single Sign om

E System Settegs il SAML Single Signon  Refresh  Helo

Ganarsl Corfepirwhon SEO M
Chusher @ Cluster wede [(One metadata (e per duster. Regares malti-server Tomoat certficate)

Il :::""mw Per node (Ore metadats file per rode)
Riestricbon Tables b TR T e Gl Exon P A1 Cmatind Sarvers
Lessreas @
EScheduies
Hobday Sohsdaes
Global Micnamas SAML Single Sign-On  {1- 2ol 3) Rows per Page 50
Subrject Line Formats Sarcar Hema ‘"‘ Ra-lmpan st agty lmport ot Laat Matadats Export S50 Tent
Adtachenent DESCDUOAS - g g
Enterpide Parametens o A :g:r‘h‘ sl 'h L g A 2020 FMALM p“di. I."F?‘:‘Dzi;ﬂ*i?g? fun 230 That...
Saraos Parsmelers omsubhesehlaboom SAML i 14 gflrlﬂ, O30 10:52: 36 AM It.‘ Fis g 28, 2020 S:54:00 PM w1-=m,m2ﬁ$ Bun S50 Test....
Fax Sercer

- LDAR Cunable Samy, S50 Export All Mptadiees Update 1P Metadata Fig Fo Al Dugabled Servers
ZAML Single Sugh on
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Cisco Unity Connection Administration

Far Ciuce Unified Commisnbeaticns Solulisns

Wkt Sarveisd Adctuftl Statul ™

n D&

5 hinpsyfoucpubhere RaBoM, ou sdmin b 6o - @ o

LDAP Austhentication
LOAP Autherbeatsen  Refresh  Help

Saen
- Status

@ s s

FLOAF Awthentication for End Usars
B usa LOWP Authanticetion for End Users
LINAP Manager Dist hed Mame " (i,
LDAP Password® [ ————
Conhirn Pastmnrd®
LOAP User Search Base®”

-m-m-m-mm

[ LOAP Server Infermalion

Haat Mame oo 1P Addrews for Sarver” LOAR Port® Use TLE

E) |m]

10.89. 338338
Add Anether Radordant LDAP Sercer

Save

Fields marked with an astensi (*) are regured.

loveosb Idpuwespso pu LDAP IUss pusop vessu Idow,s Idueses Jo 995Jd Ipguaise
lUss uwsepd eds lzoul, SSO.

Impom Users  Refresh  Help

Sfatus
’-W Fewed 1 LOAP User(s)

Firad Endd Lisars [n | LDAP Directony «

wivere [ idiss | [Baging wieh ||

Import With
"MMTM_MMI w|

Directory Search Redults

Import Seleched Import Al | 25 | Rows Per Page

[0 aes mmmeme Gskeme Ghesemumbe e
O hugshugs hugo hus (102 | .

102

Import Selected Emport all

B users ~
Users
Import Users
Synch Users Save Usar Bagics
B Class of Service aseward %
Class of Sarvice — i et
Class of Service Membership | i J Chemos baeemord ectory
B Templates Roles
User Templates Name Message Waiting Indicators
Call Handler Templates Alias™ Tronsfer Rules
Contact Templates - :
® Notification Templates Rest MR Meosage Settings
B Contacts Last N Caller Input
Contacts Displa Mailbox
B Dastribution Lists
System Distribution Lists 5'?"?'1’ Phone Manu | @cucpubhcsc.fhlab.com
B Call Management Initials  Playback Message Settings
System Call Handlers Title Send Message Settings
Directory Handlers Emplof Message Actions
Interview Handlers .
Custom Recordings LDAP LT
¥ Call Rauting ® Post Gresting Recording
E Message Storage m Notification Devices
Al Sl C}Du
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| System admerstrater ]
B Comtacts

Technicusn
[ Tangnt Adminigtrator
B Distribusion Lists | Liar Admanigtigtar
System Dutribubon Lists

B Cal Marasgement Sove

vslule ogys CUC

Sew 1o od9u B> Bpo wouisd wslule ogysd CUC. gluusle RelyingPartyTrust J CUC
gogpsd wslule wgyswd CUC gloile §9les AD FS gJs ADFS 3.0

s ADFS
Qp Fle Action View Window Help
+ = #m B

b L Sersce
# 2 Trust Relationships
- Clairns Provider Trusts
| Rebying Party Trusts
| Attribute Stores
p 7 Authentication Policies

Despily Maene Erubied Type
Dernce Regstrabion Service: s
CUCM_Cluster_Wide_Relyrg_Party_bust  Yes
CUC_Ouster_Wide_Raling_Party bost  Yes
Byl

1 ADFS ] Retying Party Trusts

WS-Trust / SAML /'WS-Federation  ummr-drscad fnlab com

W 5Truat / SAML /' WS5-Federation cmpubbesc fhiab com

WE-Tast / SAML /'WS-Federation  cucpubhesc fhish com

Yes W5-Trust / SAML /WS -Federation  frlab com-S0000F410TDTREST

W& Edit Claim Rules for CUC_Cluster_Wide_Relying Party.t..| = 2| * |
lesusnce Transfom Rt | lamuance Authorzatn Fules | Delegabon Ahorzation Puss |

| Order Rt bame issued Clams
1 HarmalD ad
7 CUC_Ouster_Side_Clsim_fuie «Sne clam nie

| AcaFue. | | EdeRue.. | | Remove Fue.. |

Iderter

Yiou can configuee B custos claim nde. such be 8 rule that regures mubipls incoming dlaims o that edmcts
chaimg from 3 SOL attsbute store. To configure a cusbor rule, Bype cne o mone eptonal conditions and an
suance stalement using the AD F5 clem nis nguape

Claim el name:

Fule template: Send Claims Using a Custom Fule
Custom rubs:

ci [Type == Lo
“httpi/fechenas . microsolt. coniwa /200806 1deaticy/claims findowsaccount ]
name=]

= ilasue(Iypet =

“http://echemas. ol aoap. org wa 2005/ 05/ identity/clains/ nane Ldentifier™,
Issusr = ¢, [ssuer, Originallissusr = o.0riginallssuer, Value = . Valus,
ValusType = o.ValueType, Propecties

["http://schenas  aml soap . org/we/ 2005708/ identity clainproperties/ format
®] = "prarcasis:nemes:to:SHME:d.O:nameid-format:trensieat™, Propertics
["htep:f/achemas . xmlsoap . ong/wa/ 2005,/ 05/ idensiey clatepropertica / Ramequ
alifier™] = "http://AD.fhlab.con/adfs/services/crust™, Properties

[ "htep: //schemas . ml soap . 00g/wa/ 2005, 08/ Ldenticy/ clalnprope rTies/ spnane
qualifier®] = “cucpubhcsc.fhlab.com™): "
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@ SAML Single Sign on Configuration - Mozilla Firefox - O *

© @& 25 https;//cucpubhesc.fhlab.com/cuadmin/samiSingleSignOnConfigurationWizard3.do?serverName: *» | =

SAML Single Sign on Configuration
SAML Single Sign on Configuration  Refresh  Help

SAML Single Sign on Configuration

r Test SSO Setup

This test verifies that the metadata files are correctly configured and will allow SSO to start up on the servers. This test can be run
on any server for troubleshooting once S50 has been enabled. S50 setup cannot be completed unless this test is successful.

1)Pick a valid username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdP.

! Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator
lockout.

Valid administrator Usernames
farfar

2)Launch S50 test page

Run S50 Test...

Cancel

D &5 hitpsyfoucpubhcsc cusdminframiingleSignOnConfqurationiVizendd.do 1 2 o =

*AML Single Sign on Configuration
Samm Single Sign on Configuration  Refresh

aff 550 Metacata Test Sutsesshl

@ Test SAMNL - Mosils Farefox - (=] X .

0 &% higpe cpubhcoc ihlabuoten/ssosp jpages/ Test S50 LEOPSgE = Irug L =
[

SSO Test Succeeded!
Rows per Page %0 vrl
C tulati ful SAML S50 fi tion test. Plea ::' - e
ongratulations on a successiu configuration test. L1:] — :
1 this window. Filg :g: 28, 2020 5:54:01 PM mm!:mlzz;.zm Run 550 Test...
Fil Apnil 28, 2030 5154100 Py Passad - Apni 29, 2020 =
| POT 11:05:37 &AM POT ot S50 Tt
Close :
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~SS0 and OAuth Configuration

QAuth Token Expiry Timer (minutes) * [so |s0
OAuth Refresh Token Expiry Timer (days) * Iﬁn. |$D
ir for Third P. lien l ]
550 Login Behavior for i0S * [use embedded browser (WebView) w| Use embedded browser (WebView)
QAuth with Refresh Login Flow * [Enabled v | Disabled
Use SSO for RTMT * [True V| True

eunb [Jpol> §6

[ SAML SSO and UCMLDAP ¥ |
None |
SAML SSO authentication
UCM/LDAP basic authentication

SAML SSO and UCM/LDAP

- Bloe cessu puvh Idpuolb§6 eds "puol> 96 SAML SSO" BJu swedy Ju9s gpdle
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[ Enable Kernel-mode authentication

By default, IS enables kernel-mode authentication, which may improve A
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Configuration: ‘localhost” applicatios

g e ADFS JJl oo Kerberos NTLM

olds o 1o AD FS 1JIuos1) 3.0 sogp Il po wy909d9d Kerberos 9o,90999d sy i ds LAN
NT (NTLM) Jio zpse 1Jgpdle wgdld Windows JI seduop luveésle Kerberos sldlg e ol gds
NTLM.

B 1Jze IUlspu: 235 1980 90lds pu 929> Negotiate 9 NTLM Lo ow 1Jpsd s IUsse wp
opdsyop:




L] Internet Information Services (1I5) Manager [=Ta] x |
@ I_ﬂr AD » Sites » Default Web Site » __Ilﬂ o e -

< |0

Fide View Help

Comections @ Authentication Mes

@- L ‘ | & |8 s Chick here to learn how to

'y Start Page ) configure Extended
Girow T Mo G -
493 AD (FHLAB\sdministrator) pby: Ne Grouping Protecticn.

B hicaion reik s ReponseTyre |
Anonymous Authentication Enabled

4[] Setes
b €D Default Web Se ASP.NET Impersonation Disabled Disable
Forms Authentication Disabled HTTP 302 Login/Redir Advanced Settings...
Windews Authentication Enakbled HTTP 401 Challenge Prowiders. ..

poviders L2 I

Enabled Providers:

Megotiate
NTLM

a
- . Select a provider from the list of available providers and click Add
=] Features View || to add it to the enabled providers.

Cenfiguration: "lecalhest” applicationHost.config, <location path="Default

Available Providers:

oJd9su Microsoft Internet Explorer

olds po IJezdd po Internet Explorer > oo 830 > wpdiso IJpuolhbds IJpcdlpds J Windows.



General | security [ Privacy | content | Connections | Programs | Advanced |

Settings
() Do not submit unknown addresses to your auto-search pri »
@ Just display the results in the main window

AL Security
Allow active content from CDs to run on My Computer™®
Allow active content to run in files on My Computer™
] Allow software to run or install even if the signature is inv:
Check for publisher's certificate revocation
Check for server certificate revocation™®
V] Check for signatures on downloaded programs
| Do not save encrypted pages to disk r
Empty Temporary Internet Files folder when browser is d{H
Enable DOM Storage
Enable Integrated Windows Authentication™
[¥] Enable memory protection to help mitigate online attacks™® ™

4 | 10 | r
*Takes effect after you restart Internet Explorer
| Restore advanced settings |
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default | — |
condition.

You should only use this if your browser is in an unusable state.

oK | cancel || Apoly

luolds gusly, ADFS URL oo |.J0ip..$0 > pulbd loowlow > 1Jesl9e







agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



