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daliali  Cisco Unified CM Administration
cisce For Cisco Unified Communications Solutions

System » CallRouting v Media Resources v  Advanced Features » Device »  Applcation v | User Management w | Bulk Administration »  Help

Cisco Unified CM Administration Pags Lajout Prference

Universal Device Template

System verslon: 10.5.2.13501-2
Universal Line Template

Feature Group Templale
Quick UserPhone Add

VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz,

Last Successful Backup: 513 day(s) ago

aliali,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

A‘ad Bm - Call Routing ¥ Media Resources v Advanced Features ¥ Device v Application ¥ User Management + Bulk Administration + Help «

Find and List Universal Device Templates

@ Select All H_H Clear All ﬁ Delete Selected
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System + Call Routing ¥ Media Resources v Advanced Features ¥ Device ¥ Application ¥ User Management ¥ Bulk Administration v Help «

Universal Device Template Configuration

Q Save x Delete  Expand All E:} Add New

* Template Information

Name * | Auto-registration Template |

* Required and Frequently Entered Settings

Device Description | #FirstName# #LastName# (#Pro | /”

Device Pool * | Default v| View Details

Device Security Profile * | Universal Device Template - Moc ~ |

SIP Profile * | Standard SIP Profile -

Phone Button Template * | Universal Device Template Butto = |
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System = Call Routing + Media Resources + Advanced Features + Device =  Application = User Management =  Bulk Administration = Help ~

Universal Device Template Configuration

lu) save I Delete Expand Al 53 Add New
* Device Settings

» Device Routing

» Phone Settings

» Protocol Settings

*» Phone Buttons Configuration

» IP Phone Services Subscription

» Security Settings

* Service Configuration Settings

Information
Directory
sags
Services
Authentication Server
Proxy Server [ Default ]|
Idle [ Override | [ https://10.106.114.151/cucm-uds/private/se

Ide Timer (seconds) [ Override ~ [1 |
Secure Authentication URL
Secure Directory URL
Secure Idle URL
Secure Information URL
Secure Messages URL
Secure Services URL

Services Provisioning * | Default -
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uds/private/selfProvision
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aluli,  Cisco Unified CM Administration
Cisco For Cisco Unified Communications Solutions

System = Call Routing = Media Resources ~ Advanced Features ~ Device =  Application = | User M nent « | Bulk Administration = Help «
Application User
End User
Cisco Unified CM Administration UseriPhone Add DR
SIP Realm Universal Device Template
System version: 10.5.2.13901-2 .
User Settings | Universal Line Template |
VMware Installation: 2 vCPU Intel{R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, | Self-Provisioning Feature Group Tempiate
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Call Routing + Madia Resources ~ Advanced Features ~ Davice =  Application ~  Usar M *  Bulk Admir * Healp =

Systam
Universal Line Template Configuration

(&1 save I Delete Expand All 5 Add New

~ Template Information

Name * | Sample Line Template with T/ [ | Urgent Priority

~ Required and Frequently Entered Settings

Line Description: #FirstName# #LastName# (& /

| Route Partition: PT-Intra - |
Voice Mail Profile: | -

I Calling Search Space: CSS-Inter - |
Alerting Name: #FirstName# #LastName# r’
External Call Control Profile: L=
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alali,  Cisco Unified CM Administration
Cisco For Cisco Unified Communications Solutions

System = | Call Routing ~ Media Resources » Advanced Features + Device » Application ~ User Management ~ Bulk Administration + Help «

Sarver
Cisco Unified CM
Ciseo Unified CM Group

System v CallRouting + Media Resources v Advanced Features ¥ Device ¥ Applicaton v User Management »  Bulk Administration v Help «

Cisco Unified CM Configuration

Q Save % Reset ' Apply Config

r Status

@ Status: Ready

- Cisco Unified Communications Manager Information

Cisco Unified Communications Manager: CM_UCM-PUBLO0 (used by 74 devices)

r Server Information

CTIID 1
Cisco Unified Communications Manager Server* 10.106.114,151

Cisco Unified Communications Manager Name* ||y ycM-pUB10

Description 10.106.114.151
Location Bandwidth Manager Group < None > B

—Auto-registration Information

Universa Device Template® Auto-regist-atior Template

Universa Line Template®  Sample Line Template with TAG usage examples

Starting Directory Numbar* 1000
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wlinl  Cisco Unified CM Administration

CISCO gy cisco Unified Communications Solutions

Systern > Call Reuing » Media Resources ~  Advanced Features ~ Device v A v | User v | Buk

(e

End User
1 i ini i UserPhane Add "
Cisco Unified CM Administration o
SIP Realm
Syst rsion: 10.5.2.13901-2
ystem version User Seltings ¥ Credential Policy Default
VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, Sell-Provisioning Crodential Policy
Assign Presence Usars. Role
Last Successful Backup: 514 day(s) ago Access Controd Group
Application Lisar CAPF Profile
Iser administrator last legged in to this cluster on Friday, February 15, 2019 8:57:30 PM CST, to node 10.106.114.151, from 10.142.18 End Uses CAPF Profile
‘opyright © 1999 - 2015 Cisco Systems, Inc, UC Service
il rights reserved. Sanvica Profile
'his preduct contains cryptegraphic features and is subject to United States and local country laws governing impart, export, transfer and use, User Profila pes not imply third-party authority
tsers are responsible for compliance with U.5. and local country laws. By using this product you agree to comply with applicable laws and reg S. and local laws, return this proc

g9 2. 9 wlupl9s ldw 2ol Idpuwesp 98IJw uube; IJpuwddp 5220 Elud It sh
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Systern +  Gall Routing = Media Rescurces +  Advanced Features v Device v Application v User Management +  Bulk Administration +  Help +

Q Save x Dalata :ﬂa Add Mav

~Status

@ Status: Ready

User Profila

*
Name selfpro

Description

Make this the default User Frofile for the system

—Unlvarsal Device Template

Desk Phones Auto-registration Te molatz View Details
Mobile and Desktop Devices Alto-refqistration Temalats View Details
Remote Destination/Device Profiles  autn-registration Temalata E View Datalls

—Universal Line Template

Universzl Line Template | Sample Line Template with TAG usage examrples View Dctails

- Self-Provisioning

B Allow End User to Pravisisn thalr awn phones
Limit Provisioning once End User has this many paones 1
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allin. - Cisco Unified CM Administration
cisco For Ciseo Unified Communications Solutions

System » Call Routing ~ Media Resources - Advanced Features ~ Device ~ Awlulionv|morllhrwunuﬂv|sulchu‘nm=ﬁei1v Help -

Application User
End Usar

Cisco Unified CM Administration User/Phone Add Page Layout Preference
SIF Realm Universal Device Template

System version: 10.5.2.13901-2
User Settings Universal Line Template

VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, | Seli-Provisioning Fealura Group Tampiats

Assign Presence Users Quick User/Phone Add

Last Successful Backup: 514 day(s) aga

System = Call Routing + Media Resources * Advanced Features + Device * Application =

Feature Group Template Configuration

L) save P Delete 53 Add New

Feature Group Template

Name * | self fg

Description

Features

Home Cluster
[ ] Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Servit
[ ] Include meeting information in Presence(Requires Exchange Presence Gateway to be configured on

Services Profile | Use System Default ¥ | View Details

User Profile | selfpro ¥ | View Details

Allow Control of Device from CTI

"] Enable Extension Mobility Cross Cluster
(] Enable Mobility

(] Enable Mobile Voice Access

Maximum Wait Time for Desk Pickup * | 10000 |
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aliali.  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System w Call Routing »  Media Resources »  Advanced Features » Device v  Application » | User Manag w | Bulk A

Application User
End Usar
Cisco Unified CM Administration UsePhane Add *|  Page Layout Preference
SIP Realm Universal Device Te
System version: 10.5.2.13501-2 rpiata
User Settings ] Universal Line Template
VMware Installation: 2 wCPU Intel(R) Xeon(R) Platinum 8176 CPU @ 2.10GHz, Seli-Provisioning Feature Group Templats
Assign Presanca Usars | Quick UserPhone Add

IJgbb96 2. | Jolds IJpuwegdpsy IJuolsssu IJdsluvssu J CCM o £40956 preses Idozdp
S IUsosd.

System v Call Routing * Media Resources » Advanced Features * Device ¥ Application ¥ User Management v  Bulk Administration * Help »

Quick User/Phone Add

Q Save

User Information

First Name | akash

Middle Narne |

Last Name * | sethi

|

|

|

User ID * | aksethi ‘
v]

Feature Group Template | selffg View Details

Access Control Group Membership

User is a member of:

Access Control Group Membership

User is a member of:

| Standard CCM End Users v 4k =
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Access Control Group Membership

User is a member of:

| tandard CCM End Users v =
Credentials
Use default credential
Password
Confirm Password
PIN
Confirm PIN
Extensions
Order  Extension Line Primary URI/Partition Acti
v | New. / v q;p

Iglogs 3. 3l Jlo pwswpe lugsle pded 2383 lud) D98 228> 99p |l 96 DN 2>55. (Jel 09
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Access Control Group Membership

User is a member of:

| Stendard CCM End Users W =

Credentials

V] Use default credential
Password

Confirm Password
PIN
Confirm PIN

Extensions

Order  Extension 2 1 Line Primary URI/Partition Action

| v )| | )] -
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alil,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = Call Routing v Media Resources » Advanced Features + Device » Application v mwmv|mmmmv Help

Application User
End User |

Nl e e A LY

System = Call Routing * Media Resources v  Advanced Fecfures = Device Application v  UserManagement =  Eulk Administ-ation + Help «

End User Configuration

@&m xDalala o Add New

-User Information

User Status Enabled Local User

User 1D* bksethi

Password T LT TTTrrrTrryr e Edit Credential
Confirm Password S89s0ENIRRRINRSRIIRITIIIISIRRIRIANSRIRIS

Self-Service User 1D 1004

PIN O T T T T T Y T T T YT AT Edit Credential
Confirm PIN DT T T T YT TP T T Y TTT YT PP TP I P I T

Last name* sethi

Middle name

First name akash

Title

System v CallRouting ¥ Media Resources v  Advanced Featuras v Device » Application »  User Management »  Bulk Administration v Help =

End User Configuration

FEL x Deiste /3 Add New

User Locale < Nonz >

Associatec PC

Digest Credentials T T T T TTT YT TP TIT YT PIT PP PINPIn

Confirm D gest Credentials T T T LT T LT T T T rrvrpprapprp T

User Profile selfpro View Details
Name Dialing sethiakash

Number of Digits needed for the Unique AA Name 2




System v Call Rouing v Media Resources v Advanced Fealures v Device v  Appliceticn v UserNaragement v  Bulk Adwinistration ~  Help v

End User Configuration

Q Savz x Delee 01 AddNew

S T e “
Allow Contral of Device from CTI

Enable Extension Motility Cross Cluster

~Directory Number Associations
Prmary Extension 1004 B
IPCC Extensicn < Ngne > B
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Self-Provisioning

~Authentication Mode

Require Authentication
In this mede, users may use their password or PIN to authenticate and provision devices based on the permissions in their User Profile. Additionally, administrators may authenticate on behal
+ Allow authentication for users only(via Password/PIN)
Allow authentication for users(via Password/PIN) and Administrators(via Authentication Code)
Authenticatior Code

© No Authentication Requirec
In this mede, authentization is diszbled during device self-orovisioning. The administrator or end user czn enter a user 1D of self-pravisioning ID into an endpoint and the endpoint will assacii
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o Login Y

PN
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CSubmt | << | Ext | Help
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 Login
.UserID: colreyna

‘

‘-"“q_._
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¢ BECUEERE 1004
« Hello, Colleen 2] =

number 1003. Please select Continue to proceedji s
or Exit to cancel.
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INVALID_DEVICE_MODEL 093z IJzoli Idpesd) £,y Loldz.
MODEL_PHONETEMPELATE_NOT_FOUND Jp scp odsse UDT IJebJse.
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2013-07-23 23:47:43,016 ERROR [http-bio-443-exec-177]
handlers.SelfProvisionHandler - Model phone template is not available.

Solution: Ensure the User Profile has a UDT assigned (the default sample is
fine)

2013-07-23 23:48:25,852 ERROR [http-bio-443-exec-181]
handlers.SelfProvisionHandler - Device Self-Provision is not allowed.

Solution: Ensure the User Profile has “Allow End User to Provision their own
phones” checked.

2013-07-23 23:54:06,039 ERROR [http-bio-443-exec-220]
handlers.SelfProvisionHandler - Device Self-Provision has reached its
device limit.

Solution: Ensure the Usure Profile has a non-zero value in “Limit Provisioning
once End User has this many phones” field.
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