odoso b8 pl3ws IUsdo IJdeds Jp)lzes
ouvlb 1Jeu99J Vs Cisco Unified
Communications Manager

lJpzossle
| Jp, 9506
IJpobJole Il wsé

lJedoule | 0200
AR R

lJodosy

lJo2 9.9 oul o

|, wod wled 13 ble ol oJl>ol
o8 J90le 3o 0Jé

lJp 9500

@uegé o3l ldpuweus Jsdsé wdasu blé p)lBus 1dsde IJdeds (RTMT) Jgrue wuilb 1J9de
lJoeds 9pslzewo WOs pas) IUlouoldle 1Uegzss (CUCM) oy Cisco.

lJpclbdule IJigulusd

IJpobdolo

9028 Cisco Llu oday Jssd pe,s uldesl ose IJeldss:
- 51,6 CUCM

- odysu wuwg CUCM
- ouldd RTMT

IJpdoule 1Jpuuwogrped

ouvows Idpedple 1Jgl)o WOs 03l IUpuwews IJs luoshle Idolez sldpdsule 1debse Ioldso:
- sy Idlogoldle 1Jesesé po Cisco
- blo pyldwo IJsdw IJdeds

e logile Idegdsple 1d9136 W 03l ldpuwews pu Ulzes6 1Je9z936 O wsisé pgpdss ¢luos.

u.)lu a,osg_ IJlaoJo Upuuu@po -._95 o3l Urouuuu.> uudgsu PPUNIT (lwe,luos). bl Jlge

peJ9pl I wl puss

wlJouwes |Js CUCM. ssgp wed w3888 IJobusyd wersele IUodysy Jslzole CUCM ped



s Idleuoldle 9 RTMT IJegesé pu Cisco 9 Cisco Unified Communications Manager 9 CDR
Analysis and Reporting 9 Cisco Unified Service ability.

CAJogwes Jesps 1eslgwds 199,86 9ldzuos): $d8p uved w388l Idebusd wedsele
oJdysu Idpsluvdo [JW99,66 99lzole IJegles ped Cisco Unified Communications Manager IM
91,8 1Jwslzs. 9lsls Cisco Unified IM 90,1806 IJesles B 1Usde IUBe s 98506 1Jp luwds
lJw99,s6 1Je9zso 9ldwslzs pu Cisco.

wlduuwesd J Cisco Unity Connection: ss>gp (wed w8988 lJobousy wersole IJodsy
Jolgole Cisco Unity Connection. 9 Cisco Unity Connection Administration. 9 Cisco Unity
Connection Service. 9 Cisco Personal Communications Assistant 9lJg pJle 1U3s0 Suvwéspsv
slzole wypeé wbous@le Connection REST (APIs).

IJodssu

lowg 030 IJgble Jodssu lpdluss gwed IJes9s9 98020 uved IJes9s@ pu RTMT.

lJgb9s 1. cpdsu uwed IJwsrdsd. luwdd |Js Cisco Unified ServiceAbility > bole > cdosu
wed IJoddsd sopdsy oo ldpedele

s opdsu wwed Jod9sd

. de@(} U!JU5

- opdsu w9s) Iduved

s ouvesd Josdsd IJovuosds (09, pwedle IJosdsd o uosdss uduw IJguluo,
e o980l puzdle IJesdsd Igbss: sdduel wouopy ksuol céssle IJodsse. eds
esd Wpelde souopo wwed IJerdss eoluo, IJos wpe luoldeel sopss ool szsdol:
wpl B 3JI IUSse IJperds.)

odlebs: szu wpdsu 030 IUgsple 98306 Teale w88y 8306 IJuvwds 9018w [ G uwle
wwed Cisco

odpst £0s websd wss) Iduved (Es) p22) sogled uwed Idosdsd Uz IIduss
Jess Idpdudlo.



) Save g Setto Default

- Status:
(D) Ready

~Select Server
Server® cycm1151pub--CUCM Voice/Video ¥ | Go
Apply to All Nodes
~ Application Audit Log Settings
Filter Settings
¥ Enable Audit Log
¥ Enable Purging
¥/ Enable Log Rotation
¥ Detailed Audit Logging

Remote Syslog
Server Name?! Remote Syslog Audit Event Level Debug ¥

Output Settings
Maximum No. of Files® 359

Maximum File Size (MB)*= |3

Notification Settings
Warning Threshold for Approaching Log Rotation Overwrite (%) g0
~Database Audit Log Filter Settings

¥ Enable Audit Log Debug Audit Level Database Updates v

QOutput Settings

#| Enable Audit Log Rotation
Maximum MNo. of Files™ 40

Mao. of Files Deleted on Log Rotation™ 2

Save || Set to Default

lJgb9é 2. spdud IJTe !,_)ug,'a)lro RTMT Jg)yue uwedle IJes$sd. lwee 9 wed 1J>¢9d |Js Cisco
RTMT. luold IJs uble > bole > gluo ywed IJeslzed 9225 1Ug 86 IJos wiss pldus [duuslb

I,o|;)o|.

IUgho96 3. 22> yuedle AuditApp 900 Slised IJozass 9lge, pJu log lJp)g90. Swp w@3Sp &H)u2
Jigsle pdos Iduwed 1Jpess.



file System Volceideo AnalysisManager (10 and Presence Edit Wiindow  Application  Help

Real Time Monitoring Tool ¢

18 Summary § Selecta Node | cucm1151pub.ad.erieite.com | (] Auto Refresh
System Summary g
[ Logs |
S enver 3 Lo§
CPU and Memaory E DN.IMI\.DD Logs
Frocess || & B wehive
DiskUsage | D Auamooo00iziog
- P cisco Unified 05 Lags
[ critical Senvices .
Harmante ;
Performance E
Pefarmante LW Wiewer 3‘ e e e e T e T e S T
ols % Date | UsedD Iulumjmmr[ EventType m\[
Aaft Contral 082472017 16:3704752  admin [641011_Eror  UserLogging \Cisco CallManag
2 |08/242017 163706257  |admin 64, 101.1... Error Use Clzco CallMana
2 J } UserLogging J J°
Trace & Log Central 08242017 16:37:17.131  |admin 64.101.1._ Error UsenLogging [Cisco SOAP S
J Job Stakus 0822472017 16:4031.716__admin 64.101.1_ Error User_ogging [Cista Trace Colle
- |[08:25:2017 15:18:37.030  |admin |64.101.1._. Error UserLogging Clsco Calidanaga
$ SysLog Viewer  [08252017 151838314 |agmin 64.101.1._ Error UserLegging [Cisco CallManage
WT 082572017 15:18:48.385 | admin 64.101.1_ Error UserLogging [Cisto SOAP Senve
E-j OR252017 15:20004.751  [admin 64 101.1_ Error UserLogging Cisco Trace Colle
@-‘lﬂ-ﬂ“ﬂ“ - |082872017_15:09:15698 64.101.1_ Emor [UserLogging [Cisto CallManagea
 |0arai2017 150915751 | 64.101.1.. Error UserLogging Cisco Callanage
08282017 150028006 admin [64.101.1_Eror  UserLogging \Cisco CallManage
-/ [08228/2017 150920053 |admin |64.101.1._. Error UserLogging Clsco Calldanaga
2 [08:2812047 15:09:48575  |admin |54.904.1... Errer Ugerlegping Cisco Calllanaga
08282017 150048720 | admin [64.101.1_Eror UserLogging \Cisco CallManage
- [0828:2017 15:11:32000  |admin |64.101.1._. Error UserLogging Clsco Calidanaga
Ef-: 08282017 1511:32142  [admin 64.101.1._. Error [Usenogging [Cisco CallManagd
o 0F2RM0IT 151427.341  admin ﬁ-ﬂ 101.1. Errn:-r UserLogging Cisco Calldanage
'II - [08:28:2017 151428861 |admin ﬁ-l 101.1_ [Error User_ogging [Cisco Calllanags
08282017 151438874 | admin [64.101.1._ Error Use
 |o/2812017 163350695 admin 64.101.1._. Error UsiiLogging
08282017 16:3351.844  admin 64.101.1.__ Error UserLogging
- [0872872017 163401460 |admin |64.101.1._. Error Uselogging
 |08/29/2017 132512187 admin [10.201.2_ [Emor UserLogging
VolceVideo ?; WW Adonin ANA2 Errar Llsad saonion
(:
| Analysisianager : | Refresh ” Clear || Filter || Clear Filter || Find || save |
.-‘
IM and Presence f =
5 e s T

lJglb9os 4. 23> IJbaIJ lJelbdow PIOSU Joue wusluosd I.J@u Ula)s WO o3l Idpeld: Jrsul
wzd ©3388 blp) 9lzes wlo, 1Jlsle, (CLI) IUss suivs) [Js 1die) sShow o wo 1Uss wpe lz)ldo
gJs 1Je$>6. cuem1151pub. 25> IJls 8906 3le Lo9,6 LoWeosy Juuwt wlluosd IJouusoe

lJos spdu Juo@ol Bs pdly 1.



| —

Fesmat  View Help

|[EventStatus: Success
|CompulsoryEvent: No
und1tcategory AdministrativeEvent
|cumpnnent1n CLI correlationID :

Node ID: :ucmllilpub

AuditDetails: Attempt to access data was

User has access rights for LI
command-> show myself
[;llp ID: Cummand Line

C

{ show Devsr — ot
("Log |
11 Date ORZA0MT 13:56:13.541 | Untitied - Mobepad
Userilc admin [rite Ece
ChentAddress
Savarity: Inéo
EveniType: CLICommand
Resourcehcce.. GengricCLl
EveniStatus:  Success
CompulsoryEy... Mo
AusditCategory:  AdministrathEvent successful.,
Gmmmuﬂ& CLI CoarelatomiD : N
ARempd ko 300855 dala was succasshul. Liser has acces. .
.i.wﬂc Command Ling uster
Clrster Il
Node I cucm 1151 pub
r | s [ B || cos

DEB20AT 1525001838

AR AT bR AT Aa asdaaia

T T T T

o

[leed]

A A hada

odpse: o Elus IJIzesh Jdosse Idoddliss Jopdsu Idoprsole IUsulpsdss

Jbeldle Idgwed voew ebue uved 1delees.

lJoedd po lJuoes

Jl s92> eldsl lple JJozdd pu wogs o3l IJodsso.

lwedunldd IJigble gl oJlzol

Jl ooy, E_IJ§T ped9ple perso Jlgwod vl Ui'a]olc sluadlzol Josl IJodssu.

pEJ_9p|C; Slo LoJé

¢ W, 968,9 Iesble ooy |



/content/en/us/td/docs/voice_ip_comm/cucm/admin/11_5_1/Admin/cucm_b_serviceability-admin-guide-1151su1/cucm_b_serviceability-admin-guide-1151su1_chapter_0111.html#CUCM_RF_A9B71A1A_00

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



