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Cpw IJpuwlops w9luulbé Mateusz Olszowy. poysw Cisco TAC.

2. JsV Sop wEisu Idgvoble §

Swp weisu lduvoble Vs uble ldpdle 935Jd B §less ldouslule: 9o @§9p 2306 CN
veilpouwol Lo IUg®s. welbbs o)lgsuo wblp Idpdule quu§5o I&_Js ou wldsue DB.

zolod Wless Idoslule:

- Idgivelss - sgu Jlws ol osd Idubolss pod 1Jpso9e 9ldpeuos) sldeuwdund 9lduiolss
vouuwsd PEM.|Jg.

- CertificateServiceServiceltemFicatemap - MAPP oo IJuuolsé 9u9g Iduwolss gds gwosd
|Jeeld CallManager-Trust 9 CAPF-Trust

- CertificateHashmap - e ssu wsuo lduuolss gldozjss 1Jglues wlduuoelss

- CertificateProcessorNodemap - MAPP wsu IJuol>é 9 processNode

- CertificateTrustRolemap - MAPP wsu lJJuol>é 9 role_enum

- TYPEecertificateservice - ¢,)lsb spdu Ideey) edsol WBs



CERTIFICATIONateservicecertificatemap |Js io_9|g_ lJuwoble (ped tomeat. tomcat-trust.
callmanager. 9! |Js 3J9)
lJogisu Vs uble lJeJule:

Aduwoble: Idpdele IJgle (Guolsé X509 - Suolsé ¢luoé) (.der g .pem woouuwsd -description)
9lsuol vouuwsd PKCS-12.

Idedlose tpsolz Elus sewble p)9, 9 CSR. :

- gwols 1Je96: JIws I uoble 1Jpse9.8 wol (.der g .pem Format) 9ls_ol wougusd PKCS-
12 KeyStore.

VP9 puvble:
/usr/local/cm/.security/CallManager/
/usr/local/cm/.security/ CAPF

/usr/local/platform/.security/tomcat

sz Isdsd 1Jd,es J Trust-Certs e Js houlble 50586 ouis) [Js pdule .pem sle I ele
eluod cudsu pu wriisé OpenSSL youvdd wesses -0 1dpded IUss sedu luveslpe Jpd))
el sY9u bsd v Idogiss Idos wp logbldol. bze 1Us Idpeld IUclds:

[root@cucmpub trust-certs]# pwd
/usr/local/cm/.security/CallManager/trust-certs

[root@cucmpub trust-certs]# ls -1 cucmpub.pem
-rwxr-xr-x 1 certbase ccmbase 993 Mar 15 2013 cucmpub.pem

[root@cucmpub trust-certs]# openssl x509 -noout -hash -in cucmpub.pem
5eb51e07

[root@cucmpub trust-certs]# 1ls -1 5eb51e07.0 lrwxrwxrwx 1 certbase ccmbase 11 May 13 17:16
5eb51e07.0 -> cucmpub.pem

3. b6 gled eJs wuopspe CertMgmt 9 Certificate CN

swpl swp wgpsd lduvol>s Jopy LoWzs Lo ublp lJouvgsd: vop Jolwos IJpdd couuwsd
PEM 9.DER |J:s 0ble IJpJB 90235 zol9J DB.

SOp wuwg 030 Idguoble wes 3 pu edld IJuuwg Idpopled J8less IJoslole [Js 1dedo
IIs ws wble lJpzeses.

Swpe luodle g0 ig,glg_ lJowobsle woluwlbo ng§6 "IJledle vogss) I.Ju'bobé:a ou Cisco" eJs
lJews [Jogsré 9swp wgpsdol eds uble Ipdole wyluubé 030 1Ugpdsé o wol.

sop ledle gpdsé "IUledlo wogss) IJuvolsé pu Cisco" Lldogss)le IJos aljl gds odo
|Jz>lod: CERTIFICATE and CERTIFICATEeservicecertificatemap.

Swpe wdysy IJdgvoble IJos swpe ldzue9d edsol pu gJIJ "ledle wgss) Jvolss Cisco" W
pJV IJodssy IJelds /usr/local/platform/conf/certM.conf:

CHANGE_NOTIFICATION_UNIT=tomcat.tomcat-trust.directory-trust.CallManager.Phone-SAST-
trust.CallManager-trust
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gJadlb eds pilpws Jlé Idvoblu 95w p wdosy 9236 [Jugdse odo wuvdd gs> Vs IUpJw
leJlo: CN_SYNC_TIMER=1800

wee? wgesdoli sup lple lduuwe Idpwpled eds 1deds Idogsss sogpsdol ould lsuol eds
uble IJpdle: ywog)uo LoWzs puuysd uble IJogvgsd IJuvoble.

po 1Jpoe pdleos 1o LoBzs puwdsd wble IJoubésd szest 1Je2ele 1Jigs o)l Iubelle pu
uble IJpduVle 9dsuw pu Vlgs6 IJoslule.
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Suwsds ldlsale:
CM - blo Idgielss (spedu 1dgey) eds Iduwedle opu 'Blisps 1UpJle activeModel
platform/log/certMgmtXXXXX.log")



CERTcn - 8506 IJledlp wogss) Iduvolss (Sedu Idewy) eds Iduvedle Lopeyu 'File list
activeVelog platform/log/certCNXXXXX.log')

o Jé wuwews IUs pzesgés CUCM 9.1.2.10000-28. ¢ §>lu:
PUB. IP:10.48.46.29. hostname:CUCM861
W9,es: IP: 10.48.46.30. hostname:CUCM861s

Sop vddSe lduvoble Vs LoWRs bLs wble IJoubgsd pe 1LSe Jouwdwds voouwsd
EUinS- $I9p DB wugisu ol 1,8 lduble IUgwlgus IJediss. Jogssd 1dLGle
IJounduwdséd wso IJuosés Iduwluuss 1JgLinss/DEC. spdod luwagsle 030 1Jbls &)

Jloeyow.
Sewds duoluole IJuved eds weuo IJogdsdle (p5ér8s. owsl o ).
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I oepsd IJuvolsé 39l

v Swp wgisu lduvolye Vs uble IJpdvle L9luulbs CM.
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rtificate List

3335 Generate New E"% Upload Certificate/Certificate chain Download CTL IEE Generate CSR

Status

@4 records found

Certificate List (I - 4 of 4)

Find Certificate List where Certificate Name « begins with « tomeat

Upload Certificate fCertificate chain
5@ Upedfie [T} ciose

Generate hew I[ Upload Certificate/Certificate chain ” Download CTL H Generate CSR I

Certificate Name Certificate Type .PEM Fila = = =
torrEat s p——— @ Upload Certificate/Certificate ¢ Mozilla Firefox _
tomncat-trust trust-certs CUCME61.pem : =

2 = - @ https://ghnizdur-1:8443/cmplatforr/certificateUpload.da
torncat-trust trust-certs CUCME61s .pem
torncat-trust trust-certs VeriSign Class 3 Secure Server CA - G3.pi

rStatus

@ Status: Ready

] rUpload Certificate/Certificate chain

Certificate Name* tomeat-trust

Description
LlJpIoad File Przegladaj.

torncat.pem

| = | Upload File

@ *- indicates required iterm.

Certi
@Oemam Eamcmlrummm [unmmcn [E%mmcsn

ate List

status
(@) 5 records found

Certificate List (I -5 of 5) Row
Find Certificate List where Certificate Name v | begins with ' [torcat (=]
Certificate Name Certificste Type .PEM File \DER File Description
LEE fomeat.der Self-signed certificate generated by system

tomcat-tru trust-certs CUCMIX der Signed Certificate

o TP CUCMES] . der Trust Certificate
tomcat-trust trust-certs | CUCMBE]s.der Trust Certificate
‘tomcat-trust trust-certs WeriSign Class 3 Secure Server CA - G3.pem VeriSign Cl rver CA - .der Trust Certificate

[ Generate New ][ Upload Certificate/Certificate chain ][ Download CTL [ Generate CSR. ]

@ Upload Certificate/Certificate chain - Mozilla Firefox

B hitpsi//ghnizdur-1:0443/ crplatform/certificateUpload.do

Upload Certificate/Certificate chain
f‘:& UploadFile [T Ciose

ﬂ@ Success: Certificate Uploaded l

~ Upload Certificate /Certificate ch

Certificate Name* tomcat-trust bl
Description
Upload File Hie wybrana pliku.

- (omage)

@ *. indicates required item.
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Certificate Configuration

x Delete E'L Dovvnlozd

rStatus

@ Status: Ready

— Certificate Settings

File Marme CUCMIx.pem
Certificate Mame tormcat-trust
Certificate Type  trust-certs
Certificate Group product-cpi
Description Signed Certificate

r Certificate File Data

E'l.-'ersian: w3 \ b

Serial Number: 16250316173085121321756988869658995890998
Zignaturealgorithrm: SHAZS6withREA (1,2.840,113549,1.1.11)
Issuer Mame: L=Krakow, ST=Malopalska, CHN=CUCM3x, OU=TAC, O=Cisco Systems, C=PL
Validity From: Mon Aug 04 15:19:07 CEST 2014

To: Sat Aug 03 15:19:06 CEST 2019
Subject Mame: L=Krakow, ST=Malopolska, CN=CUCM2x, QU=TAC, 0=Cisco Systemns, CT=PL
Key: RSA (1.2.840,113549.1.1.1)

N Kex value: _
3082010a02582010100chd 2282338208965 2fe0180H0b09513a32bec0771c1184052tb2ba3b96aafeace37eld00z964115daf0f6a

a8 2ffIc0zf09329fSeca7E409225eafcSc31606ac05e92dde2 30004fd 3cal 636664091 G805Td 3haeleda 7 7f7d0S 7 Ef1fdGeSe5e55 |
553097508a6954b7c5af72abacatlaezbecfliad32adaf520c82a6d8561d0ea3d475f6e995ch28b2499878452b972715badeedds
3376d884bb7fO7050b674d0b12fdb33bal56dch32a98b 924 1d7 604066 boeafE 012307806633 adbddbdBes11cB262 3390042
69z2f2d123c7dbbedidaetacdbafe 74 a60bbolo?5372228de3d90a72a6e49138a220b5a58db35304de72f91893e3126745desf237
65ab910203010001
Extensions: 3 present
[
Extension: KeylUsage (OID.2.5.29.15)
Critical: false
Usages: digitalSignature, keyEncipherment, dataEncipherment, keyagreement, keyCert=Sign,

.3

m

Extension: ExtkeyUsageSyntax (OID.2.5.29.37)
Critical: false -
lUsage nids: 1.36.1.55.7.3.1,1.3.6.1.557.3.72, 1.3.6.1.5.5.7.3.5,

—’ Delete l [ Download ]

|J_)k§p IJUL)UJL).UJQ_S Jé.}_)g";o' |.Ja.)._§.)5:
>Suwpew: 16250316173085121321756988696899890998
hex: 7A40F8743A793B44FE802B5F3E1E6F36

opw Jolus Idgiuoels Vs uble IJeddle (Jvoowg 030 IUgpdss Vs IJgbsle IJoldso)

[root@CUCM861 tomcat]# pwd
/usr/local/platform/.security/tomcat
[root@CUCM861 tomcat]l# 1ls -la

total 40

drwxr-xr-x 5 root root 4096 Apr 4 12:47

drwxr-xr-x 5 root root 4096 Apr 4 12:47 ..
drwxr-xr-x 2 certbase ccmbase 4096 Aug 2 23:36 certs
drwxr-xr-x 2 certbase ccmbase 4096 Aug 2 23:36 keys
drwxr-xr-x 2 certbase ccmbase 4096 Aug 4 15:21 trust-certs



[root@CUCM861 tomcat]# 1ls -la certs
total 48
drwxr-xr-X 23:36

12:47 ..

23:36 tomcat.der

23:36 tomcat.description

certbase ccmbase 4096 Aug

drwxr-xr-X root root 4096 Apr

-TWXY-XY-X certbase ccmbase 939 Aug

-TWXY-XY-X certbase ccmbase 64 Aug

-TWXY-XY-X certbase ccmbase 2598 Aug 23:36 tomcat.keystore

I = )
NN NN

-TWXY-XY-X certbase ccmbase 1326 Aug 23:36 tomcat.pem

[root@CUCM861 tomcatl# 1ls -la trust-certs total 140 drwxr-xr-x 2 certbase ccmbase 4096 Aug 4
15:21 . drwxr-xr-x 5 root root 4096 Apr 4 12:47 .. lrwxrwxrwx 1 certbase ccmbase 11 Aug 4 15:21
101£f99a6.0 -> CUCM861.pem lrwxrwxrwxX 1 certbase ccmbase 10 Aug 4 15:21 25ffab9b.0 -> CUCM9X.pem
lrwxrwxrwx 1 certbase ccmbase 42 Aug 4 15:21 7e0370f0.0 ->

VeriSign_Class_3_Secure_Server_ CA_-_G3.pem

-rwxr-xXr-x 1 certbase ccmbase 939 Aug 2 23:36 CUCM861.der

-rwxr-xXr-x 1 certbase ccmbase 44 Aug 2 23:36 CUCM861.description

-rwxr-xXr-x 1 certbase ccmbase 1326 Aug 2 23:36 CUCM861.pem

-rwxr-xXr-x 1 certbase ccmbase 941 Aug 2 22:51 CUCM861ls.der

-rwxr-xXr-x 1 certbase ccmbase 44 Aug 2 22:51 CUCM86ls.description

-rwxr-xXr-x 1 certbase ccmbase 1330 Aug 2 22:51 CUCM861s.pem

-rwxXr-xXr-x 1 certbase ccmbase 953 Aug 4 15:21 CUCM9X.der

-rwxr-xXr-x 1 certbase ccmbase 45 Aug 4 15:21 CUCM9X.description

-rwxr-xXr-x 1 certbase ccmbase 1346 Aug 4 15:21 CUCM9X.pem

lrwxrwxrwx 1 certbase ccmbase 12 Aug 4 15:21 dOaacffb.0 -> CUCM861ls.pem
-rwxr-xXr-x 1 certbase ccmbase 4939 Aug 4 15:21 tomcat-trust.keystore

-rwxXr-xXr-x 1 certbase ccmbase 1520 Apr 4 12:47 VeriSign_Class_3_Secure_Server_CA_-_G3.der
-rwxr-xXr-x 1 certbase ccmbase 44 Apr 4 12:47 VeriSign_Class_3_Secure_Server_CA_-

_G3.description
-rwxXr-xXr-x 1 certbase ccmbase 2114 Apr 4 12:47 VeriSign_Class_3_Secure_Server_CA_-_G3.pem

[root@CUCM861 tomcat]# md5sum trust-certs/CUCMOX.pem ala2el2a42e4bbbfl10655¢9b299839d49 trust-
certs/CUCMI9X.pem

Jol oys wp wgisu lduvoelss 1Uzrs36 WS >Jsd IJgvoble 1Jesesd wol. wpe luvegsle [Jlgwe
IJuulise (1J3s suwlas luwp Idpuosd Jg @936 CUCM) Jlupe pdd. J 9> wp g dlbo J .pem g.der.
Jol wp logile hooll Hejs 25ffab9b.0 -> CUCM9X.pem 9o oo |olds Lol |Js tomcat-
trust.keystore. ]
Rl ©89p wpdbus Idpzese U2l MDS Jodo Idesze eds IJedr6 IUd,es6 Jlowle 1o
030 05 U lJvolrs.

w. g0l 0dds vlb)é e, @ool eds GIJ.__SL.é._ségag_éJb lJuiol>s Ws uble IJpdVle. oo ywgd CM
(IJogdsule vs Idguoluod ez )06 wusl o ##):

2014-08-04 15:21:21,116 INFO [main] - log4j configuration successful.
2014-08-04 15:21:21,239 INFO [main] - IN -- CertMgr.java - mainInternal (args) -
2014-08-04 15:21:21,241 INFO [main] - decode

## import is the operation that will be performed

2014-08-04 15:21:21,241 INFO [main] - op:import

2014-08-04 15:21:21,241 INFO [main] - type:trust-certs
2014-08-04 15:21:21,241 INFO [main] - unit:tomcat-trust
2014-08-04 15:21:21,241 INFO [main] - src-
cert:%2Fusr%2Flocal%2Fplatform%2Fupload%2Fcerts%2Ftomcat . pem
2014-08-04 15:21:21,241 INFO [main] - cert-
dir:%2Fusr%2Flocal%2Fplatform%2F.security%2Ftomcat¥2Ftrust-certs
2014-08-04 15:21:21,241 INFO [main] - key-
dir:%2Fusr%2Flocal%2Fplatform%2F.security%2Ftomcat%2Fkeys
2014-08-04 15:21:21,241 INFO [main] - rootCA-cert:Dummy+Root+cert
2014-08-04 15:21:21,241 INFO [main] - trust-

dir:%2Fusr%2Flocal%2Fplatform%2F.security%2Ftomcat%2Ftrust-certs
2014-08-04 15:21:21,241 INFO [main] - logfile:%$2Fvar%2Flog%$2Factive%$2Fplatform$2Flog%2Fcert-



mgmt . log

2014-08-04 15:21:21,241 INFO [main] -
resultfile:%$2Fvar%2Flog%2Factive%$2Fplatform$2Flog%2Fcertde-info.xml
2014-08-04 15:21:21,241 INFO [main] - description:Signed+Certificate

2014-08-04 15:21:21,294 INFO [main] - Parsed information
2014-08-04 15:21:21,294 INFO [main] - OrgName: CISCO
2014-08-04 15:21:21,294 INFO [main] - OrgUnit: TAC

2014-08-04 15:21:21,294 INFO [main] - Location: KRAKOW
2014-08-04 15:21:21,294 INFO [main] - Country: PL

2014-08-04 15:21:21,294 INFO [main] - State: MALOPOLSKA
2014-08-04 15:21:21,294 INFO [main] - Hostname: CUCM861
2014-08-04 15:21:21,294 INFO [main] - AlternateHostname: null
2014-08-04 15:21:21,294 INFO [main] - Domain Name:

]
]
]
]
]
]
]
]
]
2014-08-04 15:21:21,294 INFO [main] - IPAddress: 10.48.46.29
]
]
]
]
]
]
]
]
]

2014-08-04 15:21:21,296 INFO [main] - In parseXML()

2014-08-04 15:21:21,359 INFO [main] - FQDN Name retrived by InetAddress : CUCM861
2014-08-04 15:21:21,360 INFO [main] - CN: CUCM861

2014-08-04 15:21:21,360 INFO [main] - Temp before mod is

2014-08-04 15:21:21,361 INFO [main] - Temp afer mod is TAC

2014-08-04 15:21:21,361 INFO [main] - Temp in else is TAC

2014-08-04 15:21:21,361 INFO [main] - Temp before mod is

2014-08-04 15:21:21,361 INFO [main] - Temp afer mod is TAC

2014-08-04 15:21:21,361 INFO [main] - Temp in else is TAC

2014-08-04 15:21:21,361 INFO [main] - OuFields are TAC

2014-08-04 15:21:21,361 DEBUG [main] - Field after encoding: TAC
2014-08-04 15:21:21,361 DEBUG [main] - Field after encoding: CISCO
2014-08-04 15:21:21,362 DEBUG [main] - Field after encoding: KRAKOW
2014-08-04 15:21:21,362 DEBUG [main] - Field after encoding: MALOPOLSKA
2014-08-04 15:21:21,362 DEBUG [main] - Field after encoding: PL

2014-08-04 15:21:21,366 INFO [main] - OU field is :TAC

2014-08-04 15:21:21,366 INFO [main] - SubjectDN

CN=CUCM861, OU=TAC, O0=CISCO, L=KRAKOW, ST=MALOPOLSKA, C=PL

2014-08-04 15:21:21,366 INFO [main] - IN -- CertMgr.java - getCertMgrObj(unit) - tomcat-trust
2014-08-04 15:21:21,386 INFO [main] - OUT -- CertMgr.java - getCertMgrObj -
com.cisco.cpi.certMgmt.manager.TomcatCertMgr@l62dbb6

2014-08-04 15:21:21,386 INFO [main] - Dummy loadProperties

2014-08-04 15:21:21,386 INFO [main] - IN -- CertMgr.java - doOp(info) -

2014-08-04 15:21:21,387 INFO [main] - IN -- DefaultCertMgr.java - importCert (info) -
decode: true

op: import

unit: tomcat-trust

keystoreUnit:tomcat-trust

logFile: /var/log/active/platform/log/cert-mgmt.log
resultFile: /var/log/active/platform/log/certde-info.xml

keyDir: /usr/local/platform/.security/tomcat/keys

certDir: /usr/local/platform/.security/tomcat/trust-certs
srcCert: /usr/local/platform/upload/certs/tomcat.pem

type: trust-certs

rootCACert: Dummy Root cert

trustDir: /usr/local/platform/.security/tomcat/trust-certs
DNAME : CN=CUCM861, 0U=TAC, O0=CISCO, L=KRAKOW, ST=MALOPOLSKA, C=PL

description:Signed Certificate
isDBInsert:true

2014-08-04 15:21:21,387 INFO [main] - IN -- DefaultCertMgr.java - loadInputCert (info) -
2014-08-04 15:21:22,246 DEBUG [main] - Loading RSA providers explicitly...

2014-08-04 15:21:25,159 DEBUG [main] - RSA providers are loaded explicitly...
2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.l=JsafedJCE

2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.2=RsaJsse

2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.3=BC

2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.4=SUN

2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.5=SunRsaSign

2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.6=SunJSSE

2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.7=SunJCE



2014-08-04 15:21:25,159 DEBUG [main] - New security.provider.8=SunJGSS
2014-08-04 15:21:25,160 DEBUG [main] - New security.provider.9=SunSASL
2014-08-04 15:21:25,160 DEBUG [main] - New security.provider.l0=XMLDSig
2014-08-04 15:21:25,160 DEBUG [main] - New security.provider.1l1=SunPCSC

2014-08-04 15:21:25,160 INFO [main] - IN -- RSACryptoEngine.java - loadCertificates(..) -
2014-08-04 15:21:25,160 INFO [main] - IN -- RSACryptoEngine.java - loadCertificate(..) -
2014-08-04 15:21:25,772 INFO [main] - OUT -- RSACryptoEngine.java - loadCertificate -
2014-08-04 15:21:25,772 INFO [main] - OUT -- RSACryptoEngine.java - loadCertificates -
2014-08-04 15:21:25,772 INFO [main] - OUT -- DefaultCertMgr.java - loadInputCert - Successfully

loaded input cert

2014-08-04 15:21:25,772 DEBUG [main] - Checking validity of cert

2014-08-04 15:21:25,772 INFO [main] - Verifying certificate

L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O0=Cisco Systems,C=PL

2014-08-04 15:21:25,772 INFO [main] - IN -- CertUtil.java - parseCNfromDN (DN, sSearchStr) -
2014-08-04 15:21:25,773 DEBUG [main] - parseCNfromDN( certSubjDN:

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O=Cisco Systems,C=PL')

2014-08-04 15:21:25,773 DEBUG [main] - Truncating CN 'CUCM9X,QU=TAC,0O=Cisco Systems,C=PL' ->
'CUCMOIX"

2014-08-04 15:21:25,773 INFO [main] - OUT -- CertUtil.java - parseCNfromDN -

2014-08-04 15:21:25,773 DEBUG [main] - Parsed CN 'CUCMI9X' from DN

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems, C=PL'

2014-08-04 15:21:25,773 INFO [main] - trying to load cert from trust store
::/usr/local/platform/.security/tomcat/trust-certs/CUCMIX.pem

2014-08-04 15:21:25,773 INFO [main] - cert not available in trust store

: :L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco Systems,C=PL

2014-08-04 15:21:25,773 INFO [main] - IN -- DefaultCertMgr.java - importTrustCert(info, cert) -
2014-08-04 15:21:25,773 INFO [main] - IN -- DefaultCertMgr.java - saveToTrustStore(info, cert) -
2014-08-04 15:21:25,773 INFO [main] - IN -- DefaultCertMgr.java - saveTrustCert (cert, targetDir,
certType) -

2014-08-04 15:21:25,773 INFO [main] - IN -- CertUtil.java - parseCNfromDN (DN, sSearchStr) -

2014-08-04 15:21:25,773 DEBUG [main] - parseCNfromDN( certSubjDN:

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O=Cisco Systems,C=PL')

2014-08-04 15:21:25,773 DEBUG [main] - Truncating CN 'CUCM9X,QU=TAC,0O=Cisco Systems,C=PL' ->
'CUCMOIX!

2014-08-04 15:21:25,773 INFO [main] - OUT -- CertUtil.java - parseCNfromDN -

2014-08-04 15:21:25,773 DEBUG [main] - Parsed CN 'CUCMI9X' from DN

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems, C=PL'

2014-08-04 15:21:25,773 INFO [main] - IN -- CertUtil.java - parseCNfromDN (DN, sSearchStr) -
2014-08-04 15:21:25,773 DEBUG [main] - parseCNfromDN( certSubjDN:

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O=Cisco Systems,C=PL')

2014-08-04 15:21:25,774 DEBUG [main] - Truncating CN 'CUCM9X,0U=TAC,0=Cisco Systems,C=PL' ->
'CUCMOIX!

2014-08-04 15:21:25,774 INFO [main] - OUT -- CertUtil.java - parseCNfromDN -

2014-08-04 15:21:25,774 DEBUG [main] - Parsed CN 'CUCMI9X' from DN

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems, C=PL'

## cert will be stored in filesystem with below filename (which is CN retrieved from
certificate)

2014-08-04 15:21:25,774 DEBUG [main] - target filename for imported cert: 'CUCM9X.pem'
2014-08-04 15:21:25,774 DEBUG [main] - existing certificate with same filename not found.
2014-08-04 15:21:25,774 DEBUG [main] - Saving PEM encoded cert
'/usr/local/platform/.security/tomcat/trust-certs/CUCMIX.pem'

2014-08-04 15:21:25,776 INFO [main] - IN -- CryptoUtil.java - saveAsPEM(..) - File
/usr/local/platform/.security/tomcat/trust-certs/CUCMIX.pem
2014-08-04 15:21:25,796 INFO [main] - OUT -- CryptoUtil.java - saveAsSPEM -

2014-08-04 15:21:25,796 DEBUG [main] - Saving DER encoded cert
'/usr/local/platform/.security/tomcat/trust-certs/CUCMIX.der"
2014-08-04 15:21:25,797 INFO [main] - OUT -- DefaultCertMgr.java - saveTrustCert -

## saving it to key store

2014-08-04 15:21:25,797 INFO [main] - IN -- TomcatCertMgr.java - saveToKeyStore(..) -
2014-08-04 15:21:25,797 INFO [main] - IN -- RSACryptoEngine.java - saveToKeyStore (keystoreFile,
keystorePass, x509Certificate, alias) -

2014-08-04 15:21:25,797 INFO [main] - IN -- RSACryptoEngine.java - loadKeyStore (keystoreFile,



keystorePass) -

2014-08-04 15:21:25,981 INFO [main] - OUT -- RSACryptoEngine.java - loadKeyStore -
2014-08-04 15:21:25,981 INFO [main] - Size of the keystore before import is : 3

2014-08-04 15:21:25,982 INFO [main] - Importing certificate : CUCM9X

2014-08-04 15:21:26,023 INFO [main] - Size of the keystore after import is : 4

2014-08-04 15:21:26,023 INFO [main] - OUT -- RSACryptoEngine.java - saveToKeyStore -
2014-08-04 15:21:26,023 INFO [main] - OUT -- TomcatCertMgr.java - saveToKeyStore -
2014-08-04 15:21:26,023 DEBUG [main] - TrustCert description filename : 'CUCM9X.description'
2014-08-04 15:21:26,024 INFO [main] - IN -- DefaultCertMgr.java - createDescriptionFile (name,
description) -

2014-08-04 15:21:26,024 INFO [main] - description is :Signed Certificate

2014-08-04 15:21:26,024 INFO [main] - OUT -- DefaultCertMgr.java - createDescriptionFile -
2014-08-04 15:21:26,024 INFO [main] - IN -- DefaultCertMgr.java -

setOwnershipAndPermissions(file) -

2014-08-04 15:21:26,024 DEBUG [main] - setOwnershipAndPermissions : CUCM9X.description
2014-08-04 15:21:26,025 DEBUG [main] - Changing ownership of file
'/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description'

2014-08-04 15:21:26,025 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-04 15:21:26,025 DEBUG [main] - Executing command from Util.sysExec : /bin/chown
certbase /usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description

2014-08-04 15:21:26,049 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,049 DEBUG [main] - Changing group ownership of file
'/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description'

2014-08-04 15:21:26,049 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-04 15:21:26,049 DEBUG [main] - Executing command from Util.sysExec : /bin/chgrp ccmbase
/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description

2014-08-04 15:21:26,064 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,065 DEBUG [main] - Changing mode of file
'/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description'

2014-08-04 15:21:26,065 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-04 15:21:26,065 DEBUG [main] - Executing command from Util.sysExec : /bin/chmod 755
/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description

2014-08-04 15:21:26,068 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,068 INFO [main] - OUT -- DefaultCertMgr.java - setOwnershipAndPermissions -
2014-08-04 15:21:26,068 INFO [main] - OUT -- DefaultCertMgr.java - saveToTrustStore -

## certificate will be stored in trust-certs directory

2014-08-04 15:21:26,069 INFO [main] - trustdir ::/usr/local/platform/.security/tomcat/trust-
certs

2014-08-04 15:21:26,069 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-04 15:21:26,069 DEBUG [main] - Executing command from Util.sysExec : python
/usr/local/platform/bin/c_rehash.py /usr/local/platform/.security/tomcat/trust-certs
2014-08-04 15:21:26,449 INFO [main] - OUT -- Util.java - sysExec -

## setting necessary permissions

2014-08-04 15:21:26,449 INFO [main] - IN -- DefaultCertMgr.java -
setOwnershipAndPermissions(file) -

2014-08-04 15:21:26,449 DEBUG [main] - setOwnershipAndPermissions : trust-certs
2014-08-04 15:21:26,449 DEBUG [main] - Changing ownership of file
'/usr/local/platform/.security/tomcat/trust-certs'

2014-08-04 15:21:26,449 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-04 15:21:26,449 DEBUG [main] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-04 15:21:26,460 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,460 DEBUG [main] - Changing group ownership of file
"/usr/local/platform/.security/tomcat/trust-certs'

2014-08-04 15:21:26,460 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-04 15:21:26,460 DEBUG [main] - Executing command from Util.sysExec : /bin/chgrp -R
ccmbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-04 15:21:26,471 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,472 DEBUG [main] - Changing mode of file
"/usr/local/platform/.security/tomcat/trust-certs'

2014-08-04 15:21:26,472 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-04 15:21:26,472 DEBUG [main] - Executing command from Util.sysExec : /bin/chmod -R 755



/usr/local/platform/.security/tomcat/trust-certs

2014-08-04 15:21:26,478 INFO [main] - OUT -- Util.java - sysExec -

2014-08-04 15:21:26,478 INFO [main] - OUT -- DefaultCertMgr.java - setOwnershipAndPermissions -
2014-08-04 15:21:26,478 INFO [main] - IN -- CertUtil.java - populateCertInfo(cert, opInfo,
certFilePemlLocation) -

2014-08-04 15:21:26,480 INFO [main] - IN -- CertUtil.java - getHostName(..) -

2014-08-04 15:21:26,480 INFO [main] - OUT -- CertUtil.java - getHostName - CUCM861

2014-08-04 15:21:26,480 INFO [main] - IN -- CryptoUtil.java - saveAsSPEM(..) -

2014-08-04 15:21:26,482 INFO [main] - OUT -- CryptoUtil.java - saveAsSPEM -

2014-08-04 15:21:26,483 INFO [main] OUT -- CertUtil.java - populateCertInfo -
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2014-08-04 15:21:26,484 INFO [main] - IN -- CertDBAction.java -
insertCertificateInDB(certFiletoStore, info) -
2014-08-04 15:21:26,485 INFO [main] -

## certificate has been identified as tomcat-trust one
DBParameters

PKID :null

CN :L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco Systems,C=PL
serialNo :7a40£f8743a793bd44fe802b5f3ele6f36

hostName :CUCM861

issuerName :L=Krakow, ST=Malopolska, CN=CUCM9X,OU=TAC,O=Cisco Systems, C=PL
Certificate :Not Printing huge Certificate String..

IPVAAddress :10.48.46.29

IPV6Address

TimeToLive :NULL

UNIT :tomcat-trust

TYPE :trust-certs

ROLE :null

RoleMoniker :null

RoleEnum :null

SERVICE :null

ServiceMoniker :null

ServiceEnum :0

2014-08-04 15:21:26,485 INFO [main] - DB - Certifciate Store Plugin Handler is
:com.cisco.ccm.certmgmt.db.CertDBImpl

2014-08-04 15:21:26,697 DEBUG [main] - Connection Initialized to localnode. Connection
HashCode:896033 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:26,697 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:26,712 DEBUG [main] - Try to get a connection from pool

2014-08-04 15:21:26,712 DEBUG [main] - getting local connection from Pool

2014-08-04 15:21:26,714 DEBUG [main] - Getting connection from connection pool entry
<database, jdbcurl2>

2014-08-04 15:21:26,715 DEBUG [main] - There are currently 0 connection pool entries
2014-08-04 15:21:26,719 DEBUG [main] - Checking if connection limit has been reached for
database

2014-08-04 15:21:26,720 DEBUG [main] - Connecting to publisher so max number of connections
allowed is 100

2014-08-04 15:21:26,720 DEBUG [main] - Number of connections in use is 0

2014-08-04 15:21:26,720 DEBUG [main] - There is currently 1 connection pool entry
2014-08-04 15:21:26,720 DEBUG [main] - Number of available connections in pool: 0
2014-08-04 15:21:27,411 DEBUG [main] - Adding connection
<com.informix.jdbc.IfxSgliConnect@135dad3> to connection list

2014-08-04 15:21:27,411 DEBUG [main] - Marking connection
<com.informix.jdbc.IfxSgliConnect@135dad3> as used



2014-08-04 15:21:27,411 DEBUG [main] - Got connection from pool

2014-08-04 15:21:27,418 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:27,422 DEBUG [main] - Closing the resultset.

2014-08-04 15:21:27,423 DEBUG [main] - Closing the connection. Connection HashCode:896033 --
Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:27,423 DEBUG [main] - Attempting to close connection

2014-08-04 15:21:27,423 DEBUG [main] - Removing connection <database, jdbcurl2> from
ConnectionManager list

2014-08-04 15:21:27,423 DEBUG [main] - removeConnectionFromConnectionList ()
2014-08-04 15:21:27,447 DEBUG [main] - Removing connection

<com.informix.jdbc.IfxSgliConnect@l135dad43> from connection list

2014-08-04 15:21:27,452 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@135da43> is
not closed, adding it back to the pool entry <database, jdbcurl2>

2014-08-04 15:21:27,453 INFO [main] - Connection/Statement/Resultset is closed properly.

## service is checking current enums for TYPETRUSTROLEMAP (for tomcat-trust it is

## ROLE_APPLICATION_ SERVER=7) and TYPESERVICEROLEMAP (for tomcat-trust it will be

## tomcat-trust=6)

2014-08-04 15:21:27,453 INFO [main] - TYPETRUSTROLEMAP ::{TRUST_ ROLE_DATA_ SERVICE=24,
TRUST_ROLE_PROVISIONING_SERVICE=23, TRUST_ROLE_SERVICEABILITY=27,
TRUST_ROLES_CALLMANAGER_TFTP=2, PHONE_TRUST_ROLES_FIREWALL=6, ROLE_APPLICATION_SERVER=7,
TRUST_ROLES_SAST=0, ROLE_SIGNALING_CALL_CONTROL=22, TRUST_ROLES_CALLMANAGER=1,
TRUST_ROLES_UNKNOWN=255, TRUST_ROLE_NETWORK_ELEMENT=25, TRUST_ROLES_SRST=5,
ROLE_CERTIFICATE_AUTHORITY=20, TRUST ROLE_VPN=26, TRUST_ROLES_CAPF=4, TRUST_ROLES_TFTP=3,
ROLE_AUTHENTICATION_AUTHORIZATION=21}

2014-08-04 15:21:27,453 INFO [main] - TYPESERVICEROLEMAP ::{Phone-VPN-trust=2, CallManager=3,
Phone-CTL-trust=15, tomcat-trust=6, TVS=11l, ipsec-trust=8, Phone-trust=1, Phone-SAST-trust=14,
tomcat=5, userlicensing-trust=16, CAPF=9, ipsec=7, CAPF-trust=10, CallManager-trust=4, TVS-
trust=12, directory-trust=13}

2014-08-04 15:21:27,453 INFO [main] - unitRoleMap ::{Phone-VPN-trust=[TRUST_ ROLE_VPN],
CallManager=[TRUST_ROLES_CALLMANAGER_TFTP, TRUST_ROLES_SAST], Phone-CTL-
trust=[ROLE_APPLICATION_SERVER], tomcat-trust=[ROLE_APPLICATION_SERVER],
TVS=[ROLE_AUTHENTICATION_AUTHORIZATION], ipsec-trust=[], Phone-trust=[ROLE_APPLICATION_SERVER],
Phone-SAST-trust=[TRUST_ROLES_SAST, TRUST_ROLES_TFTP], tomcat=[ROLE_APPLICATION_SERVER],
userlicensing-trust=[], CAPF=[TRUST_ROLES_CAPF], ipsec=[ROLE_APPLICATION_SERVER], CAPF-trust=[],
CallManager-trust=[], TVS-trust=[], directory-trust=[]}

2014-08-04 15:21:27,453 INFO [main] - commonTrustStoreMap ::{}

2014-08-04 15:21:27,456 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode:7962652 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:27,456 INFO [main] - IN -- CertDBImpl.java - insertCertificate(certInfo, con) -
2014-08-04 15:21:27,456 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-04 15:21:27,456 DEBUG [main] - Try to get a connection from pool

2014-08-04 15:21:27,456 DEBUG [main] - Getting connection from connection pool entry
<database, jdbcurl2>

2014-08-04 15:21:27,456 DEBUG [main] - There is currently 1 connection pool entry

2014-08-04 15:21:27,456 DEBUG [main] - Adding connection
<com.informix.jdbec.IfxSgliConnect@l135dad43> to connection list
2014-08-04 15:21:27,456 DEBUG [main] - Marking connection
<com.informix.jdbc.IfxSgliConnect@l135dad43> as used

2014-08-04 15:21:27,457 DEBUG [main] - Got connection from pool

2014-08-04 15:21:27,459 INFO [main] - IN -- CertDBImpl.java -
populateRoleEnumServiceEnum(certInfo) -

2014-08-04 15:21:27,459 INFO [main] - UNIT ::: tomcat-trust

2014-08-04 15:21:27,459 INFO [main] - role ::: [ROLE_APPLICATION_SERVER]

2014-08-04 15:21:27,459 INFO [main] - roleEnum ::: [7]

2014-08-04 15:21:27,459 INFO [main] - service ::: null

2014-08-04 15:21:27,459 INFO [main] - serviceEnum ::: 6

2014-08-04 15:21:27,459 INFO [main] - OUT -- CertDBImpl.java - populateRoleEnumServiceEnum -
2014-08-04 15:21:27,489 INFO [main] - IN -- CertDBUtil.java - getProcessNodeId(con, hostName,

ipAddress, fqgdn) -
2014-08-04 15:21:27,489 INFO [main] - getProcessNodeId Query :SELECT PKID,NAME FROM PROCESSNODE
WHERE UPPER (NAME) =UPPER ("CUCM861") OR UPPER (NAME)=UPPER("10.48.46.29") OR



UPPER (NAME) =UPPER ( "CUCM861")

2014-08-04 15:21:27,489 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-04 15:21:27,497 INFO [main] - ProcessNodeId:13f4b0d9-0bae-429a-a86e-625336a35bbb
2014-08-04 15:21:27,498 DEBUG [main] - Closing the resultset.

2014-08-04 15:21:27,498 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,498 INFO [main] - OUT -- CertDBUtil.java - getProcessNodeId -

2014-08-04 15:21:27,498 INFO [main] - IN -- CertDBImpl.java - getPkidOfCertificate (hash,
serverName, con) -

2014-08-04 15:21:27,498 DEBUG [main] - GetPKID Query :SELECT A.PKID FROM CERTIFICATE A,
CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND B.HASH = "a9Ww/WeDmBnnHHncUCgOGCz409g="

2014-08-04 15:21:27,498 DEBUG [main] - getConn:
usePooling[true] connectToLocalDB[false]_target[1l]connectToPubByDefault[true]
2014-08-04 15:21:27,522 DEBUG [main] - Closing the resultset.

2014-08-04 15:21:27,539 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,539 INFO [main] - OUT -- CertDBImpl.java - getPkidOfCertificate -
2014-08-04 15:21:27,539 DEBUG [main] - INSERT FLAG :: isCertUpdate=false :: doNothing=false

## you can see an insert query that is used to upload the certificate into the CERTIFICATE
## table

2014-08-04 15:21:27,543 DEBUG [main] - INSERT/UPDATE Query of CERTIFICATE : INSERT INTO
CERTIFICATE VALUES ("4152b36b-002e-68ac-711d-

c373£a940779", "CUCM861", "L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco
Systems, C=PL", "L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco

Systems,C=PL", "7a40£8743a793b44fe802b5f3eleb6f36", "----- BEGIN CERTIFICATE-----
MIIDtTCCAp2gAwWIBAgIQekD4dDp500T+gCt fPh5VvNjANBgkghkiGI9wOBAQsFADBg
MQswCQYDVQQGEwWIQTDEWMBQGA1UEChMNQ21zY28gU31zdGVtczEMMAOGA1UECXMD
VEFDMQ8wDQYDVQQDEwWZDVUNNOVgxEzZARBgNVBAGTCk1hbG9wb2xza2 ExDzANBgNV
BACTBktyYWtvdzAeFwOXNDA4MDQOxMzE5MDdaFw0xOTA4MDMXMzESMDZaMGoxCzAJ
BgNVBAYTA1BMMRYWFAYDVQQKEwW1DaXNjbyBTeXN0ZW1zMQwwCgYDVQQLEWNUQUMX
DzANBgNVBAMTBKNVQOO5WDETMBEGA1UECBMKTWF sb3BVvbHNr YTEPMAOGA1UEBXMG
S3Jha293MIIBIjANBgkghkiGIwWOBAQEFAAOCAQS8AMI IBCgKCAQEAY0IoIzjyDpaC
/gGMTwsJUaoyvAdxwRhAUvsro71gr+rON+HQAPZBFATWIQLOUV+CcAVCTKEXs14QJ
I16vxXcMWBQwF6S10IWAEIDyhY2ZkuRiLX0024eRnf30FePH9j15eVVUwl14CKavs3
xa9yqgbyaYado7PE6QypKISDIKmM2IHQ6]j1HX26ZXLKLIJIJmHhFK5cnFbo+7UUzdtiE
u3+XBQtnTQsS/bM70VbecsygYuaQddrT5Zrzo9QEjx4BuM62929jmEcgmI /0Q504s
aS+dEjx9u+g9rmrNuvzZ0pgtsHHU3TI1jePZCnKm5JE40iC1gI2zUwTecvkYk+MSZ0
XeXyN2WrkQIDAQABolcwVTALBgNVHQ8EBAMCArwwJwYDVRO1BCAWHgYIKwYBBQUH
AWEGCCsGAQUFBWMCBggrBgEFBQcDBTAABONVHQ4EFgQUt6d1JJI8 fTevcRHXEQKGY
fYV3SPswDQYJKoZ IThveNAQELBQADggEBALAY jn5CWQHMA+Eg9IC6QUyLgKNN7Lshy
10SSE7Nn5RsIB4PQ9cD8Wv17bzRYp70yFoQl1B+Z8U4FgSCWKbGAGAUbMyb/ 6 rXLW
uUyCrXhy48XrMDVJI3CgMHXhR5tjY9SnlziXdJed AwvBRAZzIA4Qr IANuE6pUSLrrh
915dRYvrXpIXgeQJd2pGU+gol2CSaySSPTeFhNDh8U2yjw/ tg8H1AMNnvOVW+TY+9U
B6TCO04iElmwuOr9tJ6+LyZI7emRmNkv50n5PZcK4RQz5N0efVXAdSHLpwAUW+Q8ED
mt7BbxyyZ15KbaSdAMvkYRbnuwDJyZWMJIPOWE tVemR1RPk2 /yDb9590=

","10.48.46.29","",NULL)

2014-08-04 15:21:27,543 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-04 15:21:27,766 INFO [main] - IN -- CertDBImpl.java - updateCertificateHashMap (certInfo,
con) -

## hash for this certificate is being updated in teh CERTIFICATEHASMAP

2014-08-04 15:21:27,766 DEBUG [main] - Update query of CERTIFICATEHASHMAP :UPDATE
CERTIFICATEHASHMAP SET HASH = "a9Ww/WeDmBnnHHncUCgOGCz409g=" WHERE FKCERTIFICATE = "4152b36b-
002e-68ac-711d-c373£a940779"

2014-08-04 15:21:27,766 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,771 INFO [main] - OUT -- CertDBImpl.java - updateCertificateHashMap -

## cert is in the DB, but there is still no info about the type of this certificate.

## Corresponding tables: CERTIFICATESERVICECERTIFICATEMAP, CERTIFICATETRUSTROLEMAP and

## CERTIFICATEPROCESSNODEMAP need to be updated with correct info. For each one CM will

## check if you have any entries in the DB with the PKID of certificate you just added. If



## no, proper entry is inserted

2014-08-04 15:21:27,771 INFO [main] - IN -- CertDBImpl.java - insertCertSrvCertMap (certInfo,
con) -
2014-08-04 15:21:27,771 INFO [main] - IN -- CertDBImpl.java -

checkExistingCertificateServiceMapping (certInfo, serviceEnum, con) -

## checked here

2014-08-04 15:21:27,771 DEBUG [main] - checkExistingTrustCertificateForService Query :SELECT
PKID, FKCERTIFICATE, TKCERTIFICATESERVICE FROM CERTIFICATESERVICECERTIFICATEMAP WHERE
FKCERTIFICATE = "4152b36b-002e-68ac-711d-c373fa%940779" AND TKCERTIFICATESERVICE= "6"

2014-08-04 15:21:27,771 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,774 DEBUG [main] - Closing the resultset.

2014-08-04 15:21:27,774 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,774 INFO [main] - OUT -- CertDBImpl.java -
checkExistingCertificateServiceMapping -

## inserted here

2014-08-04 15:21:27,774 DEBUG [main] - Certificate to be inserted in
CERTIFICATESERVICECERTIFICATEMAP table :tomcat-trust ::PKID :4152b36b-002e-68ac-711d-
c373£a940779 ::tolInsertInCertSrvMap:true

2014-08-04 15:21:27,774 DEBUG [main] - Insert query of CERTIFICATESERVICECERTIFICATEMAP :INSERT
INTO CERTIFICATESERVICECERTIFICATEMAP VALUES (newid(),"4152b36b-002e-68ac-711d-c373£a940779",6)
2014-08-04 15:21:27,775 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,778 DEBUG [main] - CertService mapping entry already exists..

2014-08-04 15:21:27,778 INFO [main] - OUT -- CertDBImpl.java - insertCertSrvCertMap -
2014-08-04 15:21:27,778 INFO [main] - IN -- CertDBImpl.java - insertCertTrustRoleMap (certInfo,
log, con) -

2014-08-04 15:21:27,779 INFO [main] - IN -- CertDBImpl.java -

checkExistingCertificateRoleMapping (certInfo, roleEnum, con) -

## checked here

2014-08-04 15:21:27,779 DEBUG [main] - checkExistingTrustCertificateForRole Query :SELECT
PKID, FKCERTIFICATE, TKTRUSTROLE FROM CERTIFICATETRUSTROLEMAP WHERE FKCERTIFICATE = "4152b36b-
002e-68ac-711d-c373fa940779" AND TKTRUSTROLE= "7"

2014-08-04 15:21:27,779 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,781 DEBUG [main] - Closing the resultset.

2014-08-04 15:21:27,781 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,781 INFO [main] - OUT -- CertDBImpl.java -
checkExistingCertificateRoleMapping -

## inserted here

2014-08-04 15:21:27,781 DEBUG [main] - Certificate to be inserted in CERTIFICATETRUSTROLEMAP
table :tomcat-trust ::PKID :4152b36b-002e-68ac-711d-c373£fa940779 ::tolInsertInCertSrvMap:true
2014-08-04 15:21:27,781 DEBUG [main] - Insert query of CERTIFICATETRUSTROLEMAP :INSERT INTO
CERTIFICATETRUSTROLEMAP VALUES (newid(),"4152b36b-002e-68ac-711d-c373£a940779",7)

2014-08-04 15:21:27,782 DEBUG [main] - getConn:
usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,868 INFO [main] - OUT -- CertDBImpl.java - insertCertTrustRoleMap -
2014-08-04 15:21:27,868 INFO [main] - IN -- CertDBImpl.java - insertCertProcessNodeMap (certInfo,
con) -

2014-08-04 15:21:27,868 INFO [main] - IN -- CertDBImpl.java -

checkExistingCertProcessNodeMapping (certInfo, con) -

## finally checked here

2014-08-04 15:21:27,868 DEBUG [main] - checkExistingCertProcessNodeMapping Query :SELECT

PKID, FKCERTIFICATE, FKPROCESSNODE, SERVERNAME FROM CERTIFICATEPROCESSNODEMAP WHERE
FKCERTIFICATE="4152b36b-002e-68ac-711d-c373£fa940779" AND FKPROCESSNODE="13f4b0d9-0bae-429a-a86e-
625336a35bb6" AND SERVERNAME="CUCM861"

2014-08-04 15:21:27,869 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,872 DEBUG [main] - Closing the resultset.



2014-08-04 15:21:27,872 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:27,872 INFO [main] - OUT -- CertDBImpl.java -
checkExistingCertProcessNodeMapping -

## and inserted here
2014-08-04 15:21:27,872 DEBUG [main] - Insert query of CERTIFICATEPROCESSNODEMAP :INSERT INTO
CERTIFICATEPROCESSNODEMAP VALUES (newId(),"4152b36b-002e-68ac-711d-c373£a940779", "13f4b0d9-
Obae-429a-a86e-625336a35bb6" , "CUCM861", "10.48.46.29" , "")

2014-08-04 15:21:27,872 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-04 15:21:27,879 INFO [main] - OUT -- CertDBImpl.java - insertCertProcessNodeMap -
2014-08-04 15:21:27,930 DEBUG [main] - Connection committed for insertCertificate..

2014-08-04 15:21:27,930 DEBUG [main] - Insertion of Certificate in DB is Successful.

2014-08-04 15:21:27,930 INFO [main] - OUT -- CertDBImpl.java - insertCertificate -

2014-08-04 15:21:27,930 DEBUG [main] - Closing the connection. Connection HashCode:7962652 --
Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:27,930 DEBUG [main] - Attempting to close connection

2014-08-04 15:21:27,930 DEBUG [main] - Removing connection <database, jdbcurl2> from
ConnectionManager list

2014-08-04 15:21:27,930 DEBUG [main] - removeConnectionFromConnectionList ()

2014-08-04 15:21:27,930 DEBUG [main] - Removing connection
<com.informix.jdbc.IfxSgliConnect@l135dad43> from connection list

2014-08-04 15:21:27,931 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@135da43> is
not closed, adding it back to the pool entry <database, jdbcurl2>

2014-08-04 15:21:27,931 INFO
2014-08-04 15:21:27,931 INFO

main] - Connection/Statement/Resultset is closed properly.
- DB - Generate Certificate operation in DB is successful

[

[ 1
2014-08-04 15:21:27,931 INFO [main] - OUT -- CertDBAction.java - insertCertificateInDB -
2014-08-04 15:21:27,931 INFO [main] - IN -- CryptoUtil.java - isOCSPEnabled(..) -
2014-08-04 15:21:27,931 INFO [main] - IN -- CryptoUtil.java - getCertMonitorXmlParser(..) -
2014-08-04 15:21:27,989 INFO [main] - OUT -- CryptoUtil.java - getCertMonitorXmlParser -
2014-08-04 15:21:27,989 INFO [main] - OUT -- CryptoUtil.java - isOCSPEnabled - false

2014-08-04 15:21:27,990 DEBUG [main] - OCSP is not enabled.

## process of importing the cert to this node is finishing here.

2014-08-04 15:21:27,990 INFO [main] - Successfully imported trusted certificate with Subject
DN:L&#61; Krakow, ST&#61;Malopolska, CN&#61; CUCMI9X, QU&#61; TAC, O&#61;Cisco Systems,C&#61;PL
2014-08-04 15:21:27,990 INFO [main] - OUT -- DefaultCertMgr.java - importTrustCert -

Successfully imported trusted certificate with Subject

DN:L&#61; Krakow, ST&#61;Malopolska, CN&#61; CUCMI9X, QU&#61; TAC, O&#61;Cisco Systems,C&#61;PL
2014-08-04 15:21:27,990 INFO [main] - result of import operations is ::Import of trust
certificate is successful

2014-08-04 15:21:27,990 INFO [main] - OUT -- DefaultCertMgr.java - importCert -

2014-08-04 15:21:27,990 INFO [main] - IN -- CertMgr.java - logResult (result, desc, resultFile) -
2014-08-04 15:21:27,990 INFO [main] - CertMgmt Operation Result : null

2014-08-04 15:21:27,991 INFO [main] - OUT -- CertMgr.java - logResult -

2014-08-04 15:21:27,991 INFO [main] - OUT -- CertMgr.java - doOp -

2014-08-04 15:21:27,992 INFO [main] - OUT -- CertMgr.java - mainIntenal -
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## notification about the change comes, service is notified about change in CERTIFICATE and
CERTIFICATESERVICECERTIFICATEMAP tables

2014-08-04 15:21:28,003 INFO [Thread-5] - IN - process. changeData &colon;

2014-08-04 15:21:28,016 INFO [Thread-5] - Inside CERTIFICATE - I/U option..

2014-08-04 15:21:28,016 DEBUG [Thread-5] - Updated Data in CERTIFICATE
::<msg><type>DBL</type><table>certificate</table><tableid>41l</tableid><action>I</action><time>14
07158487</time><new><cdrserver>2</cdrserver><cdrtime>1407158486</cdrtime><pkid>4152b36b-002e-
68ac-711d-
c373fa940779</pkid><servername>CUCM861</servername><subjectname>L=Krakow, ST=Malopolska, CN=CUCM9X
,OU=TAC, O=Cisco

Systems, C=PL</subjectname><issuername>L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco



Systems, C=PL</issuername><serialnumber>7a40f8743a793bd44fe802b5f3elebf36</serialnumber><certifica
te></certificate><ipvi4address>10.48.46.29</ipvdaddress><ipvbaddress></ipvbaddress><timetolive>NU
LL</timetolive><ifx_replcheck>6043699677659004930</ifx_replcheck></new></msg>

2014-08-04 15:21:28,016 DEBUG [Thread-5] - Certificate PKID : 4152b36b-002e-68ac-711d-

c373£fa940779 , ipAddress : 10.48.46.29 , OldSerialNo : , NewSerialNo
7a40£8743a793b44£fe802b5f3eleb6£36

2014-08-04 15:21:28,017 INFO [Thread-5] - OUT - process.

2014-08-04 15:21:28,018 INFO [Thread-5] - IN - process. changeData &colon;

2014-08-04 15:21:28,018 INFO [Thread-5] - Inside CERTIFICATESERVICECERTIFICATEMAP - I option..

2014-08-04 15:21:28,019 DEBUG [Thread-5] - Updated Data in CERTIFICATESERVICECERTIFICATEMAP

: :<msg><type>DBL</type><table>certificateservicecertificatemap</table><tableid>44</tableid><acti
on>I</action><time>1407158487</time><new><cdrserver>2</cdrserver><cdrtime>1407158487</cdrtime><p
kid>798ff6el-eld6-42e5-a4e6-30d9d7360d6d</pkid><fkcertificate>4152b36b-002e-68ac-711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx replcheck>6043699
681953972226</1fx_replcheck></new></msg>

2014-08-04 15:21:28,019 INFO [InsertThread --- 8] - IN -- CertKeystoreHandler.java - run() -
2014-08-04 15:21:28,021 DEBUG [InsertThread --- 8] - InsertThread --- 8 -- START --

## change is related to the PKID that has been assigned for the new certificate

2014-08-04 15:21:28,021 DEBUG [InsertThread --- 8] - DB Value UPDATE: 4152b36b-002e-68ac-711d-
c373£a940779

2014-08-04 15:21:28,021 INFO [InsertThread --- 8] - IN -- CertKeystoreHandler.java -
updateIntoKeystore() -

2014-08-04 15:21:28,021 INFO [InsertThread --- 8] - IN -- CertDBImpl.java -
getCertificate(certBash64SHAl:null --pkid:4152b36b-002e-68ac-711d-c373£fa940779

2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - Connection Initialized to localnode.
Connection HashCode:14186201 --Details:Connector (NOT CONNECTED:
Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - Select Query to getCertificate :SELECT

A.*,B.HASH FROM CERTIFICATE A, CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND A.PKID =
"4152b36b-002e-68ac-711d-c373£a940779"

2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - Try to get a connection from pool
2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - getting local connection from Pool
2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-04 15:21:28,022 DEBUG [InsertThread --- 8] - There are currently 2 connection pool
entries

2014-08-04 15:21:28,023 DEBUG [InsertThread --- 8] - Checking if connection limit has been
reached for database

2014-08-04 15:21:28,023 DEBUG [InsertThread --- 8] - Connecting to publisher so max number of
connections allowed is 100

2014-08-04 15:21:28,023 DEBUG [InsertThread --- 8] - Number of connections in use is 0
2014-08-04 15:21:28,023 DEBUG [InsertThread --- 8] - There are currently 2 connection pool
entries

2014-08-04 15:21:28,023 DEBUG [InsertThread --- 8] - Number of available connections in pool: 0
2014-08-04 15:21:28,079 DEBUG [InsertThread --- 8] - Adding connection
<com.informix.jdbec.IfxSgliConnect@162db76> to connection list

2014-08-04 15:21:28,079 DEBUG [InsertThread --- 8] - Marking connection
<com.informix.jdbc.IfxSgliConnect@162db76> as used

2014-08-04 15:21:28,079 DEBUG [InsertThread --- 8] - Got connection from pool

2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Closing the resultset.

2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Closing the connection. Connection
HashCode:14186201 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Attempting to close connection
2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - removeConnectionFromConnectionList ()
2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Removing connection
<com.informix.jdbc.IfxSgliConnect@162db76> from connection list

2014-08-04 15:21:28,081 DEBUG [InsertThread --- 8] - Connection

<com.informix.jdbc.IfxSgliConnect@162db76> is not closed, adding it back to the pool entry
<database, jdbcurl2>



2014-08-04 15:21:28,082 INFO [InsertThread --- 8] - Connection/Statement/Resultset is closed

properly.

2014-08-04 15:21:28,082 DEBUG [InsertThread --- 8] - Connection released from
CertDBImpl.getCertificate method.

2014-08-04 15:21:28,082 INFO [InsertThread --- 8] - OUT -- CertDBImpl.java - getCertificate -
2014-08-04 15:21:28,082 INFO [InsertThread --- 8] - IN -- CertDBImpl.java -
getCertUnitByPkid (pkid) -

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Connection Initialized to localnode.
Connection HashCode:20337133 --Details:Connector (NOT CONNECTED:
Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Select Query to getCertUnitByPkid :SELECT

A.PKID, A.FKCERTIFICATE, A.TKCERTIFICATESERVICE, B.NAME UNIT FROM
CERTIFICATESERVICECERTIFICATEMAP A, TYPECERTIFICATESERVICE B WHERE A.FKCERTIFICATE="4152b36b-
002e-68ac-711d-c373£a9%940779" AND A.TKCERTIFICATESERVICE = B.ENUM

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Try to get a connection from pool
2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - getting local connection from Pool
2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - There are currently 2 connection pool
entries

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Adding connection
<com.informix.jdbc.IfxSgliConnect@162db76> to connection list

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Marking connection
<com.informix.jdbc.IfxSgliConnect@162db76> as used

2014-08-04 15:21:28,083 DEBUG [InsertThread --- 8] - Got connection from pool

2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Closing the resultset.

2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Closing the connection. Connection
HashCode:20337133 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Attempting to close connection
2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - removeConnectionFromConnectionList ()
2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Removing connection
<com.informix.jdbc.IfxSgliConnect@162db76> from connection list

2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Connection

<com.informix.jdbc.IfxSgliConnect@162db76> is not closed, adding it back to the pool entry
<database, jdbcurl2>

2014-08-04 15:21:28,085 INFO [InsertThread --- 8] - Connection/Statement/Resultset is closed
properly.

2014-08-04 15:21:28,085 DEBUG [InsertThread --- 8] - Resultset released from
CertDBImpl.getCertUnitByPkid method.

2014-08-04 15:21:28,085 INFO [InsertThread --- 8] - OUT -- CertDBImpl.java - getCertUnitByPkid -
2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - UNIT : tomcat-trust

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - CurrentIPAddress : 10.48.46.29
2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - RemoteIPAddress : 10.48.46.29

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - 0OldSerialNo

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - NewSerialNo
:7a40£8743a793b44£fe802b5f3elebf36

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - IN -- CertUtil.java -
getListFromComaSeperatedStr(..) -

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - OUT -- CertUtil.java -

getListFromComaSeperatedStr -

## tomcat-trust is in scope of certCN for import but since it is already on the file
## system the service will nothing with that one.

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - tomcat-trust --- is included unit for CN
2014-08-04 15:21:28,086 DEBUG [InsertThread --- 8] - Change notification not require on same
node except tomcat cert.

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - tomcat-trust Certificate successfully
updated in trust-store by Change Notification..

2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - OUT -- CertKeystoreHandler.java -

updateIntoKeystore -



2014-08-04 15:21:28,086 DEBUG [InsertThread --- 8] - InsertThread --- 8 -- END --
2014-08-04 15:21:28,086 INFO [InsertThread --- 8] - OUT -- CertKeystoreHandler.java - run -
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## service is notified about the change in DB. Notifications are related to two tables:
2014-08-04 15:21:29,298 INFO [Thread-5] - IN - process. changeData &colon;
2014-08-04 15:21:29,299 INFO [Thread-5] - Inside CERTIFICATE - I/U option..

## CERTIFICATE one ...

2014-08-04 15:21:29,299 DEBUG [Thread-5] - Updated Data in CERTIFICATE
::<msg><type>DBL</type><table>certificate</table><tableid>41l</tableid><action>I</action><time>14
07158488</time><new><cdrserver>2</cdrserver><cdrtime>1407158487</cdrtime><pkid>4152b36b-002e-
68ac-711d-
c373fa940779</pkid><servername>CUCM861</servername><subjectname>L=Krakow, ST=Malopolska, CN=CUCM9X
,OU=TAC, O=Cisco

Systems, C=PL</subjectname><issuername>L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco

Systems, C=PL</issuername><serialnumber>7a40£8743a793b44fe802b5f3elebflb6</serialnumber><certifica
te></certificate><ipvi4address>10.48.46.29</ipvdaddress><ipvbaddress></ipvbaddress><timetolive>NU
LL</timetolive><ifx replcheck>6043699677659004930</ifx_replcheck></new></msg>

2014-08-04 15:21:29,299 DEBUG [Thread-5] - Certificate PKID : 4152b36b-002e-68ac-711d-

c373fa940779 , ipAddress : 10.48.46.29 , OldSerialNo : , NewSerialNo
7a40£8743a793b44£fe802b5f3ele6f36

2014-08-04 15:21:29,299 INFO [Thread-5] - OUT - process.

2014-08-04 15:21:29,299 INFO [InsertThread --- 35] - IN -- CertKeystoreHandler.java - run() -
2014-08-04 15:21:29,300 DEBUG [InsertThread --- 35] - InsertThread --- 35 -- START --
2014-08-04 15:21:29,300 DEBUG [InsertThread --- 35] - DB Value UPDATE: 4152b36b-002e-68ac-711d-
c373£a940779

2014-08-04 15:21:29,300 INFO [InsertThread --- 35] - IN -- CertKeystoreHandler.java -
updateIntoKeystore() -

2014-08-04 15:21:29,300 INFO [InsertThread --- 35] - IN -- CertDBImpl.java -
getCertificate(certBash64SHAl:null --pkid:4152b36b-002e-68ac-711d-c373£fa940779

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Connection Initialized to localnode.
Connection HashCode:30607587 --Details:Connector (NOT CONNECTED:

Driver=com. informix.jdbc.IfxDriver;)

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Select Query to getCertificate :SELECT

A.*,B.HASH FROM CERTIFICATE A, CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND A.PKID =
"4152b36b-002e-68ac-711d-c373£a940779"

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Try to get a connection from pool
2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - getting local connection from Pool
2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014-08-04 15:21:29,301 DEBUG [InsertThread --- 35] - Checking if connection limit has been
reached for database

2014-08-04 15:21:29,302 DEBUG [InsertThread --- 35] - Connecting to subscriber so max number of
connections allowed is 100

2014-08-04 15:21:29,302 DEBUG [InsertThread --- 35] - Number of connections in use is 0
2014-08-04 15:21:29,302 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014-08-04 15:21:29,302 DEBUG [InsertThread --- 35] - Number of available connections in pool: 0
2014-08-04 15:21:29,315 INFO [Thread-5] - IN - process. changeData &colon;

2014-08-04 15:21:29,316 INFO [Thread-5] - Inside CERTIFICATESERVICECERTIFICATEMAP - I option..

## ... and CERTIFICATESERVICECERTIFICATEMAP

2014-08-04 15:21:29,316 DEBUG [Thread-5] - Updated Data in CERTIFICATESERVICECERTIFICATEMAP
::<msg><type>DBL</type><table>certificateservicecertificatemap</table><tableid>44</tableid><acti
on>I</action><time>1407158489</time><new><cdrserver>2</cdrserver><cdrtime>1407158487</cdrtime><p



kid>798ff6el-eld6-42e5-a4e6-30d9d7360d6d</pkid><fkcertificate>4152b36b-002e-68ac-711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx replcheck>6043699
681953972226</ifx_replcheck></new></msg>

2014-08-04 15:21:29,354 DEBUG [InsertThread --- 35] - Adding connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> to connection list

2014-08-04 15:21:29,355 DEBUG [InsertThread --- 35] - Marking connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> as used

2014-08-04 15:21:29,355 DEBUG [InsertThread --- 35] - Got connection from pool

2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Closing the resultset.

2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Closing the connection. Connection
HashCode:30607587 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Attempting to close connection
2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - removeConnectionFromConnectionList ()
2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Removing connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> from connection list

2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Connection

<com.informix.jdbc.IfxSgliConnect@lec9f34> is not closed, adding it back to the pool entry
<database, jdbcurl2>

2014-08-04 15:21:29,363 INFO [InsertThread --- 35] - Connection/Statement/Resultset is closed
properly.

2014-08-04 15:21:29,363 DEBUG [InsertThread --- 35] - Connection released from
CertDBImpl.getCertificate method.

2014-08-04 15:21:29,363 INFO [InsertThread --- 35] - OUT -- CertDBImpl.java - getCertificate -
2014-08-04 15:21:29,363 INFO [InsertThread --- 35] - IN -- CertDBImpl.java -
getCertUnitByPkid (pkid) -

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Connection Initialized to localnode.
Connection HashCode:29897942 --Details:Connector (NOT CONNECTED:
Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Select Query to getCertUnitByPkid :SELECT

A.PKID, A.FKCERTIFICATE, A.TKCERTIFICATESERVICE, B.NAME UNIT FROM
CERTIFICATESERVICECERTIFICATEMAP A, TYPECERTIFICATESERVICE B WHERE A.FKCERTIFICATE="4152b36b-
002e-68ac-711d-c373£a9%940779" AND A.TKCERTIFICATESERVICE = B.ENUM

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Try to get a connection from pool
2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - getting local connection from Pool
2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - There are currently 2 connection pool
entries

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Adding connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> to connection list

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Marking connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> as used

2014-08-04 15:21:29,364 DEBUG [InsertThread --- 35] - Got connection from pool

2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Closing the resultset.

2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Closing the connection. Connection
HashCode:29897942 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Attempting to close connection
2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - removeConnectionFromConnectionList ()
2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Removing connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> from connection list

2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Connection

<com.informix.jdbc.IfxSgliConnect@lec9f34> is not closed, adding it back to the pool entry
<database, jdbcurl2>

2014-08-04 15:21:29,369 INFO [InsertThread --- 35] - Connection/Statement/Resultset is closed
properly.
2014-08-04 15:21:29,369 DEBUG [InsertThread --- 35] - Resultset released from

CertDBImpl.getCertUnitByPkid method.
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - OUT -- CertDBImpl.java - getCertUnitByPkid



2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - UNIT : tomcat-trust

[
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - CurrentIPAddress : 10.48.46.30
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - RemoteIPAddress : 10.48.46.29
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - 0OldSerialNo
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - NewSerialNo
:7a40£8743a793b44fe802b5f3eleb6f36
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - IN -- CertUtil.java -
getListFromComaSeperatedStr(..) -
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - OUT -- CertUtil.java -
getListFromComaSeperatedStr -
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - tomcat-trust --- is included unit for CN
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - IN -- CertUtil.java -
loadCertFromString (cert) -
2014-08-04 15:21:29,370 INFO [InsertThread --- 35] - IN -- RSACryptoEngine.java -
loadCertificate(..) -
2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - OUT -- RSACryptoEngine.java -
loadCertificate -
2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - OUT -- CertUtil.java - loadCertFromString -

## Info about the certificate has been received. CertCN will try to delete old
## tomcat-trust for this node (if any) and import it

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - IN -- CertDBUtil.java -
checkDeleteAndImport (unit, dbCert) -
2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - DB CertInfo.--

SN:162503161730851213217569888696899890998--
SubjectDN:L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems,C=PL--GetNotBefore:Mon Aug 04
15:19:07 CEST 2014--GetNotAfter:Sat Aug 03 15:19:06 CEST 2019

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - loading certificate element named [tomcat-
trust]

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-04 15:21:29,373 INFO [InsertThread --- 35] - loading the config file
[/usr/local/platform/conf/cert-conf.xml]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - looking for first [trust-certs] in

[product-cpi]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - loaded element [tomcat-trust]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - determining cert dir for [tomcat-trust]
2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - looking for first [dir] in [tomcat-trust]
2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - getting the value of [dir]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - value is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-04 15:21:29,374 INFO [InsertThread --- 35] - cert dir is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform/.security/tomcat/trust-certs/VeriSign_ Class_3_Secure_Server_CA_-
_G3.description] match is false

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.description] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform/.security/tomcat/trust-certs/VeriSign Class_3_Secure_Server_CA_-_G3.pem]
match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/VeriSign Class_3_Secure_Server_CA_-_G3.der]
match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.der] match is true
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.der] match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -

[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description] match is false
2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -



[/usr/local/platform/.security/tomcat/trust-certs/7e0370£0.0] match is false

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/dlOaacffb.0] match is false

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/101£f99a6.0] match is false

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem] match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.pem] match is true

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-04 15:21:29,375 INFO [InsertThread --- 35] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - IN -- CertDBUtil.java -
importTrustCertInFileSystem.. unit : tomcat-trust

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - IN -- CertDBUtil.java -

populateOpInfo (operation, unit, type, fileLocation, x509Cert, isDBInsert) -

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - loading certificate element named [tomcat-
trust]

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-04 15:21:29,376 INFO [InsertThread --- 35] - loading the config file
[/usr/local/platform/conf/cert-conf.xml]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - looking for first [trust-certs] in
[product-cpi]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - loaded element [tomcat-trust]
2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - determining key dir for [tomcat-trust]
2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - looking for first [key-dir] in [tomcat-
trust]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - getting the value of [key-dir]
2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - value is
[/usr/local/platform/.security/tomcat/keys]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - key dir is
[/usr/local/platform/.security/tomcat/keys]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - loading certificate element named [tomcat-
trust]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-04 15:21:29,377 INFO [InsertThread --- 35] - loading the config file
[/usr/local/platform/conf/cert-conf.xml]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - looking for first [trust-certs] in
[product-cpi]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - loaded element [tomcat-trust]
2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - determining cert dir for [tomcat-trust]

[
[
[
[

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - looking for first [dir] in [tomcat-trust]
2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - getting the value of [dir]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - value is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - cert dir is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - OUT -- CertDBUtil.java - populateOpInfo -
2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN -- CertMgr.java - getCertMgrObj (unit)

tomcat-trust
2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - OUT -- CertMgr.java - ge
com.cisco.cpi.certMgmt.manager.TomcatCertMgr@104£57£f

tCertMgrObj -

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN -- DefaultCertMgr.java -



importCert (info)

decode: true
op: import
unit: tomcat-trust

keystoreUnit:tomcat-trust

logFile:
resultFile:
keyDir:
certDir:
srcCert: null
type:
rootCACert:
trustDir: null
DNAME : null
description:null

null

isDBInsert:false

2014-08-04 15:21
2014-08-04 15:21

2014-08-04 15:21
sSearchStr)
2014-08-04 15:21

/var/log/active/platform/log/cert-mgmt.log
/var/log/active/platform/log/certde-info.xml
/usr/local/platform/.security/tomcat/keys
/usr/local/platform/.security/tomcat/trust-certs

trust-certs

:29,379 DEBUG [InsertThread --- 35] - Checking validity of cert

:29,379 INFO [InsertThread --- 35] - Verifying certificate

L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O0=Cisco Systems,C=PL
229,379 INFO [InsertThread --- 35] - IN -- CertUtil.java - parseCNfromDN (DN,
:29,379 DEBUG [InsertThread --- 35] - parseCNfromDN( certSubjDN:

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O=Cisco Systems,C=PL')

2014-08-04 15:
Systems, C=PL'
2014-08-04 15:
2014-08-04 15:

21
->
21
21

:29,379 DEBUG [InsertThread --- 35] - Truncating CN 'CUCM9X,QU=TAC,0O=Cisco
'CUCMOX'

:29,379 INFO [InsertThread --- 35] - OUT -- CertUtil.java - parseCNfromDN -
:29,379 DEBUG [InsertThread --- 35] - Parsed CN 'CUCM9X' from DN

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems, C=PL'

2014-08-04 15:21

:29,379 INFO [InsertThread --- 35] - trying to load cert from trust store

::/usr/local/platform/.security/tomcat/trust-certs/CUCMIX.pem

2014-08-04 15:21

:29,379 INFO [InsertThread --- 35] - cert not available in trust store

: :L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco Systems,C=PL

2014-08-04 15:21

importTrustCert (info,

2014-08-04 15:21
saveToTrustStore
2014-08-04 15:21
2014-08-04 15:21

saveTrustCert (cert,

2014-08-04 15:21
sSearchStr)
2014-08-04 15:21

:29,379 INFO [InsertThread --- 35] - IN -- DefaultCertMgr.java -

cert) -
:29,379 INFO [InsertThread --- 35] - IN -- DefaultCertMgr.java -
(info, cert) -
:29,379 ERROR [InsertThread --- 35] - trust directory parameter is null
:29,379 INFO [InsertThread --- 35] - IN -- DefaultCertMgr.java -

targetDir, certType) -

:29,379 INFO [InsertThread --- 35] - IN -- CertUtil.java - parseCNfromDN (DN,
:29,379 DEBUG [InsertThread --- 35] - parseCNfromDN( certSubjDN:

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O=Cisco Systems,C=PL')

2014-08-04 15:21:29,379 DEBUG [InsertThread --- 35] - Truncating CN 'CUCM9X,OQU=TAC,O=Cisco
Systems,C=PL' -> 'CUCMI9X'

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - OUT -- CertUtil.java - parseCNfromDN -
2014-08-04 15:21:29,379 DEBUG [InsertThread --- 35] - Parsed CN 'CUCM9X' from DN

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems, C=PL'

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN -- CertUtil.java - parseCNfromDN (DN,
sSearchStr) -

2014-08-04 15:21:29,379 DEBUG [InsertThread --- 35] - parseCNfromDN( certSubjDN:

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O=Cisco Systems,C=PL')

2014-08-04 15:
Systems, C=PL'
2014-08-04 15:
2014-08-04 15:

21
->
21
21

:29,379 DEBUG [InsertThread --- 35] - Truncating CN 'CUCM9X,QU=TAC,0O=Cisco
'CUCMOX'

:29,379 INFO [InsertThread --- 35] - OUT -- CertUtil.java - parseCNfromDN -
:29,379 DEBUG [InsertThread --- 35] - Parsed CN 'CUCM9X' from DN

'L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems, C=PL'

## certificate will be stored in filesystem with below name (CN from cert).

old

## certificate for CUCM9X has not been found

2014-08-04 15:21
'CUCM9X .pem'
2014-08-04 15:21

:29,379 DEBUG [InsertThread --- 35] - target filename for imported cert:

:29,379 DEBUG [InsertThread --- 35] - existing certificate with same filename



not found.

## saving certificate as *.pem and *.der

2014-08-04

15:21:29,379 DEBUG [InsertThread --- 35] - Saving PEM encoded cert

'/usr/local/platform/.security/tomcat/trust-certs/CUCMIX.pem'

2014-08-04 15:21:29,379 INFO [InsertThread --- 35] - IN -- CryptoUtil.java - saveAsSPEM(..) -
File /usr/local/platform/.security/tomcat/trust-certs/CUCMIX.pem

2014-08-04 15:21:29,403 INFO [InsertThread --- 35] - OUT -- CryptoUtil.java - saveAsPEM -
2014-08-04 15:21:29,403 DEBUG [InsertThread --- 35] - Saving DER encoded cert
'/usr/local/platform/.security/tomcat/trust-certs/CUCMIX.der"

2014-08-04 15:21:29,406 INFO [InsertThread --- 35] - OUT -- DefaultCertMgr.java - saveTrustCert
2014-08-04 15:21:29,406 INFO [InsertThread --- 35] - IN -- TomcatCertMgr.java -
saveToKeyStore(..) -

2014-08-04 15:21:29,406 INFO [InsertThread --- 35] - IN -- RSACryptoEngine.java -
saveToKeyStore (keystoreFile, keystorePass, x509Certificate, alias) -

2014-08-04 15:21:29,406 INFO [InsertThread --- 35] - IN -- RSACryptoEngine.java -

loadKeyStore (keystoreFile, keystorePass) -

2014-08-04 15:21:29,421 INFO [InsertThread --- 35] - OUT -- RSACryptoEngine.java - loadKeyStore
2014-08-04 15:21:29,421 INFO [InsertThread --- 35] - Size of the keystore before import is 3
2014-08-04 15:21:29,421 INFO [InsertThread --- 35] - Importing certificate CUCM9X

2014-08-04 15:21:29,428 INFO [InsertThread --- 35] - Size of the keystore after import is 4
2014-08-04 15:21:29,428 INFO [InsertThread --- 35] - OUT -- RSACryptoEngine.java -
saveToKeyStore -

2014-08-04 15:21:29,428 INFO [InsertThread --- 35] - OUT -- TomcatCertMgr.java - saveToKeyStore
2014-08-04 15:21:29,428 DEBUG [InsertThread --- 35] - TrustCert description filename

'CUCM9X .description’

2014-08-04 15:21:29,439 INFO [InsertThread --- 35] - IN -- DefaultCertMgr.java -
createDescriptionFile (name, description) -

2014-08-04 15:21:29,439 INFO [InsertThread --- 35] - description is :Trust Certificate
2014-08-04 15:21:29,446 INFO [InsertThread --- 35] - OUT -- DefaultCertMgr.java -
createDescriptionFile -

2014-08-04 15:21:29,446 INFO [InsertThread --- 35] - IN -- DefaultCertMgr.java -

setOwnershipAndPermissions(file) -

## setting
## group)
2014-08-04

necessary permissions for the new created files (correcting access, owner and

15:21:29,446 DEBUG [InsertThread --- 35] - setOwnershipAndPermissions

CUCM9X .description

2014-08-04

15:21:29,446 DEBUG [InsertThread --- 35] - Changing ownership of file

'/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description'

2014-08-04
2014-08-04
/bin/chown
2014-08-04
2014-08-04

2014-08-04
2014-08-04
/bin/chgrp
2014-08-04

15:21:29,446 INFO [InsertThread --- 35] - IN -- Util.java - sysExec(exe, args)
15:21:29,446 DEBUG [InsertThread --- 35] - Executing command from Util.sysExec
certbase /usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description
15:21:29,471 INFO [InsertThread --- 35] - OUT -- Util.java - sysExec -
15:21:29,471 DEBUG [InsertThread --- 35] - Changing group ownership of file
'/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description'
15:21:29,472 INFO [InsertThread --- 35] - IN -- Util.java - sysExec(exe, args)
15:21:29,472 DEBUG [InsertThread --- 35] - Executing command from Util.sysExec
ccmbase /usr/local/platform/.security/tomcat/trust-certs/CUCMIX.description
15:21:29,474 INFO [InsertThread --- 35] - OUT -- Util.java - sysExec -
15:21:29,475 DEBUG [InsertThread --- 35] - Changing mode of file

2014-08-04

'/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description'

2014-08-04 15:21:29,475 INFO [InsertThread --- 35] - IN -- Util.java - sysExec (exe, args)
2014-08-04 15:21:29,475 DEBUG [InsertThread --- 35] - Executing command from Util.sysExec
/bin/chmod 755 /usr/local/platform/.security/tomcat/trust-certs/CUCMIX.description
2014-08-04 15:21:29,484 INFO [InsertThread --- 35] - OUT -- Util.java - sysExec -
2014-08-04 15:21:29,484 INFO [InsertThread --- 35] - OUT -- DefaultCertMgr.java -
setOwnershipAndPermissions -

2014-08-04 15:21:29,484 INFO [InsertThread --- 35] - OUT -- DefaultCertMgr.java -
saveToTrustStore -

2014-08-04 15:21:29,485 INFO [InsertThread --- 35] - trustdir



::/usr/local/platform/.security/tomcat/trust-certs

2014-08-04 15:21:29,485 INFO
2014-08-04 15:21:29,485 DEBUG [InsertThread --- 35]
python /usr/local/platform/bin/c_rehash.py /usr/local/platform/.security/tomcat/trust-certs
2014-08-04 15:21:29,668 INFO
2014-08-04 15:21:29,668 INFO

[InsertThread --- 35] - IN -- Util.java - sysExec (exe, args)

- Executing command from Util.sysExec

[InsertThread --- 35]
[InsertThread --- 35]

- OUT -- Util.java - sysExec -
- IN -- DefaultCertMgr.java -

setOwnershipAndPermissions(file) -

2014-08-04 15:21:29,668 DEBUG [InsertThread --- 35]
2014-08-04 15:21:29,668 DEBUG [InsertThread --- 35]

- setOwnershipAndPermissions
- Changing ownership of file

"/usr/local/platform/.security/tomcat/trust-certs’

2014-08-04 15:21:29,668 INFO [InsertThread --- 35] - IN -- Util.java - sysExec (exe, args)
2014-08-04 15:21:29,669 DEBUG [InsertThread --- 35] - Executing command from Util.sysExec
/bin/chown -R certbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-04 15:21:29,675 INFO [InsertThread --- 35] - OUT -- Util.java - sysExec -
2014-08-04 15:21:29,675 DEBUG [InsertThread --- 35] - Changing group ownership of file
"/usr/local/platform/.security/tomcat/trust-certs’

2014-08-04 15:21:29,675 INFO [InsertThread --- 35] - IN -- Util.java - sysExec (exe, args)
2014-08-04 15:21:29,675 DEBUG [InsertThread --- 35] - Executing command from Util.sysExec
/bin/chgrp -R ccmbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-04 15:21:29,680 INFO [InsertThread --- 35] - OUT -- Util.java - sysExec -
2014-08-04 15:21:29,680 DEBUG [InsertThread --- 35] - Changing mode of file

'/usr/local/platform/.security/tomcat/trust-certs'

2014-08-04 15:21:29,680 INFO [InsertThread --- 35] - IN -- Util.java - sysExec (exe, args)
2014-08-04 15:21:29,680 DEBUG [InsertThread --- 35] - Executing command from Util.sysExec
/bin/chmod -R 755 /usr/local/platform/.security/tomcat/trust-certs

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - OUT -- Util.java - sysExec -

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - OUT -- DefaultCertMgr.java -
setOwnershipAndPermissions -

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - No plugins registered for DB Store
2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - IN -- CryptoUtil.java - isOCSPEnabled(..)
2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - IN -- CryptoUtil.java -
getCertMonitorXmlParser(..) -

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - OUT -- CryptoUtil.java -
getCertMonitorXmlParser -

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - OUT -- CryptoUtil.java - 1isOCSPEnabled -
false

2014-08-04 15:21:29,683 DEBUG [InsertThread --- 35] - OCSP is not enabled.

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - Successfully imported trusted certificate

with Subject DN:L&#61;Krakow, ST&#61;Malopolska, CN&#61; CUCMOX, OU&#61; TAC, O&#61;Cisco
Systems, C&#61; PL

2014-08-04 15:21:29,683 INFO

[InsertThread --- 35] - OUT -- DefaultCertMgr.java -

importTrustCert - Successfully imported trusted certificate with Subject
DN:L&#61; Krakow, ST&#61;Malopolska, CN&#61; CUCMI9X, QU&#61; TAC, O&#61;Cisco Systems,C&#61;PL

## inserting certificate ends with success

trust-certs

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - result of import operations is ::Import of
trust certificate is successful

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - OUT -- DefaultCertMgr.java - importCert -
2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - OUT -- CertDBUtil.java -
importTrustCertInFileSystem -

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - OUT -- CertDBUtil.java -
checkDeleteAndImport -

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - tomcat-trust Certificate successfully
updated in trust-store by Change Notification..

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - OUT -- CertKeystoreHandler.java -
updateIntoKeystore -

2014-08-04 15:21:29,683 DEBUG [InsertThread --- 35] - InsertThread --- 35 -- END --

2014-08-04 15:21:29,683 INFO [InsertThread --- 35] - OUT -- CertKeystoreHandler.java - run -

2014-08-04 15:21:29,786 DEBUG [ConnectionCleaner] - Cleaning connection list
## above process was the result for row inserted into CERTIFICATE table.
## will be done for the row inserted into CERTIFICATESERVICECERTIFICATEMAP
2014-08-04 15:21:34,322 INFO [Thread-5]

Similar check

- Inside CERTIFICATESERVICECERTIFICATEMAP - I option..

2014-08-04 15:21:34,322 DEBUG [Thread-5] - Insert Data in CERTIFICATESERVICECERTIFICATEMAP



: :<msg><type>DBL</type><table>certificateservicecertificatemap</table><tableid>44</tableid><acti
on>I</action><time>1407158489</time><new><cdrserver>2</cdrserver><cdrtime>1407158487</cdrtime><p
kid>798ff6el-eld6-42e5-a4e6-30d9d7360d6d</pkid><fkcertificate>4152b36b-002e-68ac-711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx replcheck>6043699
681953972226</1fx_replcheck></new></msg>

2014-08-04 15:21:34,322 INFO [Thread-5] - IN -- CertDBImpl.java -
getCertificate(certBash64SHAl:null --pkid:4152b36b-002e-68ac-711d-c373£fa940779

2014-08-04 15:21:34,323 DEBUG [Thread-5] - Connection Initialized to localnode. Connection

HashCode:32140521 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:34,323 DEBUG [Thread-5] - Select Query to getCertificate :SELECT A.*,B.HASH
FROM CERTIFICATE A, CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND A.PKID = "4152b36b-

002e-68ac-711d-¢c373£a940779"

2014-08-04 15:21:34,323 DEBUG [Thread-5] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:34,323 DEBUG [Thread-5] - Try to get a connection from pool

2014-08-04 15:21:34,323 DEBUG [Thread-5] - getting local connection from Pool

2014-08-04 15:21:34,324 DEBUG [Thread-5] - Getting connection from connection pool entry
<database, jdbcurl2>

2014-08-04 15:21:34,324 DEBUG [Thread-5] - There are currently 2 connection pool entries
2014-08-04 15:21:34,324 DEBUG [Thread-5] - Adding connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> to connection list

2014-08-04 15:21:34,324 DEBUG [Thread-5] - Marking connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> as used

2014-08-04 15:21:34,324 DEBUG [Thread-5] - Got connection from pool

2014-08-04 15:21:34,328 DEBUG [Thread-5] - Closing the resultset.

2014-08-04 15:21:34,329 DEBUG [Thread-5] - Closing the connection. Connection HashCode:32140521
--Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:34,329 DEBUG [Thread-5] - Attempting to close connection

2014-08-04 15:21:34,329 DEBUG [Thread-5] - Removing connection <database, jdbcurl2> from
ConnectionManager list

2014-08-04 15:21:34,329 DEBUG [Thread-5] - removeConnectionFromConnectionList ()

2014-08-04 15:21:34,329 DEBUG [Thread-5] - Removing connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> from connection list

2014-08-04 15:21:34,329 DEBUG [Thread-5] - Connection <com.informix.jdbc.IfxSgliConnect@lec9£f34>
is not closed, adding it back to the pool entry <database, jdbcurl2>

2014-08-04 15:21:34,329 INFO [Thread-5] - Connection/Statement/Resultset is closed properly.
2014-08-04 15:21:34,329 DEBUG [Thread-5] - Connection released from CertDBImpl.getCertificate
method.

2014-08-04 15:21:34,329 INFO [Thread-5] - OUT -- CertDBImpl.java - getCertificate -
2014-08-04 15:21:34,329 DEBUG [Thread-5] - Certificate PKID : 4152b36b-002e-68ac-711d-
c373£fa940779 , ipAddress : 10.48.46.29 , OldSerialNo : 7a40£f8743a793bd44fe802b5f3ele6f36 ,
NewSerialNo : 7a40£f8743a793b44fe802b5f3eleb6f36

2014-08-04 15:21:34,329 INFO [Thread-5] - OUT - process.

2014-08-04 15:21:34,330 INFO [InsertThread --- 36] - IN -- CertKeystoreHandler.java - run() -
2014-08-04 15:21:34,330 DEBUG [InsertThread --- 36] - InsertThread --- 36 -- START --
2014-08-04 15:21:34,330 DEBUG [InsertThread --- 36] - DB Value UPDATE: 4152b36b-002e-68ac-711d-
c373£a940779

2014-08-04 15:21:34,330 INFO [InsertThread --- 36] - IN -- CertKeystoreHandler.java -
updateIntoKeystore() -

2014-08-04 15:21:34,330 INFO [InsertThread --- 36] - IN -- CertDBImpl.java -
getCertificate(certBash64SHAl:null --pkid:4152b36b-002e-68ac-711d-¢c373£fa940779

2014-08-04 15:21:34,330 DEBUG [InsertThread --- 36] - Connection Initialized to localnode.
Connection HashCode:14972385 --Details:Connector (NOT CONNECTED:
Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:34,330 DEBUG [InsertThread --- 36] - Select Query to getCertificate :SELECT

A.*,B.HASH FROM CERTIFICATE A, CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND A.PKID =
"4152b36b-002e-68ac-711d-c373£a940779"

2014-08-04 15:21:34,330 DEBUG [InsertThread --- 36] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-04 15:21:34,330 DEBUG [InsertThread --- 36] - Try to get a connection from pool
2014-08-04 15:21:34,330 DEBUG [InsertThread --- 36] - getting local connection from Pool
2014-08-04 15:21:34,330 DEBUG [InsertThread --- 36] - Getting connection from connection pool

entry <database, jdbcurl2>
2014-08-04 15:21:34,330 DEBUG [InsertThread --- 36] - There are currently 2 connection pool



entries

2014-08-04 15:21:34,330 DEBUG [InsertThread --- 36] - Adding connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> to connection list

2014-08-04 15:21:34,330 DEBUG [InsertThread --- 36] - Marking connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> as used

2014-08-04 15:21:34,331 DEBUG [InsertThread --- 36] - Got connection from pool
2014-08-04 15:21:34,333 DEBUG [InsertThread --- 36] - Closing the resultset.

2014-08-04 15:21:34,333 DEBUG [InsertThread --- 36] - Closing the connection. Connection

HashCode:14972385 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-04 15:21:34,333 DEBUG [InsertThread --- 36]

Attempting to close connection

2014-08-04 15:21:34,333 DEBUG [InsertThread --- 36] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-04 15:21:34,333 DEBUG [InsertThread --- 36] - removeConnectionFromConnectionList ()
2014-08-04 15:21:34,333 DEBUG [InsertThread --- 36] - Removing connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> from connection list

2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - Connection

.jdbc.IfxSgliConnect@lec9f34> is not closed,
<database, jdbcurl2>

<com.informix adding it back to the pool entry

2014-08-04 15:21:34,334 INFO [InsertThread --- 36] - Connection/Statement/Resultset is closed
properly.
2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - Connection released from

CertDBImpl.getCertificate method.

2014-08-04 15:21:34,334 INFO [InsertThread --- 36]
2014-08-04 15:21:34,334 INFO [InsertThread --- 36]
getCertUnitByPkid (pkid)
2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - Connection Initialized to localnode.
Connection HashCode:16196072 --Details:Connector (NOT CONNECTED:
Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - Select Query to getCertUnitByPkid :SELECT
A.PKID, A.FKCERTIFICATE, A.TKCERTIFICATESERVICE, B.NAME UNIT FROM
CERTIFICATESERVICECERTIFICATEMAP A, TYPECERTIFICATESERVICE B WHERE A.FKCERTIFICATE="4152b36b-
002e-68ac-711d-c373fa940779" AND A.TKCERTIFICATESERVICE B.ENUM

2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

- OUT -- CertDBImpl.java - getCertificate -
- IN -- CertDBImpl.java -

2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - Try to get a connection from pool
2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - getting local connection from Pool
2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - There are currently 2 connection pool
entries

2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - Adding connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> to connection list

2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - Marking connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> as used

2014-08-04 15:21:34,334 DEBUG [InsertThread --- 36] - Got connection from pool

2014-08-04 15:21:34,337 DEBUG [InsertThread --- 36] - Closing the resultset.

2014-08-04 15:21:34,337 DEBUG [InsertThread --- 36] - Closing the connection. Connection

HashCode:16196072 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-04 15:21:34,337 DEBUG [InsertThread --- 36] - Attempting to close connection
2014-08-04 15:21:34,337 DEBUG [InsertThread --- 36] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-04 15:21:34,337 DEBUG [InsertThread --- 36] - removeConnectionFromConnectionList ()
2014-08-04 15:21:34,337 DEBUG [InsertThread --- 36] - Removing connection
<com.informix.jdbc.IfxSgliConnect@lec9f34> from connection list

2014-08-04 15:21:34,351 DEBUG [InsertThread --- 36] - Connection

.jdbc.IfxSgliConnect@lec9f34> is not closed,
<database, jdbcurl2>

<com.informix adding it back to the pool entry

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - Connection/Statement/Resultset is closed
properly.

2014-08-04 15:21:34,351 DEBUG [InsertThread --- 36] - Resultset released from
CertDBImpl.getCertUnitByPkid method.

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - OUT -- CertDBImpl.java - getCertUnitByPkid
2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - UNIT tomcat-trust



2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - CurrentIPAddress : 10.48.46.30

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - RemoteIPAddress : 10.48.46.29

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - 0OldSerialNo
:7a40£8743a793b44fe802b5f3elebf36

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - NewSerialNo
:7a40£8743a793b44fe802b5f3eleb6f36

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - IN -- CertUtil.java -
getListFromComaSeperatedStr(..) -

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - OUT -- CertUtil.java -
getListFromComaSeperatedStr -

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - tomcat-trust --- is included unit for CN
2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - IN -- CertUtil.java -
loadCertFromString (cert) -

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - OUT -- CertUtil.java - loadCertFromString -
2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - IN -- CertDBUtil.java -
checkDeleteAndImport (unit, dbCert) -

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - DB CertInfo.--

SN:162503161730851213217569888696899890998--
SubjectDN:L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC,O0=Cisco Systems,C=PL--GetNotBefore:Mon Aug 04
15:19:07 CEST 2014--GetNotAfter:Sat Aug 03 15:19:06 CEST 2019

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - loading certificate element named [tomcat-
trust]

2014-08-04 15:21:34,351 INFO [InsertThread --- 36] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-04 15:21:34,352 INFO [InsertThread --- 36] - loading the config file
[/usr/local/platform/conf/cert-conf.xml]

2014-08-04 15:21:34,353 INFO [InsertThread --- 36] - looking for first [trust-certs] in
[product-cpi]

2014-08-04 15:21:34,353 INFO [InsertThread --- 36] - loaded element [tomcat-trust]

2014-08-04 15:21:34,353 INFO [InsertThread --- 36] - determining cert dir for [tomcat-trust]
2014-08-04 15:21:34,353 INFO [InsertThread --- 36] - looking for first [dir] in [tomcat-trust]
2014-08-04 15:21:34,353 INFO [InsertThread --- 36] - getting the value of [dir]

2014-08-04 15:21:34,353 INFO [InsertThread --- 36] - value is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-04 15:21:34,353 INFO [InsertThread --- 36] - cert dir is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform/.security/tomcat/trust-certs/VeriSign_ Class_3_Secure_Server_CA_-
_G3.description] match is false

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.description] match is false
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.description] match is false
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform/.security/tomcat/trust-certs/VeriSign Class_3_Secure_Server_CA_-_G3.pem]
match is true

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/VeriSign Class_3_Secure_Server_CA_-_G3.der]
match is true

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore] match is false
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.der] match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/25ffab9b.0] match is false

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.der] match is true

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -

[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description] match is false
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -



[/usr/local/platform/.security/tomcat/trust-certs/7e0370£0.0] match is false

2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/dlOaacffb.0] match is false
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.der] match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/101£f99a6.0] match is false
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCMI9X.pem] match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem] match is true
2014-08-04 15:21:34,354 INFO [InsertThread --- 36] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.pem] match is true
2014-08-04 15:21:34,355 INFO [InsertThread --- 36] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-04 15:21:34,355 INFO [InsertThread --- 36] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-04 15:21:34,355 INFO [InsertThread --- 36] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-04 15:21:34,355 INFO [InsertThread --- 36] - OUT -- RSACryptoEngine.java -
loadCertificate -

## but since it has been checked that the certificate is already in the filesystem,
## nothing will be added.

2014-08-04 15:21:34,355 DEBUG [InsertThread --- 36]

compared correctly..
2014-08-04 15:21:34,355
2014-08-04 15:21:34,355
loadCertificate(..) -
2014-08-04 15:21:34,355
loadCertificate -
2014-08-04 15:21:34,355
loadCertificate(..) -
2014-08-04 15:21:34,356
loadCertificate -
2014-08-04 15:21:34,356
checkDeleteAndImport -
2014-08-04 15:21:34,356

DEBUG [InsertThread --- 36]
INFO [InsertThread --- 36]
INFO [InsertThread --- 36]
INFO [InsertThread --- 36]
INFO [InsertThread --- 36]
INFO [InsertThread --- 36]
INFO [InsertThread --- 36]

updated in trust-store by Change Notification..

2014-08-04 15:21:34,356 INFO [InsertThread --- 36]
updateIntoKeystore -

2014-08-04 15:21:34,356 DEBUG [InsertThread --- 36]
2014-08-04 15:21:34,356 INFO [InsertThread --- 36]

- SUBJECTDN of DBCert and FileSystemCert

- Certificate already exists in FileSystem..

IN -- RSACryptoEngine.java -
OUT -- RSACryptoEngine.java -
IN -- RSACryptoEngine.java -
OUT -- RSACryptoEngine.java -
OUT -- CertDBUtil.java -

tomcat-trust Certificate successfully

OUT -- CertKeystoreHandler.java -
- InsertThread --- 36 -- END --
OUT -- CertKeystoreHandler.java - run -

9. swpl wub, IJIo 1Js Iduuolsé 845 puwe9s uble lJpdle: spdud 1oz 8l pu ldpzess
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eds 9lzod IJpucdse lhuwsess spdod 1dezdd po v weldbus ILde Idogudunds.

[root@CUCM861ls tomcat]# pwd
/usr/local/platform/.security/tomcat
[root@CUCM861ls tomcatl]l# 1ls -1la

total 40
drwxr-xr-x root root
drwxr-xr-x root root

drwxr-xr-x

N N ool

drwxr-xr-x

drwxr-xr-x 2 certbase ccmbase

certbase ccmbase
certbase ccmbase

4096
4096
4096
4096
4096

Apr
Apr
Aug
Aug
Aug

[root@CUCM861ls tomcat]# 1ls -la certs

total 48

drwxr-xr-x 2 certbase ccmbase 4096 Aug

drwxr-xr-x 5 root root

4096

Apr

NN

14:
14:
22
22
15:

22
14:

33
33

51 certs
51 keys
21 trust-certs

51
33



22:51 tomcat.der
22:51 tomcat.description

-TWXY-XY-X certbase ccmbase 941 Aug

NN

1
-rwxr-xr-x 1 certbase ccmbase 64 Aug
-rwxr-xXr-x 1 certbase ccmbase 2598 Aug 22:51 tomcat.keystore
-rwxr-xXr-x 1 certbase ccmbase 1330 Aug 2 22:51 tomcat.pem
[root@CUCM861ls tomcat]l# ls -la trust-certs
total 140
drwxr-xr-X 15:21
14:33 ..
15:21 101f99a6.0 -> CUCM861.pem
15:21 25ffab9%9b.0 -> CUCM9X.pem
15:21 7e0370£f0.0 ->

m

2 certbase ccmbase 4096 Aug
drwxr-xr-x 5 root root 4096 Apr
lrwxrwxrwx 1 certbase ccmbase 11 Aug

1

1rwXrwxrwx certbase ccmbase 10 Aug

[ OO NN

lrwxrwxrwx 1 certbase ccmbase 42 Aug

(0]

VeriSign_Class_3_Secure_Server_CA_-_G3.p

-rwxr-xXr-x 1 certbase ccmbase 939 Aug 2 23:36 CUCM861.der

-rwxXr-xXr-x 1 certbase ccmbase 44 Aug 2 23:36 CUCM861.description

-rwxr-xXr-x 1 certbase ccmbase 1326 Aug 2 23:36 CUCM861.pem

-rwxr-xXr-x 1 certbase ccmbase 941 Aug 2 22:51 CUCM861ls.der

-rwxr-xXr-x 1 certbase ccmbase 44 Aug 2 22:51 CUCM861ls.description

-rwxr-xXr-x 1 certbase ccmbase 1330 Aug 2 22:51 CUCM861ls.pem

-rwxXr-xXr-x 1 certbase ccmbase 953 Aug 4 15:21 CUCM9X.der

-rwxr-xXr-x 1 certbase ccmbase 44 Aug 4 15:21 CUCM9X.description

-rwxr-xXr-x 1 certbase ccmbase 1346 Aug 4 15:21 CUCM9X.pem

lrwxrwxrwx 1 certbase ccmbase 12 Aug 4 15:21 dOaacffb.0 -> CUCM861ls.pem
-rwxr-xXr-x 1 certbase ccmbase 4939 Aug 4 15:21 tomcat-trust.keystore

-rwxr-xXr-x 1 certbase ccmbase 1520 Apr 4 14:33 VeriSign_ Class_3_Secure_Server_CA_-_G3.der
-rwxr-xXr-x 1 certbase ccmbase 44 Apr 4 14:33 VeriSign_Class_3_Secure_Server_CA_-

_G3.description

-rwxXr-xXr-x 1 certbase ccmbase 2114 Apr 4 14:33 VeriSign_Class_3_Secure_Server_CA_-_G3.pem
[root@CUCM861ls tomcat]# mdSsum trust-certs/CUCMIX.pem

ala2el2a42e4bbbf10655c9b299839d9 trust-certs/CUCMIX.pem
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Certificate Configuration

x Delete -é_'b Diowvnload

rStatus

@ Status: Ready

—Certificate Settings

File Marme CUCM9x.pem
Certificate Marne torncat-trust
Certificate Type  trust-certs
Certificate Group product-cpi
Description Trust Certificate

—Certificate File Data

[ . -~

Féerial Mumber: 162503161730851213217569888696699690998 N
Signaturedlgorithm: SHAZSEwWIthRSA (1.2.840,113549.1,1.11)
Issuer Mame: L=kKralkow, ST=Malopolska, CHN=CUCMIx, OU=TAC, O=Cisco Systemns, C=PL
Yalidity Frorm: Mon Aug 04 15:19:07 CEST 2014
To: Sat Aug 035 15:19:06 CEST 2019
Subject Mame: L=krakow, ST=Malopolska, CH=CUCM2x, OU=TAC, O=Cisco Systems, C=PL
Key: REA (1.2.840.115549,1,1.1)
lye: >

3082010a0282010100chaz252336f20e9682fe01804f0b0951aa532bc0771c1184052fb2balb 9t aafeace37eld002964115d4f0f6a
245 2ffc02f09329f5ec9 784092 25eafc5c31A06ac05892dde230004f4 3calf3na64b9188b5f4 3baeledn 7 77 d0S 7Ef1fdEe5e5855 |
553097808a6954b7c5af72abac9atlae?Becfllad32adafS20c82a6d881d0ea3dd75fe995ch2802499878452b972715ba3eed4ds
3376d884bb7fa7050baT4d0b12fdb33bal56decb32a98b%a41d76b4f966bee 8501230780623 3adbddbdEet11c82623f390ed el
692f3d123c7dbbed3dactacdbafé?4a60bbclc?S5372226de3d90a72a6e491358a220b5a38db35304de72f91893e3126745deaf237
65ab910203010001
Extensions: 3 present
[

Extension: KeyUsage (OID.2.5.29.15)

Critical: false

Usages: digitalSignature, keyEncipherment, dataEncipherment, kevAgreement, keyCertSign,

m

Extension: ExtkeylsageSyntax (OID.2.5.29.37)
Critical: false -
Usage oids; 1.3.6,1.5.5.7.3.1,1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,

—[ Delete ] l Cownload ]
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Show +  Settings = Security =  Software Upgrades «  Services *  Help -

Certificate Configuration

r Certificate Settings

File Mame CUCMIx. pem
Certificate Mame tomcat-trust
Certificate Type trust-certs
Certificate Group product-cpi
Description Signed Certificate

r Certificate File Data

[

ATRTa T
l Serial Number: 162503161730851213217569538096899590995 I

Issuer Mame; L=Krakow, ST=Malopolska, CN=CUCZMIx, QU=TAC, O0==Cisco Systems, C=PL
Validity Frorm: Mon Aug 04 15:19:07 CEST 2014

To: Sat Aug 03 15:19:06 CEST 2019
Subject Name: L=Krakow, ST=Malopolska, CH=CUCZMIx, QU=TAC, O0=Cisco Systerns, C=PL

»

m

op 239 Idyols pu wble IJedudle 9ld o9 IJpdlods s Bless Idoslule i.__su'ol. Jowpe
Lldoe IJgioelse W wol oo g39d CERTIFIATE. sgul vowg 03l Vs ywedle CM (IJoedsdle Vs
lJuwlo)):

2014-08-19 23:25:10,714 INFO [main] - log4j configuration successful.
2014-08-19 23:25:10,720 INFO [main] - IN -- CertMgr.java - mainInternal (args) -
2014-08-19 23:25:10,721 INFO [main] - decode

## delete operation is invoked here

2014-08-19 23:25:10,722 INFO [main] - op:delete

2014-08-19 23:25:10,722 INFO [main] - unit:tomcat-trust

2014-08-19 23:25:10,722 INFO [main] - cert-
dir:%$2Fusr%2Flocal%2Fplatform®2F.security%2Ftomcat%2Ftrust-certs$2FCUCMIX.pem
2014-08-19 23:25:10,722 INFO [main] - key-
dir:%2Fusr%2Flocal%2Fplatform%2F.security%2Ftomcat%$2Fkeys

2014-08-19 23:25:10,722 INFO [main] - logfile:%$2Fvar%2Flog%$2Factive%$2Fplatform$2Flog%2Fcert-
mgmt . log

2014-08-19 23:25:10,722 INFO [main] -
resultfile:%2Fvar%2Flog%2Factive%2Fplatform%2Flog%2Fcertde-info.xml
2014-08-19 23:25:10,722 INFO [main] - type:trust-certs

2014-08-19 23:25:10,749 INFO [main] - Parsed information

2014-08-19 23:25:10,749 INFO [main] - OrgName: CISCO

2014-08-19 23:25:10,749 INFO [main] - OrgUnit: TAC



2014-08-19 23:25:10,749 INFO [main] - Location: KRAKOW
2014-08-19 23:25:10,749 INFO [main] - Country: PL

2014-08-19 23:25:10,749 INFO [main] - State: MALOPOLSKA
2014-08-19 23:25:10,749 INFO [main] - Hostname: CUCM861
2014-08-19 23:25:10,750 INFO [main] - AlternateHostname: null
2014-08-19 23:25:10,750 INFO [main] - Domain Name:

2014-08-19 23:25:10,750 INFO [main] - IPAddress: 10.48.46.29
2014-08-19 23:25:10,751 INFO [main] - In parseXML()

[
[
[
[
[
[
[
[
2014-08-19 23:25:10,761 INFO [main] - FQDN Name retrived by InetAddress : CUCM861
[
[
[
[
[
[
[
[

2014-08-19 23:25:10,761 INFO [main] - CN: CUCM861
2014-08-19 23:25:10,761 INFO [main] - Temp before mod is
2014-08-19 23:25:10,761 INFO [main] - Temp afer mod is TAC
2014-08-19 23:25:10,761 INFO [main] - Temp in else is TAC
2014-08-19 23:25:10,761 INFO [main] - Temp before mod is
2014-08-19 23:25:10,761 INFO [main] - Temp afer mod is TAC
2014-08-19 23:25:10,761 INFO [main] - Temp in else is TAC
2014-08-19 23:25:10,762 INFO [main] - OuFields are TAC

2014-08-19 23:25:10,762 DEBUG [main] - Field after encoding: TAC
2014-08-19 23:25:10,762 DEBUG [main] - Field after encoding: CISCO
2014-08-19 23:25:10,762 DEBUG [main] - Field after encoding: KRAKOW
2014-08-19 23:25:10,762 DEBUG [main] - Field after encoding: MALOPOLSKA
2014-08-19 23:25:10,762 DEBUG [main] - Field after encoding: PL

2014-08-19 23:25:10,765 INFO [main] - OU field is :TAC

2014-08-19 23:25:10,765 INFO [main] - SubjectDN

CN=CUCM861, OU=TAC, O0=CISCO, L=KRAKOW, ST=MALOPOLSKA, C=PL

2014-08-19 23:25:10,765 INFO [main] - IN -- CertMgr.java - getCertMgrObj (unit) - tomcat-trust
2014-08-19 23:25:10,774 INFO [main] - OUT -- CertMgr.java - getCertMgrObj -
com.cisco.cpi.certMgmt.manager .TomcatCertMgr@92bbba

2014-08-19 23:25:10,774 INFO [main] - Dummy loadProperties

2014-08-19 23:25:10,774 INFO [main] - IN -- CertMgr.java - doOp(info) -

## details about the certificate that will be deleted

2014-08-19 23:25:10,774 INFO [main] - IN -- DefaultCertMgr.java - deleteCert (info) -
decode: true

op: delete

unit: tomcat-trust

keystoreUnit:tomcat-trust

logFile: /var/log/active/platform/log/cert-mgmt.log

resultFile: /var/log/active/platform/log/certde-info.xml

keyDir: /usr/local/platform/.security/tomcat/keys

certDir: /usr/local/platform/.security/tomcat/trust-certs/CUCMIX.pem
srcCert: null

type: trust-certs

rootCACert: null

trustDir: null

DNAME : CN=CUCM861, 0U=TAC, O=CISCO, L=KRAKOW, ST=MALOPOLSKA, C=PL

description:null
isDBInsert:true

## certificate file name

2014-08-19 23:25:10,775 INFO [main] - parsed filename: 'CUCM9X.pem'

2014-08-19 23:25:10,775 DEBUG [main] - filename: 'CUCM9X.pem'

2014-08-19 23:25:10,775 DEBUG [main] - fileRoot: 'CUCMI9X'

2014-08-19 23:25:10,775 INFO [main] - IN -- DefaultCertMgr.java - deleteDERandPEM (filenameRoot,
parentDir, info) -

## it will remove two files: CUCM9X.DER and CUCM9X.PEM

2014-08-19 23:25:10,775 DEBUG [main] - ParentDir:/usr/local/platform/.security/tomcat/trust-
certsFileName. (DER/PEM) : CUCM9X

2014-08-19 23:25:11,100 DEBUG [main] - Loading RSA providers explicitly...

2014-08-19 23:25:12,486 DEBUG [main] - RSA providers are loaded explicitly...

2014-08-19 23:25:12,487 DEBUG [main] - New security.provider.l=JsafedJCE

2014-08-19 23:25:12,487 DEBUG [main] - New security.provider.2=RsaJsse

2014-08-19 23:25:12,487 DEBUG [main] - New security.provider.3=BC



2014-08-19 23:25:12,487 DEBUG [main] - New security.provider.4=SUN
2014-08-19 23:25:12,487 DEBUG [main] - New security.provider.5=SunRsaSign
2014-08-19 23:25:12,487 DEBUG [main] - New security.provider.6=SunJSSE
2014-08-19 23:25:12,487 DEBUG [main] - New security.provider.7=SunJCE
2014-08-19 23:25:12,487 DEBUG [main] - New security.provider.8=SunJGSS
2014-08-19 23:25:12,487 DEBUG [main] - New security.provider.9=SunSASL
2014-08-19 23:25:12,487 DEBUG [main] - New security.provider.l0=XMLDSig
2014-08-19 23:25:12,487 DEBUG [main] - New security.provider.l1l1=SunPCSC

2014-08-19 23:25:12,487 INFO [main] - IN -- RSACryptoEngine.java - loadCertificate(..) -
2014-08-19 23:25:12,802 INFO [main] - OUT -- RSACryptoEngine.java - loadCertificate -
2014-08-19 23:25:12,826 INFO [main] - IN -- CertUtil.java - populateCertInfo(cert, opInfo,
certFilePemlLocation) -

2014-08-19 23:25:12,827 INFO [main] - IN -- CertUtil.java - getHostName(..) -

2014-08-19 23:25:12,827 INFO [main] - OUT -- CertUtil.java - getHostName - CUCM861
2014-08-19 23:25:12,830 INFO [main] - IN -- CryptoUtil.java - saveAsSPEM(..) -

2014-08-19 23:25:12,834 INFO [main] - OUT -- CryptoUtil.java - saveAsSPEM -

2014-08-19 23:25:12,834 INFO [main] - OUT -- CertUtil.java - populateCertInfo -

## certificate on the filesystem level has been deleted. Now the same must be done on the
## DB level

2014-08-19 23:25:12,835 INFO [main] - IN -- CertDBAction.java - deleteCertificateInDB(certInfo)

2014-08-19 23:25:12,835 INFO [main] -

DBParameters

PKID :null

CN :L=Krakow, ST=Malopolska, CN=CUCM9X, OU=TAC, O=Cisco Systems,C=PL
serialNo :7a40£f8743a793b44fe802b5f3eleb6f36

hostName :CUCM861

issuerName :L=Krakow, ST=Malopolska, CN=CUCM9X, QU=TAC,0=Cisco Systems,C=PL
Certificate :Not Printing huge Certificate String..

IPVAAddress :10.48.46.29

IPV6Address

TimeToLive :NULL

UNIT :tomcat-trust

TYPE :trust-certs

ROLE :null

RoleMoniker :null

RoleEnum :null

SERVICE :null

ServiceMoniker :null

ServiceEnum :0

2014-08-19 23:25:12,835 INFO [main] - DB - Certifciate Store Plugin Handler is
:com.cisco.ccm.certmgmt.db.CertDBImpl

2014-08-19 23:25:12,859 INFO [main] - IN -- CertDBImpl.java - deleteCertificate(certInfo) -
2014-08-19 23:25:13,024 DEBUG [main] - Connection Initialized to localnode. Connection
HashCode:14098944 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-19 23:25:13,024 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-19 23:25:13,026 DEBUG [main] - Try to get a connection from pool

2014-08-19 23:25:13,026 DEBUG [main] - getting local connection from Pool

2014-08-19 23:25:13,029 DEBUG [main] - Getting connection from connection pool entry
<database, jdbcurl2>

2014-08-19 23:25:13,029 DEBUG [main] - There are currently 0 connection pool entries
2014-08-19 23:25:13,034 DEBUG [main] - Checking if connection limit has been reached for
database

2014-08-19 23:25:13,035 DEBUG [main] - Connecting to publisher so max number of connections
allowed is 100

2014-08-19 23:25:13,035 DEBUG [main] - Number of connections in use is 0

2014-08-19 23:25:13,035 DEBUG [main] - There is currently 1 connection pool entry
2014-08-19 23:25:13,035 DEBUG [main] - Number of available connections in pool: 0
2014-08-19 23:25:13,406 DEBUG [main] - Adding connection
<com.informix.jdbc.IfxSgliConnect@196el36> to connection list



2014-08-19 23:25:13,407 DEBUG [main] - Marking connection
<com.informix.jdbc.IfxSgliConnect@196el36> as used

2014-08-19 23:25:13,407 DEBUG [main] - Got connection from pool

2014-08-19 23:25:13,412 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-19 23:25:13,418 DEBUG [main] - Closing the resultset.

2014-08-19 23:25:13,419 DEBUG [main] - Closing the connection. Connection HashCode:14098944 --
Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-19 23:25:13,419 DEBUG [main] - Attempting to close connection

2014-08-19 23:25:13,419 DEBUG [main] - Removing connection <database, jdbcurl2> from
ConnectionManager list

2014-08-19 23:25:13,419 DEBUG [main] - removeConnectionFromConnectionList ()

2014-08-19 23:25:13,431 DEBUG [main] - Removing connection
<com.informix.jdbc.IfxSgliConnect@196el36> from connection list

2014-08-19 23:25:13,442 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@196el36> is
not closed, adding it back to the pool entry <database, jdbcurl2>

2014-08-19 23:25:13,442 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,443 INFO [main] - TYPETRUSTROLEMAP ::{TRUST_ ROLE_DATA_ SERVICE=24,

TRUST_ROLE_PROVISIONING_SERVICE=23, TRUST_ROLE_SERVICEABILITY=27,
TRUST_ROLES_CALLMANAGER_TFTP=2, PHONE_TRUST_ROLES_FIREWALL=6, ROLE_APPLICATION_SERVER=7,
TRUST_ROLES_SAST=0, ROLE_SIGNALING_CALL_CONTROL=22, TRUST_ROLES_CALLMANAGER=1,
TRUST_ROLES_UNKNOWN=255, TRUST_ROLE_NETWORK_ELEMENT=25, TRUST_ROLES_SRST=5,
ROLE_CERTIFICATE_AUTHORITY=20, TRUST ROLE_VPN=26, TRUST_ROLES_CAPF=4, TRUST_ROLES_TFTP=3,
ROLE_AUTHENTICATION_AUTHORIZATION=21}

2014-08-19 23:25:13,443 INFO [main] - TYPESERVICEROLEMAP ::{Phone-VPN-trust=2, CallManager=3,
Phone-CTL-trust=15, tomcat-trust=6, TVS=11l, ipsec-trust=8, Phone-trust=1, Phone-SAST-trust=14,
tomcat=5, userlicensing-trust=16, CAPF=9, ipsec=7, CAPF-trust=10, CallManager-trust=4, TVS-
trust=12, directory-trust=13}

2014-08-19 23:25:13,443 INFO [main] - unitRoleMap ::{Phone-VPN-trust=[TRUST_ ROLE_VPN],
CallManager=[TRUST_ROLES_CALLMANAGER_TFTP, TRUST_ROLES_SAST], Phone-CTL-
trust=[ROLE_APPLICATION_SERVER], tomcat-trust=[ROLE_APPLICATION_SERVER],
TVS=[ROLE_AUTHENTICATION_AUTHORIZATION], ipsec-trust=[], Phone-trust=[ROLE_APPLICATION_SERVER],
Phone-SAST-trust=[TRUST_ROLES_SAST, TRUST_ROLES_TFTP], tomcat=[ROLE_APPLICATION_SERVER],
userlicensing-trust=[], CAPF=[TRUST_ROLES_CAPF], ipsec=[ROLE_APPLICATION_SERVER], CAPF-trust=[],
CallManager-trust=[], TVS-trust=[], directory-trust=[]}

2014-08-19 23:25:13,443 INFO [main] - commonTrustStoreMap ::{}

2014-08-19 23:25:13,446 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode:24762452 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-19 23:25:13,446 INFO [main] - IN -- CertDBImpl.java - getPkidOfCertificate (hash,
serverName, con) -

## looking for PKID of the certificate that should be deleted. This is done basing on the

## certificate hash

2014-08-19 23:25:13,447 DEBUG [main] - GetPKID Query :SELECT A.PKID FROM CERTIFICATE A,
CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND B.HASH = "a9Ww/WeDmBnnHHNncUCgOGCz409g="
2014-08-19 23:25:13,447 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-19 23:25:13,447 DEBUG [main] - Try to get a connection from pool

2014-08-19 23:25:13,447 DEBUG [main] - Getting connection from connection pool entry
<database, jdbcurl2>

2014-08-19 23:25:13,447 DEBUG [main] - There is currently 1 connection pool entry

2014-08-19 23:25:13,447 DEBUG [main] - Adding connection
<com.informix.jdbec.IfxSgliConnect@196el36> to connection list

2014-08-19 23:25:13,447 DEBUG [main] - Marking connection
<com.informix.jdbc.IfxSgliConnect@196el36> as used

2014-08-19 23:25:13,447 DEBUG [main] - Got connection from pool

2014-08-19 23:25:13,462 DEBUG [main] - Closing the resultset.

2014-08-19 23:25:13,463 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,463 INFO [main] - OUT -- CertDBImpl.java - getPkidOfCertificate -
2014-08-19 23:25:13,463 DEBUG [main] - Closing the connection. Connection HashCode:24762452 --
Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-19 23:25:13,463 DEBUG [main] - Attempting to close connection

2014-08-19 23:25:13,463 DEBUG [main] - Removing connection <database, jdbcurl2> from
ConnectionManager list



2014-08-19 23:25:13,463 DEBUG [main] - removeConnectionFromConnectionList ()

2014-08-19 23:25:13,463 DEBUG [main] - Removing connection
<com.informix.jdbc.IfxSgliConnect@196el36> from connection list

2014-08-19 23:25:13,463 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@196el36> is
not closed, adding it back to the pool entry <database, jdbcurl2>

2014-08-19 23:25:13,464 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,465 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode:12085572 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-19 23:25:13,465 DEBUG [main] - getConn:
usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-19 23:25:13,465 DEBUG [main] - Try to get a connection from pool

2014-08-19 23:25:13,465 DEBUG [main] - Getting connection from connection pool entry
<database, jdbcurl2>

2014-08-19 23:25:13,466 DEBUG [main] - There is currently 1 connection pool entry

2014-08-19 23:25:13,466 DEBUG [main] - Adding connection
<com.informix.jdbc.IfxSgliConnect@196el36> to connection list

2014-08-19 23:25:13,466 DEBUG [main] - Marking connection
<com.informix.jdbc.IfxSgliConnect@196el36> as used

2014-08-19 23:25:13,466 DEBUG [main] - Got connection from pool

2014-08-19 23:25:13,467 INFO [main] - IN -- CertDBImpl.java - deleteCertFromCertSrvCertMap (con,
serialNo, subjectName, serviceEnum) -

## removing association for our certificate from CERTIFICATESERVICECERTIFICATEMAP table

## first

2014-08-19 23:25:13,467 DEBUG [main] - Delete query of CERTIFICATESERVICECERTIFICATEMAP :DELETE
FROM CERTIFICATESERVICECERTIFICATEMAP WHERE TKCERTIFICATESERVICE = "6" AND FKCERTIFICATE =
"4152b36b-002e-68ac-711d-c373£a940779"

2014-08-19 23:25:13,467 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-19 23:25:13,561 INFO [main] - OUT -- CertDBImpl.java - deleteCertFromCertSrvCertMap -
2014-08-19 23:25:13,561 INFO [main] - IN -- CertDBImpl.java -
deleteCertFromCertProcessNodeMap (con, certInfo) -

## corresponding entry is being deleted from CERTIFICATEPROCESSNODEMAP table

2014-08-19 23:25:13,562 DEBUG [main] - Delete query of CERTIFICATEPROCESSNODEMAP :DELETE FROM
CERTIFICATEPROCESSNODEMAP WHERE FKCERTIFICATE="4152b36b-002e-68ac-711d-c373£fa940779" AND
SERVERNAME = "CUCM861"

2014-08-19 23:25:13,562 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-19 23:25:13,608 INFO [main] - OUT -- CertDBImpl.java - deleteCertFromCertProcessNodeMap
2014-08-19 23:25:13,609 DEBUG [main] - Certificate to be deleted UNIT: tomcat-trust

RoleMoniker :ROLE_APPLICATION_SERVER :: RoleEnum :7 :: ServiceEnum :6

2014-08-19 23:25:13,609 INFO [main] - IN -- CertDBImpl.java - checkMultipleUnitForSameRole (con,
roleMoniker, unit, certInfo) -

2014-08-19 23:25:13,609 DEBUG [main] - checkMultipleUnitForSameRole : SELECT PKID,FKCERTIFICATE,

TKCERTIFICATESERVICE,NAME UNIT FROM CERTIFICATESERVICECERTIFICATEMAP, TYPECERTIFICATESERVICE
WHERE ENUM=TKCERTIFICATESERVICE AND FKCERTIFICATE ="4152b36b-002e-68ac-711d-c373£fa%940779" AND
NAME != "tomcat-trust"

2014-08-19 23:25:13,609 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-19 23:25:13,646 DEBUG [main] - Closing the resultset.

2014-08-19 23:25:13,654 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,654 INFO [main] - OUT -- CertDBImpl.java - checkMultipleUnitForSameRole -
2014-08-19 23:25:13,654 INFO [main] - IN -- CertDBImpl.java - deleteCertFromTypeTrustRole (con,

certInfo, roleEnum) -

## and the same for CERTIFICATETRUSTROLEMAP map

2014-08-19 23:25:13,654 DEBUG [main] - Delete query of CERTIFICATETRUSTROLEMAP :DELETE FROM
CERTIFICATETRUSTROLEMAP WHERE TKTRUSTROLE = "7" AND FKCERTIFICATE = "4152b36b-002e-68ac-711d-
c373£a9%940779"

2014-08-19 23:25:13,654 DEBUG [main] - getConn:
usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]
2014-08-19 23:25:13,680 INFO [main] - OUT -- CertDBImpl.java - deleteCertFromTypeTrustRole -



2014-08-19 23:25:13,680 INFO [main] - IN -- CertDBImpl.java - checkMultipleCertForSrv(pkid, con)
2014-08-19 23:25:13,680 DEBUG [main] - checkMultipleCertForSrv : SELECT PKID,FKCERTIFICATE,
TKCERTIFICATESERVICE FROM CERTIFICATESERVICECERTIFICATEMAP WHERE FKCERTIFICATE = "4152b36b-002e-
68ac-711d-c373£a940779"

2014-08-19 23:25:13,680 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-19 23:25:13,682 DEBUG [main] - Closing the resultset.

2014-08-19 23:25:13,682 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,682 INFO [main] - OUT -- CertDBImpl.java - checkMultipleCertForSrv -
2014-08-19 23:25:13,682 INFO [main] - IN -- CertDBImpl.java - checkMultipleCertForRole(certInfo,
con) -

2014-08-19 23:25:13,682 DEBUG [main] - checkMultipleCertForRole : SELECT PKID,FKCERTIFICATE,
TKTRUSTROLE FROM CERTIFICATETRUSTROLEMAP WHERE FKCERTIFICATE = "4152b36b-002e-68ac-711d-
c373£a940779"

2014-08-19 23:25:13,683 DEBUG [main] - getConn:
usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]
2014-08-19 23:25:13,684 DEBUG [main] - Closing the resultset.

2014-08-19 23:25:13,684 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,684 INFO [main] - OUT -- CertDBImpl.java - checkMultipleCertForRole -
2014-08-19 23:25:13,684 INFO [main] - IN -- CertDBImpl.java -
checkMultipleCertForProcessnode (certInfo, con) -

2014-08-19 23:25:13,684 DEBUG [main] - checkMultipleCertForProcessnode : SELECT

PKID, FKCERTIFICATE, FKPROCESSNODE, SERVERNAME FROM CERTIFICATEPROCESSNODEMAP WHERE
FKCERTIFICATE="'4152b36b-002e-68ac-711d-c373fa%940779"

2014-08-19 23:25:13,684 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-19 23:25:13,687 DEBUG [main] - Closing the resultset.

2014-08-19 23:25:13,687 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,687 INFO [main] - OUT -- CertDBImpl.java - checkMultipleCertForProcessnode -

## normally you would expect that the certificate would be removed from CERTIFICATE table.
## This will not happen since it is possible that some of the nodes in the cluster will
## have specific tomcat-trust certificate in the trust store but some not. This is in

## compliance with the design. Since you remove the certificate only from publisher

## (by removing coresponding entries from 3 tables above) node it still be used

## by subscriber node. That is why the certificate will not be removed from CERTIFICATE
## TABLE

2014-08-19 23:25:13,687 DEBUG [main] - DELETE FLAG :: isSrvMap=false :: isRoleMap=false
isProcessnodeMap=true

2014-08-19 23:25:13,687 DEBUG [main] - The certificate is being used by either different role or
unit or other node. So no need to delte from certificate table.

2014-08-19 23:25:13,690 DEBUG [main] - Connection committed for deleteCertificate..

2014-08-19 23:25:13,690 DEBUG [main] - Closing the connection. Connection HashCode:12085572 --
Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-19 23:25:13,690 DEBUG [main] - Attempting to close connection

2014-08-19 23:25:13,690 DEBUG [main] - Removing connection <database, jdbcurl2> from
ConnectionManager list

2014-08-19 23:25:13,690 DEBUG [main] - removeConnectionFromConnectionList ()
2014-08-19 23:25:13,690 DEBUG [main] - Removing connection

<com.informix.jdbc.IfxSgliConnect@196el36> from connection list
2014-08-19 23:25:13,690 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@196el36> is
not closed, adding it back to the pool entry <database, jdbcurl2>

2014-08-19 23:25:13,691 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-19 23:25:13,691 DEBUG [main] - Connection released from CertDBImpl.deleteCertificate
method.

2014-08-19 23:25:13,691 INFO [main] - OUT -- CertDBImpl.java - deleteCertificate -
2014-08-19 23:25:13,691 INFO [main] - OUT -- CertDBAction.java - deleteCertificateInDB -
2014-08-19 23:25:13,691 INFO [main] - OUT -- DefaultCertMgr.java - deleteDERandPEM -
2014-08-19 23:25:13,691 DEBUG [main] - deleteDERandPEM: sCertDir =
/usr/local/platform/.security/tomcat/trust-certs --- sAlias = CUCM9X

## removing the certificate from keystore on this node
2014-08-19 23:25:13,691 INFO [main] - IN -- TomcatCertMgr.java - removeFromKeyStore(..) -



2014-08-19 23:25:13,691 INFO [main] - IN -- RSACryptoEngine.java -

removeFromKeyStore (keystoreFile, keystorePass, alias)

2014-08-19 23:25:13,691 INFO [main] - IN -- RSACryptoEngine.java - loadKeyStore (keystoreFile,
keystorePass) -

2014-08-19 23:25:13,895 INFO [main] - OUT -- RSACryptoEngine.java - loadKeyStore -
2014-08-19 23:25:13,922 DEBUG [main] - Removing certificate from keystore CUCM9X
2014-08-19 23:25:13,923 DEBUG [main] - Size of the keystore after delete is : 3

2014-08-19 23:25:13,923 INFO [main] - OUT -- RSACryptoEngine.java - removeFromKeyStore -
2014-08-19 23:25:13,923 INFO [main] - OUT -- TomcatCertMgr.java - removeFromKeyStore -
2014-08-19 23:25:13,924 INFO [main] - trustdir ::/usr/local/platform/.security/tomcat/trust-
certs

2014-08-19 23:25:13,924 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-19 23:25:13,924 DEBUG [main] - Executing command from Util.sysExec python

/usr/local/platform/bin/c_rehash.py /usr/local/platform/.security/tomcat/trust-certs

2014-08-19 23:25:13,940 DEBUG [Finalizer] - Attempting to close connection
2014-08-19 23:25:13,940 DEBUG [Finalizer] - Connection already closed or never open
2014-08-19 23:25:13,940 DEBUG [Finalizer] - Attempting to close connection
2014-08-19 23:25:13,940 DEBUG [Finalizer] - Connection already closed or never open
2014-08-19 23:25:13,962 DEBUG [Finalizer] - Attempting to close connection
2014-08-19 23:25:13,962 DEBUG [Finalizer] - Connection already closed or never open
2014-08-19 23:25:14,203 INFO [main] - OUT -- Util.java - sysExec -

## setting/updating the
## be changed since you
## standard procedure)

2014-08-19 23:25:14,203
setOwnershipAndPermissions(file) -

2014-08-19 23:25:14,203 DEBUG [main]
2014-08-19 23:25:14,203 DEBUG [main]

rights and the ownership of the files in trust store (nothing will

just removed two cert files + description

INFO

[main]

file,

IN -- DefaultCertMgr.java -

- setOwnershipAndPermissions
- Changing ownership of file

'/usr/local/platform/.security/tomcat/trust-certs'
2014-08-19 23:25:14,204 INFO

2014-08-19 23:25:14,204 DEBUG [main]

[main]

IN -- Util.java - sysExec (exe, args) -

- Executing command from Util.sysExec

certbase /usr/local/platform/.security/tomcat/trust-certs
2014-08-19 23:25:14,224 INFO

2014-08-19 23:25:14,224 DEBUG [main]

[main]

OUT -- Util.java - sysExec -
- Changing group ownership of file

"/usr/local/platform/.security/tomcat/trust-certs'
2014-08-19 23:25:14,224 INFO

2014-08-19 23:25:14,224 DEBUG [main]

[main]

IN -- Util.java - sysExec (exe, args) -

- Executing command from Util.sysExec

ccmbase /usr/local/platform/.security/tomcat/trust-certs
2014-08-19 23:25:14,236 INFO

2014-08-19 23:25:14,237 DEBUG [main]

[main]

OUT -- Util.java - sysExec -
- Changing mode of file

"/usr/local/platform/.security/tomcat/trust-certs'
2014-08-19 23:25:14,237 INFO

2014-08-19 23:25:14,237 DEBUG [main]

[main]

IN -- Util.java - sysExec (exe, args) -

- Executing command from Util.sysExec

/usr/local/platform/.security/tomcat/trust-certs

2014-08-19
2014-08-19
2014-08-19
2014-08-19
2014-08-19
2014-08-19
2014-08-19
2014-08-19

23:
23:
23:
23:
23:
23:
23:
23:

25:
25:
25:
25:
25:
25:
25:
25:

14,239
14,240
14,240
14,240
14,240
14,241
14,241
14,241

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

[main]

OUT -- Util.java - sysExec -

OUT -- DefaultCertMgr.java - setOwnershipAndPermissions -
OUT -- DefaultCertMgr.java - deleteCert -

IN -- CertMgr.java - logResult(result, desc, resultFile)
CertMgmt Operation Result null

OUT -- CertMgr.java - logResult -

OUT -- CertMgr.java - doOp -

OUT -- CertMgr.java - mainIntenal -

trust-certs

this is just

/bin/chown -R

/bin/chgrp -R

/bin/chmod -R 755

w- Joldss vele 1Ugpdsé eds puwess Filesystem (oble 1Jeddle) BJuozdd oo sJsd
lJe 8o TOMCAT:

[root@CUCM861 trust-certs]# 1ls -la

total 108

drwxr-xXr-x
drwxr-xXr-x
lrwxrwxrwx
lrwxrwxrwx

2 certbase ccmbase 4096 Aug

5 root 4096 Apr 4

root

1 certbase ccmbase

1 certbase ccmbase

11 Aug
42 Aug

19 23:25

12:47 ..
19 23:25 101£f9%a6.0 -> CUCM861.pem
19 23:25 7e0370£0.0 ->



VeriSign_Class_3_Secure_Server_CA_-_G3.pem
-rwxr-xXr-x 1 certbase ccmbase 939 Aug 2 23:36 CUCM861.der

-rwxr-xXr-x 1 certbase ccmbase 44 Aug 2 23:36 CUCM861.description

-rwxr-xXr-x 1 certbase ccmbase 1326 Aug 2 23:36 CUCM861.pem

-rwxr-xXr-x 1 certbase ccmbase 941 Aug 2 22:51 CUCM861ls.der

-rwxr-xXr-x 1 certbase ccmbase 44 Aug 2 22:51 CUCM86ls.description

-rwxr-xXr-x 1 certbase ccmbase 1330 Aug 2 22:51 CUCM861ls.pem

lrwxrwxrwx 1 certbase ccmbase 12 Aug 19 23:25 dOaacffb.0 -> CUCM861s.pem

-rwxr-xXr-x 1 certbase ccmbase 3907 Aug 19 23:25 tomcat-trust.keystore

-rwxXr-xXr-x 1 certbase ccmbase 1520 Apr 4 12:47 VeriSign_ Class_3_Secure_Server_CA_-_G3.der
-rwxXr-xXr-x 1 certbase ccmbase 44 Apr 4 12:47 VeriSign_Class_3_Secure_Server_CA_-

_G3.description
-rwxXr-xXr-x 1 certbase ccmbase 2114 Apr 4 12:47 VeriSign_Class_3_Secure_Server_CA_-_G3.pem

9Jpl o)y VB9 wew |51Js 3 pdudle (CUCMIX.pem 9 CUCMIX.der 9 CUCMOX.description)
sldlodb 1d,ejs.

C. wsop ledle 2206 CertCN 1Up9z9:6 eds 1ol Sldpvond wldogss) IUss op loldo Bs
|Jz>9J CertificateServiceServiceServiceFicatemap o9l uvbé 1Jsé ledlp wess, DB.

P £.58 1Jolob:

2014-08-19 23:25:13,811 INFO [Thread-5] - IN - process. changeData &colon;
2014-08-19 23:25:13,812 INFO [Thread-5] - Inside CERTIFICATESERVICECERTIFICATEMAP - I option..
2014-08-19 23:25:13,812 DEBUG [Thread-5] - Updated Data in CERTIFICATESERVICECERTIFICATEMAP

::<msg><type>DBL</type><table>certificateservicecertificatemap</table><tableid>44</tableid><acti
on>D</action><time>1408483513</time><old><cdrserver>2</cdrserver><cdrtime>1407158487</cdrtime><p
kid>798ff6el-eld6-42e5-a4e6-3049d7360d6d</pkid><fkcertificate>4152b36b-002e-68ac-711d-
c373fa940779</fkcertificate><tkcertificateservice>6</tkcertificateservice><ifx_replcheck>6043699
681953972226</ifx_replcheck></o0ld></msg>

2014-08-19 23:25:18,818 INFO [Thread-5] - OUT - process.

Jlsdip IdB8sle ols uvse eds £856 [Juluiy ob)l Jlo IJ Uivse wp loslde wluwlos CM APL
oSO Idubvse 1U3s spdud pildeowo Vs yugdle CERTen gds IJpgive,d.

3. §p wgdD U Jwohd 1Je 86 1U9,e56 1Jp92936 eds €826 IJpuive,di s w9 wudyw
lJepdsé o grsvl lJos wpo pdlgbool gds £956 IJuluny. 1J,9 1J9zs> 09 ¢logs ..'J?I:s@é
JIJé 1Ugld po ga9d Iduboble. po wwzdle CM (Idgse 1U3s sewss eds lJugss) wib):

2014-08-21 11:59:35,383 INFO [main] - OUT -- CertDBImpl.java - checkMultipleCertForProcessnode -
2014-08-21 11:59:35,383 DEBUG [main] - DELETE FLAG :: isSrvMap=false :: isRoleMap=false
isProcessnodeMap=false

2014-08-21 11:59:35,383 INFO [main] - IN -- CertDBImpl.java - deleteCertificateBySerialNo(con,
certInfo) -

## certificate is removed from CERTIFICATE table

2014-08-21 11:59:35,383 DEBUG [main] - Delete query of CERTIFICATE :DELETE FROM CERTIFICATE
WHERE PKID = "4152b36b-002e-68ac-711d-c373£a940779"

2014-08-21 11:59:35,383 DEBUG [main] - getConn:
usePooling[true]connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-21 11:59:35,596 INFO [main] - OUT -- CertDBImpl.java - deleteCertificateBySerialNo -
2014-08-21 11:59:35,598 DEBUG [main] - Connection committed for deleteCertificate..

2014-08-21 11:59:35,598 DEBUG [main] - Closing the connection. Connection HashCode:6923467 --
Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

228 1855 uusope ledlp CertCN Lldogss) S IJzed :
CertificateServiceServiceServiceFicatemap gJs JJl 1Jg 9. 9du wwgs Iddzus |s lple wb)l Ids
lo zese dlgeld & lozie pu Bod Jews IJoouwsd 1dbhss.



4.z. lebs loyvle Jbol>e TOMCAT gJds 956 IJului)
B IJuwsubss IJelde lue wub, [Js gpdss lelss wadss w9p Jlo. pem.

Spdud lgbs IJlogble eJs £826 1Jolui)y &p Idozs IJolds g0 dsOss wuiy 03l IJogss) 1Js
lJewré Ideluss.

ooy 030 IJgpdss pu lJgbole IJoldss:

I lebs Jogle Ilz)le 1J5s wp wie wubgsdo opu Lobzé CM.

w- wouubs Idpuvgdlo ledlo uol>e Tomeat zxs36 9o ogol Vs wble IJpddle

C. Swp I>o)lz Uvol>e Tomeat 23536 WS DB (uvsep IJJolwo 9938 I iol>s 1J93800) woluwlbo
CM. UYSUP UE 030 |JroE_J_9ro|Q Quuéj r¢:bC,v|‘¢:b|C,v._J| Ew) UQUUE_ |.Jrooro|d';.J J DB.

D. swp 239 ol [Je e 1J§>8006 pu wble dpdle (FI51dwol pu péio IJplosy)

e. op luwos)b IJoygs lJs uble lJedOle (+ sup ldoedd pu woes beldle dlgss ldoslule
lJplbolo§6).

S¥9p F. CertCN gJs 1Jg @56 IU9 86 wldwse WS wuvgsd IJe@o wld@be slildeoel oo wble
IJedSle 900 o0 ldplose.

g. 91zl wop lehe luwes)b 1dpdw 1Uzyss 1Js uble Idpdile Cp wop wosseo |Us piv
lJedlose.

I IJuosw sess ez sosuol IJulog wpe (imestamp 23:36):



Show +  Setlings *  Security *  Softvware Upgrades =  Services = Help =

Certificate Configuration

L-_i‘ﬂ: Regenerate -i‘_;-" Dootwnlosdd Ei‘_!g Genetate CSR

—Status

@ Success: certificate regenerated JPerform a Disaster Recovery backup so the latest backup contains the regenerated certificate.

r Certificate Settings

File Marme torncat.pem

Certificate Mame tomcat

Certificate Type certs

Certificate Group product-cpi

Description Self-signed certificate generated by system

r Certificate File Data

[
Wersion: V3
Serial Nurmber: 8876968087 2451706773275250466208361017
Signaturealgorithm: SHAL1withRSA (1.2.840,113549,1.1.5)
Issuer Narme: L=KRAKOW, ST=MALOPOLSKA, CN=CUZMGel, OU=TAC, O=CI5SC0O, C=PL
Validity From: Sat Aug 02 23:36:44 CEST 2014
To: Thu Aug 01 23:36:43 CEST 2019
Subject Mame: L=kKRAKOW, ST=MALOPOLSKA, CH=CUCMa61, OU=TAC, O=CISCO, C=PL
key: RSA (1.2.840,113549,1.1.1)

Fey walle!
3082010a0252010100b460e5cl7323962babf797a031ecdal?3e02163e36f796007660439fb1dd35d75891439fd2b580c9dea514ba
fo0fa42db0511leca717a3b7996558b6d5c7dodf6bo7b336fcaf 3524078051 29495f19a56dd34 3654 9ff338061844099c939589a5f92 |
Oac76cdZ45ebb2f38e0f0calced2df87FEdd 737 c6f16561fc7a61d64a01f218ebfaZ3e56095e91 7472996020584 51237 778028Fd
260029cc5def00376589690096b39880e67 7a2a008eb7517379717h5d45fbdcedb 948692 1efE828b558e08346b2b4 1034420401 b4 a
Z28edee32bdc7edo8do90324d67 74 acn8fladefod a0d6 0277527 ecddo02232a1457b152bdE868c1178b0cedaa9c518512d3f92bae22
d43z2b0z03010001

Extensions: 3 present

[

*

m

Extension: Keylsage (OID.2,5.29.15)
Critical: false
Usages: digitalSignature, keyEncipherment, dataEncipherment, keyAgreement, keyCertSign,

Extension: ExtkeyUsageSyntax (OID.2.5.29.37)
Critical: false -
Usage oids; 1.3.6,1.55.7.3.1,1.3.6,.1.5.5.7.3.2,1.3.6.1.5.5.7.3.5,

—[ Regenerate l [ Download ] [ Generate CSR ]

e IJouwduwds Jos,oul lJgasse:
>Suvpew,: 8876968087245170673275250466208361017
hex: 42C86B2CF293630FE27BBDDC7FD02A39

Iduiolss IJpzd9lbs b wble IJpdSle (pu 1Jz3)):

[root@CUCM861 tomcat]# pwd
/usr/local/platform/.security/tomcat
[root@CUCM861 tomcat]# 1ls -la certs
total 48
drwxr-xr-x 23:36

12:47

23:36 tomcat.der

23:36 tomcat.description

certbase ccmbase 4096 Aug
drwxr-xXr-x root root 4096 Apr

—TWXY—-XY-X certbase ccmbase 64 Aug

NN DN BN

2
5
-rwxr-xr-x 1 certbase ccmbase 939 Aug
1
1

—TWXY—-XY-X certbase ccmbase 2598 Aug 23:36 tomcat.keystore
-rwxr-xr-x 1 certbase ccmbase 1326 Aug 2 23:36 tomcat.pem
[root@CUCM861 tomcat]# 1s -la trust-certs

total 108



drwxr-xr-x 2 certbase ccmbase 4096 Aug 2 23:36

drwxr-xr-x 5 root root 4096 Apr 4 12:47 ..

1 certbase ccmbase 11 Aug 2 23:36 101£f99a6.0 -> CUCM861.pem
lrwxrwxrwx 1 certbase ccmbase 42 Aug 2 23:36 7e0370f0.0 ->

1rwXrwXrwx

VeriSign_Class_3_Secure_Server_ CA_-_G3.pem

-rwxr-xXr-x 1 certbase ccmbase 939 Aug 2 23:36 CUCM86l1l.der

-rwxr-xXr-x 1 certbase ccmbase 44 Aug 2 23:36 CUCM861.description

-rwxr-xXr-x 1 certbase ccmbase 1326 Aug 2 23:36 CUCM861.pem

-rwxr-xXr-x 1 certbase ccmbase 941 Aug 2 22:51 CUCM861ls.der

-rwxXr-xXr-x 1 certbase ccmbase 44 Aug 2 22:51 CUCM86ls.description

-rwxr-xXr-x 1 certbase ccmbase 1330 Aug 2 22:51 CUCM861ls.pem

lrwxrwxrwx 1 certbase ccmbase 12 Aug 2 23:36 dlaacffb.0 -> CUCM861s.pem

-rwxr-xXr-x 1 certbase ccmbase 3907 Aug 2 23:36 tomcat-trust.keystore

-rwxXr-xXr-x 1 certbase ccmbase 1520 Apr 4 12:47 VeriSign_ Class_3_Secure_Server_CA_-_G3.der
-rwxr-xXr-x 1 certbase ccmbase 44 Apr 4 12:47 VeriSign_Class_3_Secure_Server_CA_-

_G3.description

-rwxXr-xXr-x 1 certbase ccmbase 2114 Apr 4 12:47 VeriSign_Class_3_Secure_Server_CA_-_G3.pem
[root@CUCM861 tomcat]# md5sum certs/tomcat.der

a0dd8031bcd3c269844df8a3fafd476c certs/tomcat.der

[root@CUCM861 tomcat]# md5sum trust-certs/CUCM861.der

a0dd8031bcd3c269844df8a3fafd476c trust-certs/CUCM861.der

Jol o) (wule eds 98e IJogsdsd) sop wiiso gvoboul Idzrsss Ws >Jdsd IJuvoble (ped
tomcat.der) 995 IJoub sl IJlweseluss (eod CUCM8B61.der). seww ldpzese IUIRowls
MD5(md5sum) Iy, 030 0w w Iduiolss: Idos e wiisuel prose. Jol sop wease IdLoulb
lJ)yess (101f99a6.0 -> CUCM861.pem).

w- 1Jozss oo swp w9luwbs CM. sg9ul udds wbyo gu Jow gds gpdso IJogrss:

2014-08-02 23:36:40,962 INFO [main] - log4j configuration successful.
2014-08-02 23:36:40,977 INFO [main] - IN -- CertMgr.java - mainInternal (args) -
2014-08-02 23:36:40,979 INFO [main] - decode

## operation invoked is "regenerate", if you would like to display the cert in 0OS

## Administration -> Security -> Certificate Management you would see "display" operation
## type.

2014-08-02 23:36:40,979 INFO [main] - op:regenerate

## you are going to regenerate tomcat cert, below the details of the cert are being listed
2014-08-02 23:36:40,979 INFO [main] - unit:tomcat

2014-08-02 23:36:40,979 INFO [main] - cert-
dir:%2Fusr%2Flocal%2Fplatform%2F.security%2Ftomcat%2Fcerts%2Ftomcat

2014-08-02 23:36:40,979 INFO [main] - key-
dir:%2Fusr%2Flocal%2Fplatform%2F.security%2Ftomcat%$2Fkeys

2014-08-02 23:36:40,979 INFO [main] - logfile:%$2Fvar%2Flog%$2Factive%$2Fplatform$2Flog%2Fcert-
mgmt . log

2014-08-02 23:36:40,979 INFO [main] -
resultfile:%2Fvar%2Flog%2Factive%2Fplatform%2Flog%2Fcertde-info.xml
2014-08-02 23:36:40,979 INFO [main] - type:certs

2014-08-02 23:36:41,006 INFO [main] - Parsed information
2014-08-02 23:36:41,006 INFO [main] - OrgName: CISCO
2014-08-02 23:36:41,006 INFO [main] - OrgUnit: TAC
2014-08-02 23:36:41,007 INFO [main] - Location: KRAKOW
2014-08-02 23:36:41,007 INFO [main] - Country: PL
2014-08-02 23:36:41,007 INFO [main] - State: MALOPOLSKA

[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
2014-08-02 23:36:41,007 INFO [main] - Hostname: CUCMS861
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]

2014-08-02 23:36:41,007 INFO [main] - AlternateHostname: null

2014-08-02 23:36:41,007 INFO [main] - Domain Name:

2014-08-02 23:36:41,007 INFO [main] - IPAddress: 10.48.46.29

2014-08-02 23:36:41,008 INFO [main] - In parseXML()

2014-08-02 23:36:41,021 INFO [main] - FQDN Name retrived by InetAddress : CUCM861
2014-08-02 23:36:41,021 INFO [main] - CN: CUCM861



2014-08-02 23:36:41,022 INFO [main] - Temp before mod is

2014-08-02 23:36:41,022 INFO [main] - Temp afer mod is TAC

2014-08-02 23:36:41,022 INFO [main] - Temp in else is TAC

2014-08-02 23:36:41,022 INFO [main] - Temp before mod is

2014-08-02 23:36:41,022 INFO [main] - Temp afer mod is TAC

2014-08-02 23:36:41,022 INFO [main] - Temp in else is TAC

2014-08-02 23:36:41,022 INFO [main] - OuFields are TAC

2014-08-02 23:36:41,022 DEBUG [main] - Field after encoding: TAC

2014-08-02 23:36:41,022 DEBUG [main] - Field after encoding: CISCO
2014-08-02 23:36:41,023 DEBUG [main] - Field after encoding: KRAKOW
2014-08-02 23:36:41,023 DEBUG [main] - Field after encoding: MALOPOLSKA
2014-08-02 23:36:41,023 DEBUG [main] - Field after encoding: PL

2014-08-02 23:36:41,026 INFO [main] - OU field is :TAC

2014-08-02 23:36:41,027 INFO [main] - SubjectDN

CN=CUCM861, OU=TAC, O0=CISCO, L=KRAKOW, ST=MALOPOLSKA, C=PL

2014-08-02 23:36:41,027 INFO [main] - IN -- CertMgr.java - getCertMgrObj(unit) - tomcat
2014-08-02 23:36:41,036 INFO [main] - OUT -- CertMgr.java - getCertMgrObj -
com.cisco.cpi.certMgmt.manager.TomcatCertMgr@l123b25¢c

2014-08-02 23:36:41,036 INFO [main] - Dummy loadProperties

2014-08-02 23:36:41,036 INFO [main] - IN -- CertMgr.java - doOp(info) -
2014-08-02 23:36:41,037 DEBUG [main] - cert filename root: 'tomcat'
2014-08-02 23:36:41,037 DEBUG [main] - cert file parent directory:
'/usr/local/platform/.security/tomcat/certs'

2014-08-02 23:36:41,037 DEBUG [main] - File created with certParentDir
2014-08-02 23:36:41,037 DEBUG [main] - DirCheck for certParentDir succeeded
2014-08-02 23:36:41,038 DEBUG [main] - File created with keyDir

2014-08-02 23:36:41,038 DEBUG [main] - DirCheck for keyDir succeeded

## API function for generating certificate is invoked

2014-08-02 23:36:41,039 DEBUG [main] - Calling genCertAPI() from regenCert ()
2014-08-02 23:36:41,039 INFO [main] - IN -- DefaultCertMgr.java - genCertAPI (info) -
2014-08-02 23:36:41,039 INFO [main] - parsed root path:

"/usr/local/platform/.security/tomcat/certs’
2014-08-02 23:36:41,039 DEBUG [main]
"/usr/local/platform/.security/tomcat/certs’
2014-08-02 23:36:41,040 DEBUG [main]
2014-08-02 23:36:41,041 INFO
"/usr/local/platform/.security/tomcat/certs’

2014-08-02
2014-08-02
2014-08-02
2014-08-02
2014-08-02
2014-08-02
2014-08-02
2014-08-02
2014-08-02
2014-08-02
2014-08-02
2014-08-02
2014-08-02
2014-08-02

## at this
ertificate
2014-08-02
2014-08-02
2014-08-02
2014-08-02

## certificate is written into filesystem and the owner (user:group) and rights are being

## adjusted

23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:
23:

36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

41,042
41,385
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,989
42,990

as a result
23:36:42,990
23:36:43,003
23:36:44,657
23:36:44,658

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

INFO
INFO
INFO
INFO

2014-08-02 23:36:45,009 INFO
2014-08-02 23:36:45,009 INFO

[main]

[main]
[main]
[main]
[main]
[main]
[main]
[main]
[main]
[main]
[main]
[main]
[main]
[main]
[main]

[main]
[main]

- cert file parent directory:

- tomcat Certificate keysize

- SubjectAltName

- parsed root path:

null

2048

Loading RSA providers explicitly...

RSA
New
New
New
New
New
New
New
New
New
New
New

moment generateCertificate() function is

IN -- RSACryptoEngine.java - generateCertificate(..)
passphrase is ::LA20PvI2sezuPgph

OUT -- RSACryptoEngine.java - generateCertificate -
IN -- RSACryptoEngine.java - loadCertificate(..)

security.
security.
security.
security.
security.
security.
security.
security.
security.
security.
security.

provider.
provider.
provider.
provider.
provider.
provider.
provider.
provider.
provider.
provider.
provider.

invoked which actually returns a new ##

providers are loaded explicitly...

1=JsafeJCE
2=RsaJsse
3=BC

4=SUN
5=SunRsaSign
6=SunJSSE
7=SunJCE
8=SunJGSS
9=SunSASL
10=XMLDSig
11=SunPCSC

- OUT -- RSACryptoEngine.java - loadCertificate -
- IN -- DefaultCertMgr.java -



setOwnershipAndPermissions(file) -

2014-08-02 23:36:45,009 DEBUG [main] - setOwnershipAndPermissions : certs
2014-08-02 23:36:45,009 DEBUG [main] - Changing ownership of file
"/usr/local/platform/.security/tomcat/certs’

2014-08-02 23:36:45,010 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-02 23:36:45,010 DEBUG [main] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform/.security/tomcat/certs

2014-08-02 23:36:45,017 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:45,017 DEBUG [main] - Changing group ownership of file
"/usr/local/platform/.security/tomcat/certs’

2014-08-02 23:36:45,018 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-02 23:36:45,018 DEBUG [main] - Executing command from Util.sysExec : /bin/chgrp -R
ccmbase /usr/local/platform/.security/tomcat/certs

2014-08-02 23:36:45,021 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:45,021 DEBUG [main] - Changing mode of file
"/usr/local/platform/.security/tomcat/certs’

2014-08-02 23:36:45,021 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-02 23:36:45,021 DEBUG [main] - Executing command from Util.sysExec : /bin/chmod -R 755
/usr/local/platform/.security/tomcat/certs

2014-08-02 23:36:45,046 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:45,046 INFO [main] - OUT -- DefaultCertMgr.java - setOwnershipAndPermissions -
2014-08-02 23:36:45,046 INFO [main] - IN -- DefaultCertMgr.java -

setOwnershipAndPermissions(file) -

2014-08-02 23:36:45,046 DEBUG [main] - setOwnershipAndPermissions : keys
2014-08-02 23:36:45,046 DEBUG [main] - Changing ownership of file
'/usr/local/platform/.security/tomcat/keys'

2014-08-02 23:36:45,046 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-02 23:36:45,046 DEBUG [main] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform/.security/tomcat/keys

2014-08-02 23:36:45,051 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:45,051 DEBUG [main] - Changing group ownership of file
'/usr/local/platform/.security/tomcat/keys'

2014-08-02 23:36:45,052 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-02 23:36:45,052 DEBUG [main] - Executing command from Util.sysExec : /bin/chgrp -R
ccmbase /usr/local/platform/.security/tomcat/keys

2014-08-02 23:36:45,055 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:45,055 DEBUG [main] - Changing mode of file
'/usr/local/platform/.security/tomcat/keys'

2014-08-02 23:36:45,055 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-02 23:36:45,055 DEBUG [main] - Executing command from Util.sysExec : /bin/chmod -R 755
/usr/local/platform/.security/tomcat/keys

2014-08-02 23:36:45,061 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:45,061 INFO [main] - OUT -- DefaultCertMgr.java - setOwnershipAndPermissions -

## description is generated and put into the description file

2014-08-02 23:36:45,061 INFO [main] - IN -- DefaultCertMgr.java - createDescriptionFile (name,
description) -

2014-08-02 23:36:45,063 INFO [main] - description is :Self-signed certificate generated by
system

2014-08-02 23:36:45,063 INFO [main] - OUT -- DefaultCertMgr.java - createDescriptionFile -
2014-08-02 23:36:45,064 INFO [main] - IN -- DefaultCertMgr.java -

setOwnershipAndPermissions(file) -

2014-08-02 23:36:45,064 DEBUG [main] - setOwnershipAndPermissions : tomcat.description
2014-08-02 23:36:45,064 DEBUG [main] - Changing ownership of file
"/usr/local/platform/.security/tomcat/certs/tomcat.description'

2014-08-02 23:36:45,064 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-02 23:36:45,064 DEBUG [main] - Executing command from Util.sysExec : /bin/chown
certbase /usr/local/platform/.security/tomcat/certs/tomcat.description

2014-08-02 23:36:45,074 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:45,074 DEBUG [main] - Changing group ownership of file
'/usr/local/platform/.security/tomcat/certs/tomcat.description'

2014-08-02 23:36:45,074 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-02 23:36:45,075 DEBUG [main] - Executing command from Util.sysExec : /bin/chgrp ccmbase
/usr/local/platform/.security/tomcat/certs/tomcat.description



2014-08-02 23:36:45,077 INFO [main] - OUT -- Util.java - sysExec -
2014-08-02 23:36:45,077 DEBUG [main] - Changing mode of file
"/usr/local/platform/.security/tomcat/certs/tomcat.description'

2014-08-02 23:36:45,077 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-02 23:36:45,077 DEBUG [main] - Executing command from Util.sysExec : /bin/chmod 755
/usr/local/platform/.security/tomcat/certs/tomcat.description

2014-08-02 23:36:45,083 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:45,083 INFO [main] - OUT -- DefaultCertMgr.java - setOwnershipAndPermissions -
2014-08-02 23:36:45,084 INFO [main] - IN -- CertUtil.java - populateCertInfo(cert, opInfo,
certFilePemlLocation) -

2014-08-02 23:36:45,086 INFO [main] - IN -- CertUtil.java - getHostName(..) -

2014-08-02 23:36:45,089 INFO [main] - OUT -- CertUtil.java - getHostName - CUCM861
2014-08-02 23:36:45,092 INFO [main] - IN -- CryptoUtil.java - saveASPEM(..) -

2014-08-02 23:36:45,098 INFO [main] - OUT -- CryptoUtil.java - saveAsSPEM -

2014-08-02 23:36:45,098 INFO [main] - OUT -- CertUtil.java - populateCertInfo -

C. WO 030 I.JJQJbé‘ Jrsd ol 23636 glojo gJs puwe9s o]qlp lJpJle (tomcat.pem s
lJivol>6). Jel I, CUCM861.pem s p)ld) 1Je 96 092936 oul syl 9JJu Jp wop luolwwol
WO 030 lJpyzds. 03l gJIe Jlz sl :

Zlo 1Jssw lJle Jogsse Jvole Tomeat W DB JpuilyJs IJogss) pe 1Je@s IUIE)s.

Sod IJozss spdod 1o oys Uvolssé w9pw b DB:

admin:run sgl select c.pkid, c.serialnumber from certificate ¢, certificateservicecertificatemap
m WHERE m.fkcertificate = c.pkid AND m.tkcertificateservice = '5'

pkid serialnumber ==================================== ================================
533dbbfc-78ce-b46£f-7d64-cd2b7c536£6d 6cf5bc855b681£658f9e7506d3ecbeab
abbl8f66-bf72-261d-8ecd-bfceal2addde 68052e2e9cd6c979079e6449££873031

Jol spdudd i o)s ould leuly pu yuolle Tomeat s DB (J PUB 9 SUB). iuol>é Tomcat
lJ9>s5,6 Il Jol , 9 wuwdunds = '6cf5bc855b681f658f9e7506d3ec6eadb’. PKID oo pgiguul pu
|9l o9 '533dbbfc-78ce-b46f-7d64-cd2b7¢c536f6d' 9Jl swes) gwspl swp wedss IUSbegs.

3989 pdS wwzd CM |olls (wedsdle Bs Idduolues):

2014-08-02 23:36:45,099 INFO [main] - IN -- CertDBAction.java -
insertCertificateInDB (certFiletoStore, info) -
2014-08-02 23:36:45,099 INFO [main] -

DBParameters

PKID :null

CN :L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0=CISCO,C=PL
serialNo :42c86b2cf293630fe27bbddc7£d02a39

hostName :CUCM861

issuerName :L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861,0U=TAC, 0=CISCO,C=PL
Certificate :Not Printing huge Certificate String..
IPV4Address :10.48.46.29

IPV6Address

TimeToLive :NULL

UNIT :tomcat

TYPE :certs

ROLE :null

RoleMoniker :null

RoleEnum :null

SERVICE :null

ServiceMoniker :null

ServiceEnum :0

2014-08-02 23:36:45,099 INFO [main] - DB - Certifciate Store Plugin Handler is
:com.cisco.ccm.certmgmt.db.CertDBImpl



2014-08-02 23:36:45,159 DEBUG [main] - Connection Initialized to localnode. Connection
HashCode:17241377 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-02 23:36:45,159 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-02 23:36:45,160 DEBUG [main] - Try to get a connection from pool

2014-08-02 23:36:45,160 DEBUG [main] - getting local connection from Pool

2014-08-02 23:36:45,162 DEBUG [main] - Getting connection from connection pool entry
<database, jdbcurl2>

2014-08-02 23:36:45,162 DEBUG [main] - There are currently 0 connection pool entries
2014-08-02 23:36:45,166 DEBUG [main] - Checking if connection limit has been reached for
database

2014-08-02 23:36:45,167 DEBUG [main] - Connecting to publisher so max number of connections
allowed is 100

2014-08-02 23:36:45,167 DEBUG [main] - Number of connections in use is 0

2014-08-02 23:36:45,167 DEBUG [main] - There is currently 1 connection pool entry
2014-08-02 23:36:45,168 DEBUG [main] - Number of available connections in pool: 0

2014-08-02 23:36:45,381 DEBUG [main] - Adding connection
<com.informix.jdbc.IfxSgliConnect@la7789¢c> to connection list

2014-08-02 23:36:45,382 DEBUG [main] - Marking connection
<com.informix.jdbc.IfxSgliConnect@la7789¢c> as used

2014-08-02 23:36:45,382 DEBUG [main] - Got connection from pool

2014-08-02 23:36:45,389 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-02 23:36:45,395 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,396 DEBUG [main] - Closing the connection. Connection HashCode:17241377 --
Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-02 23:36:45,396 DEBUG [main] - Attempting to close connection

2014-08-02 23:36:45,396 DEBUG [main] - Removing connection <database, jdbcurl2> from
ConnectionManager list

2014-08-02 23:36:45,396 DEBUG [main] - removeConnectionFromConnectionList ()

2014-08-02 23:36:45,397 DEBUG [main] - Removing connection
<com.informix.jdbc.IfxSgliConnect@la7789c> from connection list

2014-08-02 23:36:45,399 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@la7789c> is
not closed, adding it back to the pool entry <database, jdbcurl2>

2014-08-02 23:36:45,399 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,399 INFO [main] - TYPETRUSTROLEMAP ::{TRUST_ROLE_DATA_ SERVICE=24,

TRUST_ROLE_PROVISIONING_SERVICE=23, TRUST_ROLE_SERVICEABILITY=27,
TRUST_ROLES_CALLMANAGER_TFTP=2, PHONE_TRUST_ROLES_FIREWALL=6, ROLE_APPLICATION_SERVER=7,
TRUST_ROLES_SAST=0, ROLE_SIGNALING_CALL_CONTROL=22, TRUST_ROLES_CALLMANAGER=1,
TRUST_ROLES_UNKNOWN=255, TRUST_ROLE_NETWORK_ELEMENT=25, TRUST_ROLES_SRST=5,
ROLE_CERTIFICATE_AUTHORITY=20, TRUST ROLE_VPN=26, TRUST_ROLES_CAPF=4, TRUST_ROLES_TFTP=3,
ROLE_AUTHENTICATION_AUTHORIZATION=21}

2014-08-02 23:36:45,399 INFO [main] - TYPESERVICEROLEMAP ::{Phone-VPN-trust=2, CallManager=3,
Phone-CTL-trust=15, tomcat-trust=6, TVS=11l, ipsec-trust=8, Phone-trust=1, Phone-SAST-trust=14,
tomcat=5, userlicensing-trust=16, CAPF=9, ipsec=7, CAPF-trust=10, CallManager-trust=4, TVS-
trust=12, directory-trust=13}

2014-08-02 23:36:45,399 INFO [main] - unitRoleMap ::{Phone-VPN-trust=[TRUST_ROLE_VPN],
CallManager=[TRUST_ROLES_CALLMANAGER_TFTP, TRUST_ROLES_SAST], Phone-CTL-
trust=[ROLE_APPLICATION_SERVER], tomcat-trust=[ROLE_APPLICATION_SERVER],
TVS=[ROLE_AUTHENTICATION_AUTHORIZATION], ipsec-trust=[], Phone-trust=[ROLE_APPLICATION_SERVER],
Phone-SAST-trust=[TRUST_ROLES_SAST, TRUST_ROLES_TFTP], tomcat=[ROLE_APPLICATION_SERVER],
userlicensing-trust=[], CAPF=[TRUST_ROLES_CAPF], ipsec=[ROLE_APPLICATION_SERVER], CAPF-trust=[],
CallManager-trust=[], TVS-trust=[], directory-trust=[]}

2014-08-02 23:36:45,400 INFO [main] - commonTrustStoreMap ::{}

2014-08-02 23:36:45,403 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode:5823789 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-02 23:36:45,403 INFO [main] - IN -- CertDBImpl.java - insertCertificate(certInfo, con) -
2014-08-02 23:36:45,404 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-02 23:36:45,404 DEBUG [main] - Try to get a connection from pool

2014-08-02 23:36:45,404 DEBUG [main] - Getting connection from connection pool entry
<database, jdbcurl2>

2014-08-02 23:36:45,404 DEBUG [main] - There is currently 1 connection pool entry

2014-08-02 23:36:45,404 DEBUG [main] - Adding connection



<com.informix.jdbc.IfxSgliConnect@la7789¢c> to connection list
2014-08-02 23:36:45,404 DEBUG [main] - Marking connection
<com.informix.jdbc.IfxSgliConnect@la7789¢c> as used

2014-08-02 23:36:45,404 DEBUG [main] - Got connection from pool
2014-08-02 23:36:45,406 INFO [main] - IN -- CertDBImpl.java -
populateRoleEnumServiceEnum(certInfo) -

## cert type is tomcat, you can see serviceEnum = 5

2014-08-02 23:36:45,407 INFO [main] - UNIT ::: tomcat

2014-08-02 23:36:45,407 INFO [main] - role ::: [ROLE_APPLICATION_SERVER]

2014-08-02 23:36:45,407 INFO [main] - roleEnum ::: [7]

2014-08-02 23:36:45,407 INFO [main] - service ::: null

2014-08-02 23:36:45,407 INFO [main] - serviceEnum ::: 5

2014-08-02 23:36:45,407 INFO [main] - OUT -- CertDBImpl.java - populateRoleEnumServiceEnum -
2014-08-02 23:36:45,409 INFO [main] - IN -- CertDBUtil.java - getProcessNodeId(con, hostName,

ipAddress, fqgdn) -

2014-08-02 23:36:45,409 INFO [main] - getProcessNodeId Query :SELECT PKID,NAME FROM PROCESSNODE
WHERE UPPER (NAME) =UPPER ("CUCM861") OR UPPER (NAME)=UPPER("10.48.46.29") OR

UPPER (NAME) =UPPER ("CUCM861")

2014-08-02 23:36:45,409 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-02 23:36:45,418 INFO [main] - ProcessNodeId:13f4b0d9-0bae-429a-a86e-625336a35bb6
2014-08-02 23:36:45,418 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,418 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,418 INFO [main] - OUT -- CertDBUtil.java - getProcessNodeId -

2014-08-02 23:36:45,418 INFO [main] - IN -- CertDBImpl.java - getSelfSignedCertificate(certInfo,
con) -

2014-08-02 23:36:45,418 DEBUG [main] - getSelfSignedCertificate Query :SELECT

A.PKID, SERVERNAME, SUBJECTNAME, ISSUERNAME, SERTALNUMBER, IPV4ADDRESS, IPV6ADDRESS, TIMETOLIVE, B.HASH
FROM CERTIFICATE A, CERTIFICATEHASHMAP B, CERTIFICATESERVICECERTIFICATEMAP C WHERE
A.PKID=B.FKCERTIFICATE AND A.PKID = C.FKCERTIFICATE AND C.TKCERTIFICATESERVICE = "5" AND
A.SERVERNAME = "CUCM861"

2014-08-02 23:36:45,418 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-02 23:36:45,424 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,424 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,425 INFO [main] - OUT -- CertDBImpl.java - getSelfSignedCertificate -
2014-08-02 23:36:45,425 INFO [main] - IN -- CertDBImpl.java - getPkidOfCertificate (hash,

serverName, con) -

## looking for PKID of our cert

2014-08-02 23:36:45,425 DEBUG [main] - GetPKID Query :SELECT A.PKID FROM CERTIFICATE A,
CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND B.HASH = "/hSVsSEZT+yZeaxE+KOEM02nlPgk="
2014-08-02 23:36:45,425 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-02 23:36:45,431 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,435 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,435 INFO [main] - OUT -- CertDBImpl.java - getPkidOfCertificate -
2014-08-02 23:36:45,436 DEBUG [main] - Own certificate is regenerated. newCert is not available
in DB.

2014-08-02 23:36:45,436 DEBUG [main] - INSERT FLAG :: isCertUpdate=true :: doNothing=false

## finally certificate is inserted. In fact this is an update since The same is used

## PKID of the tomcat cert as it was prior regeneration

2014-08-02 23:36:45,436 DEBUG [main] - INSERT/UPDATE Query of CERTIFICATE : UPDATE CERTIFICATE
SET SERVERNAME="CUCM861", SUBJECTNAME="L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC,0=CISCO,C=PL",
ISSUERNAME="L=KRAKOW, ST=MALOPOLSKA , CN=CUCM861, OU=TAC, 0O=CISCO,C=PL",
SERIALNUMBER="42c86b2cf293630fe27bbddc7£fd02a39", CERTIFICATE="----- BEGIN CERTIFICATE-----
MIIDpzCCAO+gAWIBAgIQQshrLPKTYw/ie73cf9AgOTANBgkghkiGI9wOBAQUFADR]
MQswCQYDVQQGEwWIQTDEOMAWGA1UEChMFQO01TQ08xDDAKBgNVBASTALIRBQZEQMA4G
AlUEAXMHQ1VDTTg2MTETMBEGA1UECBMKTUFMT1BPTFNLQTEPMAOGA1UEBXMGS1JB

S09XMB4XDTEOMDgwMJ IxMzYONFoXDTESMDgwMTIxMzYO0M1owYzELMAKGA1UEBhMC
UEwxDjAMBgNVBAOTBUNJUONPMQwwCgYDVQQLEWNUQUMXEDAOBgNVBAMTBONVQO004
NJjExEzARBgNVBAgTCk1BTEIQTOXTSOEXDzANBgNVBACTBktSQUtPVzZCCASIWDQYJ



KoZIhvcNAQEBBQADggEPADCCAQOCgUEBALRsS5CcFzI5Yrg/eXoDHs2gc+AhY+0PeW
AHZSQ5+x3TXX1RQ5/Sulyd6VFLbwD6QtsFEeynFem3mWVYttXH1d9r17M4 /I81JM
eMUS1JXxml1bdNDZUn/MABhhEuZyTmJpfkgrHbNJF67Lzjg8Moc7S34£43X83yPF1
YExX6YAZKALIY620j5WyV6RAHKZYCtYS5FEVN3eAKPOMACNMXe8AN21iWnAlrOYgOz3
OgAI63UXNScXtdREtM6L1TaSHViICiljsg0iytBw0QgQBtKKOTuMr THbcjVkDJINZ3
SsaPGk718g1sJ3Un7E3AIj6hRXsVK9iMEXiwztgqpxRhRLT+SuultQysCAwWEAAaANX
MFUwCwYDVROPBAQDAgK8MCcGA1UAIQQgMB4GCCsGAQUFBWMBBggr BgEFBQCDAQY T
KwYBBQUHAWUWHQYDVROOBBYEFPOXKMSHC4gnQQgIgLAgxQj IHOSrMAOGCSQGSIb3
DQEBBQUAA4AIBAQBVsWFzSCInLTYKUuOPs4RtOUQXfuUMHLhI74QoBJs98A8a8wlKg
M81i1XUkBg6VZ37xg¥Ym2uaLTCunXeG/EiNxInkC+kgJd9y78Q4jmRh2/ /wgdvAkKI+R
R9745RRNtD4AxS3svv3uGS1jEGAleCC7 6NUWpQAWezz0A1AEAe/EWO7hlyZVRghuD
hg5vLVNrHOgQkjve56 /K7E9E83PQVOIJITAGRVILY9 /uRpeooucACIYIIWPyXMYabw
sIpPCgFRLOCYIUGCYy9ufroflvptawOJIQGZ9Z9kW2 SpanRD2LJunggY8Vbveq/7Z22x
ndm8j36LyndIrESrk7Umprm27 fN8KktYvMaD

", IPVAADDRESS="10.48.46.29", IPV6ADDRESS="", TIMETOLIVE=NULL WHERE PKID = "533dbbfc-78ce-b46f-
7d64-cd2b7c536f6d"

2014-08-02 23:36:45,436 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-02 23:36:45,447 INFO [main] - IN -- CertDBImpl.java - updateCertificateHashMap (certInfo,
con) -

2014-08-02 23:36:45,448 DEBUG [main] - Update query of CERTIFICATEHASHMAP :UPDATE
CERTIFICATEHASHMAP SET HASH = "/hSVsEZT+yZeaxE+KOEM02nlPgk=" WHERE FKCERTIFICATE = "533dbbfc-

78ce-bd6f-7d64-cd2b7c536f64"
2014-08-02 23:36:45,448 DEBUG [main] - getConn:
usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-02 23:36:45,452 INFO [main] - OUT -- CertDBImpl.java - updateCertificateHashMap -
2014-08-02 23:36:45,452 INFO [main] - IN -- CertDBImpl.java - insertCertSrvCertMap (certInfo,
con) -

2014-08-02 23:36:45,452 INFO [main] - IN -- CertDBImpl.java -
checkExistingCertificateServiceMapping (certInfo, serviceEnum, con) -

2014-08-02 23:36:45,452 DEBUG [main] - checkExistingTrustCertificateForService Query :SELECT
PKID, FKCERTIFICATE, TKCERTIFICATESERVICE FROM CERTIFICATESERVICECERTIFICATEMAP WHERE
FKCERTIFICATE = "533dbbfc-78ce-bd6f-7d64-cd2b7c536f6d" AND TKCERTIFICATESERVICE= "5"

2014-08-02 23:36:45,453 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-02 23:36:45,455 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,456 INFO [main] - Connection/Statement/Resultset is closed properly.

## CM verifies if there is a proper mapping for the new cert in the

## CERTIFICATESERVICECERTIFICATEMAP table. There is so no need for update

2014-08-02 23:36:45,456 INFO [main] - OUT -- CertDBImpl.java -
checkExistingCertificateServiceMapping -

2014-08-02 23:36:45,456 DEBUG [main] - Certificate to be inserted in
CERTIFICATESERVICECERTIFICATEMAP table :tomcat ::PKID :533dbbfc-78ce-bd6f-7d64-cd2b7c536f6d
::toInsertInCertSrvMap: false

2014-08-02 23:36:45,456 DEBUG [main] - CertService mapping entry already exists..

2014-08-02 23:36:45,456 INFO [main] - OUT -- CertDBImpl.java - insertCertSrvCertMap -
2014-08-02 23:36:45,456 INFO [main] - IN -- CertDBImpl.java - insertCertTrustRoleMap (certInfo,
log, con) -

2014-08-02 23:36:45,456 INFO [main] - IN -- CertDBImpl.java -

checkExistingCertificateRoleMapping (certInfo, roleEnum, con) -

## the same check for CERTIFICATETRUSTROLEMAP table. It is there, nothing to udpate.
2014-08-02 23:36:45,456 DEBUG [main] - checkExistingTrustCertificateForRole Query :SELECT
PKID, FKCERTIFICATE, TKTRUSTROLE FROM CERTIFICATETRUSTROLEMAP WHERE FKCERTIFICATE = "533dbbfc-
78ce-bd6f-7d64-cd2b7c536£6d" AND TKTRUSTROLE= "7"

2014-08-02 23:36:45,456 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[l]connectToPubByDefault[true]

2014-08-02 23:36:45,459 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,459 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,459 INFO [main] - OUT -- CertDBImpl.java -
checkExistingCertificateRoleMapping -

2014-08-02 23:36:45,459 DEBUG [main] - Certificate to be inserted in CERTIFICATETRUSTROLEMAP



table :tomcat ::PKID :533dbbfc-78ce-b4d6f-7d64-cd2b7c536£f6d ::toInsertInCertSrvMap:false
2014-08-02 23:36:45,459 DEBUG [main] - CertRole mapping entry already exists..

2014-08-02 23:36:45,459 INFO [main] - OUT -- CertDBImpl.java - insertCertTrustRoleMap -
2014-08-02 23:36:45,459 INFO [main] - IN -- CertDBImpl.java - insertCertProcessNodeMap (certInfo,
con) -

2014-08-02 23:36:45,459 INFO [main] - IN -- CertDBImpl.java -

checkExistingCertProcessNodeMapping (certInfo, con) -

2014-08-02 23:36:45,459 DEBUG [main] - checkExistingCertProcessNodeMapping Query :SELECT

PKID, FKCERTIFICATE, FKPROCESSNODE, SERVERNAME FROM CERTIFICATEPROCESSNODEMAP WHERE

FKCERTIFICATE="533dbbfc-78ce-bd6f-7d64-cd2b7c536f6d" AND FKPROCESSNODE="13f4b0d9-0bae-429a-a86e-

625336a35bb6" AND SERVERNAME="CUCM861"

2014-08-02 23:36:45,460 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[1l]connectToPubByDefault[true]

2014-08-02 23:36:45,462 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,463 INFO [main] - Connection/Statement/Resultset is closed properly.

2014-08-02 23:36:45,463 INFO [main] - OUT -- CertDBImpl.java -

checkExistingCertProcessNodeMapping -

2014-08-02 23:36:45,463 DEBUG [main] - CertProcessNode mapping entry already exists..

2014-08-02 23:36:45,463 INFO [main] - OUT -- CertDBImpl.java - insertCertProcessNodeMap -

2014-08-02 23:36:45,467 DEBUG [main] - Connection committed for insertCertificate..

2014-08-02 23:36:45,467 DEBUG [main] - Insertion of Certificate in DB is Successful.

2014-08-02 23:36:45,467 INFO [main] - OUT -- CertDBImpl.java - insertCertificate -

2014-08-02 23:36:45,467 DEBUG [main] - Closing the connection. Connection HashCode:5823789 --

Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-02 23:36:45,468 DEBUG [main] - Attempting to close connection

2014-08-02 23:36:45,468 DEBUG [main] - Removing connection <database, jdbcurl2> from

ConnectionManager list

2014-08-02 23:36:45,468 DEBUG [main] - removeConnectionFromConnectionList ()

2014-08-02 23:36:45,468 DEBUG [main] - Removing connection

<com.informix.jdbc.IfxSgliConnect@la7789c> from connection list

2014-08-02 23:36:45,468 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@la7789c> is

not closed, adding it back to the pool entry <database, jdbcurl2>

2014-08-02 23:36:45,468 INFO [main] - Connection/Statement/Resultset is closed properly.

2014-08-02 23:36:45,468 INFO [main] - DB - Generate Certificate operation in DB is successful
[

1
2014-08-02 23:36:45,468 INFO [main] - OUT -- CertDBAction.java - insertCertificateInDB -
2014-08-02 23:36:45,468 INFO [main] - OUT -- DefaultCertMgr.java - genCertAPI - Self-signed
certificate generated by system.
2014-08-02 23:36:45,469 INFO [main] - IN -- CertUtil.java - sendAlarm(alarmName, alarmParamName,
alarmParamValue) -
2014-08-02 23:36:45,469 DEBUG [main] - Sending alarm for :: TomcatCertRegen :: Message :: The

tomcat certificate is regenerated
2014-08-02 23:36:45,471 DEBUG [main] - AlarmSender: getInstance

>. ol wodd oo spdudp 2986 uBOw IJzol) ;95 uble I._J,oJu_:9|..';. ped IJugpee 9086 IUSb. zus
lJlo SYb IJob e wpdyseo wuvdd Lozse WS uble IJpduvle. Juolog ywed CM IYE, Juys
JsV swp wedse IJuews IJ8e)sé eds odo lUg96:

2014-08-02 23:36:45,518 INFO [main] - OUT -- CertUtil.java - sendAlarm -

2014-08-02 23:36:45,518 INFO [main] - IN -- TomcatCertMgr.java - copyToTomcatTrustStore(info) -
2014-08-02 23:36:45,518 INFO [main] - IN -- TomcatCertMgr.java -
deleteCertFromTomcatTrustStore (info) -

2014-08-02 23:36:45,519 INFO [main] - IN -- RSACryptoEngine.java - loadCertificate(..) -
2014-08-02 23:36:45,520 INFO [main] - OUT -- RSACryptoEngine.java - loadCertificate -
2014-08-02 23:36:45,520 INFO [main] - IN -- CertUtil.java - parseCNfromDN (DN, sSearchStr) -

2014-08-02 23:36:45,520 DEBUG [main] - parseCNfromDN( certSubjDN:

'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0=CISCO,C=PL")

2014-08-02 23:36:45,520 DEBUG [main] - Truncating CN 'CUCM861,0U=TAC,0=CISCO,C=PL' -> 'CUCM861'
2014-08-02 23:36:45,520 INFO [main] - OUT -- CertUtil.java - parseCNfromDN -

2014-08-02 23:36:45,520 DEBUG [main] - Parsed CN 'CUCM861' from DN

'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0=CISCO,C=PL"

## first you need to delete old tomcat-trust certificate on the filesystem
2014-08-02 23:36:45,521 DEBUG [main] - 0ld Cert to be deleted during import



/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem

2014-08-02 23:36:45,521 INFO [main] - IN -- DefaultCertMgr.java - deleteCert(info) -
decode: true

op: delete

unit: tomcat-trust

keystoreUnit:tomcat-trust

logFile: /var/log/active/platform/log/cert-mgmt.log

resultFile: /var/log/active/platform/log/certde-info.xml

keyDir: /usr/local/platform/.security/tomcat/keys

certDir: /usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem
srcCert: null

type: trust-certs

rootCACert: null

trustDir: null

DNAME : CN=CUCM861, OU=TAC, O=CISCO, L=KRAKOW, ST=MALOPOLSKA, C=PL

description:null
isDBInsert:true

2014-08-02 23:36:45,521 INFO [main] - parsed filename: 'CUCM861.pem'

2014-08-02 23:36:45,521 DEBUG [main] - filename: 'CUCM861.pem'

2014-08-02 23:36:45,521 DEBUG [main] - fileRoot: 'CUCM861'

2014-08-02 23:36:45,521 INFO [main] - IN -- DefaultCertMgr.java - deleteDERandPEM (filenameRoot,
parentDir, info) -

2014-08-02 23:36:45,521 DEBUG [main] - ParentDir:/usr/local/platform/.security/tomcat/trust-
certsFileName. (DER/PEM) : CUCM861

2014-08-02 23:36:45,521 INFO [main] - IN -- RSACryptoEngine.java - loadCertificate(..) -
2014-08-02 23:36:45,538 INFO [main] OUT -- RSACryptoEngine.java - loadCertificate -
2014-08-02 23:36:45,539 INFO [main] IN -- CertUtil.java - populateCertInfo(cert, opInfo,
certFilePemlLocation) -

2014-08-02 23:36:45,539 INFO [main] - IN -- CertUtil.java - getHostName(..) -

2014-08-02 23:36:45,539 INFO [main] - OUT -- CertUtil.java - getHostName - CUCM861
2014-08-02 23:36:45,540 INFO [main] - IN -- CryptoUtil.java - saveASPEM(..) -

2014-08-02 23:36:45,540 INFO [main] - OUT -- CryptoUtil.java - saveAsSPEM -

2014-08-02 23:36:45,540 INFO [main] - OUT -- CertUtil.java - populateCertInfo -

## the same should be done on the DB level. CM consider deleting the the association

## for this tomcat-trust cert from corresponding tables: CERTIFICATESERVICECERTIFICATEMAP,
## CERTIFICATEPROCESSNODEMAP and CERTIFICATETRUSTROLEMAP. As you see this does not

## happen since the certificate itself has not been deleted so FKCERTIFICATE in those

## tables become "null for this certificate" (cert still exists, has been

## updated only)

2014-08-02 23:36:45,540 INFO [main] - IN -- CertDBAction.java - deleteCertificateInDB(certInfo)

2014-08-02 23:36:45,540 INFO [main] -

DBParameters

PKID :null

CN :L=KRAKOW, ST=MALOPOLSKA,CN=CUCM861, OU=TAC, 0=CISCO,C=PL
:6cf£5bc855b681£658f9e7506d3ecbeab

:CUCM861

: L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0O=CISCO,C=PL
:Not Printing huge Certificate String..

:10.48.46.29

serialNo
hostName
issuerName

Certificate
IPVAAddress
IPV6Address
TimeToLive

UNIT
TYPE
ROLE
RoleMoniker

:NULL
:tomcat-trust
:trust-certs
:null

:null
RoleEnum :null
SERVICE :null
ServiceMoniker :null
ServiceEnum :0



2014-08-02 23:36:45,540 INFO [main] - DB - Certifciate Store Plugin Handler is
:com.cisco.ccm.certmgmt.db.CertDBImpl

2014-08-02 23:36:45,541 INFO [main] - IN -- CertDBImpl.java - deleteCertificate(certInfo) -
2014-08-02 23:36:45,542 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode:12578138 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-02 23:36:45,542 INFO [main] - IN -- CertDBImpl.java - getPkidOfCertificate (hash,

serverName, con) -

2014-08-02 23:36:45,542 DEBUG [main] - GetPKID Query :SELECT A.PKID FROM CERTIFICATE A,
CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND B.HASH = "/XB5QwYXgqrUTFZ2CDgT7BkSxNs="
2014-08-02 23:36:45,542 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-02 23:36:45,542 DEBUG [main] - Try to get a connection from pool

2014-08-02 23:36:45,542 DEBUG [main] - Getting connection from connection pool entry
<database, jdbcurl>

2014-08-02 23:36:45,542 DEBUG [main] - There is currently 1 connection pool entry
2014-08-02 23:36:45,543 DEBUG [main] - Checking if connection limit has been reached for
database

2014-08-02 23:36:45,543 DEBUG [main] - Connecting to publisher so max number of connections
allowed is 100

2014-08-02 23:36:45,543 DEBUG [main] - Number of connections in use is 0

2014-08-02 23:36:45,543 DEBUG [main] - There are currently 2 connection pool entries
2014-08-02 23:36:45,544 DEBUG [main] - Number of available connections in pool: 0
2014-08-02 23:36:45,590 DEBUG [main] - Adding connection
<com.informix.jdbc.IfxSgliConnect@77eb97> to connection list

2014-08-02 23:36:45,590 DEBUG [main] - Marking connection
<com.informix.jdbc.IfxSgliConnect@77eb97> as used

2014-08-02 23:36:45,590 DEBUG [main] - Got connection from pool

2014-08-02 23:36:45,596 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,599 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,599 INFO [main] - OUT -- CertDBImpl.java - getPkidOfCertificate -
2014-08-02 23:36:45,599 DEBUG [main] - Closing the connection. Connection HashCode:12578138 --
Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-02 23:36:45,600 DEBUG [main] - Attempting to close connection

2014-08-02 23:36:45,600 DEBUG [main] - Removing connection <database, jdbcurl> from
ConnectionManager list

2014-08-02 23:36:45,600 DEBUG [main] - removeConnectionFromConnectionList ()

2014-08-02 23:36:45,600 DEBUG [main] - Removing connection
<com.informix.jdbc.IfxSgliConnect@77eb97> from connection list

2014-08-02 23:36:45,600 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@77eb97> is
not closed, adding it back to the pool entry <database, jdbcurl>

2014-08-02 23:36:45,600 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,602 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode:17578504 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-02 23:36:45,602 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]
2014-08-02 23:36:45,602 DEBUG [main] - Try to get a connection from pool

2014-08-02 23:36:45,602 DEBUG [main] - Getting connection from connection pool entry
<database, jdbcurl>

2014-08-02 23:36:45,602 DEBUG [main] - There are currently 2 connection pool entries
2014-08-02 23:36:45,602 DEBUG [main] - Adding connection
<com.informix.jdbc.IfxSgliConnect@77eb97> to connection list

2014-08-02 23:36:45,603 DEBUG [main] - Marking connection
<com.informix.jdbc.IfxSgliConnect@77eb97> as used

2014-08-02 23:36:45,603 DEBUG [main] - Got connection from pool

2014-08-02 23:36:45,604 INFO [main] - IN -- CertDBImpl.java - deleteCertFromCertSrvCertMap (con,
serialNo, subjectName, serviceEnum) -

## you can see it here ...

2014-08-02 23:36:45,605 DEBUG [main] - Delete query of CERTIFICATESERVICECERTIFICATEMAP :DELETE
FROM CERTIFICATESERVICECERTIFICATEMAP WHERE TKCERTIFICATESERVICE = "6" AND FKCERTIFICATE =
"null"

2014-08-02 23:36:45,605 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-02 23:36:45,618 INFO [main] - OUT -- CertDBImpl.java - deleteCertFromCertSrvCertMap -



2014-08-02 23:36:45,618 INFO [main] - IN -- CertDBImpl.java -
deleteCertFromCertProcessNodeMap (con, certInfo) -

## here ...

2014-08-02 23:36:45,619 DEBUG [main] - Delete query of CERTIFICATEPROCESSNODEMAP :DELETE FROM
CERTIFICATEPROCESSNODEMAP WHERE FKCERTIFICATE="null" AND SERVERNAME = "CUCM861"

2014-08-02 23:36:45,619 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-02 23:36:45,624 INFO [main] - OUT -- CertDBImpl.java - deleteCertFromCertProcessNodeMap
2014-08-02 23:36:45,624 DEBUG [main] - Certificate to be deleted UNIT: tomcat-trust

RoleMoniker :ROLE_APPLICATION_SERVER :: RoleEnum :7 :: ServiceEnum :6

2014-08-02 23:36:45,624 INFO [main] - IN -- CertDBImpl.java - checkMultipleUnitForSameRole (con,
roleMoniker, unit, certInfo) -

2014-08-02 23:36:45,624 DEBUG [main] - checkMultipleUnitForSameRole : SELECT PKID,FKCERTIFICATE,
TKCERTIFICATESERVICE,NAME UNIT FROM CERTIFICATESERVICECERTIFICATEMAP, TYPECERTIFICATESERVICE
WHERE ENUM=TKCERTIFICATESERVICE AND FKCERTIFICATE ="null" AND NAME != "tomcat-trust"

2014-08-02 23:36:45,624 DEBUG [main] - getConn:
usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]
2014-08-02 23:36:45,649 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,649 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,649 INFO [main] - OUT -- CertDBImpl.java - checkMultipleUnitForSameRole -
2014-08-02 23:36:45,649 INFO [main] - IN -- CertDBImpl.java - deleteCertFromTypeTrustRole (con,

certInfo, roleEnum) -

## and here

2014-08-02 23:36:45,649 DEBUG [main] - Delete query of CERTIFICATETRUSTROLEMAP :DELETE FROM
CERTIFICATETRUSTROLEMAP WHERE TKTRUSTROLE = "7" AND FKCERTIFICATE = "null"

2014-08-02 23:36:45,649 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-02 23:36:45,652 INFO [main] - OUT -- CertDBImpl.java - deleteCertFromTypeTrustRole -
2014-08-02 23:36:45,653 INFO [main] - IN -- CertDBImpl.java - checkMultipleCertForSrv(pkid, con)
2014-08-02 23:36:45,653 DEBUG [main] - checkMultipleCertForSrv : SELECT PKID,FKCERTIFICATE,
TKCERTIFICATESERVICE FROM CERTIFICATESERVICECERTIFICATEMAP WHERE FKCERTIFICATE = "null"

2014-08-02 23:36:45,653 DEBUG [main] - getConn:
usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]
2014-08-02 23:36:45,655 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,655 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,655 INFO [main] - OUT -- CertDBImpl.java - checkMultipleCertForSrv -
2014-08-02 23:36:45,655 INFO [main] - IN -- CertDBImpl.java - checkMultipleCertForRole(certInfo,
con) -

2014-08-02 23:36:45,655 DEBUG [main] - checkMultipleCertForRole : SELECT PKID,FKCERTIFICATE,
TKTRUSTROLE FROM CERTIFICATETRUSTROLEMAP WHERE FKCERTIFICATE = "null"

2014-08-02 23:36:45,655 DEBUG [main] - getConn:
usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]
2014-08-02 23:36:45,657 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,657 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,657 INFO [main] - OUT -- CertDBImpl.java - checkMultipleCertForRole -
2014-08-02 23:36:45,657 INFO [main] - IN -- CertDBImpl.java -
checkMultipleCertForProcessnode (certInfo, con) -

2014-08-02 23:36:45,657 DEBUG [main] - checkMultipleCertForProcessnode : SELECT

PKID, FKCERTIFICATE, FKPROCESSNODE, SERVERNAME FROM CERTIFICATEPROCESSNODEMAP WHERE
FKCERTIFICATE='null"’

2014-08-02 23:36:45,658 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]
2014-08-02 23:36:45,660 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:45,661 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,661 INFO [main] - OUT -- CertDBImpl.java - checkMultipleCertForProcessnode -
2014-08-02 23:36:45,661 DEBUG [main] - DELETE FLAG :: isSrvMap=false :: isRoleMap=false
isProcessnodeMap=false

2014-08-02 23:36:45,661 INFO [main] - IN -- CertDBImpl.java - deleteCertificateBySerialNo (con,

certInfo) -



## finally it tries to remove all certificates from CERTIFICATE table with null PKID.

## Nothing will be deleted of course.

2014-08-02 23:36:45,661 DEBUG [main] - Delete query of CERTIFICATE :DELETE FROM CERTIFICATE
WHERE PKID = "null"

2014-08-02 23:36:45,661 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-02 23:36:45,664 INFO [main] - OUT -- CertDBImpl.java - deleteCertificateBySerialNo -
2014-08-02 23:36:45,664 DEBUG [main] - Connection committed for deleteCertificate..
2014-08-02 23:36:45,664 DEBUG [main] - Closing the connection. Connection HashCode:17578504 --
Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-02 23:36:45,664 DEBUG [main] - Attempting to close connection

2014-08-02 23:36:45,665 DEBUG [main] - Removing connection <database, jdbcurl> from
ConnectionManager list

2014-08-02 23:36:45,665 DEBUG [main] - removeConnectionFromConnectionList ()

2014-08-02 23:36:45,665 DEBUG [main] - Removing connection
<com.informix.jdbc.IfxSgliConnect@77eb97> from connection list

2014-08-02 23:36:45,665 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@77eb97> is
not closed, adding it back to the pool entry <database, jdbcurl>

2014-08-02 23:36:45,665 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:45,665 DEBUG [main] - Connection released from CertDBImpl.deleteCertificate
method.

2014-08-02 23:36:45,665 INFO [main] - OUT -- CertDBImpl.java - deleteCertificate -
2014-08-02 23:36:45,665 INFO [main] - OUT -- CertDBAction.java - deleteCertificateInDB -
2014-08-02 23:36:45,665 INFO [main] - OUT -- DefaultCertMgr.java - deleteDERandPEM -
2014-08-02 23:36:45,665 DEBUG [main] - deleteDERandPEM: sCertDir =
/usr/local/platform/.security/tomcat/trust-certs --- sAlias = CUCM861

2014-08-02 23:36:45,665 INFO [main] - IN -- TomcatCertMgr.java - removeFromKeyStore(..) -
2014-08-02 23:36:45,666 INFO [main] - IN -- RSACryptoEngine.java -

removeFromKeyStore (keystoreFile, keystorePass, alias) -

2014-08-02 23:36:45,666 INFO [main] - IN -- RSACryptoEngine.java - loadKeyStore (keystoreFile,
keystorePass) -

2014-08-02 23:36:45,846 INFO [main] - OUT -- RSACryptoEngine.java - loadKeyStore -

## old tomcat-trust certificate is being removed from key store
2014-08-02 23:36:45,880 DEBUG [main] - Removing certificate from keystore : CUCM861
2014-08-02 23:36:45,880 DEBUG [main] - Size of the keystore after delete is : 2

2014-08-02 23:36:45,880 INFO [main] - OUT -- RSACryptoEngine.java - removeFromKeyStore -
2014-08-02 23:36:45,880 INFO [main] - OUT -- TomcatCertMgr.java - removeFromKeyStore -
2014-08-02 23:36:45,882 INFO [main] - trustdir ::/usr/local/platform/.security/tomcat/trust-
certs

2014-08-02 23:36:45,883 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-02 23:36:45,883 DEBUG [main] - Executing command from Util.sysExec : python
/usr/local/platform/bin/c_rehash.py /usr/local/platform/.security/tomcat/trust-certs
2014-08-02 23:36:45,993 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:45,995 INFO [main] - IN -- DefaultCertMgr.java -

setOwnershipAndPermissions(file) -

2014-08-02 23:36:45,995 DEBUG [main] - setOwnershipAndPermissions : trust-certs
2014-08-02 23:36:45,995 DEBUG [main] - Changing ownership of file
'/usr/local/platform/.security/tomcat/trust-certs'

2014-08-02 23:36:45,995 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-02 23:36:45,996 DEBUG [main] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,005 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:46,010 DEBUG [main] - Changing group ownership of file
'/usr/local/platform/.security/tomcat/trust-certs'

2014-08-02 23:36:46,010 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-02 23:36:46,010 DEBUG [main] - Executing command from Util.sysExec : /bin/chgrp -R
ccmbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,020 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:46,020 DEBUG [main] - Changing mode of file
"/usr/local/platform/.security/tomcat/trust-certs'

2014-08-02 23:36:46,020 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-02 23:36:46,020 DEBUG [main] - Executing command from Util.sysExec : /bin/chmod -R 755
/usr/local/platform/.security/tomcat/trust-certs



2014-08-02 23:36:46,027 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:46,027 INFO [main] - OUT -- DefaultCertMgr.java - setOwnershipAndPermissions -
2014-08-02 23:36:46,027 INFO [main] - OUT -- DefaultCertMgr.java - deleteCert -

2014-08-02 23:36:46,027 INFO [main] - OUT -- TomcatCertMgr.java - deleteCertFromTomcatTrustStore
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2014-08-02 23:36:46,027 INFO [main] - IN -- TomcatCertMgr.java -
importCertToTomcatTrustStore (info) -

2014-08-02 23:36:46,028 INFO [main] - IN -- DefaultCertMgr.java - importCert (info) -
decode: true

op: import

unit: tomcat-trust

keystoreUnit:tomcat-trust

logFile: /var/log/active/platform/log/cert-mgmt.log
resultFile: /var/log/active/platform/log/certde-info.xml

keyDir: /usr/local/platform/.security/tomcat/keys

certDir: /usr/local/platform/.security/tomcat/trust-certs
srcCert: /usr/local/platform/.security/tomcat/certs/tomcat.pem
type: trust-certs

rootCACert: null

trustDir: null

DNAME : CN=CUCM861, 0U=TAC, O=CISCO, L=KRAKOW, ST=MALOPOLSKA, C=PL

description:Trust Certificate
isDBInsert:true

2014-08-02 23:36:46,028 INFO [main] - IN -- DefaultCertMgr.java - loadInputCert(info) -
2014-08-02 23:36:46,028 INFO [main] - IN -- RSACryptoEngine.java - loadCertificates(..) -
2014-08-02 23:36:46,028 INFO [main] - IN -- RSACryptoEngine.java - loadCertificate(..) -
2014-08-02 23:36:46,029 INFO [main] - OUT -- RSACryptoEngine.java - loadCertificate -
2014-08-02 23:36:46,030 INFO [main] - OUT -- RSACryptoEngine.java - loadCertificates -
2014-08-02 23:36:46,030 INFO [main] - OUT -- DefaultCertMgr.java - loadInputCert - Successfully

loaded input cert

2014-08-02 23:36:46,030 DEBUG [main] - Checking validity of cert

2014-08-02 23:36:46,030 INFO [main] - Verifying certificate

L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO, C=PL

2014-08-02 23:36:46,030 INFO [main] - IN -- CertUtil.java - parseCNfromDN (DN, sSearchStr) -
2014-08-02 23:36:46,030 DEBUG [main] - parseCNfromDN( certSubjDN:

'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0=CISCO,C=PL")

2014-08-02 23:36:46,030 DEBUG [main] - Truncating CN 'CUCM861,0U=TAC,0=CISCO,C=PL' -> 'CUCM861'
2014-08-02 23:36:46,030 INFO [main] - OUT -- CertUtil.java - parseCNfromDN -

2014-08-02 23:36:46,030 DEBUG [main] - Parsed CN 'CUCM861' from DN

'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0=CISCO,C=PL"

## certificate is being created on the filesystem

2014-08-02 23:36:46,030 INFO [main] - trying to load cert from trust store
::/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem

2014-08-02 23:36:46,030 INFO [main] - cert not available in trust store

: : L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO, C=PL

2014-08-02 23:36:46,031 INFO [main] - IN -- DefaultCertMgr.java - importTrustCert(info, cert) -
2014-08-02 23:36:46,031 INFO [main] - IN -- DefaultCertMgr.java - saveToTrustStore(info, cert) -
2014-08-02 23:36:46,031 ERROR [main] - trust directory parameter is null

2014-08-02 23:36:46,031 INFO [main] - IN -- DefaultCertMgr.java - saveTrustCert (cert, targetDir,
certType) -

2014-08-02 23:36:46,031 INFO [main] - IN -- CertUtil.java - parseCNfromDN (DN, sSearchStr) -

2014-08-02 23:36:46,031 DEBUG [main] - parseCNfromDN( certSubjDN:

'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0=CISCO,C=PL")

2014-08-02 23:36:46,031 DEBUG [main] - Truncating CN 'CUCM861,0U=TAC,0=CISCO,C=PL' -> 'CUCM861'
2014-08-02 23:36:46,031 INFO [main] - OUT -- CertUtil.java - parseCNfromDN -

2014-08-02 23:36:46,031 DEBUG [main] - Parsed CN 'CUCM861' from DN

'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0O=CISCO,C=PL"



2014-08-02 23:36:46,031 INFO [main] - IN -- CertUtil.java - parseCNfromDN (DN, sSearchStr) -
2014-08-02 23:36:46,031 DEBUG [main] - parseCNfromDN( certSubjDN:

'L=KRAKOW, ST=MALOPOLSKA , CN=CUCM861, OU=TAC, O=CISCO,C=PL")

2014-08-02 23:36:46,031 DEBUG [main] - Truncating CN 'CUCM861,0U=TAC,0=CISCO,C=PL' -> 'CUCM861'
2014-08-02 23:36:46,031 INFO [main] - OUT -- CertUtil.java - parseCNfromDN -

2014-08-02 23:36:46,031 DEBUG [main] - Parsed CN 'CUCM861' from DN

'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL'

2014-08-02 23:36:46,031 DEBUG [main] - target filename for imported cert: 'CUCM861.pem'
2014-08-02 23:36:46,032 DEBUG [main] - existing certificate with same filename not found.
2014-08-02 23:36:46,032 DEBUG [main] - Saving PEM encoded cert
'/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem’

2014-08-02 23:36:46,032 INFO [main] - IN -- CryptoUtil.java - saveAsPEM(..) - File
/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem
2014-08-02 23:36:46,032 INFO [main] - OUT -- CryptoUtil.java - saveAsSPEM -

2014-08-02 23:36:46,033 DEBUG [main] - Saving DER encoded cert
'/usr/local/platform/.security/tomcat/trust-certs/CUCM861.der"

2014-08-02 23:36:46,033 INFO [main] - OUT -- DefaultCertMgr.java - saveTrustCert -

2014-08-02 23:36:46,033 INFO [main] - IN -- TomcatCertMgr.java - saveToKeyStore(..) -
2014-08-02 23:36:46,033 INFO [main] - IN -- RSACryptoEngine.java - saveToKeyStore (keystoreFile,
keystorePass, x509Certificate, alias) -

2014-08-02 23:36:46,033 INFO [main] - IN -- RSACryptoEngine.java - loadKeyStore (keystoreFile,
keystorePass) -

2014-08-02 23:36:46,050 INFO [main] - OUT -- RSACryptoEngine.java - loadKeyStore -

2014-08-02 23:36:46,050 INFO [main] - Size of the keystore before import is : 2

2014-08-02 23:36:46,050 INFO [main] - Importing certificate : CUCM861

2014-08-02 23:36:46,061 INFO [main] - Size of the keystore after import is : 3

2014-08-02 23:36:46,061 INFO [main] - OUT -- RSACryptoEngine.java - saveToKeyStore -
2014-08-02 23:36:46,061 INFO [main] - OUT -- TomcatCertMgr.java - saveToKeyStore -

2014-08-02 23:36:46,062 DEBUG [main] - TrustCert description filename : 'CUCM861.description’
2014-08-02 23:36:46,062 INFO [main] - IN -- DefaultCertMgr.java - createDescriptionFile (name,
description) -

2014-08-02 23:36:46,062 INFO [main] - description is :Trust Certificate

2014-08-02 23:36:46,062 INFO [main] - OUT -- DefaultCertMgr.java - createDescriptionFile -
2014-08-02 23:36:46,062 INFO [main] - IN -- DefaultCertMgr.java -

setOwnershipAndPermissions(file) -

2014-08-02 23:36:46,062 DEBUG [main] - setOwnershipAndPermissions : CUCM861.description
2014-08-02 23:36:46,063 DEBUG [main] - Changing ownership of file
"/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description’

2014-08-02 23:36:46,063 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-02 23:36:46,063 DEBUG [main] - Executing command from Util.sysExec : /bin/chown
certbase /usr/local/platform/.security/tomcat/trust-certs/CUCM861.description

2014-08-02 23:36:46,066 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:46,066 DEBUG [main] - Changing group ownership of file
"/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description’

2014-08-02 23:36:46,067 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-02 23:36:46,067 DEBUG [main] - Executing command from Util.sysExec : /bin/chgrp ccmbase
/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description

2014-08-02 23:36:46,069 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:46,069 DEBUG [main] - Changing mode of file
"/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description’

2014-08-02 23:36:46,069 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-02 23:36:46,069 DEBUG [main] - Executing command from Util.sysExec : /bin/chmod 755
/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description

2014-08-02 23:36:46,073 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:46,073 INFO [main] - OUT -- DefaultCertMgr.java - setOwnershipAndPermissions -
2014-08-02 23:36:46,073 INFO [main] - OUT -- DefaultCertMgr.java - saveToTrustStore -
2014-08-02 23:36:46,074 INFO [main] - trustdir ::/usr/local/platform/.security/tomcat/trust-
certs

2014-08-02 23:36:46,074 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-02 23:36:46,074 DEBUG [main] - Executing command from Util.sysExec : python
/usr/local/platform/bin/c_rehash.py /usr/local/platform/.security/tomcat/trust-certs
2014-08-02 23:36:46,140 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:46,140 INFO [main] - IN -- DefaultCertMgr.java -

setOwnershipAndPermissions (file) -



2014-08-02 23:36:46,140 DEBUG [main] - setOwnershipAndPermissions : trust-certs

2014-08-02 23:36:46,141 DEBUG [main] - Changing ownership of file
'/usr/local/platform/.security/tomcat/trust-certs'

2014-08-02 23:36:46,141 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-02 23:36:46,141 DEBUG [main] - Executing command from Util.sysExec : /bin/chown -R
certbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,144 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:46,144 DEBUG [main] - Changing group ownership of file
"/usr/local/platform/.security/tomcat/trust-certs’

2014-08-02 23:36:46,144 INFO [main] - IN -- Util.java - sysExec(exe, args) -

2014-08-02 23:36:46,144 DEBUG [main] - Executing command from Util.sysExec : /bin/chgrp -R
ccmbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,147 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:46,147 DEBUG [main] - Changing mode of file
"/usr/local/platform/.security/tomcat/trust-certs’

2014-08-02 23:36:46,148 INFO [main] - IN -- Util.java - sysExec (exe, args) -

2014-08-02 23:36:46,148 DEBUG [main] - Executing command from Util.sysExec : /bin/chmod -R 755
/usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,152 INFO [main] - OUT -- Util.java - sysExec -

2014-08-02 23:36:46,152 INFO [main] - OUT -- DefaultCertMgr.java - setOwnershipAndPermissions -
2014-08-02 23:36:46,152 INFO [main] - IN -- CertUtil.java - populateCertInfo(cert, opInfo,
certFilePemlLocation) -

2014-08-02 23:36:46,156 INFO [main] - IN -- CertUtil.java - getHostName(..) -

2014-08-02 23:36:46,156 INFO [main] - OUT -- CertUtil.java - getHostName - CUCM861

2014-08-02 23:36:46,156 INFO [main] - IN -- CryptoUtil.java - saveASPEM(..) -

2014-08-02 23:36:46,157 INFO [main] - OUT -- CryptoUtil.java - saveAsSPEM -

2014-08-02 23:36:46,157 INFO [main] - OUT -- CertUtil.java - populateCertInfo -
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2014-08-02 23:36:46,157 INFO [main] - IN -- CertDBAction.java -
insertCertificateInDB(certFiletoStore, info) -
2014-08-02 23:36:46,157 INFO [main] -

DBParameters

PKID :null

CN :L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL
serialNo :42c86b2cf293630fe27bbddc7£d02a39

hostName :CUCM861

issuerName :L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861,0U=TAC,0=CISCO,C=PL
Certificate :Not Printing huge Certificate String..
IPV4Address :10.48.46.29

IPV6Address

TimeToLive :NULL

UNIT :tomcat-trust

TYPE :trust-certs

ROLE :null

RoleMoniker :null

RoleEnum :null

SERVICE :null

ServiceMoniker :null

ServiceEnum :0

2014-08-02 23:36:46,157 INFO [main] - DB - Certifciate Store Plugin Handler is
:com.cisco.ccm.certmgmt.db.CertDBImpl

2014-08-02 23:36:46,159 DEBUG [main] - Connection Initialized to Publisher. Connection
HashCode:23817301 --Details:Connector (NOT CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-02 23:36:46,159 INFO [main] - IN -- CertDBImpl.java - insertCertificate(certInfo, con) -
2014-08-02 23:36:46,159 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-02 23:36:46,159 DEBUG [main] - Try to get a connection from pool

2014-08-02 23:36:46,159 DEBUG [main] - Getting connection from connection pool entry



<database, jdbcurl>

2014-08-02 23:36:46,159 DEBUG [main]
2014-08-02 23:36:46,159 DEBUG [main]
<com.informix.jdbc.IfxSgliConnect@77eb97> to connection list
2014-08-02 23:36:46,159 DEBUG [main]
<com.informix.jdbc.IfxSgliConnect@77eb97> as used
2014-08-02 23:36:46,159 DEBUG [main]

- There are currently 2 connection pool entries
- Adding connection

- Marking connection

- Got connection from pool

2014-08-02 23:36:46,166 INFO [main] - IN -- CertDBImpl.java -
populateRoleEnumServiceEnum(certInfo) -

2014-08-02 23:36:46,166 INFO [main] - UNIT tomcat-trust

2014-08-02 23:36:46,166 INFO [main] - role [ROLE_APPLICATION_SERVER]

2014-08-02 23:36:46,166 INFO [main] - roleEnum [7]

2014-08-02 23:36:46,166 INFO [main] - service null

2014-08-02 23:36:46,166 INFO [main] - serviceEnum ::: 6

2014-08-02 23:36:46,166 INFO [main] - OUT -- CertDBImpl.java - populateRoleEnumServiceEnum -
2014-08-02 23:36:46,166 INFO [main] - IN -- CertDBUtil.java - getProcessNodeId(con, hostName,
ipAddress, fqgdn) -

2014-08-02 23:36:46,166 INFO [main] - getProcessNodeId Query :SELECT PKID,NAME FROM PROCESSNODE

WHERE UPPER (NAME)=UPPER ("CUCM861") OR OR
UPPER (NAME ) =UPPER ( "CUCM861")
2014-08-02 23:36:46,166 DEBUG [main]

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

UPPER (NAME) =UPPER ("10.48.46.29")

- getConn:

2014-08-02 23:36:46,172 INFO [main] - ProcessNodeId:13f4b0d9-0bae-429%9a-a86e-625336a35bbb
2014-08-02 23:36:46,172 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:46,173 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,173 INFO [main] - OUT -- CertDBUtil.java - getProcessNodeId -
2014-08-02 23:36:46,173 INFO [main] - IN -- CertDBImpl.java - getPkidOfCertificate (hash,
serverName, con) -

2014-08-02 23:36:46,173 DEBUG [main] - GetPKID Query :SELECT A.PKID FROM CERTIFICATE A,

CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND B.HASH = "/hSVsEZT+yZeaxE+KOEM02nlPgk="
2014-08-02 23:36:46,173 DEBUG [main]
usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

- getConn:

2014-08-02 23:36:46,177 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:46,177 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,177 INFO [main] - OUT -- CertDBImpl.java - getPkidOfCertificate -
2014-08-02 23:36:46,177 DEBUG [main] - INSERT FLAG isCertUpdate=false doNothing=false
2014-08-02 23:36:46,177 DEBUG [main] - INSERT/UPDATE Query of CERTIFICATE null

2014-08-02 23:36:46,177 INFO [main] - IN -- CertDBImpl.java - insertCertSrvCertMap (certInfo,
con) -

2014-08-02 23:36:46,177 INFO [main] - IN -- CertDBImpl.java -

checkExistingCertificateServiceMapping (certInfo, serviceEnum, con) -

## CM checks CERTIFICATESERVICECERTIFICATEMAP table if the mapping for our cert exist.
2014-08-02 23:36:46,178 DEBUG [main] - checkExistingTrustCertificateForService Query :SELECT
PKID, FKCERTIFICATE, TKCERTIFICATESERVICE FROM CERTIFICATESERVICECERTIFICATEMAP WHERE
FKCERTIFICATE = "533dbbfc-78ce-bd6f-7d64-cd2b7c536f6d" AND TKCERTIFICATESERVICE= "6"
2014-08-02 23:36:46,178 DEBUG [main]
usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]
2014-08-02 23:36:46,184 DEBUG [main]

- getConn:

- Closing the resultset.

2014-08-02 23:36:46,184 INFO
2014-08-02 23:36:46,184 INFO
checkExistingCertificateServiceMapping -

2014-08-02 23:36:46,184 DEBUG [main]
CERTIFICATESERVICECERTIFICATEMAP table

cd2b7c536f6d

[main]
[main]

- Connection/Statement/Resultset is closed properly.
- OUT -- CertDBImpl.java -

- Certificate to be inserted in

:tomcat-trust ::PKID :533dbbfc-78ce-bd6f-7d64-

::toInsertInCertSrvMap: false

## Since it has not been previousy removed it is there

2014-08-02 23:36:46,185 DEBUG [main]

2014-08-02 23:36:46,185 INFO
2014-08-02 23:36:46,185 INFO

log,

con) -

2014-08-02 23:36:46,185 INFO

checkExistingCertificateRoleMapping (certInfo,

[main]
[main]

[main]

- CertService mapping entry already exists..

- OUT -- CertDBImpl.java - insertCertSrvCertMap -
- IN -- CertDBImpl.java - insertCertTrustRoleMap (certInfo,
- IN -- CertDBImpl.java -

roleEnum, con) -



## the same is being checked for CERTIFICATETRUSTROLEMAP table ...

2014-08-02 23:36:46,185 DEBUG [main] - checkExistingTrustCertificateForRole Query :SELECT
PKID, FKCERTIFICATE, TKTRUSTROLE FROM CERTIFICATETRUSTROLEMAP WHERE FKCERTIFICATE = "533dbbfc-
78ce-bd6f-7d64-cd2b7c536£6d" AND TKTRUSTROLE= "7"

2014-08-02 23:36:46,185 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-02 23:36:46,187 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:46,188 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,188 INFO [main] - OUT -- CertDBImpl.java -
checkExistingCertificateRoleMapping -

2014-08-02 23:36:46,188 DEBUG [main] - Certificate to be inserted in CERTIFICATETRUSTROLEMAP
table :tomcat-trust ::PKID :533dbbfc-78ce-bd6f-7d64-cd2b7c536£64d ::toInsertInCertSrvMap:false

## it exists also here
2014-08-02 23:36:46,188 DEBUG [main] - CertRole mapping entry already exists..

2014-08-02 23:36:46,188 INFO [main] - OUT -- CertDBImpl.java - insertCertTrustRoleMap -
2014-08-02 23:36:46,188 INFO [main] - IN -- CertDBImpl.java - insertCertProcessNodeMap (certInfo,
con) -

2014-08-02 23:36:46,188 INFO [main] - IN -- CertDBImpl.java -

checkExistingCertProcessNodeMapping (certInfo, con) -

2014-08-02 23:36:46,188 DEBUG [main] - checkExistingCertProcessNodeMapping Query :SELECT
PKID, FKCERTIFICATE, FKPROCESSNODE, SERVERNAME FROM CERTIFICATEPROCESSNODEMAP WHERE
FKCERTIFICATE="533dbbfc-78ce-bd6f-7d64-cd2b7c536f6d" AND FKPROCESSNODE="13f4b0d9-0bae-429a-a86e-
625336a35bb6" AND SERVERNAME="CUCM861"

2014-08-02 23:36:46,188 DEBUG [main] - getConn:

usePooling[true] connectToLocalDB[false]_target[0]connectToPubByDefault[true]

2014-08-02 23:36:46,190 DEBUG [main] - Closing the resultset.

2014-08-02 23:36:46,191 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,191 INFO [main] - OUT -- CertDBImpl.java -
checkExistingCertProcessNodeMapping -

2014-08-02 23:36:46,191 DEBUG [main] - CertProcessNode mapping entry already exists..
2014-08-02 23:36:46,191 INFO [main] - OUT -- CertDBImpl.java - insertCertProcessNodeMap -
2014-08-02 23:36:46,191 DEBUG [main] - Connection committed for insertCertificate..

## since no entries in DB were missing Insertion finishes.

2014-08-02 23:36:46,191 DEBUG [main] - Insertion of Certificate in DB is Successful.
2014-08-02 23:36:46,191 INFO [main] - OUT -- CertDBImpl.java - insertCertificate -

2014-08-02 23:36:46,192 DEBUG [main] - Closing the connection. Connection HashCode:23817301 --
Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)

2014-08-02 23:36:46,192 DEBUG [main] - Attempting to close connection

2014-08-02 23:36:46,192 DEBUG [main] - Removing connection <database, jdbcurl> from
ConnectionManager list

2014-08-02 23:36:46,192 DEBUG [main] - removeConnectionFromConnectionList ()

2014-08-02 23:36:46,192 DEBUG [main] - Removing connection
<com.informix.jdbc.IfxSgliConnect@77eb97> from connection list

2014-08-02 23:36:46,192 DEBUG [main] - Connection <com.informix.jdbc.IfxSgliConnect@77eb97> is
not closed, adding it back to the pool entry <database, jdbcurl>

2014-08-02 23:36:46,192 INFO [main] - Connection/Statement/Resultset is closed properly.
2014-08-02 23:36:46,192 INFO [main] - DB - Generate Certificate operation in DB is successful
2014-08-02 23:36:46,192 INFO [main] - OUT -- CertDBAction.java - insertCertificateInDB -
2014-08-02 23:36:46,192 INFO [main] - IN -- CryptoUtil.java - isOCSPEnabled(..) -

2014-08-02 23:36:46,192 INFO [main] - IN -- CryptoUtil.java - getCertMonitorXmlParser(..) -
2014-08-02 23:36:46,203 INFO [main] - OUT -- CryptoUtil.java - getCertMonitorXmlParser -
2014-08-02 23:36:46,203 INFO [main] - OUT -- CryptoUtil.java - isOCSPEnabled - false
2014-08-02 23:36:46,203 DEBUG [main] - OCSP is not enabled.

2014-08-02 23:36:46,204 INFO [main] - Successfully imported trusted certificate with Subject
DN:L&#61; KRAKOW, ST&#61 ; MALOPOLSKA, CN&#61 ; CUCM861, OU&#61; TAC, O&#61;CISCO,C&#61; PL

2014-08-02 23:36:46,204 INFO [main] - OUT -- DefaultCertMgr.java - importTrustCert -

Successfully imported trusted certificate with Subject
DN:L&#61; KRAKOW, ST&#61 ; MALOPOLSKA, CN&#61 ; CUCM861, OU&#61; TAC, O&#61;CISCO,C&#61;PL

## at this moment importing the tomcat-trust ends. CM finishes adding tomcat-trust to the
## trust store and removes CSR file if any.
2014-08-02 23:36:46,204 INFO [main] - result of import operations is ::Import of trust



certificate is successful

2014-08-02 23:36:46,204 INFO [main] - OUT -- DefaultCertMgr.java - importCert -

2014-08-02 23:36:46,204 INFO [main] - OUT -- TomcatCertMgr.java - importCertToTomcatTrustStore -
2014-08-02 23:36:46,204 INFO [main] - Tomcat Self-signed certificate copied in Tomcat trust-
store successfully

2014-08-02 23:36:46,204 INFO [main] - OUT -- TomcatCertMgr.java - copyToTomcatTrustStore -

2014-08-02 23:36:46,204 DEBUG [main] - GenCert returned

2014-08-02 23:36:46,204 DEBUG [main] - CSR FileName is tomcat-trust.csr

2014-08-02 23:36:46,204 DEBUG [main] - CSR File Deleted:
/usr/local/platform/.security/tomcat/keys/tomcat-trust.csr

2014-08-02 23:36:46,204 INFO [main] - Delete CSR File:
/usr/local/platform/.security/tomcat/keys/tomcat-trust.csr

2014-08-02 23:36:46,204 DEBUG [main] - Private Key in DER Form is: tomcat-trust_priv_csr.der
2014-08-02 23:36:46,204 DEBUG [main] - PEM Key in PEM form is:tomcat-trust_priv_csr.pem

2014-08-02 23:36:46,206 INFO [main] - OUT -- DefaultCertMgr.java - regenCert -

2014-08-02 23:36:46,206 INFO [main] - IN -- CertMgr.java - logResult (result, desc, resultFile) -
2014-08-02 23:36:46,206 INFO [main] - CertMgmt Operation Result : null

2014-08-02 23:36:46,207 INFO [main] - OUT -- CertMgr.java - logResult -

2014-08-02 23:36:46,207 INFO [main] - OUT -- CertMgr.java - doOp -

2014-08-02 23:36:46,207 INFO [main] - OUT -- CertMgr.java - mainIntenal -
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2014-08-02 23:36:45,605 INFO [Thread-5] - IN - process. changeData &colon;

2014-08-02 23:36:45,607 INFO [Thread-5] - Inside CERTIFICATE - I/U option..

2014-08-02 23:36:45,607 DEBUG [Thread-5] - Updated Data in CERTIFICATE
::<msg><type>DBL</type><table>certificate</table><tableid>41l</tableid><action>U</action><time>14
07015405</time><old><cdrserver>2</cdrserver><cdrtime>1407012599</cdrtime><pkid>533dbbfc-78ce-
bd6f-7d64-
cd2b7c536f6d</pkid><servername>CUCM861</servername><subjectname>L=KRAKOW, ST=MALOPOLSKA , CN=CUCM86
1,0U=TAC, 0=CISCO,C=PL</subjectname><issuername>L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0=CISCO,
C=PL</issuername><serialnumber>6cf5bc855b681f658f9e7506d3ecbeab</serialnumber><certificate></cer
tificate><ipvd4address>10.48.46.29</ipvd4address><ipvbaddress></ipvbeaddress><timetolive>NULL</time
tolive><ifx_ replcheck>6043073097765093380</ifx_replcheck></old><new><servername>CUCM861</servern
ame><subjectname>L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL</subjectname><issuername>
L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL</issuername><serialnumber>42c86b2cf293630f
e27bbddc7fd02a39</serialnumber><certificate>changed</certificate><ipvd4address>10.48.46.29</ipvida
ddress><ipvbaddress></ipvbaddress><timetolive>NULL</timetolive></new></msg>

2014-08-02 23:36:45,607 DEBUG [Thread-5] - Certificate PKID : 533dbbfc-78ce-bd6f-7d64-
cd2b7c536f6d , ipAddress : 10.48.46.29 , OldSerialNo : 6cf5bc855b681f658f9e7506d3echbeab ,
NewSerialNo : 42c86b2cf293630fe27bbddc7£d02a39

2014-08-02 23:36:45,607 INFO [Thread-5] - OUT - process.
2014-08-02 23:36:45,608 INFO [InsertThread --- 7] - IN -- CertKeystoreHandler.java - run() -
2014-08-02 23:36:45,609 DEBUG [InsertThread --- 7] - InsertThread --- 7 -- START --

## getting PKID for which the change occurred

2014-08-02 23:36:45,609 DEBUG [InsertThread --- 7] - DB Value UPDATE: 533dbbfc-78ce-bd6f-7d64-
cd2b7c536f6d

2014-08-02 23:36:45,609 INFO [InsertThread --- 7] - IN -- CertKeystoreHandler.java -
updateIntoKeystore() -

2014-08-02 23:36:45,610 INFO [InsertThread --- 7] - IN -- CertDBImpl.java -
getCertificate(certBash64SHAl:null --pkid:533dbbfc-78ce-b46f-7d64-cd2b7c536f6d

2014-08-02 23:36:45,611 DEBUG [InsertThread --- 7] - Connection Initialized to localnode.
Connection HashCode:22502526 --Details:Connector (NOT CONNECTED:

Driver=com. informix.jdbc.IfxDriver;)

2014-08-02 23:36:45,611 DEBUG [InsertThread --- 7] - Select Query to getCertificate :SELECT

A.*,B.HASH FROM CERTIFICATE A, CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND A.PKID =
"533dbbfc-78ce-b4d6f-7d64-cd2b7c536f64"

2014-08-02 23:36:45,611 DEBUG [InsertThread --- 7] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-02 23:36:45,611 DEBUG [InsertThread --- 7] - Got connection from pool



2014-08-02 23:36:45,681 DEBUG [InsertThread --- 7] - Closing the resultset.

2014-08-02 23:36:45,681 DEBUG [InsertThread --- 7] - Closing the connection. Connection
HashCode:22502526 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-02 23:36:45,681 DEBUG [InsertThread --- 7] - Attempting to close connection
2014-08-02 23:36:45,681 DEBUG [InsertThread --- 7] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-02 23:36:45,681 DEBUG [InsertThread --- 7] - removeConnectionFromConnectionList ()
2014-08-02 23:36:45,681 DEBUG [InsertThread --- 7] - Removing connection
<com.informix.jdbc.IfxSgliConnect@lccblae> from connection list

2014-08-02 23:36:45,682 DEBUG [InsertThread --- 7] - Connection

<com.informix.jdbc.IfxSgliConnect@lccblae> is not closed, adding it back to the pool entry
<database, jdbcurl2>

2014-08-02 23:36:45,682 INFO [InsertThread --- 7] - Connection/Statement/Resultset is closed
properly.

2014-08-02 23:36:45,682 DEBUG [InsertThread --- 7] - Connection released from
CertDBImpl.getCertificate method.

2014-08-02 23:36:45,682 INFO [InsertThread --- 7] - OUT -- CertDBImpl.java - getCertificate -
2014-08-02 23:36:45,682 INFO [InsertThread --- 7] - IN -- CertDBImpl.java -
getCertUnitByPkid (pkid) -

2014-08-02 23:36:45,683 DEBUG [InsertThread --- 7] - Connection Initialized to localnode.
Connection HashCode:25877029 --Details:Connector (NOT CONNECTED:

Driver=com.informix.jdbc.IfxDriver;)

## getting info about changed certificate

2014-08-02 23:36:45,684 DEBUG [InsertThread --- 7] - Select Query to getCertUnitByPkid :SELECT
A.PKID, A.FKCERTIFICATE, A.TKCERTIFICATESERVICE, B.NAME UNIT FROM
CERTIFICATESERVICECERTIFICATEMAP A, TYPECERTIFICATESERVICE B WHERE A.FKCERTIFICATE="533dbbfc-
78ce-bd6f-7d64-cd2b7c536f6d" AND A.TKCERTIFICATESERVICE = B.ENUM

2014-08-02 23:36:45,684 DEBUG [InsertThread --- 7] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-02 23:36:45,684 DEBUG [InsertThread --- 7] - Try to get a connection from pool
2014-08-02 23:36:45,684 DEBUG [InsertThread --- 7] - getting local connection from Pool
2014-08-02 23:36:45,684 DEBUG [InsertThread --- 7] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-02 23:36:45,684 DEBUG [InsertThread --- 7] - There are currently 2 connection pool
entries

2014-08-02 23:36:45,684 DEBUG [InsertThread --- 7] - Adding connection
<com.informix.jdbc.IfxSgliConnect@lccblae> to connection list

2014-08-02 23:36:45,684 DEBUG [InsertThread --- 7] - Marking connection
<com.informix.jdbc.IfxSgliConnect@lccblae> as used

2014-08-02 23:36:45,684 DEBUG [InsertThread --- 7] - Got connection from pool

2014-08-02 23:36:45,687 DEBUG [InsertThread --- 7] - Closing the resultset.

2014-08-02 23:36:45,688 DEBUG [InsertThread --- 7] - Closing the connection. Connection
HashCode:25877029 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-02 23:36:45,688 DEBUG [InsertThread --- 7] - Attempting to close connection
2014-08-02 23:36:45,688 DEBUG [InsertThread --- 7] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-02 23:36:45,688 DEBUG [InsertThread --- 7] - removeConnectionFromConnectionList ()
2014-08-02 23:36:45,688 DEBUG [InsertThread --- 7] - Removing connection
<com.informix.jdbc.IfxSgliConnect@lccblae> from connection list

2014-08-02 23:36:45,688 DEBUG [InsertThread --- 7] - Connection

<com.informix.jdbc.IfxSgliConnect@lccblae> is not closed, adding it back to the pool entry
<database, jdbcurl2>

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - Connection/Statement/Resultset is closed
properly.

2014-08-02 23:36:45,688 DEBUG [InsertThread --- 7] - Resultset released from
CertDBImpl.getCertUnitByPkid method.

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - OUT -- CertDBImpl.java - getCertUnitByPkid -
2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - UNIT : tomcat

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - CurrentIPAddress : 10.48.46.29

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - RemoteIPAddress : 10.48.46.29

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - OldSerialNo

:6cf5bc855b681£f658f9e7506d3echbeas
2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - NewSerialNo



:42c86b2c£293630fe27bbddc7£d02a39

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - IN -- CertUtil.java -
getListFromComaSeperatedStr(..) -
2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - OUT -- CertUtil.java -

getListFromComaSeperatedStr -

## as you know tomcat and tomcat-trust certificates are covered by change notification.

## Since both ones has been properly updated by CM service there is nothing to do for the #i#
certCN service here.

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - tomcat --- is included unit for CN
2014-08-02 23:36:45,688 DEBUG [InsertThread --- 7] - Change notification not require on same
node except tomcat cert.

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - UNIT : tomcat-trust

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - CurrentIPAddress : 10.48.46.29
2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - RemoteIPAddress : 10.48.46.29

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - OldSerialNo
:6cf5bc8550681£658f9e7506d3ecbeas

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - NewSerialNo
:42c86b2cf293630fe27bbddc7£d02a39

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - IN -- CertUtil.java -
getListFromComaSeperatedStr(..) -

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - OUT -- CertUtil.java -
getListFromComaSeperatedStr -

2014-08-02 23:36:45,688 INFO [InsertThread --- 7] - tomcat-trust --- is included unit for CN
2014-08-02 23:36:45,688 DEBUG [InsertThread --- 7] - Change notification not require on same
node except tomcat cert.

2014-08-02 23:36:45,689 INFO [InsertThread --- 7] - tomcat-trust Certificate successfully
updated in trust-store by Change Notification..

2014-08-02 23:36:45,689 INFO [InsertThread --- 7] - OUT -- CertKeystoreHandler.java -
updateIntoKeystore -

2014-08-02 23:36:45,689 DEBUG [InsertThread --- 7] - InsertThread --- 7 -- END --

2014-08-02 23:36:45,689 INFO [InsertThread --- 7] - OUT -- CertKeystoreHandler.java - run -
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## certCN on sub is notified about the change in the DB
2014-08-02 23:36:46,147 INFO [Thread-5] - IN - process. changeData &colon;
2014-08-02 23:36:46,149 INFO [Thread-5] - Inside CERTIFICATE - I/U option..

## details about the change are in from DBL (PKID, old serial, new serial, etc.)

2014-08-02 23:36:46,149 DEBUG [Thread-5] - Updated Data in CERTIFICATE

: :<msg><type>DBL</type><table>certificate</table><tableid>41l</tableid><action>U</action><time>14
07015406</time><old><cdrserver>2</cdrserver><cdrtime>1407012599</cdrtime><pkid>533dbbfc-78ce-
bdef-7d64-
cd2b7c¢536f6d</pkid><servername>CUCM861</servername><subjectname>L=KRAKOW, ST=MALOPOLSKA , CN=CUCM86
1,0U=TAC,0=CISCO,C=PL</subjectname><issuername>L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0O=CISCO,
C=PL</issuername><serialnumber>6cf5bc855b681£f658f9e7506d3ecbea5</serialnumber><certificate></cer
tificate><ipv4address>10.48.46.29</ipvdaddress><ipvbaddress></ipvbaddress><timetolive>NULL</time
tolive><ifx replcheck>6043073097765093380</1ifx_replcheck></o0ld><new><pkid>533dbbfc-78ce-bd6f-
7d64-
cd2b7c¢536f6d</pkid><servername>CUCM861</servername><subjectname>L=KRAKOW, ST=MALOPOLSKA , CN=CUCM86
1,0U=TAC,0=CISCO,C=PL</subjectname><issuername>L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0O=CISCO,
C=PL</issuername><serialnumber>42c86b2cf293630fe27bbddc7fd02a39</serialnumber><certificate>chang
ed</certificate><ipvd4address>10.48.46.29</ipvdaddress><ipvbaddress></ipvbaddress><timetolive>NUL
L</timetolive></new></msg>

2014-08-02 23:36:46,149 DEBUG [Thread-5] - Certificate PKID : 533dbbfc-78ce-bd6f-7d64-
cd2b7c¢536f6d , ipAddress : 10.48.46.29 , OldSerialNo : 6c¢f5bc855b681£658f9e7506d3echeas ,



NewSerialNo : 42c86b2cf293630fe27bbddc7£d02a39

2014-08-02 23:36:46,150 INFO [Thread-5] - OUT - process.

2014-08-02 23:36:46,151 INFO [InsertThread --- 34] - IN -- CertKeystoreHandler.java - run() -
2014-08-02 23:36:46,152 DEBUG [InsertThread --- 34] - InsertThread --- 34 -- START --
2014-08-02 23:36:46,152 DEBUG [InsertThread --- 34] - DB Value UPDATE: 533dbbfc-78ce-b46f-7d64-
cd2b7c536f6d

2014-08-02 23:36:46,152 INFO [InsertThread --- 34] - IN -- CertKeystoreHandler.java -
updateIntoKeystore() -

2014-08-02 23:36:46,153 INFO [InsertThread --- 34] - IN -- CertDBImpl.java -
getCertificate(certBash64SHAl:null --pkid:533dbbfc-78ce-b46f-7d64-cd2b7c536f6d

2014-08-02 23:36:46,153 DEBUG [InsertThread --- 34] - Connection Initialized to localnode.
Connection HashCode:30330150 --Details:Connector (NOT CONNECTED:
Driver=com.informix.jdbc.IfxDriver;)

2014-08-02 23:36:46,153 DEBUG [InsertThread --- 34] - Select Query to getCertificate :SELECT

A.*,B.HASH FROM CERTIFICATE A, CERTIFICATEHASHMAP B WHERE A.PKID=B.FKCERTIFICATE AND A.PKID =
"533dbbfc-78ce-b46f-7d64~-cd2b7c536£6d4"

2014-08-02 23:36:46,153 DEBUG [InsertThread --- 34] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-02 23:36:46,154 DEBUG [InsertThread --- 34] - Try to get a connection from pool
2014-08-02 23:36:46,154 DEBUG [InsertThread --- 34] - getting local connection from Pool
2014-08-02 23:36:46,154 DEBUG [InsertThread --- 34] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-02 23:36:46,154 DEBUG [InsertThread --- 34] - There are currently 2 connection pool
entries

2014-08-02 23:36:46,154 DEBUG [InsertThread --- 34] - Checking if connection limit has been
reached for database

2014-08-02 23:36:46,154 DEBUG [InsertThread --- 34] - Connecting to subscriber so max number of
connections allowed is 100

2014-08-02 23:36:46,154 DEBUG [InsertThread --- 34] - Number of connections in use is 0
2014-08-02 23:36:46,154 DEBUG [InsertThread --- 34] - There are currently 2 connection pool
entries

2014-08-02 23:36:46,154 DEBUG [InsertThread --- 34] - Number of available connections in pool: 0
2014-08-02 23:36:46,193 DEBUG [InsertThread --- 34] - Adding connection
<com.informix.jdbc.IfxSgliConnect@lfebab51l> to connection list

2014-08-02 23:36:46,194 DEBUG [InsertThread --- 34] - Marking connection
<com.informix.jdbc.IfxSgliConnect@lfebabl> as used

2014-08-02 23:36:46,194 DEBUG [InsertThread --- 34] - Got connection from pool

2014-08-02 23:36:46,197 DEBUG [InsertThread --- 34] - Closing the resultset.

2014-08-02 23:36:46,198 DEBUG [InsertThread --- 34] - Closing the connection. Connection
HashCode:30330150 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-02 23:36:46,198 DEBUG [InsertThread --- 34] - Attempting to close connection
2014-08-02 23:36:46,198 DEBUG [InsertThread --- 34] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-02 23:36:46,198 DEBUG [InsertThread --- 34] - removeConnectionFromConnectionList ()
2014-08-02 23:36:46,198 DEBUG [InsertThread --- 34] - Removing connection
<com.informix.jdbc.IfxSgliConnect@lfeba51> from connection list

2014-08-02 23:36:46,198 DEBUG [InsertThread --- 34] - Connection

<com.informix.jdbc.IfxSgliConnect@lfeba51> is not closed, adding it back to the pool entry
<database, jdbcurl2>

2014-08-02 23:36:46,198 INFO [InsertThread --- 34] - Connection/Statement/Resultset is closed
properly.

2014-08-02 23:36:46,198 DEBUG [InsertThread --- 34] - Connection released from
CertDBImpl.getCertificate method.

2014-08-02 23:36:46,198 INFO [InsertThread --- 34] - OUT -- CertDBImpl.java - getCertificate -
2014-08-02 23:36:46,198 INFO [InsertThread --- 34] - IN -- CertDBImpl.java -
getCertUnitByPkid (pkid) -

2014-08-02 23:36:46,199 DEBUG [InsertThread --- 34] - Connection Initialized to localnode.
Connection HashCode:8005144 --Details:Connector (NOT CONNECTED:

Driver=com.informix.jdbc.IfxDriver;)

## quering DB for the changed certificate and getting details of it

2014-08-02 23:36:46,199 DEBUG [InsertThread --- 34] - Select Query to getCertUnitByPkid :SELECT
A.PKID, A.FKCERTIFICATE, A.TKCERTIFICATESERVICE, B.NAME UNIT FROM
CERTIFICATESERVICECERTIFICATEMAP A, TYPECERTIFICATESERVICE B WHERE A.FKCERTIFICATE="533dbbfc-



78ce-b46f-7d64-cd2b7c536£6d" AND A.TKCERTIFICATESERVICE = B.ENUM

2014-08-02 23:36:46,199 DEBUG [InsertThread --- 34] - getConn:

usePooling[true] connectToLocalDB[true]_target[0]connectToPubByDefault[false]

2014-08-02 23:36:46,199 DEBUG [InsertThread --- 34] - Try to get a connection from pool
2014-08-02 23:36:46,199 DEBUG [InsertThread --- 34] - getting local connection from Pool
2014-08-02 23:36:46,199 DEBUG [InsertThread --- 34] - Getting connection from connection pool
entry <database, jdbcurl2>

2014-08-02 23:36:46,199 DEBUG [InsertThread --- 34] - There are currently 2 connection pool
entries

2014-08-02 23:36:46,199 DEBUG [InsertThread --- 34] - Adding connection
<com.informix.jdbc.IfxSgliConnect@lfebab5l> to connection list

2014-08-02 23:36:46,199 DEBUG [InsertThread --- 34] - Marking connection
<com.informix.jdbc.IfxSgliConnect@lfebabl> as used

2014-08-02 23:36:46,199 DEBUG [InsertThread --- 34] - Got connection from pool

2014-08-02 23:36:46,203 DEBUG [InsertThread --- 34] - Closing the resultset.

2014-08-02 23:36:46,204 DEBUG [InsertThread --- 34] - Closing the connection. Connection
HashCode:8005144 --Details:Connector (CONNECTED: Driver=com.informix.jdbc.IfxDriver;)
2014-08-02 23:36:46,204 DEBUG [InsertThread --- 34] - Attempting to close connection
2014-08-02 23:36:46,204 DEBUG [InsertThread --- 34] - Removing connection <database, jdbcurl2>
from ConnectionManager list

2014-08-02 23:36:46,204 DEBUG [InsertThread --- 34] - removeConnectionFromConnectionList ()
2014-08-02 23:36:46,204 DEBUG [InsertThread --- 34] - Removing connection
<com.informix.jdbc.IfxSgliConnect@lfeba51> from connection list

2014-08-02 23:36:46,204 DEBUG [InsertThread --- 34] - Connection

<com.informix.jdbc.IfxSgliConnect@lfeba51l> is not closed, adding it back to the pool entry
<database, jdbcurl2>

2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - Connection/Statement/Resultset is closed
properly.

2014-08-02 23:36:46,204 DEBUG [InsertThread --- 34] - Resultset released from
CertDBImpl.getCertUnitByPkid method.

2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - OUT -- CertDBImpl.java - getCertUnitByPkid
2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - UNIT : tomcat

2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - CurrentIPAddress : 10.48.46.30
2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - RemoteIPAddress : 10.48.46.29

2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - 0OldSerialNo
:6cf5bc8550681£658f9e7506d3ecbeas

2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - NewSerialNo
:42c86b2cf293630fe27bbddc7£d02a39

2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - IN -- CertUtil.java -
getListFromComaSeperatedStr(..) -

2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - OUT -- CertUtil.java -
getListFromComaSeperatedStr -

2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - tomcat --- is included unit for CN
2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - IN -- CertUtil.java -
loadCertFromString (cert) -

2014-08-02 23:36:46,204 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-02 23:36:46,209 INFO [InsertThread --- 34] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-02 23:36:46,209 INFO [InsertThread --- 34] - OUT -- CertUtil.java - loadCertFromString -
2014-08-02 23:36:46,209 INFO [InsertThread --- 34] - IN -- CertDBUtil.java -
checkDeleteAndImport (unit, dbCert) -

2014-08-02 23:36:46,209 INFO [InsertThread --- 34] - DB CertInfo.--

SN:88769680872451706773275250466208361017--
SubjectDN: L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0=CISCO,C=PL--GetNotBefore:Sat Aug 02
23:36:44 CEST 2014--GetNotAfter:Thu Aug 01 23:36:43 CEST 2019

## verifing that you have this certificate in trust store

2014-08-02 23:36:46,209 INFO [InsertThread --- 34] - loading certificate element named [tomcat-
trust]
2014-08-02 23:36:46,210 INFO [InsertThread --- 34] - determining certificates in group [product-

cpi] with type [trust-certs]
2014-08-02 23:36:46,210 INFO [InsertThread --- 34] - loading the config file



[/usr/local/platform/conf/cert-conf.xml]
2014-08-02 23:36:46,212 INFO [InsertThread --- 34] - looking for first [trust-certs] in
[product-cpi]

2014-08-02 23:36:46,212 INFO [InsertThread --- 34] - loaded element [tomcat-trust]

2014-08-02 23:36:46,212 INFO [InsertThread --- 34] - determining cert dir for [tomcat-trust]
2014-08-02 23:36:46,212 INFO [InsertThread --- 34] - looking for first [dir] in [tomcat-trust]
2014-08-02 23:36:46,212 INFO [InsertThread --- 34] - getting the value of [dir]

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] - value is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] - cert dir is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform/.security/tomcat/trust-certs/VeriSign_ Class_3_Secure_Server_CA_-
_G3.description] match is false

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.description] match is false
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -

[/usr/local/platform/.security/tomcat/trust-certs/VeriSign Class_3_Secure_Server_CA_-_G3.pem]
match is true

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/VeriSign Class_3_Secure_Server_CA_-_G3.der]
match is true

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore] match is false

## this is the one you are looking for

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.der] match is true
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.der] match is true
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description] match is false
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/7e0370£0.0] match is false
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/dlaacffb.0] match is false
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/101£f99a6.0] match is false
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem] match is true
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.pem] match is true
2014-08-02 23:36:46,213 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-02 23:36:46,213 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-02 23:36:46,214 INFO [InsertThread --- 34] - OUT -- RSACryptoEngine.java -
loadCertificate -

## certificate file is being deleted from the filesystem

2014-08-02 23:36:46,214 DEBUG [InsertThread --- 34] - SUBJECTDN of DBCert and FileSystemCert
compared correctly..

2014-08-02 23:36:46,214 DEBUG [InsertThread --- 34] - FILE SYSTEM CERT TO DELETE AND RE-IMPORT..
2014-08-02 23:36:46,214 INFO [InsertThread --- 34] - IN -- CertDBUtil.java -
deleteTrustCertInFileSystem.. unit : tomcat :: FileName
/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem

2014-08-02 23:36:46,214 INFO [InsertThread --- 34] - IN -- CertDBUtil.java -

populateOpInfo (operation, unit, type, fileLocation, x509Cert, isDBInsert) -

2014-08-02 23:36:46,214 INFO [InsertThread --- 34] - loading certificate element named [tomcat-
trust]

2014-08-02 23:36:46,214 INFO [InsertThread --- 34] - determining certificates in group [product-

cpi] with type [trust-certs]



2014-08-02 23:36:46,214 INFO [InsertThread --- 34] - loading the config file
[/usr/local/platform/conf/cert-conf.xml]

2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - looking for first [trust-certs] in
[product-cpi]

2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - loaded element [tomcat-trust]

2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - determining key dir for [tomcat-trust]
2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - looking for first [key-dir] in [tomcat-
trust]

2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - getting the value of [key-dir]

2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - value is
[/usr/local/platform/.security/tomcat/keys]

2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - key dir is
[/usr/local/platform/.security/tomcat/keys]

2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - OUT -- CertDBUtil.java - populateOpInfo -
2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - IN -- CertMgr.java - getCertMgrObj (unit) -

tomcat-trust

## certCN will call CM api to perform this task. But nothing will land in CM logs. All
## details can be found below

2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - OUT -- CertMgr.java - getCertMgrObj -
com.cisco.cpi.certMgmt.manager.TomcatCertMgr@15b0e9f

2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - IN -- DefaultCertMgr.java -
deleteCert (info) -

decode: true

op: delete

unit: tomcat-trust

keystoreUnit:tomcat-trust

logFile: /var/log/active/platform/log/cert-mgmt.log

resultFile: /var/log/active/platform/log/certde-info.xml

keyDir: /usr/local/platform/.security/tomcat/keys

certDir: /usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem
srcCert: null

type: trust-certs

rootCACert: null

trustDir: null

DNAME : null

description:null
isDBInsert:false

2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - parsed filename: 'CUCM861.pem'
2014-08-02 23:36:46,215 DEBUG [InsertThread --- 34] - filename: 'CUCM861.pem'
2014-08-02 23:36:46,215 DEBUG [InsertThread --- 34] - fileRoot: 'CUCM861'

2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - IN -- DefaultCertMgr.java -
deleteDERandPEM (filenameRoot, parentDir, info) -

2014-08-02 23:36:46,215 DEBUG [InsertThread --- 34] -
ParentDir:/usr/local/platform/.security/tomcat/trust-certsFileName. (DER/PEM) : CUCM861
2014-08-02 23:36:46,215 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-02 23:36:46,224 INFO [InsertThread --- 34] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-02 23:36:46,224 INFO [InsertThread --- 34] - No plugins registered for DB Store
2014-08-02 23:36:46,224 INFO [InsertThread --- 34] - OUT -- DefaultCertMgr.java -
deleteDERandPEM -

2014-08-02 23:36:46,224 DEBUG [InsertThread --- 34] - deleteDERandPEM: sCertDir =
/usr/local/platform/.security/tomcat/trust-certs --- sAlias = CUCM861

## cert file deleted. you need to remove it from key store

2014-08-02 23:36:46,225 INFO [InsertThread --- 34] - IN -- TomcatCertMgr.java -
removeFromKeyStore(..) -

2014-08-02 23:36:46,225 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -
removeFromKeyStore (keystoreFile, keystorePass, alias) -

2014-08-02 23:36:46,225 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -

loadKeyStore (keystoreFile, keystorePass) -
2014-08-02 23:36:46,232 INFO [InsertThread --- 34] - OUT -- RSACryptoEngine.java - loadKeyStore



2014-08-02 23:36:46,238 DEBUG [InsertThread --- 34] - Removing certificate from keystore
CuCM861

2014-08-02 23:36:46,238 DEBUG [InsertThread --- 34] - Size of the keystore after delete is : 2
2014-08-02 23:36:46,238 INFO [InsertThread --- 34] - OUT -- RSACryptoEngine.java -
removeFromKeyStore -

2014-08-02 23:36:46,238 INFO [InsertThread --- 34] - OUT -- TomcatCertMgr.java -
removeFromKeyStore -

2014-08-02 23:36:46,239 INFO [InsertThread --- 34] - trustdir
::/usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,239 INFO [InsertThread --- 34] - IN -- Util.java - sysExec (exe, args) -
2014-08-02 23:36:46,239 DEBUG [InsertThread --- 34] - Executing command from Util.sysExec
python /usr/local/platform/bin/c_rehash.py /usr/local/platform/.security/tomcat/trust-certs
2014-08-02 23:36:46,295 INFO [InsertThread --- 34] - OUT -- Util.java - sysExec -
2014-08-02 23:36:46,295 INFO [InsertThread --- 34] - IN -- DefaultCertMgr.java -
setOwnershipAndPermissions (file) -

2014-08-02 23:36:46,295 DEBUG [InsertThread --- 34] - setOwnershipAndPermissions : trust-certs
2014-08-02 23:36:46,296 DEBUG [InsertThread --- 34] - Changing ownership of file
"/usr/local/platform/.security/tomcat/trust-certs'

2014-08-02 23:36:46,296 INFO [InsertThread --- 34] - IN -- Util.java - sysExec (exe, args) -
2014-08-02 23:36:46,296 DEBUG [InsertThread --- 34] - Executing command from Util.sysExec
/bin/chown -R certbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,299 INFO [InsertThread --- 34] - OUT -- Util.java - sysExec -
2014-08-02 23:36:46,299 DEBUG [InsertThread --- 34] - Changing group ownership of file
'/usr/local/platform/.security/tomcat/trust-certs'

2014-08-02 23:36:46,299 INFO [InsertThread --- 34] - IN -- Util.java - sysExec (exe, args) -
2014-08-02 23:36:46,299 DEBUG [InsertThread --- 34] - Executing command from Util.sysExec
/bin/chgrp -R ccmbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,302 INFO [InsertThread --- 34] - OUT -- Util.java - sysExec -
2014-08-02 23:36:46,302 DEBUG [InsertThread --- 34] - Changing mode of file
'/usr/local/platform/.security/tomcat/trust-certs'

2014-08-02 23:36:46,302 INFO [InsertThread --- 34] - IN -- Util.java - sysExec (exe, args) -
2014-08-02 23:36:46,302 DEBUG [InsertThread --- 34] - Executing command from Util.sysExec
/bin/chmod -R 755 /usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,306 INFO [InsertThread --- 34] - OUT -- Util.java - sysExec -
2014-08-02 23:36:46,306 INFO [InsertThread --- 34] - OUT -- DefaultCertMgr.java -
setOwnershipAndPermissions -

2014-08-02 23:36:46,306 INFO [InsertThread --- 34] - OUT -- DefaultCertMgr.java - deleteCert -
2014-08-02 23:36:46,306 INFO [InsertThread --- 34] - OUT -- CertDBUtil.java -

deleteTrustCertInFileSystem -

## certificate will be reimported to the filesystem now into
/usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,306 INFO [InsertThread --- 34] - IN -- CertDBUtil.java -
importTrustCertInFileSystem.. unit : tomcat

2014-08-02 23:36:46,306 INFO [InsertThread --- 34] - IN -- CertDBUtil.java -

populateOpInfo (operation, unit, type, fileLocation, x509Cert, isDBInsert) -

2014-08-02 23:36:46,306 INFO [InsertThread --- 34] - loading certificate element named [tomcat-
trust]

2014-08-02 23:36:46,306 INFO [InsertThread --- 34] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-02 23:36:46,306 INFO [InsertThread --- 34] - loading the config file
[/usr/local/platform/conf/cert-conf.xml]

2014-08-02 23:36:46,308 INFO [InsertThread --- 34] - looking for first [trust-certs] in
[product-cpi]

2014-08-02 23:36:46,308 INFO [InsertThread --- 34] - loaded element [tomcat-trust]

2014-08-02 23:36:46,308 INFO [InsertThread --- 34] - determining key dir for [tomcat-trust]
2014-08-02 23:36:46,308 INFO [InsertThread --- 34] - looking for first [key-dir] in [tomcat-
trust]

2014-08-02 23:36:46,308 INFO [InsertThread --- 34] - getting the value of [key-dir]

2014-08-02 23:36:46,308 INFO [InsertThread --- 34] - value is
[/usr/local/platform/.security/tomcat/keys]

2014-08-02 23:36:46,308 INFO [InsertThread --- 34] - key dir is

[/usr/local/platform/.security/tomcat/keys]



2014-08-02 23:36:46,308 INFO [InsertThread --- 34] - loading certificate element named [tomcat-
trust]

2014-08-02 23:36:46,308 INFO [InsertThread --- 34] - determining certificates in group [product-
cpi] with type [trust-certs]

2014-08-02 23:36:46,308 INFO [InsertThread --- 34] - loading the config file
[/usr/local/platform/conf/cert-conf.xml]

2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - looking for first [trust-certs] in

[product-cpi]

2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - loaded element [tomcat-trust]

2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - determining cert dir for [tomcat-trust]
2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - looking for first [dir] in [tomcat-trust]
2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - getting the value of [dir]

2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - value is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - cert dir is
[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - OUT -- CertDBUtil.java - populateOpInfo -
2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - IN -- CertMgr.java - getCertMgrObj (unit) -

tomcat-trust

## again CM API is called to perform this task

2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - OUT -- CertMgr.java - getCertMgrObj -
com.cisco.cpi.certMgmt.manager .TomcatCertMgr@lbbedf

2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - IN -- DefaultCertMgr.java -
importCert (info) -

decode: true

op: import

unit: tomcat-trust

keystoreUnit:tomcat-trust

logFile: /var/log/active/platform/log/cert-mgmt.log
resultFile: /var/log/active/platform/log/certde-info.xml
keyDir: /usr/local/platform/.security/tomcat/keys
certDir: /usr/local/platform/.security/tomcat/trust-certs
srcCert: null

type: trust-certs

rootCACert: null

trustDir: null

DNAME : null

description:null
isDBInsert:false

2014-08-02 23:36:46,310 DEBUG [InsertThread --- 34] - Checking validity of cert
2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - Verifying certificate

L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL

2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - IN -- CertUtil.java - parseCNfromDN (DN,
sSearchStr) -

2014-08-02 23:36:46,310 DEBUG [InsertThread --- 34] - parseCNfromDN( certSubjDN:
'L=KRAKOW, ST=MALOPOLSKA , CN=CUCM861, OU=TAC, O=CISCO,C=PL")

2014-08-02 23:36:46,310 DEBUG [InsertThread --- 34] - Truncating CN
'CUCM861,0U=TAC,0=CISCO,C=PL' -> 'CUCM861'

2014-08-02 23:36:46,310 INFO [InsertThread --- 34] - OUT -- CertUtil.java - parseCNfromDN -
2014-08-02 23:36:46,310 DEBUG [InsertThread --- 34] - Parsed CN 'CUCM861' from DN
'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL'

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - trying to load cert from trust store
::/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - cert not available in trust store

: : L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - IN -- DefaultCertMgr.java -
importTrustCert (info, cert) -

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - IN -- DefaultCertMgr.java -
saveToTrustStore (info, cert) -

2014-08-02 23:36:46,311 ERROR [InsertThread --- 34] - trust directory parameter is null
2014-08-02 23:36:46,311 INFO [InsertThread --- 34] - IN -- DefaultCertMgr.java -

saveTrustCert (cert, targetDir, certType) -



2014-08-02 23:36:46,311 INFO [InsertThread --- 34] -
sSearchStr) -
2014-08-02 23:36:46,311 DEBUG [InsertThread --- 34]

IN -- CertUtil.java - parseCNfromDN (DN,

- parseCNfromDN( certSubjDN:

'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL")

2014-08-02 23:36:46,311 DEBUG [InsertThread --- 34]
'CUCM861, OU=TAC, 0O=CISCO,C=PL' -> 'CUCM861'
2014-08-02 23:36:46,311 INFO [InsertThread --- 34] -
2014-08-02 23:36:46,311 DEBUG [InsertThread --- 34]

- Truncating CN

'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO, C=PL'

OUT -- CertUtil.java - parseCNfromDN -
- Parsed CN 'CUCM861' from DN
IN -- CertUtil.java - parseCNfromDN (DN,

- parseCNfromDN( certSubjDN:

- Truncating CN

OUT -- CertUtil.java - parseCNfromDN -

2014-08-02 23:36:46,311 INFO [InsertThread --- 34] -
sSearchStr) -

2014-08-02 23:36:46,312 DEBUG [InsertThread --- 34]
'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0O=CISCO,C=PL")
2014-08-02 23:36:46,312 DEBUG [InsertThread --- 34]
'CUCM861,0U=TAC,0=CISCO,C=PL' -> 'CUCM861'

2014-08-02 23:36:46,312 INFO [InsertThread --- 34] -
2014-08-02 23:36:46,312 DEBUG [InsertThread --- 34]

- Parsed CN 'CUCM861' from DN

'L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO, C=PL'

2014-08-02 23:36:46,312 DEBUG [InsertThread --- 34]
'CUCM861 .pem'
2014-08-02 23:36:46,312 DEBUG [InsertThread --- 34]

not found.

## saving cert as PEM and DER formats

2014-08-02 23:36:46,312

DEBUG [InsertThread --- 34]

- target filename for imported cert:

- existing certificate with same filename

- Saving PEM encoded cert

'/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem'’

2014-08-02 23:36:46,312
File

INFO [InsertThread --- 34] -

IN -- CryptoUtil.java - saveAsPEM(..) -

/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem

2014-08-02 23:36:46,313 INFO [InsertThread --- 34] - OUT -- CryptoUtil.java - saveAsPEM -
2014-08-02 23:36:46,313 DEBUG [InsertThread --- 34] - Saving DER encoded cert
'/usr/local/platform/.security/tomcat/trust-certs/CUCM861.der"

2014-08-02 23:36:46,314 INFO [InsertThread --- 34] - OUT -- DefaultCertMgr.java - saveTrustCert
## saving new certificate into keystore

2014-08-02 23:36:46,314 INFO [InsertThread --- 34] - IN -- TomcatCertMgr.java -
saveToKeyStore(..) -

2014-08-02 23:36:46,314 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -
saveToKeyStore (keystoreFile, keystorePass, x509Certificate, alias) -

2014-08-02 23:36:46,314 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -

loadKeyStore (keystoreFile, keystorePass) -

2014-08-02 23:36:46,323 INFO [InsertThread --- 34] - OUT -- RSACryptoEngine.java - loadKeyStore
2014-08-02 23:36:46,323 INFO [InsertThread --- 34] - Size of the keystore before import is : 2
2014-08-02 23:36:46,323 INFO [InsertThread --- 34] - Importing certificate CuCM861

2014-08-02 23:36:46,330 INFO [InsertThread --- 34] - Size of the keystore after import is : 3
2014-08-02 23:36:46,330 INFO [InsertThread --- 34] - OUT -- RSACryptoEngine.java -
saveToKeyStore -

2014-08-02 23:36:46,330 INFO [InsertThread --- 34] - OUT -- TomcatCertMgr.java - saveToKeyStore
2014-08-02 23:36:46,330 DEBUG [InsertThread --- 34] - TrustCert description filename

'CUCM861 .description’

2014-08-02 23:36:46,330 INFO [InsertThread --- 34] - IN -- DefaultCertMgr.java -
createDescriptionFile (name, description) -

2014-08-02 23:36:46,330 INFO [InsertThread --- 34] - description is :Trust Certificate
2014-08-02 23:36:46,331 INFO [InsertThread --- 34] - OUT -- DefaultCertMgr.java -
createDescriptionFile -

2014-08-02 23:36:46,331 INFO [InsertThread --- 34] - IN -- DefaultCertMgr.java -
setOwnershipAndPermissions(file) -

2014-08-02 23:36:46,331 DEBUG [InsertThread --- 34] - setOwnershipAndPermissions

CUCM861 .description

2014-08-02 23:36:46,331 DEBUG [InsertThread --- 34] - Changing ownership of file

"/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description’

2014-08-02 23:36:46,331 INFO [InsertThread

-~ 34]

IN -- Util.java - sysExec (exe, args) -



2014-08-02 23:36:46,331 DEBUG [InsertThread --- 34] - Executing command from Util.sysExec
/bin/chown certbase /usr/local/platform/.security/tomcat/trust-certs/CUCM861.description

2014-08-02 23:36:46,334 INFO [InsertThread --- 34] - OUT -- Util.java - sysExec -
2014-08-02 23:36:46,334 DEBUG [InsertThread --- 34] - Changing group ownership of file
"/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description’

2014-08-02 23:36:46,334 INFO [InsertThread --- 34] - IN -- Util.java - sysExec (exe, args) -
2014-08-02 23:36:46,334 DEBUG [InsertThread --- 34] - Executing command from Util.sysExec
/bin/chgrp ccmbase /usr/local/platform/.security/tomcat/trust-certs/CUCM861.description
2014-08-02 23:36:46,337 INFO [InsertThread --- 34] - OUT -- Util.java - sysExec -
2014-08-02 23:36:46,337 DEBUG [InsertThread --- 34] - Changing mode of file
"/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description’

2014-08-02 23:36:46,337 INFO [InsertThread --- 34] - IN -- Util.java - sysExec (exe, args) -
2014-08-02 23:36:46,337 DEBUG [InsertThread --- 34] - Executing command from Util.sysExec
/bin/chmod 755 /usr/local/platform/.security/tomcat/trust-certs/CUCM861.description
2014-08-02 23:36:46,339 INFO [InsertThread --- 34] - OUT -- Util.java - sysExec -
2014-08-02 23:36:46,339 INFO [InsertThread --- 34] - OUT -- DefaultCertMgr.java -
setOwnershipAndPermissions -

2014-08-02 23:36:46,339 INFO [InsertThread --- 34] - OUT -- DefaultCertMgr.java -
saveToTrustStore -

2014-08-02 23:36:46,340 INFO [InsertThread --- 34] - trustdir
::/usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,340 INFO [InsertThread --- 34] - IN -- Util.java - sysExec (exe, args) -
2014-08-02 23:36:46,340 DEBUG [InsertThread --- 34] - Executing command from Util.sysExec
python /usr/local/platform/bin/c_rehash.py /usr/local/platform/.security/tomcat/trust-certs
2014-08-02 23:36:46,425 INFO [InsertThread --- 34] - OUT -- Util.java - sysExec -
2014-08-02 23:36:46,425 INFO [InsertThread --- 34] - IN -- DefaultCertMgr.java -
setOwnershipAndPermissions(file) -

2014-08-02 23:36:46,425 DEBUG [InsertThread --- 34] - setOwnershipAndPermissions : trust-certs
2014-08-02 23:36:46,426 DEBUG [InsertThread --- 34] - Changing ownership of file
'/usr/local/platform/.security/tomcat/trust-certs'

2014-08-02 23:36:46,426 INFO [InsertThread --- 34] - IN -- Util.java - sysExec (exe, args) -
2014-08-02 23:36:46,426 DEBUG [InsertThread --- 34] - Executing command from Util.sysExec
/bin/chown -R certbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,429 INFO [InsertThread --- 34] - OUT -- Util.java - sysExec -
2014-08-02 23:36:46,429 DEBUG [InsertThread --- 34] - Changing group ownership of file
"/usr/local/platform/.security/tomcat/trust-certs'

2014-08-02 23:36:46,429 INFO [InsertThread --- 34] - IN -- Util.java - sysExec (exe, args) -
2014-08-02 23:36:46,430 DEBUG [InsertThread --- 34] - Executing command from Util.sysExec
/bin/chgrp -R ccmbase /usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,433 INFO [InsertThread --- 34] - OUT -- Util.java - sysExec -
2014-08-02 23:36:46,433 DEBUG [InsertThread --- 34] - Changing mode of file
"/usr/local/platform/.security/tomcat/trust-certs'

2014-08-02 23:36:46,433 INFO [InsertThread --- 34] - IN -- Util.java - sysExec (exe, args) -
2014-08-02 23:36:46,433 DEBUG [InsertThread --- 34] - Executing command from Util.sysExec
/bin/chmod -R 755 /usr/local/platform/.security/tomcat/trust-certs

2014-08-02 23:36:46,437 INFO [InsertThread --- 34] - OUT -- Util.java - sysExec -
2014-08-02 23:36:46,437 INFO [InsertThread --- 34] - OUT -- DefaultCertMgr.java -
setOwnershipAndPermissions -

2014-08-02 23:36:46,437 INFO [InsertThread --- 34] - No plugins registered for DB Store
2014-08-02 23:36:46,437 INFO [InsertThread --- 34] - IN -- CryptoUtil.java - isOCSPEnabled(..)
2014-08-02 23:36:46,437 INFO [InsertThread --- 34] - IN -- CryptoUtil.java -
getCertMonitorXmlParser(..) -

2014-08-02 23:36:46,437 INFO [InsertThread --- 34] - OUT -- CryptoUtil.java -
getCertMonitorXmlParser -

2014-08-02 23:36:46,437 INFO [InsertThread --- 34] - OUT -- CryptoUtil.java - 1isOCSPEnabled -
false

2014-08-02 23:36:46,437 DEBUG [InsertThread --- 34] - OCSP is not enabled.

2014-08-02 23:36:46,437 INFO [InsertThread --- 34] - Successfully imported trusted certificate

with Subject DN:L&#61; KRAKOW, ST&#61; MALOPOLSKA, CN&#61; CUCM861, OU&#61; TAC, O&#61;CISCO,C&#61; PL

2014-08-02 23:36:46,437 INFO [InsertThread --- 34] - OUT -- DefaultCertMgr.java -
importTrustCert - Successfully imported trusted certificate with Subject
DN:L&#61; KRAKOW, ST&#61 ; MALOPOLSKA, CN&#61 ; CUCM861, OU&#61; TAC, O&#61;CISCO,C&#61;PL

## import ends with success, some additional checks are performed below



2014-08-02 23:36:46,437 INFO [InsertThread 34]
trust certificate is successful

2014-08-02 23:36:46,437 INFO [InsertThread 34]
2014-08-02 23:36:46,437 INFO [InsertThread 34]
importTrustCertInFileSystem -

2014-08-02 23:36:46,437 INFO [InsertThread 34]
checkDeleteAndImport -

2014-08-02 23:36:46,437 INFO [InsertThread 34]
2014-08-02 23:36:46,437 INFO [InsertThread 34]
2014-08-02 23:36:46,437 INFO [InsertThread 34]
2014-08-02 23:36:46,437 INFO [InsertThread 34]
:6cf5bc855b681£658£f9e7506d3ecbeab

2014-08-02 23:36:46,438 INFO [InsertThread 34]
:42c86b2cf293630fe27bbddc7£d02a39

2014-08-02 23:36:46,438 INFO [InsertThread 34]
getListFromComaSeperatedStr(..) -

2014-08-02 23:36:46,438 INFO [InsertThread 34]
getListFromComaSeperatedStr -

2014-08-02 23:36:46,438 INFO [InsertThread 34]
2014-08-02 23:36:46,438 INFO [InsertThread 34]
loadCertFromString (cert) -

2014-08-02 23:36:46,438 INFO [InsertThread 34]
loadCertificate(..) -

2014-08-02 23:36:46,438 INFO [InsertThread 34]
loadCertificate -

2014-08-02 23:36:46,438 INFO [InsertThread 34]
2014-08-02 23:36:46,438 INFO [InsertThread 34]
checkDeleteAndImport (unit, dbCert) -

2014-08-02 23:36:46,438 INFO [InsertThread --- 34]

SN:88769680872451706773275250466208361017--

result of import operations is ::Import of
OUT -- DefaultCertMgr.java - importCert -
OUT -- CertDBUtil.java -

OUT -- CertDBUtil.java -

UNIT tomcat-trust

CurrentIPAddress 10.48.46.30
RemoteIPAddress 10.48.46.29

0OldSerialNo

NewSerialNo

IN -- CertUtil.java -

OUT -- CertUtil.java -

tomcat-trust --- is included unit for CN
IN -- CertUtil.java -

IN -- RSACryptoEngine.java -

OUT -- RSACryptoEngine.java -

OUT -- CertUtil.java - loadCertFromString -
IN -- CertDBUtil.java -

DB CertInfo.--

SubjectDN: L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, 0=CISCO,C=PL--GetNotBefore:Sat Aug 02
23:36:44 CEST 2014--GetNotAfter:Thu Aug 01 23:36:43 CEST 2019

2014-08-02 23:36:46,438 INFO [InsertThread --- 34]
trust]

2014-08-02 23:36:46,438 INFO [InsertThread 34]
cpi] with type [trust-certs]

2014-08-02 23:36:46,438 INFO [InsertThread 34]
[/usr/local/platform/conf/cert-conf.xml]
2014-08-02 23:36:46,441 INFO [InsertThread 34]
[product-cpi]

2014-08-02 23:36:46,441 INFO [InsertThread 34]
2014-08-02 23:36:46,441 INFO [InsertThread 34]
2014-08-02 23:36:46,441 INFO [InsertThread 34]
2014-08-02 23:36:46,441 INFO [InsertThread 34]
2014-08-02 23:36:46,441 INFO [InsertThread 34]

[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-02 23:36:46,441 INFO

[InsertThread --- 34]

[/usr/local/platform/.security/tomcat/trust-certs]

2014-08-02 23:36:46,442 INFO

[InsertThread --- 34]

loading certificate element named [tomcat-

determining certificates in group [product-

loading the config file

looking for first [trust-certs] in

loaded element [tomcat-trust]

determining cert dir for [tomcat-trust]
[dir] in [tomcat-trust]
[dir]

looking for first
getting the value of

value is

cert dir is

[/usr/local/platform/.security/tomcat/trust-certs/VeriSign_ Class_3_Secure_Server_CA_-

_G3.description] match is false

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.description] match is false
2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -

[/usr/local/platform/.security/tomcat/trust-certs/VeriSign Class_3_Secure_Server_CA_-_G3.pem]

match is true
2014-08-02 23:36:46,442 INFO

[InsertThread --- 34]

[/usr/local/platform/.security/tomcat/trust-certs/VeriSign Class_3_Secure_Server_CA_-_G3.der]

match is true
2014-08-02 23:36:46,442 INFO

[InsertThread --- 34]

[/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore] match is false

2014-08-02 23:36:46,442 INFO

2014-08-02 23:36:46,442 INFO

[InsertThread --- 34]
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861s.der]
[InsertThread --- 34]

match is true



[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.der] match is true

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.description] match is false
2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/7e0370£0.0] match is false

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/dlaacffb.0] match is false

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/101£f99a6.0] match is false

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861.pem] match is true

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] -
[/usr/local/platform/.security/tomcat/trust-certs/CUCM861ls.pem] match is true

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-02 23:36:46,442 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-02 23:36:46,443 INFO [InsertThread --- 34] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-02 23:36:46,443 DEBUG [InsertThread --- 34] - SUBJECTDN of DBCert and FileSystemCert
compared correctly..

2014-08-02 23:36:46,443 DEBUG [InsertThread --- 34] - Certificate already exists in FileSystem..
2014-08-02 23:36:46,443 INFO [InsertThread --- 34] - IN -- RSACryptoEngine.java -
loadCertificate(..) -

2014-08-02 23:36:46,443 INFO [InsertThread --- 34] - OUT -- RSACryptoEngine.java -
loadCertificate -

2014-08-02 23:36:46,443 INFO [InsertThread --- 34] - OUT -- CertDBUtil.java -
checkDeleteAndImport -

2014-08-02 23:36:46,443 INFO [InsertThread --- 34] - tomcat-trust Certificate successfully
updated in trust-store by Change Notification..

2014-08-02 23:36:46,443 INFO [InsertThread --- 34] - OUT -- CertKeystoreHandler.java -
updateIntoKeystore -

2014-08-02 23:36:46,443 DEBUG [InsertThread --- 34] - InsertThread --- 34 -- END --
2014-08-02 23:36:46,443 INFO [InsertThread --- 34] - OUT -- CertKeystoreHandler.java - run -

Spdud lebs IJoldss ledle s wble IJpdUle IUglue wldpuue,d. op wesse Tomeat-trust J
PUB wezo Trust-certs (Wz o wlysg IJogssd).

[root@CUCM861s tomcat]# pwd
/usr/local/platform/.security/tomcat
[root@CUCM861ls tomcat]# ls -la certs
total 48
drwxr-xr-x 22:51

14:33 ..

22:51 tomcat.der

22:51 tomcat.description

certbase ccmbase 4096 Aug
root root 4096 Apr
certbase ccmbase 941 Aug

drwxr-xXr-x
-YWXY-Xr-X

—TWXY-XY—-X certbase ccmbase 64 Aug

PR R oN
NN NN

—TWXY-XY—-X certbase ccmbase 2598 Aug 22:51 tomcat.keystore
-rwxr-xr-x 1 certbase ccmbase 1330 Aug 2 22:51 tomcat.pem

[root@CUCM861s tomcat]l# 1ls -la trust-certs

total 108
drwxr-xr-x 2 certbase ccmbase 4096 Aug 2 23:36
drwxr-xr-x 5 root root 4096 Apr 4 14:33

lrwxrwxrwx 1 certbase ccmbase 11 Aug 2 23:36 101£f9%9a6.0 -> CUCM861.pem
lrwxrwxrwx 1 certbase ccmbase 42 Aug 2 23:36 7e0370f0.0 ->
VeriSign_Class_3_Secure_Server_ CA_-_G3.pem

23:36 CUCM861.der

23:36 CUCM861.description

23:36 CUCM861.pem

22:51 CUCM861ls.der

22:51 CUCM861s.description
22:51 CUCM861ls.pem

-rwxr-xr-x 1 certbase ccmbase 939 Aug
—TWXY-XY—-X certbase ccmbase 44 Aug
—TWXY-XY—-X certbase ccmbase 1326 Aug

—TWXY-XY—-X certbase ccmbase 44 Aug

N DD DN NN

1
1
-rwxr-xr-x 1 certbase ccmbase 941 Aug
1
1

—TWXY-XY—-X certbase ccmbase 1330 Aug



lrwxrwxrwx 1 certbase ccmbase 12 Aug
-rwxr-xXr-x 1 certbase ccmbase 3907 Aug
1 certbase ccmbase 1520 Apr

-rwxr-xr-x 1 certbase ccmbase 44 Apr

23:36 dlaacffb.0 -> CUCM861ls.pem
23:36 tomcat-trust.keystore

—YWXY-X¥r-X 14:33 VeriSign_Class_3_Secure_Server_CA_-_G3.der

PN NN

14:33 VeriSign_Class_3_Secure_Server_CA_-
_G3.description

-rwxXr-xXr-x 1 certbase ccmbase 2114 Apr 4 14:33 VeriSign_ Class_3_Secure_Server_CA_-_G3.pem
[root@CUCM861ls tomcat]# mdS5sum trust-certs/CUCM861.der

a0dd8031bcd3c269844df8a3fafd476c trust-certs/CUCM861.der

iagJI Sedud ozl pu yuolsé 9o IJE_IQ_E: oo 9leos ldpuwese lyuwspss. yuslbo, GUI
Idelss IJos wew Golewol pu wble IJpdBle. s9dsuw Bless Ideslule.

Show +  Seftings «  Security «  Software Upgrades = Services = Help -

Certificate Configuration

x Delete i‘;L Dravenilozdd

Status

File Marme CUCMEae1.pem
Certificate Mame tormncat-trust
Certificate Type trust-certs
Certificate Group product-cpi

Description Trust Certificate

r Certificate File Data

[

Yersion: W3

erial Mumber: 8876968087 245170677 3275250466208361017
Signatureflgorithm: SHA1withRSA (1.2.840,113549.1.1.5)
Issuer Mame: L=kKRAKOW, ST=MALOPOLSKA, CN=CUCME61, OU=TAC, O=CIZCO, T=PL
Yalidity Fram: Sat Aug 02 23:36:44 CEST 2014

To: Thu Aug 01 23:36:43 CEST 2019

Subject Mame: L=KRAKCW, ST=MALOPOLSKA, CN=CUCMEs1, QU=TAC, O=CISC0O, C=PL
Key: RSA {1.2.840,113549.1.1.1)

PEY WdIUE,
3082010a0282010100b46ce5c17323962babf797a031ecdal? 3021632387 96007660439fb1dd35d7891439fd2b3809de9514be
foofa42dbN511eca?17a9b7996558bed5c7d5dfeb97b338fcaf 352407 805129495f19a56dd34 3654 9ff 338061844 0990939892592 |
Dacyecd245ebb2f38e0f0caleed2dfe7fadd 737 cofl6561fc7anldadallf218ebtaz 35609529174 729960258451 2f37778028Fd
260029ccEdef003768060c096b39880e67 7a2a008eb 751737971 7b5d45fbdceBb 2486921 f8828b58ec8348b2b4 10344 20401b4 2
28edee32bdcTedosdsa0324da77dact8fladefS4aldbc2? 7527 eocddol2232a1457b152bd58580c1178b0cedaa?c518512d3f92baez2
d432b0203010001

Extensions: 3 present
[

Extension: Keyllsage {(OID.2,5.29.15)

Critical: false

Usages: digitalZignature, keyEncipherment, dataEncipherment, keyAgreement, keyCertZign,

»

m

Extension: ExtkKeylUsageSyntax (QID.2.5.29.37)
Critical: false -
Usage oids: 1.3.6.1.55.7.3.1,1.36,1.5.5.7.3.2,1.3.6.1.5.5.7.3.5,

—’ Delete ] ’ Download ]

$9>8 03l |Js luole gpdso lglo logile Guol>e TOMCAT W 956 IJulyiy 9oy 03l IUogss)
gwo vble 1Jpzpsgs.

5. e dublad IJigble 9] oJlzol



5.1. IJoouwsole 1Upg 9096 - IJouousdd
bolo sedod 1Jees) eds Slsesd wldessw Idublses IUpoed$s wlduveble 9 CM.

UG - Bspl soedd wldoui sy Juoest JJoéss) Bs Iduveble:

CSCul78787 - Jl spJdu 239 wslule 1Je@s oo CM 9.1 zos wes L@l g>p6 CertCN
CSCt086463 - |gl>o bbog, I uoble [Jpz39W0: £s) B>y eds Lilds IJveble oo CUCM
CSCth79451 - szow wpase beldle Bless wslole Iduvolbé leule wgss) luwp lJpos8/IP

CSCup28852 - [gl>6 wessy lJolewd IJ 7 538ls 9 vuwew wpdse [Juvolss g0 luwwgsle Jiolso
pdSp pugs>

w. £ edso gdld gpdslo slisyé IUlguegdle 9ldlpy:

CSCtn50405 - Jl sgpd lJouwe IJlzosllbs J CUCM DRF gJs uuwe Iduvoble lzoslbsl
CSCtt95983 - Jp swp uuwe uvolyé CAPF [puslbsl/igueglhool wlyuegsle DRF
CSCup71297 - wesrse lduwolyé gs) wozse wed luwegl>s DRS

ese - puvlisd pouggs 99l . .
CSCupb4818 - Jl swpe sgp Iduboble 1Je9 886 pu Sod CA (gzp IJpwwle >=4096) Ws Iy og
lJpeodb

CSCud49047 - ¢sh, RTMT Joussd uvedle @06 lJledle wogss) Iduvolss

CSCup8855 - sJjp ldoeldd pu uoed bad IU,9e IJouwdunds loule wgpsd yivolsd z3s36

5. . IJuyolisg slJé>e

I $92> 229 9lzs Bes Bless IJuslule sblud IJogsble JJuse IJpblod JJuvolss. spdud
2956 o030 ldugshble wuvdd pod)) Vs lgweedlple DB sle 1duods (ywzdle CM/CertCN. z39J
CertificateServiceServiceVersionFicatemap). JJzosd eJs oJJ IUg)lsb gdsd o odds ub,é
eJs ¢>p6 TypeEcertificatesservice

admin:run sqgl select * from TYPECERTIFICATESERVICE

enum name moniker usestruststore
1 Phone-trust CERTIFICATE_SERVICE_PHONE_TRUST t
2 Phone-VPN-trust CERTIFICATE_SERVICE_PHONE_VPN_TRUST t
3 CallManager CERTIFICATE_SERVICE_CALLMANAGER bl
4 CallManager-trust CERTIFICATE_SERVICE_CALLMANAGER_TRUST t
5 tomcat CERTIFICATE_SERVICE_TOMCAT bl
6 tomcat-trust CERTIFICATE_SERVICE_TOMCAT_TRUST t
7 ipsec CERTIFICATE_SERVICE_IPSEC bl
8 ipsec-trust CERTIFICATE_SERVICE_IPSEC_TRUST t
9 CAPF CERTIFICATE_SERVICE_CAPF bl
10 CAPF-trust CERTIFICATE_SERVICE_CAPF_TRUST t
11 TVS CERTIFICATE_SERVICE_TVS bl
12 TVS-trust CERTIFICATE_SERVICE_TVS_TRUST t
13 directory-trust CERTIFICATE_SERVICE_DIRECTORY_TRUST t
14 Phone-SAST-trust CERTIFICATE_SERVICE_PHONE_SAST_ TRUST t
15 Phone-CTL-trust CERTIFICATE_SERVICE_PHONE_CTL_TRUST t

16 userlicensing-trust CERTIFICATE_SERVICE_USERLICENSING_TRUST t

wosgol vgow lud ceole lds Ulpweedle eo $less wslule (DB) 9g,u0 Blisps wdlds
lJuvoble. sgw lu suze IUluweedle IJuvolss 91Uy 9 IJo!_pJou._s JJuwol>é 9 IP gl ywpe 1Jg 936
9u9e Iduwol>s sl uwe passgol. Iszle IJozdd pu ly$pe Iule:


https://tools.cisco.com/bugsearch/bug/CSCul78787
https://tools.cisco.com/bugsearch/bug/CSCto86463
https://tools.cisco.com/bugsearch/bug/CSCth79451
https://tools.cisco.com/bugsearch/bug/CSCup28852
https://tools.cisco.com/bugsearch/bug/CSCtn50405
https://tools.cisco.com/bugsearch/bug/CSCtt95983
https://tools.cisco.com/bugsearch/bug/CSCup71297
https://tools.cisco.com/bugsearch/bug/CSCup54818
https://tools.cisco.com/bugsearch/bug/CSCud49047
https://tools.cisco.com/bugsearch/bug/CSCup88555

Ip voungsd sql Select Certificate.pkid. Certificate.Serialnumber.
CertificateProcessNodemap.IPV4address. CertificateProcessNodemap.servername.
TypeEcertificateserviceService.name. SubjectName o, CertificateProcessnodemap Internal Join
Certificate g Js
CertificateProcessNodemap.fkcertificate=Certificate=CertificateServiceServiceldltemAp gJs
CertificateServiceServiceServiceServiceltemCard=Certificate.ldldCard
tificateservice.enum=certificateServiceServiceServiceFicatemap.tkcertificateServiceOrder by
CertificateProcessNodemap.servername

wosesd IJesws IJos spdud IJgws, sdsol B I ol os bole.

admin:run sgl select CERTIFICATE.pkid, CERTIFICATE.serialnumber,

CERTIFICATEPROCESSNODEMAP. ipvdaddress, CERTIFICATEPROCESSNODEMAP.servername,
TYPECERTIFICATESERVICE.name, subjectname from CERTIFICATEPROCESSNODEMAP inner join CERTIFICATE
ON CERTIFICATEPROCESSNODEMAP. fkcertificate=CERTIFICATE.pkid inner join
CERTIFICATESERVICECERTIFICATEMAP ON

CERTIFICATESERVICECERTIFICATEMAP. fkcertificate=CERTIFICATE.pkid JOIN TYPECERTIFICATESERVICE ON
TYPECERTIFICATESERVICE.enum=CERTIFICATESERVICECERTIFICATEMAP. tkcertificateservice order by
CERTIFICATEPROCESSNODEMAP. servername

pkid serialnumber ipvdaddress servername

name subjectname

e380b725-19bl-e3ec-71bf-1bbl106d3d454 6a6967b3000000000003 10.48.46.29 CUCM861
CAPF-trust CN=Cisco Manufacturing CA,0O=Cisco Systems
cc7b18b3-3a50-3dcb-578a-1ca50e076198 17226b84000000000012 10.48.46.29 CUCM861

CallManager-trust

CN=CUCM861, 0U=TAC, 0O=CISCO, L=KRAKOW, ST=MALOPOLSKA,C=PL,2.5.4.5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

664b66c9-485c-aedf-9848-ed34616b8fe7 1461af2a00000000000a 10.48.46.29 CUCM861
CallManager-trust
CN=TVGRTHC501,1.2.840.113549.1.9.2=#130a54564752544843353031,1.2.840.113549.1.9.8=#130d31302e313
0362e36352e323130,2.5.4.5=#130b46474c3137343732353241

cc7b18b3-3a50-3dcb-578a-1ca50e076198 17226b84000000000012 10.48.46.29 CUCM861
Phone-SAST-trust

CN=CUCM861, 0U=TAC, 0O=CISCO, L=KRAKOW, ST=MALOPOLSKA,C=PL,2.5.4.5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

0c879119-476e-c608-049c-03710c47cdd2 5a82belec30346af4c295fb8fcdla7£f7 10.48.46.29 CUCM861
CallManager-trust CN=ciscolab-AD-CA,DC=cisco,DC=1lab

a2735£97-cbc0-81f6-dadf-c145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10.48.46.29 CUCM861
CallManager-trust L=KRAKOW, ST=MALOPOLSKA,CN=CAPF-91le6ebl0,0U=TAC,0=CISCO,C=PL
311830a0-8b8d-2216-7037-£60940976dcd 353fb24bd70f14a346clf3a9ac725675 10.48.46.29 CUCM861
CallManager-trust CN=CAP-RTP-002,0=Cisco Systems

a2735£97-cbc0-81f6-dadf-c145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10.48.46.29 CUCM861

CAPF L=KRAKOW, ST=MALOPOLSKA , CN=CAPF-91e6ebl0, OU=TAC, 0O=CISCO, C=PL
3fb48b23-84e7-cecf-dd24-e38cbd32c20f 6249ccbedf4df00155ddcd482dacd3e6 10.48.46.29 CUCM861
Phone-SAST-trust L=KRAKOW, ST=MALOPOLSKA,CN=CUCM861,0U=TAC, O=CISCO,C=PL
a2735£97-cbc0-81f6-dadf-c145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10.48.46.29 CUCM861

CAPF-trust L=KRAKOW, ST=MALOPOLSKA, CN=CAPF-91e6ebl0, OU=TAC, 0O=CISCO,C=PL
311830a0-8b8d-2216-7037-£60940976dcd 353fb24bd70f14a346clf3a%ac725675 10.48.46.29 CUCM861
CAPF-trust CN=CAP-RTP-002,0=Cisco Systems

07849796-ff87-cee3-e£89-61£f368b3e34a 7£325a657abl316fbd8334b565e55033 10.48.46.29 CUCM861 TVS
L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL

9cbcb782-c37d-6£63-7608-2f51a683cebb6 609bf431add62fel2bdc571866458dee 10.48.46.29 CUCM861

ipsec L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL



33a86281-4f7e-2833-0cde-12a9259b5fea 484c2e9b1996a63e45e57dc067d68ec2 10.48.46.29 CUCM861
Phone-SAST-trust L=Krakow,ST=Malopolska, CN=CUCM9X, OU=TAC,O=Cisco Systems,C=PL
9cbcb782-c37d-6£63-7608-2f51a683cebb 609bfd31add62fel2bdc571866458dee 10.48.46.29 CUCM861
ipsec-trust L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO, C=PL
b98fc2a9-ffcl-31b2-£793-701a4bdb59c4 6cdbac937a099bf9eaf8324de5440£f4 10.48.46.29 CUCM861
CallManager-trust L=KRAKOW, ST=MALOPOLSKA, CN=CAPF-0087c0a5,0U=TAC, 0=CISCO,C=PL
533dbbfc-78ce-bd6£f-7d64-cd2b7c536£6d 42c86b2cf293630fe27bbddc7£d02a39 10.48.46.29 CUCM861

tomcat L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO, C=PL
a6bl8f66-bf72-261d-8ecd-bfceal2addde 68052e2e9cd6c979079e6449££873031 10.48.46.29 CUCM861
tomcat L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861s, OU=TAC, 0O=CISCO, C=PL
533dbbfc-78ce-bd6£f-7d64-cd2b7c536£6d 42c86b2cf293630fe27bbddc7£d02a39 10.48.46.29 CUCM861
tomcat-trust L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO, C=PL
6fedbd7d-76fe-1d19-4e5e-9cfadf073487 692c45e5£81da30a779e73907el7ef7f 10.48.46.29 CUCM861
CAPF-trust L=KRAKOW, ST=MALOPOLSKA , CN=CAPF-8480bdc7, OU=TAC, 0O=CISCO, C=PL
839d761f-£8e8-695b-bfld-d08ce93b62le 6ecc7aa5a7032009b8cebcfde952d491 10.48.46.29 CUCM861
tomcat-trust CN=VeriSign Class 3 Secure Server CA - G3,0U=Terms of use at

https://www.verisign.com/rpa (c)10,0U=VeriSign Trust Network,O=VeriSign\, Inc.,C=US
abbl8f66-bf72-261d-8ecd-bfceal2addde 68052e2e9cd6c979079e6449££873031 10.48.46.29 CUCM861
tomcat-trust L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861s, OU=TAC, O=CISCO,C=PL
3c241ldel-2eec-e63a-667c-c07147e298d5 5££87b282b54dc8d42a315b568c9adff 10.48.46.29 CUCM861
CallManager-trust CN=Cisco Root CA 2048,0=Cisco Systems
6fedbd7d-76fe-1d19-4e5e-9cfadf073487 692c45e5£81da30a779e73907el7ef7f 10.48.46.29 CUCM861

CAPF L=KRAKOW, ST=MALOPOLSKA, CN=CAPF-8480bdc7, OU=TAC, O=CISCO,C=PL
3c241del-2eec-e63a-667c-c07147e298d5 5f£87b282b54dc8d42a315b568c9adff 10.48.46.29 CUCM861
CAPF-trust CN=Cisco Root CA 2048,0=Cisco Systems

6fedbd7d-76fe-1d19-4e5e-9cfadf073487 692c45e5£81da30a779e73907el7ef7f 10.48.46.29 CUCM861
CallManager-trust L=KRAKOW, ST=MALOPOLSKA, CN=CAPF-8480bdc7,0U=TAC, O=CISCO,C=PL
5a4e9685-e9c4-dc52-586d-a36c927208b5 7612£960153d6£9f4e42202032b72356 10.48.46.29 CUCM861
CallManager-trust CN=CAP-RTP-001,0=Cisco Systems

3cf492fa-e88e-e751-040e-c31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10.48.46.29 CUCM861

CallManager L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861s, OU=TAC, O=CISCO,C=PL
5a4e9685-e9c4-dc52-586d-a36c927208b5 7612£960153d6£9f4e42202032b72356 10.48.46.29 CUCM861
CAPF-trust CN=CAP-RTP-001,0=Cisco Systems

3cfd492fa-e88e-e751-040e-c31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10.48.46.29 CUCM861
Phone-SAST-trust L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861s, OU=TAC, 0=CISCO,C=PL
e380b725-19bl-e3ec-71bf-1bbl106d3d454 6a6967b3000000000003 10.48.46.29 CUCM861
CallManager-trust CN=Cisco Manufacturing CA,0O=Cisco Systems

3cfd492fa-e88e-e751-040e-c31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10.48.46.29 CUCM861
CallManager-trust L=KRAKOW, ST=MALOPOLSKA,CN=CUCM861s,QU=TAC,0=CISCO,C=PL
cc7b18b3-3a50-3dcb-578a-1ca50e076198 17226b84000000000012 10.48.46.29 CUCM861
CallManager

CN=CUCM861,0U=TAC, 0O=CISCO, L=KRAKOW, ST=MALOPOLSKA,C=PL,2.5.4.5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

cc7b18b3-3a50-3dcb-578a-1ca50e076198 17226b84000000000012 10.48.46.30 CUCM861s
CallManager-trust

CN=CUCM861, 0U=TAC, 0=CISCO, L=KRAKOW, ST=MALOPOLSKA,C=PL,2.5.4.5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

cc7b18b3-3a50-3dcb-578a-1ca50e076198 17226b84000000000012 10.48.46.30 CUCM861s
Phone-SAST-trust

CN=CUCM861, 0U=TAC, 0=CISCO, L=KRAKOW, ST=MALOPOLSKA,C=PL,2.5.4.5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323
935

a2735£97-cbc0-81f6-dadf-cl45b657b22e 59dacc0lbeldbe84541bc8193a09267e 10.48.46.30 CUCM861ls
CallManager-trust L=KRAKOW, ST=MALOPOLSKA,CN=CAPF-91e6ebl0,0U=TAC,0=CISCO,C=PL
a2735£97-cbc0-81f6-dadf-cl145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10.48.46.30 CUCM861ls

CAPF L=KRAKOW, ST=MALOPOLSKA, CN=CAPF-91e6ebl0, OU=TAC, 0O=CISCO,C=PL
a2735£97-cbc0-81f6-dadf-cl145b657b22e 59dacc0lbeldbe84541bc8193a09267e 10.48.46.30 CUCM861ls
CAPF-trust L=KRAKOW, ST=MALOPOLSKA, CN=CAPF-91e6ebl0, OU=TAC, 0O=CISCO,C=PL
9cbcb782-c37d-6£63-7608-2f51a683ceb6 609bf431add62fel2bdc571866458dee 10.48.46.30 CUCM861s

ipsec L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL
9cbcb782-c37d-6£63-7608-2f51a683ceb6 609bf431add62fel2bdc571866458dee 10.48.46.30 CUCM861s
ipsec-trust L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL



533dbbfc-78ce-b46£f-7d64-cd2b7c536£f6d 42c86b2cf293630fe27bbddc7£d02a39 10.48.46.30 CUCM861s

tomcat L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL

533dbbfc-78ce-b46£f-7d64-cd2b7c536£6d 42c86b2cf293630fe27bbddc7£d02a39 10.48.46.30 CUCM861s

tomcat-trust L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, OU=TAC, O=CISCO,C=PL

839d761f-£f8e8-695b-bfld-d08ce93bb62le 6ecc7aaba7032009b8cebcfde952d491 10.48.46.30 CUCM861s

tomcat-trust CN=VeriSign Class 3 Secure Server CA - G3,0U=Terms of use at

https://www.verisign.com/rpa (c)10,0U=VeriSign Trust Network,O=VeriSign\, Inc.,C=US
3c241del-2eec-e63a-667c-c07147e298d5 5f££87b282b54dc8d42a315b568c9adff 10.48.46.30 CUCM861s

CallManager-trust CN=Cisco Root CA 2048,0=Cisco Systems

3c241del-2eec-e63a-667c-c07147e298d5 5f££87b282b54dc8d42a315b568c%adff 10.48.46.30 CUCM861s

CAPF-trust CN=Cisco Root CA 2048,0=Cisco Systems

5a4e9685-e9c4-dc52-586d-a36c927208b5 7612£960153d6£9f4e42202032b72356 10.48.46.30 CUCM861s

CallManager-trust CN=CAP-RTP-001,0=Cisco Systems

5a4e9685-e9c4-dc52-586d-a36c927208b5 7612£960153d6£9f4e42202032b72356 10.48.46.30 CUCM861s

CAPF-trust CN=CAP-RTP-001,0=Cisco Systems

e380b725-19bl-e3ec-71bf-1bbl106d3d454 6a6967b3000000000003 10.48.46.30 CUCM861s
CallManager-trust CN=Cisco Manufacturing CA,0O=Cisco Systems
cc7b18b3-3a50-3dcb-578a-1ca50e076198 17226b84000000000012 10.48.46.30 CUCM861s
CallManager

CN=CUCM861, OU=TAC, O=CISCO, L=KRAKOW, ST=MALOPOLSKA,C=PL,2.5.4.5=#134034346262356539376665336362306
239323739666339333332636639373830303863623132316337356532316231623263663234616537656237363963323

935

3cf492fa-e88e-e751-040e-c31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10.48.46.30 CUCM861s

Phone-SAST-trust L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861s, OU=TAC, 0=CISCO,C=PL

664b66c9-485c-aedf-9848-ed34616b8fe7 1461af2a00000000000a 10.48.46.30 CUCM861s

CallManager-trust

CN=TVGRTHC501,1.2.840.113549.1.9.2=#130a54564752544843353031,1.2.840.113549.1.9.8=#130431302e313

0362e36352e323130,2.5.4.5=#130b46474c3137343732353241

6fedbd7d-76fe-1d19-4e5e-9cfadf073487 692c45e5£81da30a779e73907el7ef7f 10.48.46.30 CUCM861s

CallManager-trust L=KRAKOW, ST=MALOPOLSKA, CN=CAPF-8480bdc7,0U=TAC, 0O=CISCO,C=PL

3cf492fa-e88e-e751-040e-c31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10.48.46.

CallManager-trust L=KRAKOW,ST=MALOPOLSKA,CN=CUCM861ls,OU=TAC,0=CISCO,C=PL

6fedbd7d-76fe-1d19-4e5e-9cfadf073487 692c45e5£81da30a779e73907el7ef7f 10.48.46.

CAPF L=KRAKOW, ST=MALOPOLSKA, CN=CAPF-8480bdc7, OU=TAC, O=CISCO,C=PL

3cf492fa-e88e-e751-040e-c31827870353 4a5d72eb7de2768c9d70260c8e3b4096 10.48.46.

CallManager L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861s, OU=TAC, 0O=CISCO,C=PL

6fedbd7d-76fe-1d19-4e5e-9cfadf073487 692c45e5£81da30a779e73907el7ef7f 10.48.46.

CAPF-trust L=KRAKOW, ST=MALOPOLSKA, CN=CAPF-8480bdc7, OU=TAC, O=CISCO, C=PL

648651b6-£175-8307-7d19-810061b27eced 7da8a70felb3ad%ebe2£85000498d935 10.48.46.

ipsec L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861s, OU=TAC, 0O=CISCO,C=PL

0c27516c-bbde-dc88-0bb9-£672394b265f 5de78d9912£1d88beldb2472c6ebl865 10.48.46.

L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861s, OU=TAC, O=CISCO, C=PL

b98fc2a9-ffcl-31b2-£793-701a4b4b59c4 6cdbac937a099bf9eaf8324de5440££f4 10.48.46.

CallManager-trust L=KRAKOW, ST=MALOPOLSKA,CN=CAPF-0087c0a5,0U=TAC, 0=CISCO,C=PL

abbl8f66-bf72-261d-8ecd-bfceal2add4e 68052e2e9cd6c979079e6449££873031 10.48.46.

tomcat-trust L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861s, OU=TAC, 0O=CISCO,C=PL

abbl8f66-bf72-261d-8ecd-bfceal2add4e 68052e2e9cd6c979079e6449££873031 10.48.46.

tomcat L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861s, OU=TAC, 0O=CISCO,C=PL

33a86281-4f7e-2833-0c4e-12a9259b5fea 484c2e9b1996a63e45e57dc067d68ec2 10.48.46.

Phone-SAST-trust L=Krakow,ST=Malopolska, CN=CUCM9X, OU=TAC,O=Cisco Systems,C=PL

311830a0-8b8d-2216-7037-£60940976dcd 353fb24bd70f14a346clf3a%ac725675 10.48.46.

CAPF-trust CN=CAP-RTP-002,0=Cisco Systems

3fb48b23-84e7-cecf-dd24-e38cbd32c20f 6249ccbedf4df00155ddcd482dac43e6 10.48.46.

Phone-SAST-trust L=KRAKOW, ST=MALOPOLSKA, CN=CUCM861, 0U=TAC, 0O=CISCO,C=PL

311830a0-8b8d-2216-7037-£60940976dcd 353fb24bd70f14a346clf3a%ac725675 10.48.46.

CallManager-trust CN=CAP-RTP-002,0=Cisco Systems

0c879119-476e-c608-049c-03710c47cdd2 5a82belec30346afd4c295fb8fcdla7£f7 10.48.46.

CallManager-trust CN=ciscolab-AD-CA,DC=cisco,DC=1lab

e380b725-19bl-e3ec-71bf-1bb106d3d454 6a6967b3000000000003 10.48.46.

CAPF-trust CN=Cisco Manufacturing CA,0O=Cisco Systems

SpIdu 1o sI90 1Up3dy, Tedlo pdssl 23l 05 Iuwa I unlld igble p5lewé IUuolss wsw Blesé

IJoslulo soble IJedile 9luodlzol.
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z- JJdozd pu obse luwele sodlgss lduuolss: spdud [uuwaegsle |Jip_) OpenSSL (swbde
lJe3)):

PONINTS

[root@CUCM861 certs]# openssl 509 -noout -dates -in tomcat.pem
notBefore=Aug 2 21:36:44 2014 GMT

notAfter=Aug 1 21:36:43 2019 GMT

[root@CUCM861 certs]#

3. Jdozdd pu .Quéuu lJuvse 1Jpe9z9s igg.JIo 9JJu Jduiols 1Je9z9:6 WS Bless Idoslule
weolg lds pey96 10,080 ldogwduwds 19 PKID pu Idyiolss Idos wiss Idogdd puol. wobde
IJpops cuvgsd lorsu luwluwsso (See lu ©@ype © "su - informix” §od o).

echo "lUgle 1oz psd 1Js peos 'cert_dumped_to_file' " 235 I iolss po Iduiolss 25 1Usdp
IJouudovds = '6a6967b3000000003"|dbaccess -e ccm9_1_2_10000_28

wSW9p ledlo Lluuvle pJud cert_dumt_to_file zse susup CBiso lle oy SQL. IJpop luuesle
lJluwe [duoese JBless ldoslule. spdod Idewy) sdso Ws bls 1dyuosd Ids Iduslole (leule
oS louold Blesé Idoslulw).

soe luwople ie) IUelus Jerup Iebst:
op weas obsg 's/V/g' cert_Dumped_to_file | openssl x509 -noout -dates

pold 118 lz:

[root@CUCM861 certs]# su - informix
-bash-3.2$ echo "unload to 'cert_dumped_to_file' delimiter " " select certificate from
certificate where serialnumber = '6a6967b3000000000003'" |dbaccess -e ccm9_1 2 10000_28

Database selected.

unload to 'cert_dumped_to_file' delimiter select certificate from certificate where
serialnumber = '6a6967b3000000000003"

1 row(s) unloaded.

Database closed.

-bash-3.2$ sed 's/\\//g' cert_dumped to_file | openssl x509 -noout -dates
notBefore=Jun 10 22:16:01 2005 GMT
notAfter=May 14 20:25:42 2029 GMT

5.2. IJozdd pu Jboldsé gxp6 CCM

Sew eJs CallManager Jgsp6 1oz dd po yvolss 1dgpsd 1UEluos wpuoldzs TLS/SSL IJulzes
oluweésle lJolow 9 IJuslus.

Spdu 1Jges,) eds IJigble B wowg SDLISDI pg e 1ebl 1Uss suivs) 1Us pdews OpenSSL:

00370874.000 |09:50:27.713 |Applnfo |SAISSLTCPListener::verify_cb wpe lJoez 99 pwvél=0‘tbi



lJozdd pu IJuoz6=20.depth=0 :
00370875.000 |09:50:27.713 |Applnfo |HandleSSLError - W ibd lJozdd pu Iduvole: (gl
IJe288:20)- wed)y Izwesd eds uiolss 1dp o) IJpeds J 192.168.255.95:52089

Blispd ,p9; I lole OpenSSL:

https://www.openssl.org/docs/apps/verify.htmI#DIAGNOSTICS

gl 089 luyble Juoble wydse CA olds pu lvel wp logildel Llguegsle plcle Loese Jol
039 plodse s CSR. 91Ul 8> Ul swe IJozds puol wubdd Lozse:

http://www.cisco.com/c/en/us/td/docs/voice ip_comm/cucm/cucos/8 6 1/cucos/osg 861 cmliptpc
h6.html#wp1055278

Suwwgde CUCM pdows OpenSSL Jgpdslo IUguolyé wese spdud o8l pu Idubolsé
$295l oz 1dzd)y. Bsel sds peld gds yuol>é Tomeat 1Jp9$es pu pize pu2dd Ehes:

[root@cucmpub trust-certs]# ls -1 e87b20d3.0
lrwxrwxrwx 1 certbase ccmbase 31 Jul 8 00:01
e87b20d3.0 -> molszowy-WIN-V8HGEMMBHOU-CA.pem

[root@cucmpub trust-certs]# cd /usr/local/platform/.security/tomcat/certs
[root@cucmpub certs]# openssl verify -CApath /usr/local/platform/.security/tomcat/trust-certs
tomcat .pem

tomcat.pem: OK

5.. IJeedd pu peiu IJe 96 Tomeat 9 KeyStore
SpJdu lu suvegse Tomeat obousdsy peoddso J SSL:

- wbous 9 JSSE 1Up8spe Jgie pu 99w wuvgsd Java (pus 1.4)

- 0udS3 APR 9lJ3s suwegse ez OpenSSL Ly dd 1ol uos.
lJ3s suwwgsdp oudsd SSL pu Jod Tomeat spdy Voo Vs server.xml (IJp9z9> WOs
/usr/local/thirdparty/jakarta-tomcat/conf) pJS o Jssu wew HTTPS-connector - swpe luveésle
lJelesz pu God wudss JSSE. glduoble W pem/der-form swpe luwegsleol oo God
ou9s3 APR:

<connector ssleNabled="true" urieNcoding="utf-8" acceptCount="100"
ciphers="TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384.TLS_ECDHE_RSA _WITH_AES_12
8 GCM_SHA256.TLS_RSA_WITH_AES _256_CBC_SHA.TLS _DHE_DSS WITH_AES 256 _CBC_
SHA.TLS_RSA WITH_AES_128 CBC_SHA.TLS_DHE_RSA WITH_AES_ 128 CBC_SHA.SSL_R
SA_WITH_3DES_CBC_SHA.SSL_DHE_RSA_WITH 3des_EDE_CBC_SHA" clientAuth="false"
disableUploadTimeout="true" enableLookups="false"
keystoreFile="/usr/local/platform/.security/tomcat/certs/tomcat.keystore"
keystorePass="pPSTJpLa8QLUEpVp" keystoreType="PKCS 12" maxHttpHeaderSize="8192"
maxSpareThreads="150" max="Threads="Max" 150" minSpareThreads="25" port="443"
protocol="http/1.1" scheme="https" secure="true" server="" sessionTimeout="3600"
sslProtocol="TLSv1.2" sessionCacheSize="1000"/>

lJwol>é I._J,oé)rofs eudpl oal__9.J wae ldleold Vi@ obousdle lUsse lJos ogwoosol
Tomcat 092926 B pEju pSlesE p2es wIddpd £)9):


https://www.openssl.org/docs/apps/verify.html#DIAGNOSTICS
/content/en/us/td/docs/voice_ip_comm/cucm/cucos/8_6_1/cucos/osg_861_cm/iptpch6.html#wp1055278
/content/en/us/td/docs/voice_ip_comm/cucm/cucos/8_6_1/cucos/osg_861_cm/iptpch6.html#wp1055278

/usr/local/platform/.security/tomcat/certs/tomcat.keystore

SeJdu 1Jyuo9d IJs peiu Idplose 03l wlgwegsle OpenSSL utilite JJwez 88 pu pewsle:

openssl pkcs 12 -in /usr/local/platform/.security/tomcat/certs/tomcat.keystore -info -password
file:/usr/local/platform/.security/tomcat/keys/tomcat.passphrase

wwsbo, 18l 1Jle) 1dpess,) ledlo iolsé p)e56 wouuds, PEM Jgspesé Tomeat Jol pusop 1bglJ
p9ulz Eluo wes b¢ld keyStorePass s p9zo.

ouwogdp IUgsple |J|pu.uog'a|g.95 Tomcat: IJos weolg [Js 1Jozdd pu lduvoelssé Jlooldle SSL
IJuol,s (eed Ilouold Idles s LDAP o9luulbs IMS). tomcat-trust.keystore Jpog o & §6
JJdoedd pu lduvoble 1Jp@306 oo 1UEbe loule puoldze SSL.

09.9¢ TrustStore:

/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore

IJzuesd eds Blisps Lldyuoble pu peiv ldesesd:

openssl pkcs12 -in /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -info -
password file:/usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase

IJgle czpsd Iduboble po 1Uptio 1Upseed wo IUs IJpd 1Updde 98, 00l JJol a6 9lz6:

openssl pkcs12 -in /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -info -
password file:/usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase 2>dev/null
1>/root/tomcat-trust.pem

openssl crlZ2pkcs7 -nocrl -certfile /root/tomcat-trust.pem | openssl pkcs7 -print_certs -noout -text

Bl dloe Idgvelsé ldos sz o o9y Vs TrustStore: p9 8956 SpIdu luves)lol [Js peiv
IJedlose:

keyTool -import -file somecert.pem -storetype pkcs12 -keystore
/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -storepass $(cat
/usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase)

BlIIG o Idegs oldul Llddled: spdu lguegboo Llguegsle Idoolez IdJuues IJolds:
#l/bin/ i

mv /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore{..bak}

ewlyé IUo,9,=%(cat /usr/local/platform/.security/tomcat/keys/tomcat-trust.passphrase)

J fin /usr/local/platform/.security/tomcat/trust-certs/*.pem

u9eJ

lss "nglSes St

/usr/local/thirdparty/java/j2sdk/bin/key Tool -import -keystore
/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore -alias "$(basename

${f ..pem})" -noprompt -storepass$passphrase -storetype pkcs12 -providerName JsafeJCE -
providerClass com.rsa.jsafe.provider.JsafeJCE -providerPath



/usr/local/thirdparty/java/cryptojFIPS.jar -file "$f"
<P

JIlesé IJIzosl):ccmbase /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore
chmod 755 /usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore

chcon —reference="/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore.bak’
/usr/local/platform/.security/tomcat/trust-certs/tomcat-trust.keystore

SpJdu b Lo UL LUVSIS VS pJ: goudsio widb)s s IJeldss:

wlw /root/truststore_repair.sh



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



