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lJlsiwly laJSall JLu,¥ CUCM I dlzuuall MGCP guall 6,be -

blizall giogll e dcgaxall plai usi pi9 (CAPF) "Guanll @20l SS9 dadog” doas cay pi -
il Glol 630 GW _le ®Cisco 10S 6,910 ac -

(SRTP) oYl Lleall cdgll Jai JoS959,0 MGCP GW 9 wilogll (neSs pi -

dox3iuall &LgSall
bl dplall olsSally poll olylaol Il xiwall 1id (8 65,l0) &logleall xiiuws

HlaoYl (Cisco o dwllell dwgSl Jolxll dcgoxo) GGSG Jsuiwi - 6a>l9 6ase - CUCM -
(FIPS) adlyausll wlogleall dxlles Hl=o g0y 9 14-8.6.1.20012
SCCP75-9-3-1SR2-1S Jsuiwi il 7975 ailgd -
M8(4)15.1 )laodl .GW - Cisco 2811 - C2800nm-Adterprisek9-M .
E1 ISDN - VWIC2-2MFT-T1/E1 - 2-Port RJ-48 Multiflex Trunk <g.all asla, -
65e>V o> ol ol dlass dy 9 639290l 6562V o diwall 13D 9 63,l9]l ulo_glsudl elis| oo
Y Jaizall bl ogd o 5SS (6l diSuis colS 13] .(Liol,idl) poman oSy Aitwoll 13D 9 doasiuwsll
ol

oSl

50l9Vl o> wlogleall o aj0 e Jsaxll (lasd o)l eMasll) ,olo¥l ey 813l pasiwl :dla> Mo
paudl] 13D 9 dorSiuoll

Sl ladazill ouw )l

CISCOIP PHDONE
7975

sRTP
[j' MGCF over IPSEC {j % ISOM E1
GW 2811
208,165.201.10 208,165,201.20

:a Wl wlglazdl JasT sgall GW g CUCM oy 2l IPsec slacl 21 oo

il GW J CA 0 de9g0 6olgis clily _igall GW e §aanll g2 50ll 165 09 .1
CUCM ;0 d=9g0 IPsec 6slgiv clin] .2

CUCM _lc GW CA 9 CUCM g CA clslgiv 5wl .3

CUCM e IPsec (a5 whblac] 0655 .4

wieall GW _le IPsec g9 slac| 65 .5


//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

Voice GW J CA ;0 é=9¢0 6lgi clislg Voice GW _le CA ;954 p9 .1

:Cisco 10S CA p>s> e (Rivest-Shamir-Addleman (RSA zslas 29 clis! ol ‘QJgi 6glaxs

KRK- UC- 2x2811- 2#crypto key generate rsa general-keys label IOS_CA exportable

P15 iSais 5 13) (SCEP) lagull 63lgadl Jinas Jo5939 e las] g5 il il clidac plasiw] piaus
HTTP

KRK- UC- 2x2811- 2#ip http server

:olglaxdl 038 JlaS] g3l cslgs le CA o315 (eSil

s 09Li] o5 53l auilaall 295 puwl LGSy Ol waxe PKI 315 puwl sy @8 .1
KRK- UG- 2x2811- 2( conf i g) #crypto pki server IOS_CA

CA o313 byl 62218 o3| @IS 556 ad pisw sl @8gall 3> .2
KRK- UC- 2x2811- 2(cs-server) #crypto pki server IOS_CA
KRK- UC- 2x2811- 2( cs- server ) #issuer-name cn=IOS

1B, 0l piy Ll ololgid] (8 lgolaziwl pid (CRL) (CDP) whblginl Jlayl ansls gyjes i 52> .4
Cisco 10S J gl CA pslxJ Lilak 65lgidl Jiouss 63le] o pio cuSasy ohblgidl pols dawle,
KRK- UC- 2x2811- 2( cs- server ) #cdp-url http://209.165.201.10/I0S_CA.crl
KRK- UC- 2x2811- 2( cs-server) #grant auto

KRK- UC- 2x2811- 2( cs- server) #no shutdown

Lo HTTP pols J1 iy

KRK- UC- 2x2811- 2( confi g) #crypto pki trustpoint IOS_CA
KRK- UC- 2x2811- 2( ca-trust poi nt) #revocation-check crl
KRK- UC- 2x2811- 2( ca-trust poi nt) #rsakeypair IOS_CA

KRK- UC- 2x2811- 2( confi g) #crypto pki trustpoint locall

KRK- UC- 2x2811- 2( ca-trust poi nt) #enrollment url http://209.165.201.10:80
KRK- UC- 2x2811- 2( ca-trust poi nt) #serial-number none

KRK- UC- 2x2811- 2( ca-trust poi nt) #£gdn none

KRK- UC- 2x2811- 2( ca-trust poi nt) #ip-address none

KRK- UC- 2x2811- 2( ca-trust poi nt ) #subject-name cn=KRK-UC-2x2811-2

KRK- UC- 2x2811- 2( ca-trust poi nt) #revocation-check none

lehuwig JLaiVl dg> d9sbas ol (Jxall uanll g2 40l (o d29g0ll azgoll 85lgis clin)

KRK- UC- 2x2811- 2( confi g) #crypto pki authenticate locall
KRK- UC- 2x2811- 2( confi g) #crypto pki enroll locall

azsall Ul 63lgadl > p5 . xoll Gxcall g0l JS o lgnbsis azsall 63l elis] an ool 2z,

KRK- UC- 2x2811- 2#show crypto ca certificates
Certificate
Status: Avail able
Certificate Serial Nunber (hex): 02
Certificate Usage: General Purpose
: I ssuer
cn=l CS



: Subj ect
Name: KRK- UC-2x2811-2
cn=KRK- UC- 2x2811- 2
:CRL Distribution Points
http://10.48.46.251/10S_CA. crl
:Validity Date
start date: 13:05:01 CET Nov 21 2014
end date: 13:05:01 CET Nov 21 2015
Associ ated Trustpoints: |ocall
St orage: nvram | OS#2. cer

CA Certificate
Status: Avail able
Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature
: 1 ssuer
cn=l CS
: Subj ect
cn=l CS
:Validity Date
start date: 12:51:12 CET Nov 21 2014
end date: 12:51:12 CET Nov 20 2017
Associ ated Trustpoints: locall ICS _CA
St orage: nvram | OS#1CA. cer

o)l Gaasll g0l (o dedgo (KRK-UC-2x2811-2) agi jle> 63lgiv 8 JoVI .cpoleiv 21l e
.CA 63lgin sl

CUCM 0 asdgo IPsec é3lgi clis] .2

Lils d=dgo &slgitdl 03D (eSs oLl JSui IPSec.pem bslgi IPsec 34 slacl, Lol CUCM pastiu,
J (6lgid] @85 L) CSR elis] Yol ol (CA o dndgo 63lgisr lellriwy . pladl cuis xie D5L] pig

< oblgidl 6,15] < oleVI < CiSCO (o 63>gall Jsdill pllas 6,5] i3I .CUCM OS 6,l5] dxaw 0 IPsec
.CSR el
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| Generate C5R |

rStatus

@ 21 records found

Certificate List

Cartificabe Hama
tarncat
ipsac
tarneas-rust
toarneas-trust
tarmcat-trust
iprec-trust
CellMenager
CaAPF
TS
CallManager-trast
CallManager-trusk
CallManager-trust
Callmanager-trast
CallManager-trast
Callmanager-trust
CallManager-trast
LAPF-Tust

CAPF-rust

Find Certificata List whara Fla Kame

¥ - 21 of 21}

Cartficaba Typa

carts

certs

trust-corts
trust-certs
us-certs
Tust-certs
certs

certs

certs

rust-cerls
trust-certs
trust-caits
rust-carts
trust-corts
trust-certs
Tus-certs
wust-certs

Tus-certs

- be umsi

&

@ Generats Certficate Signing Requess - Mol Firsfo: |- B 3m
& Wrps 1048 46.2 0 croplatforrocert fic st Senerate M e Cindn

Generate Certificate Signing Request

;E:,'I Genercts C=R r!d.ﬁn:h::

~Status

I

F. !'3 Warning: Genarsting a new SER will ovarwrite the axisting CER

Generate Certificate Signing Kequest

Crrtificats Hame* paac M

- | Genarabe CER Closa

@ Y. indicates raquired itam,

T o o T T e O e 0 e I 0 = o O T =0

1
oo Fool LA LT DeThn

-

crypto pki oVl Jsol iy plall .GW _le CA Jilio Lz CUCM (0 Ll oy (CSR elis] sy
wosE pi terminal e 96l b &= gl p L9 server IOS_CA request pkes10 terminal base64

JIpsEc.pem aloS lra>9 lgzuws o9 d>ginnll 65l

KRK- UC- 2x2811- 2#crypto pki server IOS_CA request pkcsl0 terminal base64

PKCS10 request in base64 or pem

. Enter Base64 encoded or PEM formatted PKCS10 enrol | nent request %

.End with a blank line or "quit" on a line by itself %
----- BEG N CERTI FI CATE REQUEST- - - - -
M | DNj CCAh4CAQAWgak x Cz AJBgNVBAYTAI BMMUWDAYDVQQ EwVj aXNj bz EOVAWG
ALUEBXMFY2! zY28xDj AMBgNVBAC TBWApC 2Ny MUWDAYDVQQLEW] aXNj bz EPMAOG
ALUEAXMGQLVDTUI x MUKWRWYDVQQFEOALN] Y20MY5M gz NWZnZWQLMDgOY] | 5MTU4
N cwvDBMG 2Nj |1 Y] dk YWZhNDNVR Qz OANFhNGQX Mz MLZTI | M UzM | Bl j ANBgkg
hki GOWOBAQEFAACCAQBAM | BCgKCAQEAKT Hxvcov4v Fnk+3+dQshWBs3Sz AYBQL9
0JDBi | c4eDRndr qOV2dkn9UpLUx90OH7V0Ce/ 8wrHg Ywox FZ5a6B5qRRkc 010/ ub2
ul 1QOWw+NQBQ ZGdNndneONYY4r 3odF4Ckr t YAJAAPUScelt Wkf i JY5dw Xhv8cVg
gWuxct ESenf MhUf vEM2O3NU9Nod7YTEz QzuAadj Ncyc4b1lu91lvQrbOVUNXx ODov
e7/ A QNUWUJ3LSEr Oal 91 C75x3qdRGBe8Pwnk/ gWb T5B7 pywuwiVXTU8+UFj 6+ vir QM
Rb47dw22y FnSMObvez 181 VExAyFs50 94 / r NFI dUQ t +Nt +Q+f 38wl DAQABoEcw
RQYJKoZI hve NAQkOMIgwhNj AnBgNVHSUEI DAeBggr BgEFBQC DAQYI KwYBBQUHAW G
CCs GAQUFBWVIFVAS GA1 Ud DWQEAW DuDANBgkghki GOw0 BAQUFAAOCAQEAQDYARAA
0z2yqgSs| CAZ2hQA3Vzt p6aq +0PSyM i hGS/ / 3V3t ALEZL2+t 0Y5el KsBea72
si eKj pSi kXj Naj +Si YlaYy4si VWSEKQD3! i 4Qvl 15Bvuni ZXvBi BQUW-SpBLbeNi
xwW gr YELr FywQZBeZOdFgnSKNOXI i s Xe60U9GXux 7uwgXwk CXMF/ azut bi ol 4Fgf
gUFO0Gzkht EapJA6c5Rzax G OuDuKY+4z1eSSs Xz FhBTi f k3Rf JA+lI 7Nalz @Bl EJ
21 AJdi ZnnOHW/r 5C5eZ7VnQuNdi ¢/ gn3uUf vNVRZo8i CDg3t Rv7dr / n64j dKsHEM
==| k6P8gp9993cIw
qui t
:Granted certificate %
M | DXTCCAsagAwW BAgl BBTANBgk ghki GOwOBAQQFADAOMQWMCY YDVQRDEWNI T1 My



Hhc NMTUWMT A4 MT 1T wivIT AwMih ¢ NMTYWMT A4 MTT wivTAWWY CBq TEL MAk GA1 UEBh MCUEWX
Dj AMBgNVBAgTBW\pc2Nv MAWDAYDVQRHEWV] aXNj bz EOVAWGALUEChMFY2I zY28x
Dj AMBgNVBAs TBW\pc 2Nv MQBwDQYDVQQDEWZDVUNNG Ex STBHBgNVBAUTQDU2ZN Y5
Zj kyODMLZnZI ZDUWODRI M kxNTg2Nz AWMGYwWY] Y20MNi N2RhZnEOM2 Yz ZDIVb YWEO
ZDEz Mz VI Oy NTMaggEi MAOGCSgGSI b3DQEBAQUAA4| BDwAWggEKAOI BAQCRSf G9
yi /i 8Wrr 7f 51BKFbez dLMBgFDX3QkMA hzh4NGZ2ur RXZ2Sf 1Skt THOAf t XQB7/ z
CYepj G EVnl r oHpFGRW7 XT+5va6XVALD6dDpClkZ02F2d7QLhj i vehOXgKSulgA
kDg9RIX7WLbF+I | j | 3D9ed xxWCBXK7FYyORI6Z8yFR+8QzbTc1T2eh3t hMINDO4B
+p2MLzJzhvW 3V Cbk5VQLf E4AG 97v86VALRZTct | SvRoj 2ULvnHeplEYF7w CeT
BZt PkHunC7 AxdNTz5QWPr 6WHt AxFvj t 3Dbbl WZI wbu97PXwhUTEDI W k6POCP+s0
Uh1RAi 34235D5/ f zAgMBAAG gaowgacwLwYDVROf BCgwdj AkoCKgl | YeaHROcDov
LzBEwLj Q4L Q2Lj | IMS9JITLINF QOEUY3JsMAs GALUd DWQEAW DuDANBgNVHSUEI DAe
Bggr BgEFBQc DAQY! KwYBBQUHAW GCCs GAQUFBWIVFVBBGALUd | wQYMBaAFJ SLP5cn
PL8bI P7VSKLt B6Z1soc OVBOGAL1UdDgQNBBR4ANRe TSy ELs dRBWAMRTDNAT2gppTAN
Bgkghki GOwOBAQQFAAOBgQBUVJ +t VS0JqP4z9TgEeuMbVWNOOCTKXz/ f Cuh6R/ 50
gq8JhERIG R/ ZHvHRLf +XawhnoE6daPANE+WkI Pt HI | hb MHCbbx GOf f dyai NXRW
5s1 5XycF1FgYGTFBYDOMILgsw+FI YaT2Zr bOGsx8h6pZoesKgnmB5RBy | Ui X4nJK

:zlg

openSSL X509 -in ;oY1 J351 .6 0,,0)l Base64 6l Soixo Lax99 juoys b U=l 00 jdla> Vo
.certificate.crt -text -noout

:J @>ginall CUCM 63lgivs s, ld iy

:Certificate

; Dat a&col on

(Version: 3 (0x2

(Serial Nunmber: 5 (0x5

Si gnature Al gorithm nd5WthRSAEncryption

| ssuer: CN=ICS

Validity

Not Before: Jan 8 12:01:00 2015 GMVIr

Not After : Jan 8 12:01:00 2016 GMVI

, Subj ect: C=PL, ST=cisco, L=cisco, O=cisco, OU=cisco
CN=CUCMB1/ seri al Nunber =56669f 92835f f ed5084b2915867000f 0b669bb7daf a43f 3d39aa4d1335e9e253
: Subj ect Public Key Info

Public Key Al gorithm rsaEncryption

(RSA Public Key: (2048 bit

:(Modul us (2048 bit

:f1:f1: bd:ca: 2f: e2:f1:66: 2b: ed: fe: 75: 04: 00: 91
:al: 5b: 7b: 37: 4b: 30: 18: 05: 0d: 7d: d0: 90: c1: 88: 87
:ba: b4:57:67: 64: 9f : d5: 29: 2d: 4c: 38: 78: 34: 66: 76
:7d: 38: 7e: d5: d0: e7: bf: £3: 09: 87: a9: 8c: 28: c4: 56
:79: 6b: a0: 79: a9: 14: 64: 70: ed: 74: fe: e6: f 6: ba: 5d
:50: 0b: Of : a7: 43: a4: 22: 64: 67: 4d: 85: d9: de: dO: d6
:e2:bd: e8: 74: 5e: 02: 92: bb: 58: 00: 90: 38: 3d: 44: 18
:9c: 7b: 5b: 56: ¢5:f8:89:63:97:70: fd: 78: 6f:f1:c5
:60: 81: 5¢: ae: c5:ch: 44: 49: €9: 9f : 32: 15: 1f : bc: 43
:d3: 73: 54: f6: 7a: 1d: ed: 84: c4: cd: Oc: ee: 01: a7: 36
:cc:9c: el: bd: 6e: f7:5b:d0: 9b: 93: 95: 50: d5: 63: 35
:f1:38:3a: 2f : 7b: bf: ce: 95: 03: 54: 59: 4d: ch: 48: 4a
:f4:.68: 8f:65:0b: be: 71: de: a7: 51: 18: 17: bc: 3f: 09
:e4:fe:05:9b: 4f: 90: 7b: a7: Ob: b0: 31: 74: d4: f3: e5
:05: 8f: af: ab: be: b4: 0c: 45: be: 3b: 77: 0d: b6: c8: 59
:e6:ef:7hb:3d: 7c: 21: 51: 31: 03: 21: 6¢: e4: e8: 92: 30
:fd: 02: 3f: eb: 34:52: 1d: 51: 02: 2d: f 8: db: 7e: 43: e7
f7:13

(Exponent: 65537 (0x10001

: X609v3 ext ensi ons

: X509v3 CRL Distribution Points

URI : http://10.48.46.251/10s_CA crl



: X509v3 Key Usage

Digital Signature, Key Enciphernment, Data Enci phernent, Key Agreenent
: X509v3 Ext ended Key Usage

, TLS Web Server Authentication, TLS Web Cient Authentication
| PSec End System

: X509v3 Authority Key ldentifier

keyi d: 94: 8B: 3F: 97: 27: 3C: BF: 1B: 20: FE: D5: 48: A2: ED: 07: A6: 75: B2: 87: OE

: X509v3 Subj ect Key ldentifier

78:9B: 67: 93: 4B: 21: 0B: B1: D4: 41: 5B: 83: 11: 99: B3: 5D: 4F: 6A: A9: A5
Signature Al gorithm nd5WthRSAEncryption

: 6e:54: 9f: ad: 55: 2d: 09: a8: fe: 33: f5:38: 04: 7a: e3: 1b: 57: 09
:f4:d0: 24: ca: 5f: 3f: df: 0a: e8: 7a: 47: fe: 74: aa: af : 09: 84: 44
:49: 1a: 24: 7f:64: 7b: c7: 44: b7: fe: 5d: ac: 21: 9e: 81: 3a: 75: a3
:c0:98: 4f:96: 90: 83: ed: 1c: 82: 21: 6¢:cl:c2: 6d: bc:46:f5:f7
:dd: c9: a8: 8d: 5d: 15: b2: e6: c2: 39: 5f: 27: 05: d4: 58: 18: 1a: 94
:c5:05:80: fd: 33: 42: ea: b3: 0f : 85: 21: 86: 93: d9: 9a: db: 38: 6b
:f2:1e:a9:66:87:ac: 2a: a9: bc: e5: 10: 72: 21: 48: d7: e2: 72: 31
4a: d6

CUCM _lec GW CA 9 CUCM 5 CA clslgis s|amw] .3

GW 65lgiiny dlall uis JlaST o5l (i 69l .pem. walo JI J=all, CUCM IPsec 6slgis junai pi
crypto pki export local1 joVl plaziwl &9, 6a>9 e Vol o ,e ol «lliy pbsll .CA 65lging dgguall
pem. vlalo Jasl lgusy pem terminal

KRK- UC- 2x2811- 2(confi g) #crypto pki export locall pem terminal
:CA certificate %

----- BEGA N CERTI FI CATE- - - - -

M | BOTCCAV6gAW BAgl BATANBgkghki GOw0BAQQFADAOMQWCG YDVQQDEWNI T1Mwv
Hhc NMTQxMT1 X MTELMTEy Whc NMTc X MTT wMTELMTEy W AOMQWwWCg Y DVQQDEWNI T1Mwv
9Z8wDQYJKoZl hvc NAQEBBQADg YOAM GJ A0GBAK6Cd2y x Uywt bgBEl kZUsP6eaZWw
6Yf pEbFpt yt 6pt Rdpxgj OYl 31 nEP3wewt nEPNeTJL8+a/ W MDUemmBt / Nl WBO6 T2
nDBp6k OFNOBXMKe Df TSqOKEy 7W LASe/ Pbq8M+IMpeMAZ8xnMboYCh66r Y8i gZFz
/ k1t RPI | MSf 5r OLt nAgMBAAG Yz BhIVAB GAL Ud EWEB/ wQF VAMBAF 8wDg YDVROPACH
BAQDAgGGVBBGALUdI wQYMBaAFJ SLP5cnPL8bI P7VSKLt B6Z1soc OVBOGAL Ud DgQwW
BBSUI z+XJzy/ GyD+1Ui i 7QendbKHDj ANBgkghki GOw0BAQQFAAOBgQCUMCLSFVI S
TSS1ExbMi 2D4HONYhCur hi f gTW.XMVIj 0] ynm24DogZ91aDNGLVwi J/ Yv4i 40t 90
y65WbapZL1S65q+d7BCLQy pdr weKkdSO0df TdKf XEsyW.hecRa8mZckpgKBk8I r
==Bf MBK+caXkf hPEPa644Uz VV9++OKMKht DuQ

----- END CERTI FI CATE- - - - -

: General Purpose Certificate %
----- BEQA N CERTI FI CATE- - - - -
M | B2z CCAUSgAW BAgl BAj ANBgkghki GOw0BAQUFADAOMQWCG YDVQQDEWNI T1Mwv
Hhe NMTQXMTT X MTT WNTAXWhc NMTUX MTT X MTT WNTAXW AaMRgwig YDVQQDEWIL UK st
VUM Mgy ODEXLTI wXDANBgk ghki GOWOBAQEFAANLADBI Ak EAp GW N1nAAt KLVMO
nZVKQFgl 8Lr HD6z Sr | aKgAJhl U+H mRQQGr qi t | pekDdPoowSTIRXC5CINB4spT
WK Ykwi DAQAB0o4 GAM-UWLwWYDVROf BCgwdj AkoCKgl | YeaHROcDovLzEwW.j Q4Lj Q2
/Lj 1 IMS9JITINF QOEUY3JsMAs GA1Ud DWQEAWM FoDAf BgNVHSVMEGDAWBSU z+XJzy
GyD+1Ui i 7QenmdbKHD) AdBgNVHQAEFgQUE AWE61K5nYGgWjKAI | OLM phf gl wDQYJ
KoZl hvcNAQEFBQADg YEA] Df | H+N3yc3RykCi g9B0aAl XWZPnmaqLF9vIR75zc+f 8x
zbSl zoVbBhnUCeug 1hnl gHyyM eELj TEh6uQ WUN2EI WLy pf nxk1j N5qOt +vf dR
=yepS04pFor 9RoD71 Wy6e/ 1hFDEep9hBvzr VWQHC zeYOr Vr PcLl 26k50auMnTs+
----- END CERTI FI CATE- - - - -

' Il oolgil CA 7 o5 9 oy



:Certificate
: Dat a&col on
(Version: 3 (0x2
(Serial Nunber: 1 (0x1
Signature Al gorithm nd5WthRSAEncryption
I ssuer: CN=I OGS
Validity
Not Before: Nov 21 11:51:12 2014 GVII
Not After : Nov 20 11:51:12 2017 GVI
Subj ect: CN=I CS
: Subj ect Public Key Info
Public Key Al gorithm rsaEncryption
(RSA Public Key: (1024 bit
:(Modul us (1024 bit
;ae: 82:77:6¢: bl: 53: 2c: 2d: 6e: 00: 44: 96: 46: 54: 00
:b0: fe:9e:69:95: 6f:e€9:87:e9: 11: bl: 69: b7: 2b: 7a
:a6:d4: 5d: a7: 18: 23: 39: 82: 37: 22: 71: 0f : df : 07: b0
:b6: 61: 0f : 35: e4:¢c9: 2f: cf:9a: fd: 6e:cc: 0d: 47: a6
: 9b: 7b: 7f: 36: 55: 81: 3b: a4: f 6: 9b: dO: 69: ea: 4d: 05
:e0:57:30: a7: 83: 7d: 34: aa: 38: al: 32: ed: 67: ch: 34
: bf: 3d: ba: bc: 33: e2: 4c: ab: e3: 16: cf:cc: 67: 01: 27
: ba: 18: 39: be: ba: ad: 8f: 22:81:91: 73: 93: 5b: 51: 31
3e: 52: 0c: 49: fe: 6b: 3b: 5b: 67
(Exponent: 65537 (0x10001
: X509v3 ext ensi ons
X509v3 Basic Constraints: critical
CA: TRUE
X509v3 Key Usage: critical
Digital Signature, Certificate Sign, CRL Sign
: X509v3 Authority Key ldentifier
keyi d: 94: 8B: 3F: 97: 27: 3C: BF: 1B: 20: FE: D5: 48: A2: ED: 07: A6: 75: B2: 87: OE

: X509v3 Subj ect Key ldentifier
94: 8B: 3F: 97: 27: 3C. BF: 1B: 20: FE: D5: 48: A2: ED: 07: A6: 75: B2: 87: OE
Signature Al gorithm nd5WthRSAEncryption

:94: 30: 2d: 52: 15: 59: 52: 4d: 24: b5: 13: 16: cc: f6: 2d: 83: €0: 73
;ae: ae: 18: 9f: a9: 35: 8b: c4:¢c3: 17: 8f : 48: f 2: 9b: 6e: 96: 62: 10
:a2: a6: 7d: d5: a0: cd: 1b: 55: 70: 88: 9f : d8: bf : 88: b8: d2: df : 03
:cb: ae: 56: cd: b6: a9: 64: bd: 52: eb: 9a: be: 77: b0: 42: 2d: Oc: 74
:a9:76: bc: 1c: 2a: 47:52: d1: d7:d3: 74: a7: d7: 12: cc: 96: 2e: 17
:9c: 45: af : 26: 9d: 97: 24: a6: 02: 81: 93: ¢c2: 2b: 05: f 3: 3d: 2b: e7
:la: 5e: 47: el: 3c: 43: da: eb: 8e: 14: cd: 5f: 7e: f 8: e2: 8c: 2a: 1b

b9: 43

(Sl el oyl 6slgis 7 jae i S iy

:Certificate
; Dat a&col on
(Version: 3 (0x2
(Serial Number: 2 (0x2
Si gnature Al gorithm shalWthRSAEncryption
I ssuer: CN=IOS
Validity
Not Before: Nov 21 12:05:01 2014 GWvII
Not After : Nov 21 12:05:01 2015 GVII
Subj ect: CN=KRK- UC-2x2811-2
: Subj ect Public Key Info
Public Key Al gorithm rsaEncryption
(RSA Public Key: (512 bit
:(Modul us (512 bit
:a4: 65:88:37:59:¢c0: 02: d2: 8b: 54: ¢3: a3: 99: 95: 00
:f0: ba: c7: 0f : ac: d2: ae: 56: 8a: 80: 02: 64: 40: 58: 08
:61: 95: 4f: 87:fe: 69:d1: 41: Oe: 6b: aa: 2b: 48: a5: €9



:fa:28:cl:24:1fd: 47: 10: b9: 08: 99: 81: e2: ca: 03: 74
53:55:69:18: 93
(Exponent: 65537 (0x10001
: X509v3 ext ensi ons
: X509v3 CRL Distribution Points
URI : http://10.48.46.251/10S_CA crl

: X509v3 Key Usage
Digital Signature, Key Enci pherment
: X509v3 Authority Key Identifier
keyi d: 94: 8B: 3F: 97: 27: 3C: BF: 1B: 20: FE: D5: 48: A2: ED: 07: A6: 75: B2: 87: OE

: X509v3 Subj ect Key ldentifier
B4: 05: 9C: EB: 52: B9: 9D: 81: AO: 5A: A2: 80: 88: 83: 8B: 32: 5A: 61: 7E: A2
Si gnature Al gorithm shalWthRSAEncryption

:8c:37:eb: 1f: e3: 77: c9: cd: d1: ca: 40: a2: 83: d0: 74: 68: 02: 17
:e6:6a:a2:ch:f6:ff:51:ef:9c:dc:f9:ff:31:cd: bg: 88:59: 93
:ce: 85: 5b: 06: 19: d4: 39: eb: 8e: 8f: 58: 67: 22: 01: f 2: ¢c8: c8: de
:b8:d3: 12: 1e: ae: 42: b5: 94: 37: 61: 25: 5b: 5¢: a9: 7e: 6¢: 64: 10
:d6: 33: 79: ab: 4b: 7e: bd: f7: 51: f b: 27: a9: 4b: 4e: 29: 16: 8a: fd
:fb:21:68:3a: 7b: fd: 61: 14: 31: 1e: a7: d8: 41: bf : 3a: d5: 46: 80
:c1:01: c2: 8f: 37:98: d2: b5: 6b: 3d: c2: e5: db: a9: 39: al: ab: 8c

cl:3b

< uloVI < Cisco oo 8a>gall Juiill ol 6,15 izl .CUCM _JI ®3]iw] v pem. olaleS lghaa> a2,

&3lgill/aslgaill Jiazs < olslgidl 6,1]

IPsec J CUCM &5l -
IPsec aaiS asguall GW 65l -

:IPsec aais CA 6slgiv -
Showy + Sclings: + Secoriy v Softere Upgrocies = Sorviees + Help =

Cartificate List

.,J__’ Ganarale Haw -':53-' Upuse: Carlilicalmese ificals chan [ﬂ Brvehoend CTL "J;r Ganarsls G5 Lﬂ Drsrhoend G5R

Certificate List

Find Certificate List where  File Mame - hogns with - Find |l Cle:ar Filter | “p |
-
& Uplosd Certificate/Certificate chain - Mozills Firefox = E=E =

Gaparale Nav “ Upload Serlihcala/Cartihicale diaim ] B s 10,4846, 23 1893 crnplatforrry cerdl eatelpl oad di

Upload Certificate f Certificate chain

E.% Upies Fi [ Sg cioe:

- Status

(D Status: Meady

~Upload Certficate fCertificate chain

Caificate Hame® ipssc-trasl =
Dascrpton
Jplasd File Bromse. | KRE-UC-222B11-2 cisco.com pam

-[ Upload Fila | Chose

@ b ndiales regdirad e

CUCM _c IPsec & oblag| 95 .4



CUCM _lc IPsec 885 oS5 el,2] pis . siguall GW 9 CUCM s IPsEC 885 (oS5 9 all églazl Jini
.(Cisco (https://<cucm_ip_address>/cmplatform (,o x>gall il plas 6,150 doll (o)l axao jue

82322 IPsec dwluw a8lo] < IPSeC (1955 < ol Lis

iwliall ologleall JS .cblgi I xitus 85bas go "vgipsecpolicy” _aums dwluw elis] @5 Jlall 130 3
GW ceall e Jsuidl gl cilo 098, ol zlizs

-Status

@ Sktatus: Ready

-The system is in FIPS Mode

~IPSEC Policy Details

Palicy Group Name® . qinsecpalicy

Falicy Mame* wgipsen

authentication Method™  Cartificate -
Paer Type® Cifferent M
Certficate Name KRK-US-2x2811-2.pemn

Destunation Address®  2pa0 155.701.20

Destination Port* BN

Source Address™ 209,165,201.10

Source Port® AN

Mode* Transport -
Remote Port® 500

Protocol® ANY -
Encryption Algonthm™®  aFs 178 -
Hash Algorithm™* SHAL -
EZP .ﬂlgu:nrrtl'm" LES 128 -

Phase 1 DH Group
Phase One Lifz Tima® GO0

Phase One DH* o -

Phase 2 DH Group
Phase Two Life Tima* R0

FPhase Two OH® o -

=IPSEC Policy Configuration

¥ Enable Falicy

Solgidl puwl Ja> 3 agguall 6kl 63leis awl a3 pjl, dla>e



Voice GW _lc IPsec  34; slac] 495% 03 .5

sl GW e ilaall (0530l Glall 8 oladedl go (Jall 13D o2,

(crypto isaknp policy 1 (defines an IKE policy and enters the config-iskmp mode
(encr aes (defines the encryption
(group 2 (defines 1024-bit Diffie-Hellman
(lifetime 57600 (isakmp security association lifetime value

(crypto isaknp identity dn (defines DN as the ISAKMP identity

(crypto isaknp keepalive 10 (enable sending dead peer detection (DPD

(keepal i ve nmessages to the peer
crypto i saknp aggressive-node disable (to block all security association
(and ISAKMP aggressive mode requests

crypto ipsec transformset cnB esp-aes esp-sha-hmac (set of a combination of
security protocols
and algorithms that are
(acceptable for use
node transport
crypto ipsec df-bit clear
no crypto ipsec nat-transparency udp-encapsul ation
|
crypto map cnB 1 ipsec-isaknp (selects data flows that need security
processing, defines the policy for these flows
(and the crypto peer that traffic needs to go to
set peer 209.165.201.10
set security-association lifetinme seconds 28800
set transformset cnB
mat ch address 130

interface FastEthernet0/0

i p address 209. 165. 201. 20 255. 255. 255. 224

dupl ex auto

speed auto

(crypto map cnB (enables creypto map on the interface

access-list 130 permt ip host 209.165.201.20 host 209. 165.201. 10

- " C)D - __"
2o Sy oueSil Jac 4T punsl] 138 paciuwl

CUCM 4lg lc IPsec §45 dl> 0 axill

ping ,L> plasiwly OS 6,1] dxaw JI JlasYl & CUCM e IPsec 4 dl> oo gaxill daylo & uwl
saxall IP ulgie ol golgll oo APSEC ¢ Baxill HLisV &5 yass o S . JlaVl [lis] < Sloal oo
GW o Lol P olgic oo Lo



Ping Configuration

—Ping Settings

Hostnarne or IP Address® 2pa 155.201.20
Ping Interval™® 1.0

Packet Size® 1]

Ping Iterations 1

V| validate IPSec

—Ping Results

Yalidate IPSec Policy: 209,165.201.10[any] 209.165.201.20[any] Protocol: any
Successfully validated IPSec connection to 209,165.201.20
L}

(e

xe IPsec g4 do oo 381l Jo> wlogles e Jouaxll 0i® Cisco cllasl ol =0 221, jdla>No
:CUCM _le JlasVl L3 6 a0

aie ac,)8 IPSec JlasVl Hlis| g5l oo 8l - Cisco CSCu053813 o cllasVl pumuas W 400 -
(o] olol dga>) ESP pj> Jlw,l

& Uns Wl ,gla, IPSec g a0 oo gaxill - Cisco CSCud20328 o cllasV puuas 8,20 -
FIPS g9 9 dxuuo

aggall 6l dlg e IPsec 3u Al> oo il

oidula)l WSJ (SAS) Gl o bLidl eli] o 3SWI o3l Y pl aeo Sy Jay shael OIS 15] loo  gaxill
2o JSuin (IPsec 9 (ISAKMP) auilaall 6,151 JgS939.09 cuidl olol ol,idl)

.GW _lc show crypto isakmp sa oVl 351 cauxo JSuiy Jasllg ISAKMP J SA clis] o sl

KRK- UC- 2x2811- 2#show crypto isakmp sa
I Pv4d Crypto | SAKMP SA


https://tools.cisco.com/bugsearch/bug/CSCuo53813
https://tools.cisco.com/bugsearch/bug/CSCud20328

dst src state conn-id status
QM I DLE 1539 ACTI VE 209. 165. 201. 10 209. 165. 201. 20

I Pv6 Crypto | SAKMP SA

.QM_IDLE g dniis SA J axuall Al 6685 ol vy 1Yo

.show crypto ipSec ,oVl plaziwl > o axil Sy IPsec J SA oS @ aglil dalall

KRK- UC- 2x2811- 2#show crypto ipsec sa

interface: FastEthernet0/0
Crypto map tag: cnB, |ocal addr 209.165.201. 20

(protected vrf: (none

(local ident (addr/mask/prot/port): (209.165.201.20/255.255.255.255/0/0
(remote ident (addr/nmask/prot/port): (209.165.201.10/255. 255. 255. 255/0/0
current _peer 209.165.201.10 port 500

{,PERM T, flags={origin_is_acl

pkts encaps: 769862, #pkts encrypt: 769862, #pkts digest: 769862#

pkts decaps: 769154, #pkts decrypt: 769154, #pkts verify: 769154#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts conpr. failed: O#

pkts not deconpressed: 0, #pkts deconpress failed: O#

send errors 211693, #recv errors O#

| ocal crypto endpt.: 209.165.201.20, renote crypto endpt.: 209.165.201. 10
path mtu 1500, ip ntu 1500, ip ntu idb FastEthernet0/0

(current outbound spi: OxA9FASFAC(2851757996

PFS (Y N): N, DH group: none

;i nbound esp sas

(spi: 0x9395627(154752551

, transform esp-aes esp-sha-hmac

{ ,in use settings ={Transport

conn id: 3287, flow_id: NETGX: 1287, sibling_flags 80000006, crypto map: cnB
(sa timng: remaining key lifetime (k/sec): (4581704/22422

IV size: 16 bytes

replay detection support: Y

Status: ACTI VE

;i nbound ah sas
i nbound pcp sas

:out bound esp sas

(spi: OxA9FASFAC(2851757996

, transform esp-aes esp-sha-hmac

{ ,in use settings ={Transport

conn id: 3288, flow_.id: NETGX: 1288, sibling_flags 80000006, crypto map: cnB
(sa timng: remaining key lifetime (k/sec): (4581684/22422

IV size: 16 bytes

replay detection support: Y

Status: ACTI VE

:out bound ah sas

:out bound pcp sas
KRK- UC- 2x2811- 2#

0855 Ol o S "o AL LS (SPIs) 6,55Lally 63,l6)l GloYl duwluw Guled clis] o, da>Mo



0950 485> sl clisil lpd piy 60 JS B i 8/ D juauing dlunS cd/lgalss a5 (il o331 sae wlslac

o gm0 JSuisy alyjis o5 TRTP (85 0l dlbrusall Al (8 MGCP GW ol ast (@ 6,31 sglall
Lol 13D (o 2Vl (o ST S gulaiay 13 . i o> sl 95 CUCM

KRK- UC- 2x2811- 2#show ccm-manager
MGCP Dommi n Nane: KRK-UC-2x2811-2.ci sco.com
Priority Status Host

Primary Registered 209. 165. 201. 10
Fi rst Backup None
Second Backup None

Current active Call Mnager: 10.48.46.231

Backhaul / Redundant |ink port: 2428

Fail over Interval: 30 seconds

Keepal i ve Interval: 15 seconds

(Last keepalive sent: 09:33:10 CET Mar 24 2015 (el apsed tinme: 00:00:01
(Last MCP traffic tine: 09:33:10 CET Mar 24 2015 (el apsed tine: 00:00:01
Last failover time: None

Last switchback tine: None

Swi t chback node: Graceful

MECP Fal | back npbde: Not Sel ected

Last MGCP Fal | back start time: None

Last MGCP Fal | back end tine: None

MECP Downl oad Tones: Di sabl ed

TFTP retry count to shut Ports: 2

: Backhaul Link info

Li nk Protocol: TCP

Renmote Port Nunber: 2428
Rermote | P Address: 209.165.201. 10
Current Link State: OPEN
:Statistics

Packets recvd: 0

Recv failures: 0O

Packets xmitted: O

Xmit failures: 0

PRI Ports being backhaul ed
Slot 0, VIC 1, port O

FAX node: disable
:Configuration Error Hi story
KRK- UC- 2x2811- 2#

KRK- UC- 2x2811- 2#show ccm-manager config-download
:Configuration Error Hi story
KRK- UC- 2x2811- 2#

LMol ellaz VI OliSiwl
Le>Wools (oSl elasi GliaSiwy lgolaiw| liSay ologles pumill 13D 9,

CUCM &lg 9 le>Voolg IPsec 345 ellas ] WBlisiwl

Red Hat ol951 doj> CUCM pasiuy .ai)lsl9 IPsec elgl ¢ @9dume &iluall abld doxs CUCM _lc x>gi ¥



9@ IPsec Jlail 0 g9 Red Hat Linux e Jos, sl ozl ol . Jaisill plas 9 disicall IPsec
.OpenSwan

oslel pis (IPSec (4955 < ulo¥l < OS 6,13]) CUCM e aldass gl IPsec ag oS led piy 6,0 JS 8

...Nov 16 13:50:17 cucm psec daenon 3 ipsec_setup: Stopping Openswan | Psec
Nov 16 13:50:25 cucm psec daenpon 3 ipsec_setup: ...Qpenswan |Psec stopped
(.-2)

Nov 16 13:50:26 cucm psec daenpn 3 ipsec_setup: Starting Openswan | Psec
... U2.6.21/K2. 6. 18-348. 4. 1. el 5PAE
Nov 16 13:50: 32 cucmi psec daenon 3 ipsec_setup: ...Qpenswan | Psec started

Jzuw (9 6,391 oYY o gaxill Ly (CUCM e IPsec Jlasl (9 alSuine JUd o955 640 JS 9
Jusis a5 15] .OpenWAN i2in 251 (*activefield syslog/messages olalall aasld ;o1 J551) Jilu,JI
6acbluall 81V o] .le>Nolg IPsec slacl clias] GBlisiwl diSad cllas] &92> (9> abiis e3,9 OpenWAN
Lle oMoul Guolid Pluto o Moww &S i .Pluto (,® OpenSSWAN 8 IPsec $lail slac] e dgguall
bVl oMo :RTMT e 9l oV *.get activelog syslog/secure alall ,.c le=uo ,Sau9 (Red Hat

RIMT 85l9 8 RTMT Lue oMol graxs &asS Jo> wlogleall (o 350 e jisdl Say tdla>o

dlawly, _Slo| JSuin IPSEC oo Gaxill (Say oMol 03 I bliwl dSuisall juas 3356 wsall (o oS 1]

oo Baxill oSay izl ue CUCM I Jowsll a2; .CUCM e izl e (TAC) dgaill sacbuall 55 50
:adll oloVl plaziwl, IPsec Al Jo> oMaully logleall

(i psec verify (used to identify the status of Pluto daemon and IPSec
i psec auto --status
i psec auto --listall

asllanll clogleall gra> e il 13D gz, izl e Red Hat Sosreport s clisy L Loyl Judg
: el ol Sgismo le lg>Moly 5,3V JSLisall GLaiwy Red Hat acs Jid o0

sosreport -batch - output file will be available in /tmp folder
ogall 8)le alg e Le>Volg IPsec 345 cllas] Blisiwl

asuai ol9l uSas A=y le>Nolg IPsec 3 slac] J> 10 g cllas] Blisiwl diSoy 2990l 13D e
:aJWl clasVl

debug crypto ipsec
debug crypto isaknmp

IPsec clas| Sliiwl 9 le>Noly IPsec cllas] Blisiwy dduacill clolazll e jsiell o6 :da>No
Lgolasiiuwly clasVl zuxas 1ol9l pg8 :le>Nuolg

ol loay 139 2o dlSiine MGCP GW > gulaiuy el

debug ccm manager config downl oad al
debug ccm manager backhaul events
debug ccm nmanager backhaul packets


/content/en/us/td/docs/voice_ip_comm/cucm/service/10_0_1/rtmt/CUCM_BK_CA30A928_00_cisco-unified-rtmt-administration-100/CUCM_BK_CA30A928_00_cisco-unified-rtmt-administration-100_chapter_01000.html#d112235e441a1635
//www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
//www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html

debug ccm nanager
debug ccm nanager

debug ngcp
debug ngcp
debug ngcp

errors
events
packet

events
errors

debug ngcp state
debug isdn g931
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