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Gemalto .MNET card (native)

Gemalto PIV

Gemalto SEG {native)

Gemalto 5G (native)

HID 272

Identity Device (Microsoft Generic Profile)
Identity Device (NIST SP 800-73 [FIV])
IDPrime MD 840 (native)
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@ Consolel - [Console Root\Certificate T (2012DC-AD.jaj: local)]
& File Action View Favorites Windew Help
@5 2m = JBm
] Console Root Schema Version Versi..  Intended Purposes
¢ Il Certification Authority (Local) 1 a1
2 Cenificate Ternplates (2012DC-AD jajanson.loc 1 31
1 EA
3 106.0 Private Key Archival
1 41
1 EA
1 51
oss Certification Authority 2 050
etary Email Replicatian 2 150 Directory Service Email Replicstion
Dormain Contraller 1 4.1
2 Domain Controller Authentication 2 10,0 Client Authentication, Server Authentication, Smart Card Legen
1 EFS Recovery Agent 1 &1
3 Enrcliment Agernt 1 41
T Enroliment Agent (Computer) 1 51
1 Exchange Enreliment Agent (Offline requ... 1 41
3 Exchange Sigrature Only 1 61
hange User 1 A
e 1 a1
e (Offline regquet) 1 71
rberas Authentication 2 0.0 Client Authentication, Server Authentication, Smart Card Legon, KDY
Recovery Agent 2 1050 Key Recovery Agent
1 0CSP Response Signing 3 1010 OCSP Signing
3] RAS and 185 Server 2 1010 Client Authentication, Server Authentication
T Reot Certification Autharity 1 51
1 41
& 1 B.1
:

artcard User VTS 4 1016 Secure Email
bordinate Certification Autharity 1 5.1
5t List Signing 1 3
) 1 EA
W amm P b a FE]
[ il >l < il

O9ldo uwoblw 9gx6 IJozgde wldpeld

Duplicate Template

ogen

G

Actions

Certificate Templates (2012DC-ADjaj.. -
More Actions 4

Smartcard User -
Mere Actions 3
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Subject Name lssuance Requirements

Superseded Templates Extensions Security Server
General | Compatibility | Request Handling | Cryptography | Key Attestation

The template options available are based on the eardiest operating system
versions set in Compatibility Settings.

[w] Show resulting changes

Compatibility Settings

Certification Authority
Windows Server 2012 R2

Certificate recipient

Windows 8.1 / Windows Server 2012 Ri +

These settings may not prevent earier operating systems from using this
template.

IJo bl 96 1UsIss
5. eds edlps IJowssy gle:
I. 25 lgw el p&J SmartCard User_VCS.

v Bp vuSSU V)6 Iduadless eds 1JBses 1JprEsws. bib$s sbwd.



Subject Name lzzuance Requirements
Superseded Templates Edensions Security Server
General | Compatibilty | Request Handling | Cryptography

Template dizplay name:
Smartcard User VC5

Template name:
Smartcard User VC5

Validity period: Renewal perod:
yEars 6| | weeks

[w] Publish cerfficate in Active Directory

[ ] Do not automatically reenroll if a duplicate cerificate exists in Active
Directory

s Igle JJolbol 86 15956
I cesso Eue eds Iesdste souwesd 1s¢sd IJs Iwbl§6 1Usdss.

w108y B98 plbldus Idpuwegsp laule IJouwzsd. bdbgs sbud.



Subject Name Server lzzuance Requirements
Superseded Templates I Exdensions Security
Compatibilty | General | Request Handling | Cryptography | Key Attestation

Purpose: Signature and smartcard logon W

[ ]| Delete revoked or expired certfficates (do not archive)
[ ] Include symmetric algorthms allowed by the subject
[ ] Archive subject’s encryption private key

[ ] Allow private key to be exported

[ ] Renew with the same key ()

] For automatic renewal of smart card certfficates, use the existing key f a
new key cannot be created (7)

Do the following when the subject is enrolled and when the private key
associated with this cerificate is used:

() Enroll subject without requiring any user input

(®) Prompt the user during enrollment

O Prompt the user during enroliment and require user input when the
private key is used

* Control is disabled due to compatibility settings.

OK Cancel

pelJes bdw
IJobol 35 103956
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Subject Name Server lzzuance Requiremernts
Superseded Templates Extensions I Security
Compatibility | General | Request Handling | Cryptography | Key Attestation

Frovider Category: Legacy Cryptographic Service Provider

Algarithrm name: Determined by CSP

Minimum ey size: 2048

Choose which cryptographic providers can be used for requests
() Requests can use any provider available on the subject’s computer
(®) Requests must use one of the following providers:

Prowviders:

M Microsoft Base Smart Card Crypto Provider
[ ]Microsoft OH SChannel Cryptographic Provider |E|
[ ]Microsoft Enhanced Cryptographic Provider v1.0

[ IMicrosoft Enhanced D55 and Diffie-Hellman Cryptographic Pr
[ IMicrosoft Enhanced R5A and AES Cryptographic Provider

L

Request hash: Determined by CSP

[ ] Use altemate signature format

lesble ouvds,)
lJuvol>s
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Compatibilty | General

Request Handling

Cryptography

Key Attestation

Subject Name

Server

lzzuance Reguirements

Superseded Templates

Extensions

IEI'I:ZIIJIZ!I ar user names:

Security

52, Authenticated Users

3 Administrator (Admin@jajanson local)
% Diomain Admins (JAJANSOMN \Domain Admins)

% Enterprizse Admins (JAJANSONEnterprse Admins)

Femissions for Authenticated Users

Full Control
Read
Write
Enroll
Autoenroll

Advanced.

For special pemissions or advanced settings, click

ol IJBIJw
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@& File Action View Favorites Window Help

e 2m XE = @8m

] Consale Root
b Ll Cestification Authority (Local)
& Centificate Templates (2012DC-AD jajanson loc|

Template Display Marfe

3 Code Signing

 Computer

T Cross Certification Autherity

3 Directory Email Replication

' Domain Contraller

3 pomain Contraller Authentication
= EFS Recovery Agent

F Enecliment Agent

3 Enroliment Agent (Computer)

3 Exchange Enrcliment Agent (Cffline requ...

3 Exchange Signature Only
E Exchange User

H1psec

3 1PSec (Offline request)

H Kerbercs Authentication

3 Key Recovery Agent

= OCSP Responze Signing

) RAS and 145 Server

3 Roct Certification Authority
' Router (Offline request)

H semartcard Legen

3 sevarteard User

b Searteard Liser VS

3 subcrdinate Certification Authority
B Trust List Signing

2 wser

= user Signature Only
Fves_Legin SMART

3 Web Server

3 webclientandsencer

3 Workstation Authentication

Schema Version Versi..  Intended Purposes

1150 Directary Service Email Replication

10y Client Authentication, Server

ign, Smart Card Legon

MO0 Client Authentication, Server
Key Recovery Agent

1010 OCSP Signing

1010 Client & ication, Server

icn, Smart Card Logon, KD

Secure Ernail, Client Authentication, Srmart Card Logon

1008 Smart Card Logon, Client Authentication

1004 Client Authentization, Server

[NR VR R - R P Y P P TR Y T

1.0 Client Authentication

< " [ I»

<

" | )

36 certificate templates
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File Action View Fovorites Window Help
«s| n(m < Bm
| Console Raot
b & Certificate Ternpiates
) Certification Authority (Loca)
4 gl jRjansen-2012DC-AD-CA
*] Revoked Certificates
1 Issued Cetificates
*) Pending Requests
] Failed Requests.
1 Certificate Ter—'+-!

luosh Bl 230

| Narme

T Exchange Enrcliment Agent (Offline r...
3 IPSec {Offline request)

H Webclientandserver

5 Exchange Signatuse Only

3 CEP Encryption

3 Smartcard User ¥C5

| EvCs Login SMART

tAgent

imail Replication

= " sntroller Authentication
View b Luthentication
New Window from Here By Agent
New T e Vi

e Taskpad View... —
Refresh §
Export List..
Help

et Crtification Autherity
3 tdministrater

Intended Purpose

Certificate Request Agent

IP security [KE intermediate.

Client Authentication, Server Authentic.,
Secure Ermail

Cestificate Fequest Agent

Secure Email, Client Authentication, Sm...
Smart Card Logen, Client Authentication
Certificate Request Agent

Directory Senvice Ernail Replication
Client Authentication, Server Authentic...
Client Authentication, Sencer Authentic...
File Recovery

Encrypting File System

Cloent Authentication, Sencer Authentic...
Server Authentication

Client Authentication, Sencer Authentic...
Encrypting File System, Secure Email, Cl..,
<Al

Microseft Trust List Signing, Encrypling...

More Actions

1. e IJouwg Idpopled JJSIdo s MMClud,) o)) Idplouw IUlsew 19 225 Blises 1Upsze
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@ File Action View Favorites Window Help . a =] x]
e nmDcE Hm » =

1 Conscle Root Hame
b 3 Cenificate Templates 1] Revoled Certificates
4 [ Cenification Autherity (Local) [ lssued Certificates
‘d r NI AN CA .
Gl anTasks . Start Senvice
View * Stop Service
New Window from Here Submit new request._.
New Taskpad View.. Back up CA...
Refresh | RestereCA..
Export List... Renew CA Certificate.
Properties
Help

Containg actions that can be performed on the item.

1Je9 88 &p wie wubgsd grple Iduvoble
IJowwesd S yvobs 9dsd IJoywzsd
9p0 ldpuwoeuwo IUSsle w3JY gds zoly gpsd (bt pdoo puwisdds ©9uss Ipgdselo).
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= Consolel - [Console Root] =]jo}] %
[&@ File Action View Favorites Window Help [=[z]x]
¢ |[m 5| 8=

[ Console Roct Hame

There are no items to show in this view.

‘Add or Remove Snap-ins Iil

'fmmsdectu:ap*siw Fhis console: from those: avallabe on your computer and configure the selected sat of snapns. For
Avalable snap s Selexted snapns:
Snapn vendor | 5 console Rzt
filActive Directory Do...  Marosoft Car...
{5 Active Directory Site... Microsoft Cor... -
 Active Diractory Use,.. Miasoft Cor...

B

=1'jActiveX Control Mirosoft Cor... | | vl marvige cuticabon for
ADS1 Edt Merasoft Cor... :hm My =
|susthorization Manager Marosoft Cor... ® My user socount
Certficate Templates  Mirosoft Cor... 0 Servien aceount

I Cersifientes Microsoft Cor... ) Computer sccount

Diescription:
The Certificates snap-n allows you to browse the contents 4

ool Luoble
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@ File Action View Favorites Window Help - e x
e 2@ ol 6
] Console Root Object Type | Actions
+ @ cettcates et er | 5 ot |Pesonal -
v S P > §
b j Tr. . Find Certificates... | Mare Actions 13
b (I Enl  AllTasks , Find Certificates...
| .
: %:‘ View » Request New Certificate...
p 3 Tn .New'd'ﬁndwfmm Here .Import..‘
b Ur Mew Taskpad View... Advanced Operations »
p = Th
b 3 Tr| Refresh
p Export List...
p £ Ce Help
v -

a T3 Certification Authority (Loc
b @i jajanson-2012DC-AD-Cs

3 E

Personal store contains 9 certificates.

bdo guoblo gasé

3. 1ud) W98 IJelds Vs 1dpelde: wp 235 wog wuvesd Active Directory. e 108, W98 IJolds

P26 1.
E I - | (m | | X I
@ File Action View [=l=]x]
e znm ol
] Console Root
4 [5) Certificates - Cu Select Certificate Enrollment Policy
b (| Personal
b ] Trusted Root C Certificate enrollment policy enables enroliment for certificates based on predefined certificate templates. ore Actions 4
b ] Enterprise Trust Certificate enrollment policy may already be configured for you.
b | Intermediate Ce .
b [ Active Directory Configured by your administrator
(| Trusted Publishe Active Directory Enrollment Policy

b [ Untrusted Certifi
p [ Third-Party Roo
b (] Trusted People
b 1 Client Authentic

Configured by you

4 L5 Certification Authol
I @ jajanson-2012DG

3

Personal store contains 9 ce oTes

wuwesd Active Directory
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i@ File Action View
es @ o

7] Console Root

4 [5) Certificates - Curren Request Certificates
p || Personal
b ] Trusted Root Ce You can request the following types of certificates. Select the certificates you want to request, and then i 4
b 1 Enterprise Trust click Enroll.
p 1 Intermediate Ce
B [ Active Directory
b ] Trusted Publishe
b [ Untrusted Certifi [ Exchange Signature Only 1) STATUS: Available Details v

1 A\ More information is required to enroll for this certificate. Click here to configure settings.

qureay

_#\ More information is required to enroll for this certificate. Click here to configure settings.

p ] Trusted People
b ] Client Authentic
p ] Certificate Enroll
b (2] Smart Card Tru i) STATUS: Available
4 L5 Certification Author
b @i jajanson-2012D4 [JVCS_Login_SMART 1) STATUS: Available
More information is required to enroll for this certificate. Click here to confi

1) STATUS: Available

[T Show all templates

< wm ] | Enroll | | Cancel

|Personal store contains 9 cel

9dsd ywobs lJouwzsd
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1. 3p vousgsd MMC gl wos)ls Certificates Module & Manger Certificates for My User Account.
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IJpod306 9108, B9 IJouwesd widuslys gu...
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@ File Action View Favorites Window Help

S EEEN s

B ] T Card Tromtel Pt

= &

N m:mﬂ!uiﬂhﬁﬁvﬂﬁhﬂﬂﬂ e R

Parngnsl fneg cpoipng § opmliane

(21 Consale Roat Issued To = Bsued By Expiration Date  Intended Purpeses | Friendly Name Status G Actions
4 () Centificates - Curment Uses 5 Adeministrator jajanson-2012DC-AD-CA V142009 Cestificate Request . <Nane> En
4 1 Persanal ) Adeninistrater jeianson-20120C-AD-CA 02200 Microsoft Trust List.  <Mone> Ad e T
L=y [ ———— inistrstor 0T File Recovery <Nanes Mlack Feciows
@ i ngon-20120C-A0-CA 101272009 Cestificate Faquest . <Nane> Enre.
b e View o= ACnABE aB 2a 0 aisn <hils hlones
b Int .Nanwmdm\‘mmilue Advanced Operations 3 Create Custom Request... 1361414458615 <Naone> 136
4 g: New Taskpad View. Ekaﬂhng " [Enrall On Behalf Of... Secure Email, Client..,  <None> Sma
: = a [ #l5eatt Lang M Manage Encliment Pelicies... 5 Secure Ermail, Client..  <Nanex Sma
. FrlSestt Lang m?ﬂt—'ﬁﬂ'ﬂ—’fmb Secure Ernail, Client..  <Mane> Srna
P E T | Eportist..
pET
» 0 cwl |Hee
b ) Certificate Ensaliment Requests
& ) Semart Card Trusted Roots
b L Certification Authority (Local)
Y lJoslod oo 8>
- Consatel - [Corndhe RoanCemtianes - Curent Use\PesonatCeningatis) = @
@ Fb Adic View Faverim Mindow Hilp [=]=]=]
= aE ol &= BF
1 o ALt s B2 = W By [l Dt L Teently tmi 1
o G Confineten « Cummtir sk mtrutie e 0 200 AL A Cuifunte Fasporetl s Hissas (L]
4 ] Fermed Tl adman et inAreen: G A0-CA g MBouom Tretlisl. aMcags
O Carifosin F Mow Ao L3
» E Ry el
b ] Emipia Trast |
o resaddte Dt el dh ot Bl - (ETH
B D et Db S Ot iy !rru-l
b ] Trated Pobiiabars '.;m'm:: Berfons o Begin -
e ] Uerirerted Cartéaim iy "HI
b 1] Third Parky ot Cassification Assfamstion Ttine Loy Tew Fed it wall bk 3 whicham dighel credintivn e b2 szt b e
e 1] Truted fecin Feladeb, ] CORENL ERIN HISTIRY, B0 0 O Shlaiiy- iR Els
B Ut Bathemminzatice | mesars
] Camtbarina L b My iati - il Ty F]
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@ Consolel - [Console Root\Certificates - Current User\Personal\Certificates] [=lo] x |
[@ File Action View Faverites Window Help - |=]x]
e zjm o &z BE
[ Consale Root ssued To 5 Issued By Expiration Date | Intended Purposes  Friendly Mame Status | Certi | Actions
a G Centificates - Cument User ) adrministrater japnsen-20120C-AD-CA 1001472019 Certificate Request ... <Nonex Enao)
4 [7] Personal Bl administeater jajansan-20120€-AD-CA 1071272008 Microsaft Trust List... <Mone> Ad 5
| Certificates ) st More Actions 3
b 5] Trusted Root Certification Authorities T2l Administr Enrol
1+ [ Enterprise Trust Calisjonsan-201
b 1 Intermediate Cartifieation Authorities EIPIVKey BDSA 136
p (2] Active Directory User Object EitesLing il
b Trusted Publishers Tylscott Lang Select Certificate Enroliment Policy Smal
b [ Untrusted Cestificates Tlscott L sms
b [ Thisd-Party Reat Cestification Autherities "9 Certificate enrollment policy enables for bazed on ifi plates.
b [ Trusted People Certificate enrollment policy may already be confiqured fﬂrylw
b [ Client Authentication lssuers
- [ Cestificate Enroliment Requests Configured by your administrator
b [ Smart Card Trusted Roats Active Directory Enroliment Policy
Configured by you Add New
<] (] >
Personal store containg § cerntificates.
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5. sbdo poud IJly wpass Jbobs [Jodse. 030 os Uvolss Idowezsd IJos bdowoel puvodl.

‘@ Console1 - [Console Root\Certificates - Curent User|Personal\Certificates] =|O] x
@ File Action View Favorites Window Help HEE
sz o/cz @
[ Consale Roat Issued To - Issued By Expirstion Date  Intended Purposes  Friendly Mame Status  Centi | Actions
2 () Cettificates - Current User 25 Administrator jajanson-2012DC-AD-CA 101472019 Cestificate Request .. <Mones Enre. _
4@ _P(munal ) Administrator jajanson-20120C-AD-CA 11272018 Microseft Trust List.,  <None> Aoy ™ N N
) Certificates T3 Administratod |_ o| x eresdin
b ] Trusted Root Certification Autharities ) Aderini Enrc
B ) Enterprise Trust jajanson-2013 - i
b 2 et centeson o | i oC A et o sec .|
I ) Active Directory User Object %) 8<ott Lang . S
b ) Trusted Publishers 5 scott Lon Select | Select a Certificate s
b ] Untrusted Certificates P s: L 4 b
B Third-Party Root Cestification Autharities ElScott Lang You need i her users, Click
b ] Trusted People Browse t Administrator
b ) Client Authentication lssuers Issuer: jajansan-2012DC-AD-CA
b ) Certificate Enrollment Regquests
b B Smast Card Trusted Rocts o Valid From: 10/14/2017 to 10/142019
Signing |} ) . )
Llick here to view centificate. Browse ...
E— properties
Administrator
Issuer: jajansan-20120C-AD-CA
Valid From: 107122017 to 107122019
o]
[ Concel |
<| - >

Personal store contains § cenificates,
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@ Consolel - [Console Root\Certificates - Current User\Persanal\Certificatas) =l|iaj=x
& Fie Action View Favorites Window Help - [&]=]
«s 2@ 0| &= B

] Consale Root lsued To = lszued By Expiration Date  Intended Purposes Friendly Mame Statws € Actions
Lyl Certificates - Current User ) administrator jajanson-20120C-AD:CA 1071472019 Centificate Request ... <None> Enro
4 [ Personal R Adwinistrator jajansan-2012DC-AD-CA 04127208 Microsoft Trust List..  <Nones Ad 8
| Certificates e ——— - More Actions L3
b T Centification Authariti %l ol
b [ Enterprise Trust
b [ Intesmediate Certification Authorities 136
b [ Active Dirsctary User Object % '
p " Scott Lang & Sma
b [ Trusted Publishers F]5cott Lang Request Certificates Smal
b [ Untrusted Certificates Flscott L on
b (1 Third-Party Root Centification Autharities " Wou can request the following types of cerificates, Select the certficates you want ta request, and then il
b [ Trusted People click Nest.
b [ Client Authentication lssuers
b [ Cestificate Enrollment Requests ) ~
b 1 Smar Card Trusted Roats 0 mg‘ Enollment Agent (Offiine 4, cyaTuS: Availsble Detaile v
Ay More infermation is required to enroll for this cetificate, Click here to configure settings.
) Exchange Signature Only 1) STATUS: &vailable Details
A\ More information is required to enrcll for this certificate. Click here to configure settings.
®) Smartcard User ¥CS 1 STATUS: Available Details v
) User A STATUS: Available Details v L]
5
[[] Shew all templates
<[ " )
Personal store cantains 9 certificates.

ige) IJoblgs 1>dss VCS

7. 0es3Jd crole lds coass Idpuwedse Iss woge S IJouwesd usles goe. lod) 98
lovoesluo sldow luwe IJpuweése IUElue wldpsbod 1Uss et Os IJouuesd. Os odo IUzlJs.
wwJdoo Jlug suwwes e 'antman@jajanson.local account'.

= Consolel - [Console Root\Certificates - Current User\Personal\Certificates] [=]=] =]
& File Action View Favortes Window Help =]

« #m 0 = Bm

| Console Root lzsiied Te = Isgued By Expirstion Date  Intended Purpases Friendly Mame Statuz  Certi | Actions
a G Certificates - Current User ) ddministrator jejansan-20120C-AD-CA 1001472018 Certificate Request.. <None» Enro
a [ Personal ) Administrator jajanson-2012DC-A0-CA 10/12/2008 Microsobt TrustList..  <Nones Adh .
) Cestificates 7 .. Mere Actions ]
L3 Administratod ~- ol x
b [ Trusted Root Cestification %) - -
b [ Intermediate Centification Authorities T PiVKey BD9AS 1.3:6]
b [ Active Directory User Object Tlscott Lang | || Selectihis cbect type: sma
b [ Trusted Publishers P
- Scott L User Sm
b [ Untrusted Certficates ‘!_js«m L"“E | | [Ctpect Tipes.. | sm.,
b ) Third-Party Roet Certification Authorities il From this lacation I name of that user. For *
b [ Trusted Peaple |mh\:d | | Locations... |
b L Clienit Authentication lisuers . .
b [ Certificate Enrcliment Requests Enter the object name to select (xamples): needs to be installed is
b (1 Smast Card Trusted Roots Fmﬂmmnﬂmm [ Check Hames |
o e | e
< m ?
Persenal store containg § certificates.
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& Console? - [Console Root\Certificates - Current User\Personal\Certificates] [=]a] x|
i@ File Action View Favorites Window Help - = [x]
e 2 0| s: @@
[ Consale Raat Issued To - Isswed By [Expiration Date  Intended Purposes  Friendly Name Status | C Actions
4 G Centificates » Curment User Tl dministeater jajansen-20020C-AD-CA 1001472019 Centificate Request ..  <Monex Enre)
4 7 Perzanal l Administeatar jaianzon-20120€-AD-CA 1071272018 Microsoft Trust List... <None> Adh 5
(] Certificates 2] administrato Mareictions k
b ] Trusted Root Certification Authoriti ) ndminis Enro
b ) Enterprise Trust i 201
b ) Intermediste Certification Authorties g:’&:’; 136
3 __‘]A«:ﬁv:lﬁwch?lwaOhject Fl5eott Lang Sma)
b ) Trusted Publishers ,]5catt Lang Select a user Sma
p ] Untrusted Certificates #l5cott Lang Sirie

b ] Third-Party Root Centifieation Autharitiss
b ] Trusted People

b ) Client Authentication lssuers

b ] Cenificate Enroliment Requests

b ] Seart Card Trusted Rosts

To request a certificate on behalf of anather user, enter the formal name or domain name of that user. Far
earnple, Firstname Lastname, username, of domainusemanme,

Before enrclling for a certificate, make sure the device on which the user certificate needs to be installed &
attached.

User name or aliss:

JRJANSON antman

|[CEromse—]

Personal store containe 9 certificates.
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=/ Cortificate | nnoliment
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7~ Consolel - [Console Root\Certificates - Current User\Personal\Certificates] ]LIEIL[

W& File Action \View Favorites Window Halp

s nm 0 <= @B)m

| Console Root Issued Ta = Issued By Expiration Date  Intended Purposes  Friendly Name Status | Certi | Actions
4 [g¥ Centificates » Current User £3) Administratar Jajansen-2012DC-AD-CA 01472019 Certificate Request ... <Nenex Enee Certificates
Personsl jajansen-2012DC-AD-CA 107122018 Microsaft Trust List..  <Nene> Adre

Certificates
b Trusted Roet Certification Autherities

More Actions

(== =]

¥ Ene
Enterprise Trust isjanson-201 ] Certificate Enrollment
b L) Inkermediste Centification Authorities . ..9'"'“? PrTr 136
b [ Active Directory User Object :ﬁkn-: i 1 Sma
b [5) Trusted Publishers — g Reque Windows Securi -I
b Untrusted Certificates A seatt Lang . i om
ZalScott Lan Sma
. o g ; e
?- d Ihurd-:;rt)- ch\ Certification Autherities Theemal  Enrolling for the user certificate,
C'I'J“: ':P : disi Please enter your authentication PIN.
b . Client Authentication |ssuers Active
b [} Certificate Enrollment Fequests 5
b [ Smart Card Trusted Rocts i PIM

Click here for more information

ok || cance |

: Cancel

Parzanal stere contaans § cedificates,
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u# Certificate
General Detais Certification Path

Show: I«:AI} v

4

Value

Signature hash algorithm sha512

Issuer jajanson-2012DC-AD-CA, jaja...
valid from Tuesday, October 17, 2017 5:...
valid to Thursday, October 17, 2019 5...

)| ) 1 )

antman@jajanson.local, Scott ...
::_f_ Public key RSA (1024 Bits)
|- )| Public key parameters 0500

R rertifate Temniate Tnfrem Temnlate=1 26 1 4 1 211 21

E = antman@jajanson.local
CN = Scott Lang

OU = Heroes

DC = jajanson

DC = local

Edit Properties... Copy to File...
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e lud) eds lderwg Idpouwd 19 20 Jizosh lelo Jpuwews [Js ybold IJgpsd =
IJpuol> 86 IJpwewnsd |Js IJgpsd- wluvwgslpe o3l 1Jlesh s89p lJpuwegsp wdolué FQDN
IJglue wéhe VCS Vs l1dpweesruo 1JElue wo sswp pbldowe Clgesh puwle IJgpsd 1Uglue
wo 9b¢ld Lp IJogrsd Iduvg s (PIN) IJpeso Joblds IUguosd Idpuive 96 1UEl06 wo. wed
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CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

System administration

Ephemeral port range end # |49999 i
‘I Services !

Serial port / console on | 1

S5H service On ~| 1

Web interface (owver HTTPS) On | 1

‘I Session limits

Session time out (minutes) # [30 | L
Per-account session limit 2 ||J | i
System session limit # [0 | i

_I System protection

Automated protection service On | i

Automatic dizcovery protection On | i

‘I Web server configuration

Redirect HTTP requests to HTTPS !
HTTP Strict Transport Security (HSTS) f
Web administrator port 443 | (1

Client certificate-bazed security I | Not required [ | i

Drop down the above box and choose

S Client-Based Authentication

Related tasks

Upload a CA cerificate file for HTTPS

Test client cerdificates
wedsu ldpuob8é IJpuwowss |Js IJgpsd
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