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/7, Fill in below details

Edge domain tp.ciscotac.net o

Username hocao o

Password ececccess P
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Solution overview
& [Cdge domain Ll Host analysis
DNS Hostname TCP connectivity SSL certificate MRA login Softphone

WebEx ewaye.ciscotac.net
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Solution overview

& [Fdge domain nl  Host analysis
DNS Hostname TCP connectivity SSL certificate MRA login Softphone
WebEx ewaye.ciscotac.net (x] o

IJo2dd pu Lo peld Edge

Vs 1Jozdd po LT peld Edge sop 0o zese Iovluosd Sspl soedd wuvedle DNS.
lod) B9 edlps IUluvedole Jgyuo 058> pu ldolosd 29d IUuisd.

Edge domain

@ DNS configuration © Q@ WebEx configuration ()
. Domain tp.ci ac.net is not enabled for WebEx authentication.
v _collab-edge._tls.tp.ciscotac.net
Host Priority Weight Port IP address
ewaye.ciscotac.net 0 0 8443 173.38.154.85

+/ _cuplogin._tcp.tp.ciscotac.net

v _cisco-uds._tep.tp.ciscotac.net

IJleuold 1Jghzs 9920 Ubolss EXP-E SSL

$9uoe 03l 1dGuwe &IlLosd 2ad IUleold 9820 Jivelsé EXp-E JdJ puossd wpe ldojildo
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Edge hosts

~ e b b b g - ~ I NI N

¢> TCP connectivity © @ SSL certificate €

Host 8443 5222 5061 Host Valid SAN IP phone trust Client auth Server auth
ewaye.ciscotac.net ewaye.ciscotac.net  View

lod) D98 Er2 wrdb luwe IdpLos S JOog bys$s eruo wdluosd Iduiols slelzs zese
Bluosd Iduwdueds 1JdleJs.



SSL certificate

ewaye.tp.ciscotac.net

x
Certificate chain Full chain available @
¥ CN: Go Daddy Root Certificate Authority - G2
¥ CN: Go Daddy Secure Certificate Authority - G2
CN: ewaye.ciscotac.net
Summary
CN: ewaye. ciscotac. net
Subject: OU=Domain Control Validated, CN=ewaye.ciscotac.net
Issuer:

C=US, ST=Arizona, L=Scottsdale, O=GoDaddy.com, Inc., OU=http:{fcers.godaddy.comfrepositoryf, CN=Go Daddy
Secure Certificate Authority - G2

Detall

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 13402504543026767831 (Oxb9f42df53ab67d7)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=Arizona, L=Scottsdale, O=GoDaddy.com, Inc., OU=http://certs.godaddy.com/repository/, CN=Go
Daddy Secure Certificate Authority - G2
Validity
Mot Before: Aug 18 13:44:01 2017 GMT
Mot After : Mar 21 16:19:00 2019 GMT
Subject: OU=Domain Control Validated, CN=ewaye.ciscotac.net

IJg9lsp Iy b.s6

S92z 03l 1B uwp wlluosd wdssu Edge. sswp IUSslp w3JY JIJ gpdss [Joild Exp-E
o0 Sud DNS.



Tested edge servers

ewaye.ciscotac.net

b §

Single sign-on (SSO)

Domain tp.ciscotac.net is not enabled for S50,
Ohuth token with refresh is not enabled.

Edge configuration

Successfully retrieved edge config.

Found _cisco-uds SRV record in edge config: colempub.ciscotac.net:8443 colecmsub.ciscotac.n

Found user home cluster: 192.168.0.50:8443
Found SIP edge server: ewaye.ciscotac.net: 5061
Found XMPF edge server: ewaye . ciscotac.net:52232
Found HTTP edge server: ewaye.ciscotac.net:8443

380 s ol waumse wblé IJpzoss 1dled JJluvozlus.

$9l>0 UDS

Edge configuration

successiully retrieved edge config.

Q, Details

Edge config XML:

<?xml wersion='l.0" encoding='UTF=8'7>
<getEdgeConfigResponse version="1.0">
<serviceConfig>
<service>
<name> cisco-uds</name>
<server:>
<priority>0</priority>
<welght>0</weight>
<port>B8443</port>
<addressrcolcmpub.ciscotac.net</address>

</sarver>

wldogwes JIJ Ebe pu 29bpe Edge ldos spdu wrdssol sop ool g9be UDS IJos e
Lzleol s get_edge_config 9lz>s wJ9 IJIE)s [Js 1o swp ldeey) eds e weld Iy ooouud
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colempub.ciscotac. net

2 UCM user and device configuration

Found Cluster user

Found UCM version

Successfully retrieved user configuration.
Found users full name: Hoai Ti ;
Suceassfully retrieved jabber-config.xm

[ N fm i i JOU [P . TP PR WU [ Y R e—— R ———-t— P .
Mo Voice Services Domain in jabber-config.xml ar domain matches.

$9l>p IM&P

.J-JJ abp PU a9|)ro Edge |Ju.$ spdu ua).,5)0| u.9..5 u9u*’(° Ejl)ro Edge. Sop |auub E_9|)p IM&P
(IJos sop zdwol po pdWd )8 1Ugs06) 91238 wds 1JiE)s eos sop lJeey,) eJs ghbpe Beld s
Suebd lJIJ.

% IM&Presence |

| == |

IMEP user's configuration
Found user's UDS service profile URLs in user config.

Succeassfully retrieved user's UDS service profile.
Found IMEP server(s).

colimp.ciscotac.net

Succe y retrieved session key
Succe y retrieved IMEP user configuration.

[
f

Successfully retrieved one-time password
fully logged in to IM&R

ouvesd Softphone

JIJ pdBp b6 Spdu wrasso Bs Juve pddple Edge: swp lowh ouwesd Softphone.
SEwpd Ve oloW Idosulpe IU3s we leowhe eds IUlzes6 Ipyowlbs Lldpuwegse 9sowg 030
IJ8liseo 3le 1Jlgd9ss: CSF 9 BOT 9 TCT 9 TAB. Llduuwes Jghbp Edge [Jpessc sop ol
&9l Exp-C (Jpl wp Leleol woluvbs get_edge_config) 9¢lse Unified CM (Jpel wp wdysuo Ss
pzr9gd CUCM) zos wepd Idpzpses Iy ol geseol.



Softphone registration (2)

User's device configuration

SIPS port is opened
Successfully retrieve
Found user's devices,
Found user's device (o register

Device Configuration

0 device Coninaguration 2 Iro L L)

Tested Expressway-C paths

192.168.0.20

Tested CUCM servers

colecmsub.ciscotac.net

successfully registered CSF softphone to CLCM,

IJa_bgo 2. ues o o s sWyud ouwesd 1dsgad loweese Idogloc
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https://video.cisco.com/detail/videos/collaboration/video/5820049814001/installing-a-server-certificate-to-an-expressway?autoStart=true
https://video.cisco.com/detail/videos/collaboration/video/5820049814001/installing-a-server-certificate-to-an-expressway?autoStart=true
/content/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
/content/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://video.cisco.com/detail/videos/collaboration/video/5810207301001/downloading-expressway-diagnostic-logs-and-packet-captures?autoStart=true
https://video.cisco.com/detail/video/5858767972001/obtaining-jabber-desktop-problem-report?autoStart=true&q=MRA

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



