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Server certificate
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Senver certidicate dats

Seryer certificabe PEM Fie  Show senver cerhificabe
CurrenSy iaded cerificals expires on Sep 30 2014
Resed o defaul server certificate |

Pl Las,idll olly e Jbs 13

----- BEG N CERTI FI CATE- - - - -
M | DHz CCAoi gAw BAgl BATANBgkghki GOWOBAQUFADCBN] FDVEEGALUECW6 VGVt
cAyYYXJI5! EN cnRpZm j YXRI | DUANz cCONVWYWLTI 5YTAt MTFI My ThNTE4LTAWNTAL
Nj KSNW 0Yj FDVMEEGALUEOWGVGVE cRy YXI5! ENI cnRpZni j YXRI | DU4Nz c ONWYw
LTI 5YTAt MTFI My LThNTEALTAWNTALN] k5NW 0Y] EOVAWGALUEAWWFY2| zY28wHhe N
MIMVOTMMVDE X Nz | wMh e NMTQAVOTMMVDE X Nz | wwy CBnj FDMEEGALUECgW6 VGV c Ry



YXJI51 ENl cnRpZm j YXRI | DUANzZcONWYWLTI 5YTAt MTFI My IhNTE4ALTAWNTALN k5
NW 0Yj FDMEEGALUECWWGVGVE cX@y YXI51 ENl cnRpZm j YXRI | DUANZ cONWYWLTI 5
YTAt MTFI My IhNTEALTAWNTALN k5NW 0Y] EOVAWGALUEAWMEY2] z Y28wgZ8wDQYJ
/ KoZl hvc NAQEBBQADg YOAM GJ AoGBAKW 0b+Y1zr KoAB5BvPs GR7aVf nilr'YPi pLOI
L21f yyj 006qv9l zDCgy 7PFZPxkD1d/ DNLI gplj j Uqdf FV+64r 8Ok ESWBO+4DFI ut
t WLQLuKzzdsnvZ/ b41nEt osEl HNxH7r DYQs qdRAANgNDIVI OgVFCEVAC72ZvAVAS
ESMDYNY9AgMBAAG czBx MAk GALUdEWQCVAAWIAYJ Y1 ZI AYb4QgENBBCWFVRI bXBv
cnFyeSBDZXJ0aWZpY2FO0ZTAdBgNVHUAEFgQU+knGYkeei WJA] ORhz QqRCHba+nEw
HwWYDVROj BBgwFoAUpHCEOXs BH1Az ZN153S/ Lv6cxNDI wDQYJKoZI hvc NAQEFBQAD
gYEAZKI | M5fi 49p1j | YqYdQAI j O ashYVf qGUUMFr 4V1hokMBOBy GGThx8j x6Y/ S
plSyT4i | Usui YODD18EKLzt 8y3j FNPnHYAW f 2f B9J3nDAqgbi QdnbLAeD2RRUsy 7
=17c3zTl 6WL.6hsj +90GAs] / TG h@@2n7yUWPI 6CevopbJdeli A
----- END CERTI FI CATE- - - - -
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Certiflcate Infoermmation:

) common Name: cisce

% Organization: Temporary Certificate 587 745f0-29a0-11e3-a518-005056995b4b
Organization Unmit: Temporary Cerbificabe 587 74500 29a0- 11e3-a518-005056%495bab
Walidl Frome: Sepltembser 20, 20

Walid To: Septembas 30, 2014

Issuer: c=co, Temporary Certificate 587 745f0-29a0- 1 183-a5 18-00505699504b0

Key Size: 1024 bit

Q0D AQ

Serial Number: 1 (0x1]

2:901)l dgls VCS slgi a9 eliiw]

plaiw| Hlis| diSay eI e 620> ollgiv giog) gl (@ lidl puwVl Gusis 65lgis 4 VCS o> JS oY
Cisco TelePresence oslgiv cliwi| g1, .(CA) Guanll g 40l Ji8 0 da=990 wllgiv 9l Lil> d=9g0 lslgais
L2V e Jwle e Jaaxll Cisco VCS Luiw > go leolaziwlg

65lgadl b Jross i Lils ddn 63lgib clin) awai VCS plaskiw] dasS eVl 13D cua,

:Lol5 2lias clisl, ad9 OpenSSL inly VCS Il ixS Jos | Jsuwi; o8 .1

openssl # ~

OpenSSL> genrsa -out privatekey. pem 1024
Generating RSA private key, 1024 bit |ong nodul us
O

s o
(e is 65537 (0x10001

{(CSR) 63lgis gds5 b cliny Lol plisall 13D pasiuwl .2

penSSL> req -new -key privatekey. pem -out certcsr.pem

You are about to be asked to enter information that will be incorporated
.into your certificate request

.What you are about to enter is what is called a Distinguished Nane or a DN
There are quite a few fields but you can | eave sone bl ank

,For sone fields there will be a default val ue

.If you enter '.', the field will be left blank


http://www.sslshopper.com/certificate-decoder.html
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Country Name (2 letter code) [AU]:BE

State or Province Nane (full nane) [ Sone-State]: VI aans- Brabant
Locality Name (eg, city) []:D egem

Organi zati on Name (eg, company) [Internet Wdgits Pty Ltd]: G sco
Organi zational Unit Name (eg, section) []:TAC

Common Nane (e.g. server FQDN or YOUR nane) []:radius.anatony.com
:[] Email Address

Pl ease enter the following 'extra' attributes
to be sent with your certificate request

:[1 A challenge password

:[1 An optional conpany nane

penSSL> exi t

:Wil> d=9gall 65l elin| .3

openssl x509 -req -days 360 -in certcsr.pem -signkey privatekey. pem-out vcscert.pem# ~
Si gnat ure ok

subj ect =/ C=BE/ ST=M aans- Br abant / L=Di egenf C=Ci sco/ OU=TAC/ CN=r adi us. anat omy. com

CGetting Private key

H# ~

;oY 6,910 whblgidl ol (o 25T .4

Is -Itr *.pem# ~

rwr--r-- 1 root root 891 Nov 1 09:23 privatekey. pem
rw-r--r-- 1 root root 664 Nov 1 09:26 certcsr.pem
rw-r--r-- 1 root root 879 Nov 1 09:40 vcscert. pem
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Sarver certificate
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Berver certificate dats

Carvar cartifcals PEN Fila | Show sadvar canihicals |
Curranlly kasded camiScals axpiras on Sep 30 2014

Russl 1o daisull sarver oltificKis

Certificate signing request (C57)

Certificpie: negutst There & ne cerlificaby $igning request n progress

Generabe CERl

Uplosd new certificate

ESedect the server privale key fie “Co\privabekey.pem” LChoose... 1

Select the server oortificate file

“C-Wwescert penT Choose... | i

Upkiad asrvar cartificals dala

VCS pslg> g el 2Vl 13D 5 .6
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Certificate Configuration

(G Regenerate (G Downiosa [G) Generstecsr [} Downbaacsr

- Certificate Settings

File Name CallManager.pem

Certificate Name CallManager

Certificate Type certs

Certificate Group product-cm

Description Self-signed certificate generated by system

— Certificate File Data
] "

Version: V3

Senal Number: 136322006787293084267780831508134358913

SignatureAlgorithm: SHALwithRSA (1.2.840.113549.1.1.5)

Iszuer Name: L=Peg3, ST=Diegem, CN=MFCI1Pub, OU=TAC, O=Cisco, C=BE

Validity From: Wed Aug 01 12:28:35 CEST 2012

To: MonJul 31 12:28:34 CEST 2017
Subject Name: LePeg3, STeDiegem, CNeMFCI1Pub, OUsTAC, O=Cisco, CeBE
Key: RSA (1.2.840.113549.1.1.1)
Key value:

30518902818100e608e60chd1a9984097e9c574793463630535d0025825be7445c00abfacdd06aci0aZel 381cdlcobabisbans0
b48dd54c883c3004e4dbsfd4ed0f27bc2 14 7dedala661b19dc07 7ca7aefa0f8caf608656d 7 cf 7bad 727 3f6440ea1d8boB97 3253
eScad651f33d19d91365f1c8d6257a93f8ef3ed1a28170d2088a548e7d7edc8110203010001

Extensions: 3 present

1]

Extension: KeyUsage (OID.2.5.29.15)
Critical; false
Usages: digitalSignature, keyEncipherment, dataEncipherment, keyAgreement, keyCertSign,

Extension: ExtieylUsageSyntax (010.2.5.29.37)

Critical: false

Usage oids: 1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,
1
[

- | Regenerate |- [ Generate CSR 1| [ Download CSR ]
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Trusted CA certificate
\l__;_ Hoda: This VO & par of & chisber bul & o the configuralica Sasber. Aay configuiation changes Sade an s VO3S may b logl. Mons mformaton can B fund o the Cluslerng help paga.
: Upload
Sedect the Tie containing trusted CA cerlificabes Choose.. | i
ch corat e oo Gk coae ]|

Uplsad CA cartificale| Resells M[ﬂuiuﬂlﬁul&l
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Cal | Manager Pub

----- BEG N CERTI FI CATE- - - - -

M | OMDCCAgGgAW BAg! QZo7WOnj KYy9JP228PpPvgTANBgkghki GOWOBAQUFADBe
MQs WwOQYDVQQGEWI CRTEOVAWGAL UEChMFQR| z Y28x DDAKBgNVBAS TALRBQz ERVASG
ALUEAXM TUZDbDFQIW x Dz ANBgNVBAG TBk RpZWil b TENVAs GA1UEBx MEUGVN Mz Ae
FwoxM A4NMDEXMDI 4 Mz VaFwOx Nz A3 Mz Ex VDI 4Mz RaMF4x Cz AJBgNVBAYTAK J FMY4w
DAYDVQOKEWDaXNj bz EMVIA0 GA1 UECX MDVEFDVREWDWY DVQQODEWh NRk Ns MVBLYj EP
MAOGALUECBMGRA | 22Vt MQOwWCWYDVQRHEWRQZW zM GF MAOGCSqGSI h3DQEBAQUA
A4GNADCBI QKBgQDMCOYMRqZhAl +nFdHk0Y2PI NdACg! vnRFwAg/ r NgGr PG wTgc
0cxgs @ GQLSNLUy| PDAE5Nuf ROQPJ 7WhRI5KGMYbGdwHF Keui g+MI2Cd t f Pe6l y
c/ ZEDgHYvQ zJT5sr WJf MOGAKTZf HI 1i V6k/ j vPt G gXDSCI qEj n1+31 EQ DAQAB
01cWWTAL BgNVHQB EBAMCAr wind WYDVROI BCAWHG Y1 KwY BBQUHAWEGCCs GAQUFBWVC
Bggr BgEFBQc DBTAJBgNVHQ4 EFgQUK4] YX606BANLCal bKEN6YV7Bpk QMDQYJIKoZI
hvc NAQEFBQADg YEAK EGDARAMXt X4C! hEat QE3pt T6L6RRAY P8oDd3d! GEOYWhAZH
Agr w771 oi eva297AwgcKbPxnd5l Z/ aBIxvnF8TI i CSkj y+dJWasZW ei 9STxVGn
=NSr 10y At 8UJhODSUj GHt nv7yWse5BBINBDR/ r M| Rr | | RzAJDeyglLl g+we
----- END CERTI FI CATE- - - - -
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Trusted CA certificate

i Wote: This VOS2 i par af & chuslar bul s 56 the configurabion Saslsr. Any configuration chansss Sads on s VOS5 may be el Mo mformation can B faund o5 the Chislarng bel pags.

Upload

Seiect the fie contaning trusted CA certificates “CACATrust pam Choase. |I

CA cerlificat FEM File Show CA cerscale i

Uplyad CA certificais || Resst to defaull CA cemsficabs |
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Upload Certificate fCertificate chain
ggi Upload File H Close

—Upload Certificate/Certificate chain

CEl"tiﬁEE'tE |Ca|lManager-tru5t LI
Name

De=scription

Upload File |"Ci\wescert.pem”

- | Upload File | | Close |

® *_ indicates required item.
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Meda encryphion mods Auhy * L

Authentication

farhenbicaton policy Tresl as asthenboated =+ |

5P authentication irus! mode O = 1

Location

Paar | sddmss 10.48.36.203 !
Paar 2 pddngas ]

Peer 3 sddress

Paar & sddress.

Paar § sddmas !
Feer § pddngas i
Achiansed

Fone profTie Chcy Unified Communications Wanager - 1

o) Do) concn

Sinte

Nusber ol cals o this 2ene 0
Biandwicth usad on ths WS 0 kbps
Tolal bandwidth used across this cster 0 khps
Sesrch rules fangsting this zoae ]
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