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4 | EBe——17 F ), I
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L i L 1LITL I 1K

odpsele pds6 29J Iuvaduuldd igble TLS gl odlizol

1. 8 o)ps) pueldes TLS IJpowbdo

wudd l8e,)lLos: suoe Wireshark gJlos 2,96 0,9, SIP TLS Jpeuuds 5061. ol sguso 03l 09 luo
B s 980 s wedsd puoldzs TLS (poulbJs) wese gy ldpods 5062, Ju sg )
Wireshark Jss6 WY o vds) I 1Uey9) vuvdd uozse. oul pold eds puoldzs TLS
lJpowbds IJos e gu) IJpuds 5062 Jel 09 p9 0z IS 1Juo9,)6.

o,

A E—" = 48320 T:
171 2007-09-20 14:22 3nd549 146,20.193.45 172.18.2.2 e £5520 062 56 48520-5062 [ACK] Feqel Ack=1l win=14720 =0 TEval=387538 Tieor=444315303
172 2017-00-20 14:22 305898 146.20.192.45 172.16.2.2 TP 48520 5062 266 48520-5062 [PSH, ACK] Séq=l Ack=1 Win=14720 Len=200 Tsval 5387 1\19 ToeCr=444315300
173 2017-09=20 14:22:13. 305911 172.16.2.2 146, 20.193.4% TP 5062 48520 66 5062248520 [ACK] Seqel Ack=201 Win=20050 Len=0 TSval=44431540% TSecr=3875387348
174 2017 09 20 14 2? 13, 3)6342 172.16.2.2 1-16 20. 193 45 TP 50(6? 48520 2502 WG? 48520 [acK] Seqel -\(K 201 hin-tD(lGl) Lel\-2735 TS a1--“3I54=35 :sec 35 5387 349
175 2017-09- tds 172.16. 2 fd B320 S o & i 3

Jpl ¢y9uc odil wws9 Idpuoldzs pe ldlesble IUlve,)ljoss s Wireshark. sped ") @pe 1Jz500
175" Uui'uobé lJos syuvdol Expressway |Js Cisco Webex. 9pe 3JJ. JI spdod wzSy 3JY sy
WY oubls) yJo U.o_)s_) ould bysoly spdud wopl luwegole WY oS, 2yJs IJp)9, 030
zws Spdud o wosds 4956 pedyple Iduiolrs 3Ls ouwlsd abl £92926.
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Filter: | tcp.port==5062 Eﬁ:pmsmn Clear Apply Save

Mo. Time Protocol 5 Port Info
2017-09-26 :22. 801586 20,193, 2 EET:

Mark Packet (toggle)
6 2017-09-26 12:29:22.812818  146.20.193.73 Ignore Packet (toggle)
7 2017-09-26 12:29:22.813951  146.20.193.73 172.16.2.2 Tce 39427 5062 (© Set Time Reference (toggle)
8 2017-09-26 12:29:22.813967  172.16.2.2 146.20.193.73 Tcp 5062 39427 O G
9 2017-09-26 12:29:22.842476  172.16.2.2 146.20.193.73 TcP 5062 39427 o3
10 2017=-09-26 12:29:22.842491 172.16.2.2 146.20.193.73 TCP 5062 309427 £dit Packet
11 2017-09-26 12:20:22.854838  146.20.193.73 172.16.2.2 Tce 39427 5062 if! Packet Comment...
12 2017-09-26 12:29:22.855441  146.20.193.73 172.16.2.2 Tce 39427 5062
13 2017-09-26 12:29:22.856148  146.20.193.73 172.16.2.2 Tcp 39427 5062 Manually Resolve Address !
14 2017-09-26 12:29:22. 886778 146.20.193.73 172.16.2.2 TCP 39427 3062 Apply a5 Filter bl
15 2017-09-26 12:29:22.888012  146.20.193.73 172.16.2.2 Tcp 39427 5062 R ’
16 2017-09-26 12:29:22.888027  172.16.2.2 146.20.193.73 TcP 5062 39427 Prepare a Filter L=
17 2017-09-26 12:29:22.889249 146.20.193.73 172.16.2.2 TCP 39427 5062 Conversation Filter k|
18 2017-09-26 12:20:22.890429  146.20.193.73 172.16.2.2 TcP 39427 5062 Colorize Conversation vk
19 2017-09-26 12:29:22.890441  172.16.2.2 146.20.193.73 TP 5062 30427 scTe il
20 2017-09-26 12:29:22.890861  146.20.193.73 172.16.2.2 Tcp 39427 5062 N Tpom
21 2017-09-26 12:29:22.931331  172.16.2.2 146.20.193.73 TCP 5062 39427 v
22 2017-09-26 12:29:22.948520  146.20.193.73 172.16.2.2 TcP 39427 5062 FoRow DR, Stremn
23 2017-09-26 12:20:22.948537  172.16.2.2 146.20.193.73 TcP 5062 30427 Follow SSL Stream
24 2017-09-26 12:29:22.948868  172.16.2.2 146.20.193.73 Tce 5062 39427 - 5
25 2017-09-26 12:29:22.964782  146.20.193.73 172.16.2.2 TcP 39427 5062 oPY !
26 2017-09-26 12:20:22.965978 146.20.193.73 172.16.2.2 TCce 39427 5062 Britocol Pref srences b i
27 2017-09-26 12:29:22.965986  172.16.2.2 146.20.193.73 Tce 5062 39427 [EI e
28 2017-09-26 12:29:22.967140  146.20.193.73 172.16.2.2 TcP 39427 5062 : = [
29 2017-09-26 12:29:22.968398 146.20.193.73 172.16.2.2 TCP 39427 5062 | = Prnt.. i
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Ml Wireshark Decode As oR=="
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7 Do not decode | -
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Spice
SRVLOC

TCP |both (5062--39427) | =] port(s) as | SSH

STAMAG 5066 DTS
Clear ] STAMAG 5065 515 i
| show Curent | | = d
| Help ok || septy || Glose

1 pdsl. ool puds SIP TLS

el ©89p wuoLb puWd SIP TLS |Js 5062 Ws o osdle Wireshark. sedod g085 1956
JJ Idovdluosd Idos vesb oldeuoldzs: gldos cogoeu IJoslgsue. digle o3l ldogss,):

CBog IUowdd

clouedd lds o) > ouosdlo

- 8p woduwse IJuygesdsdle 925> SIP

- oww lJ SIPTLS psule |Js 5062 9b 9l 96 sbw @

C 8 woESSU IJBse6 08 185 1 5061 g3 1o eld IJopdsd Jpl 09 e9 oz B 1Juo9,8.



SIP TCP ports: | 5060

SIP TLS Port: | 5062

Display raw text for SIP message:

BBl Yo vopdsd vy IUIJeBlb 1o uvess Ideie po 169 [Us 175 p8dgj6. wesruo 1Jeied
175 wol>é Expressway-E g3l 9o ulJuﬁuDgSJ Jigwdd eds IUzjps: spdoud 16 o)s zpse
eSlosd Iusels Jpl 09 9 0z b 1JL09,6.

Mo Time Sennce - : it
AEE A0AT-00-20 14:32:03, 293607 146,20, 1945 el TR ARSI L 74 “ﬂ?‘ﬂﬂ ESYN]" S0 w14 600, L ein= MSS=1180 SACK_FERN=] THVA1=107 3387 117 THECr=0 Wh=l2f S
170 2017:09-20 14122:13.293846  172.18.2.2 193.25 TEP | 50B2 48520 74 506248520 [SvN, ACx] Seqed Ackel ; Len=0 uuuu-a Tecr: 37 WE-128

TR 48520 5062 r. nzb ': 92 [A( 1 5eqel Ackel wineld720 Len=0 TSval=3875387 348 Toec 4315393
TS, 7 45520 5062

eb 1c\bz qu [~< 1 Seq=l Ack=201 Win=20080 Lene0 TSval=i44315405 TSecr-18753187240

2. o oWs6 Wireshark

cwpl ©89p vopdsd IJodlb 1Ugsec Bpu [Jywod lo o9 9> VS IJIpso IUIws)6 pu ldzie
lJos wee pdlgbool WS IJo@lb pesu. pu ldpop lu wop u9g 2yJo Idpy9) IJos wowpe wol
Jos)l zos wwpdy pu wuodss Wireshark Jg) o 3JY. Bspl sJs weu2 £9lpd oS0
Wireshark IJulisgo IJos spdu luvegsleol Jdzuod eds wdluosd 29d pueldzs TLS
lJpowlbJe:

- tcp.port==5062
. ssl & tep.port==5062
- ssl.handshake.certificate & tcp.port==5062

3. luwogle uwolss po PCAP

p0 98w JI8y §> ceole JJzuesd eds uuwes eu Uiolss (¢he 19 235 19 suvsio). I3l Jp w o
o8 lsu wes [duuobé IJus wugd guole spdud luwag)lzol puli,b pu ldo@lb 1Jz)es.
VOspel sds IJgbsle 1Jglues wdsdss yugw Uiol>s Cisco Webex 1Jp 9506 £0> puoldz6 TLS

1. ouoss IJodlb 1Jzjeo wluvegsle ssl.handshake.certificate & tcp.port==5062

2. 23 p9 3¢ IJeipd [Jos sup ldeuesd edsol pu guslu gl Webex sowpe bolgs [Juolss
Bsol B Suwe IJpedsple.

3. Vs 1Jgipd wowe buds plgs IJosuosd IJlpws > Guolds TLS > o 39099d [Jpoldps >
IJuboble. pdlebs: 1J bolss IUbous/IJigs)6 B IJuvduwds os Idesze 1Jeuosd 1Jz3).
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@ Filter Capture @

— T Selected Packet
Fiiter | sci handshake. certificate B top ports « 5062 = | Expression... Clear doph;  Save
Ne. Time Source Destination Protecol 5 Port O Port Length Info
260 2017-06-13 18:31:38. T19606 108.101.251.5 172.17.31.10 TSV 2 5062 28351 776 Server Wello, certificate, serw @y Exchange, certificate mequest, Server wWello Done
721009 172.17.31.10 198.101.251. 5 TLSVL. 3 28351 5062 2222 certificate
104,239, 149,135 172.17.31.10 TLSV. @ 5062 28352 776 server Wello, cervificate, Server Key Exchange, certificate Request, Server wello Done
172.17,31.10 104,239.149,135  TLsVL.: 28352 5062 2222 Cartificate

TR 7
certificates Length: 5550
certificates (5550 bytes)

certificate Lengrh: 2338

NCANIBE=CA , 10 =21 = COUNLIyNARSsLIS )

4 cortificate (id-at-commonnames=HydrantID SSL ICA GIy
cerfficate Length: 1467
@ cortificate (id-at-commonName=Quovadis Root CA 2,1d-at-orgard
5 Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12}
sngth: 397
oiffie-nellman Server Parass
Ishake Protocol: Certificate Regquest
indshake Type: Cervificate Request (13)
wngth: 34
srriffcate types count: 3
srrificate types (3 types)
gnature Hash algorithss Length: 26

(1] e 30 B2 0 00 a0 04 02 0
50 98 2d b8 54 a2 56 30 36

Eport Subetud Pockt Byt |
Edit Packet

5. lz8b IJpJwd J .cer.
6. lu@) vl pyx9zl eds IJpd Idpz b Jooe [Jubolss Jel 09 p9 oz WS 1Jue9,6.

Certficate e

General | Details | Certification Path

L_R Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer

» Proves your identity to a remote computer

* Allows secure communication on the Internet
»2.23.140.1. 2.2

e 1,3.6,1.4 1.8024.0,3,900.0

*Refer to the certification authority's statement for details.

Issued to: |Zsip-cfa-01.dscospark. com

Issued by: HydrantID 55L ICA G2

valid from 11/ 16/ 2016 to 11/ 16/ 2018

|Install Certificate... | | Issuer Statement |

Learn more about certificates

Cox



4. oersd puwessle ouvesd IUsgsd |Js Expressway

ow9d) gpdul ouwesd eds Expressway ppl suwlesd gds Sop ldpub§ 1Uss w@89p wo
Expressway wuvdJ O od gus wedsd IJuvoble:

- plog.ssl
- developer.zone.zonemg

wuvdd 1Bo)lpos sop wessu spdle ldogwesd Iduelbss oo s puvess pedspele. gus
IJogssu lds puvess ouogse Idigble: spdud Idose O 1986 Idpgdyele 29d Seue
lJuwolsé 1Uds szowe pg pl sop wesswo Jgyds py9) ldpulb9é |Jse. 9ddul olusy
lJ9bbsdwsy Jopl yodo wgsped IJpdldele 1Upgodbe.

eold eJs Expressway-E 1J3s s89p wlole Wzuo SAN Jvolss ¢lse Cisco Webex.

2017-09-22T711:11:19.485-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,485"
Module="developer.ssl" Level="INFO" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1974)"
Method="::ttssl_continueHandshake" Thread="0x7f576cbee700": Detail="Handshake in progress"
Reason="want read/write"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1960)"
Method="::ttssl_continueHandshake" Thread="0x7f576cbee700": Detail="Handshake succeeded"
2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1l629)"
Method="::TTSSL_retrieveCommonName" Thread="0x7f576cbee700": Detail="Found common name in peer
certificate" CommonName="1l2sip-cfa-0l.ciscospark.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-0l.ciscospark.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-01l.wbx2.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="1l2sip-cfa-0l-web.wbx2.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="l2sip-cfa-web.wbx2.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="callservice.ciscospark.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(l654)"
Method="::TTSSL_retrieveAltNames" Thread="0x7f576cbee700": Detail="Found DNS alt-name in peer
certificate" AltName="callservice.call.ciscospark.com"

peold gds welbslb Expressway-E Jloold MTLS Cpeulo g6 DNS IJpgodbé oo Cisco Webex:

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564"
Module="developer.zone.zonemgr" Level="DEBUG"
CodeLocation="ppcmains/oak/zones/ZoneManager.cpp(1226)"

Method="ZoneManager: :getDNSZoneByTLSVerifySubjectName" Thread="0x7f£577£0a0700":



this="0x56408f£f81220" getDNSZoneByTLSVerifySubjectName classified subject name
callservice.ciscospark.com into DNS zone Hybrid Call Services DNS

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564™"
Module="developer.zone.zonemgr" Level="DEBUG"
CodeLocation="ppcmains/oak/zones/ZoneManager.cpp (1183)"

Method="ZoneManager: :getDNSZoneByTLSVerifySubjectNameList" Thread="0x7£577£0a0700":
this="0x56408f£f81220" Detail="Searched for DNS Zones by Subject Name" Found="True"
Candidates="12sip-cfa-01l.ciscospark.coml2sip-cfa-01.ciscospark.coml2sip-cfa-01.wbx2.coml2sip-
cfa-01-web.wbx2.coml2sip-cfa-web.wbx2.comcallservice.ciscospark.com" MatchedZone="Hybrid Call
Services DNS" MatchedIdentity="callservice.ciscospark.com"

2017-09-22T711:11:19.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 15:11:19,564™"
Module="developer.zone.zonemgr" Level="DEBUG"
CodeLocation="ppcmains/oak/zones/ZoneManager.cpp (1054) "

Method="ZoneManager: :getZoneByIdentities" Thread="0x7f577£0a0700": this="0x56408f£81220"
Detail="getZoneByIdentities, match complete" Identitites="{CN: 12sip-cfa-0l.ciscospark.com, Alt-
DNS: 12sip-cfa-01.ciscospark.com, Alt-DNS: 12sip-cfa-01.wbx2.com, Alt-DNS: 12sip-cfa-01-
web.wbx2.com, Alt-DNS: 12sip-cfa-web.wbx2.com, Alt-DNS: callservice.ciscospark.com, Alt-DNS:
callservice.call.ciscospark.com, Alt-DNS: 1l2sip-a-Webexcall.ciscospark.com, Alt-DNS: 12sip-prod-
11-dfw-public.wbx2.com, Alt-DNS: 12sip-prod-12-dfw-public.wbx2.com, Alt-DNS: 12sip-12sipprodal-
294-riad-public.wbx2.com, Alt-DNS: 12sip-12sipprodal-8l7-riad-public.wbx2.com, Alt-DNS: 12sip-
12sip-prod-wpsjc-web.ciscospark.com, Alt-DNS: 12sip-12sip-prod-wpsjc-web.wbx2.com, Alt-DNS:
12sip-12sip-prod-wpdfw-web.ciscospark.com, Alt-DNS: 12sip-12sip-prod-wpdfw-web.wbx2.com, Alt-
DNS: 12sip-cfa-02.wbx2.com, Alt-DNS: Webexcmr-wpa.ciscospark.com, Alt-DNS: Webexcmr-
wpb.ciscospark.com, Alt-DNS: Webexcmr-wpc.ciscospark.com, Alt-DNS: 12sip-wpa-01.wbx2.com, Alt-
DNS: 12sip-wpa-02.wbx2.com, Alt-DNS: 12sip-wpb-01.wbx2.com, Alt-DNS: 12sip-wpb-02.wbx2.com, Alt-
DNS: 12sip-wpc-01.wbx2.com, Alt-DNS: 12sip-wpc-02.wbx2.com}" MatchMechanism="DNSZoneMatch"
MatchedZone="Hybrid Call Services DNS"

Ospl sds Blispes wldpeuvIddle IJieJcU Jws9gl ldos eyovb wyvd TLS Idpowbd wsu
Expressway-E 9 Cisco Webex.

Lquui.Ja 1. Expressway-E Jl s& 9 Vs pyze IJuivolds (CA) IJss 998 Jvol>s Cisco Webex

Suwps gbpe Cisco Webex |Uss sdu eds loold polui, pe Expressway-E ¢l L2SIP. sgo
S99SE Ebp L2SIP o3l w9luubs Ebhp 9 ush wluwpe Julisg 09 Hydrant SSL ICA G2. swp w9 dsSE
lJouwsh po God uwdbé iuolss 1Uz3) [dos Jol luwe puve,d J QuoVadis root CA 2 Jel o9
£9LPT SO 1Juoy)s.

pdlebé: 9> sJ9y 03l g5 ,06 JUOESS).



Certificate [ 22 Certificate ey

| General [ petas | Certficaion Path | | [ General petais | certication path
ﬁ Certificate Information R Certificate Information
This certificate is intended for the following purpose(s): This certificate is intended for the following purpose(s):
» All issuance polices #2.23.140.1.2.1
» All apphcation polces *2,23.140.1.2.2

»1.3.6.1.4.1.8024.0.2.100.1.2
»1,3.6.1.4.1.8024.0.3.900.0
+ All application policies

* Refer to the certification authority’s statement for details.

Issued to: QuoVadis Root CA 2 Issued to: HydrantiD 551 ICA G2
Issued by: QuoVadis Root CA 2 Issued by: QuoVadis Root CA 2
Valid from 11/ 24f 2006 to 11/ 24/ 2031 Valid from 12/ 17/ 2013 to 12/ 17/ 2023
|Instal Certificate...| | Issuer Statement Instal Certificate... | | Issuer Statement
Learn more about certificates Learn more about certificates

| o Lok |

Serial: 0509 Serial: 7517 16 77 83d043 7e b5 56 c3 57 04 e 4563 b8 ebd3 ac

ooesd IUgbs IJisds Joedsd 2,96 1Jpu9) 030 pu puby, wubvés o Expressway B [z
eu logol TCP. e 1doze Os louald TCP. pwowee 0 9ses Dst-port=5062. ¢ pz)> wzds>
lJpulb 8o Vs Iduwedle IJos wp Yol pelado ol IUleuold 9ol gwswor Spdod wgs 3JY
oz g0 puoldzs TLS IUos sop 1Jluihs [Jsel cuvdd gle wsloubs beldle Iduvzd IUos
oSy s puoldzs $s> Idedop.

2017-09-20T10:49:18.427-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 14:49:18,426"
Module="developer.ssl" Level="INFO" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1974)"
Method="::ttssl_continueHandshake" Thread="0x7f29ddefa700": Detail="Handshake in progress"
Reason="want read/write"

I3l Jpo sJu Expressway-E so8 b Uivoble Cisco Webex 1Jp9 886 Bspdoud wode lu s@9p0
Expressway-E o, o [Jibolss polyiye wgs ldeeld Idpuoldes. spdu pdlzbs 3Jd Vs
ouwesd Expressway-E oo ¢JIJ Ibeldle Iduwzd o3o:

2017-09-20T10:49:18.724-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.73" Src-port="58531" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="self signed certificate in certificate chain" Protocol="TLS" Level="1" UTCTime="2017-09-
20 14:49:18,724"

2017-09-20T10:49:18.724-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 14:49:18,724"
Module="developer.ssl" Level="ERROR" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(68)"
Method="::TTSSLErrorOutput" Thread="0x7£29ddefa700": TTSSL_continueHandshake: Failed to
establish SSL connection iResult="-1" error="1" bServer="true"
localAddress="["'IPv4''TCP''172.16.2.2:5062']" remoteAddress="['IPv4''TCP''146.20.193.73:58531"']"
ssl_error_reason="error:14089086:SSL routines:ssl3_get_client_certificate:certificate verify
failed"

2017-09-20T10:49:18.724-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 14:49:18,724"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.73" Src-port="58531" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="self signed certificate in certificate
chain"

spdu lu oupdd Huwlds ¢lol Expressway Jigol wuis) [Js Uivolsd 09886 slosl Bs yuduwds



|JLJAJOI>IU SUSe J!J Wireshark |JL9|C ub_)o Eu 'Juu E_J;S IJUUI)J PU pubﬁ_) UE_J;SJ IJU\_Slb
2jped Wireshark. spdod o ens w929 ivo §u>pl U@ wsisé Webex LJuobuol Sl
Expressway sJowd 98,90 wubols sl bl CA g5, 08,99 Jpl 09 p9 0z Vs [Juo9)s.

Selected Packet
2094 cervificate, client Key Exchange e
73 Alert (Level: Fatal, Description: unknown ca)
66 506257538 [FIN; ACK] ?-lq-!ln-w-iln Win=42416 Lens T5va1=865604070 Tsacr 3018096214

18 2007-09-20 14:49:18.557

172.16.2.2
146.20.193.73
T

¥ Frame 19: 73 bytes on wire (584 bits), 73 bytes captured (584 bits) .
¥ Exhernet 11, Src: veware S8:0f:31 (00:0c:29:58:5f:31), Ost: el:O0e:da:cB:8c:f3 (ed:0e:da:cB:Bc:f3) \
# Internat Protocol version 4, Src: 172.16.2.2 (172.16.2.2), Dst: 146.20.193.73 (146.20.193.73)
# Transmissfon control Protocol, Src Port: 5062 (5062), DSt Porr: 57538 (57538), Seq: 3774, Ack: 5933, Len: 7 T
secure Sockets Layer o
TLEVL. I Record Layer: alert (Level: Fatal, pescriprion: Unknown CA) T

Content e: Alert (21) .
“\T‘J 1.2 (0x0303) Expressway-E RSTs Connection
3

el: 2
“x: crip:m unknown cA {48}

IJzJ:

Jed 030 1JelJé: szw o wolds pu lu Expressway-E so@ b gudble Jvolssé Cisco Webex.
vsupl spdud couwlbs [uwop)lz 0do lduboble pu wowg Wireshark 9ozesdol IUs pgso
Juvoble CAlJe9e99 wo eJs Expressway. w98, Expressway b,s96 loulo:

- ouwesd 1Usged |Js Expressway-E

cloedd lds obesdle > bhe guoble IJube s

- 23 2sh I Jewesd eds Iduvoble Jel 09 p9oe S 1Ju09)6.
; Status System Configuration Applications Users Maintenance
I Cisco Collaboration Cloud certificate management

i ves Expressway does not register for any Hybrid Services.: For Call Service Connect, it must have a secure fraversal zone to WVC S Control

| CA root certificate management

For some hybrid services, the VG5 Expressway needs fo frust the CAs that sign the Collaboration Cloud certificates, and you can install them here.

Get cerificates

gud 030 lJugbié: sup wresd pilze uvoble Cisco Webex |Js pgju Expressway-E 1Je9e9.8 CA
(IJuoslus > |J|p|u > Juobé CAlJe9e98 wol).

IJpuwlids 2. lgup £s) wozse Jpsuose TLS 1oz dd pu Iluwe £Js Expressway-E Cisco Webex
Hybrid DNS Zone

Jeie pu puoldzs TLS Idpolbds: suwedse louold @306 IUpdldele 1dpgodbd Idozdd pu
TLS. 903l sg0s lwo wldlolws |Js 1Je o s Juolle Cisco Webex CA: swe$§ Expressway
20 Idpelds po eI 10288 po 28J "luwe Idwasd Jdpsuase (SAN)” B Idbolss 1Jedses
JJolds pu luel weugs eds Bspéd pod callService.ciscospark.com |Je9z9s. I31 Jp wJy o030
lJB8Sp0 092920 O wsIvd luwwagle IJgl)s.

I 03l Iduwsulysy IJgluo: s@sp ¢lbpe Cisco Webex uolseo [Js Expressway-E. wpe9s
IJuwols wldwed eds 25 Lo ds wgisu (SAN) pgoduwss. sog Vs Idlgcol) IJzldo IJos s89p
Vol Expressway-E ldozdd pu Iduvolss 1Jglues wuveds Idogiso (SAN) IUgluss o
callservice.ciscospark.com 9JJuo Jl $g> 3JY. gus 1J9dle wosl IJi, o spdud puiless ¢l
peled Joshhlgd ldowwesd Idodugsuos:

2017-09-20T11:17:42.701-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"



Service="SIP" Src-ip="146.20.193.45" Src-port="46049" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="Peer's TLS certificate identity was unacceptable" Protocol="TLS" Level="1"
UTCTime="2017-09-20 15:17:42,700"

2017-09-20T11:17:42.701-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 15:17:42,700"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="46049" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Peer's TLS certificate identity was
unacceptable"

Bl oo ouuegs e Wireshark Jogdsd puoldze I vol>s 030 Wspdoud IJgey, E_Js o0 )
o§>sp Cisco Webex Juolyoo: s 99,0 Expressway wlels wyzso IUlouold wg> Be )6 §u08,0
Jpl 09 p9 o IS 1Ju09,6.

Selected Packet

TLSVL. 3 46049 5062 294 certificate, client ey Exchange 44—
2-46049 [ACK] Seq=4746 Ack-5933 win-44416 Len-0 Toval-447844787 Tsecr-3876716684
e cipher spec, Hello mequest, Hello Request
ACKL6253 WinasT108 Lench TSvaled47654790 TSecr=3878716745
pred Mandshake Mes sage
797 acks6253 Win=47104 Len=0 TSval=447644500 TSecr=3678716745

Extension (id-ce -.uuju:.ﬂu..urc)
extension Id: 2.5.29.17 (id-ce-subjectaliname)

lzsup cfa-01. ciscospark, com =Y
Gene : dushame (2) i
NS “1%"2 'IISIU -cfa-0l.wbx2.com i~

Expressway-E RSTs Connection

p
GeneralName: dusname (1)
dusName: 12sip-cfa-web. whx2. com
Generalname: duswase (2)
duswame: callserv we ciscospark.com 4— SAN Value
GeneralNase: dushase (2)
dusName: cal Nsery |c9 call. ciscospark. com

Joid@) wd9sy 030 1IJ8Spd Spdud IUlueyld 1Js pulb 96 Webex Hybrid DNS IJos wpe
odysuol Jded. Bl Iy Ibsd IJedgsy Expressway-E xConfiguration: Wsedod Idoze o
Suwe wdosu Idpob§s Jopdsd Jsdss wdosu luwe Idpsunse 1Uds swedd TLS puo.

wlJouwed s xConfiguration. Jlz b o 1dpulbld sop bdool Lpse wdoy lJpub§é 1 os
I._JI9J§ Bspl sds xConfiguration oo wsisé IJpuuldd IJos op wedsdel lgdlo.

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Mode: "On"
*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Subject Name: "calllservice.ciscospark.com"

9Jpl Spdud i oS I Idpold: W)y TLS Verify Subject Name wpe wessuo £ds
callService.ciscospark.com .>Jl oo callService.ciscospark.com. (Jlzb IJz,8 "I" IJlolWds).

lJeJ:
Jed o030 lJpuvddé: seo wedsd TLS Verify Subject Name:

- ouwesd 1Us>gsd |Js Expressway-E

Cloodd s IJodssu > polb@ > pulb

- o2 pulbds DNS Jdgsele IUpgodbs J Webex

- oessu luve e IJezdd pu TLS eJs callservice.ciscospark.com
- T tu.é.lb

pdlzlbd: sz Ludsd cuwzsd 1Jgb Iluwluus. seuo 03l 1ddume 1ozdd pu LoRs Livelss
Expressway glJogsso Jpulb 96 Webex Hybrid DNS.

pdlebbé: ool pu ey Expressway x12.5 9000l w85 wp luosl) pulb 96 "webex" zs56.
wd9p pulb 6 Webex oo wpde wdysy ldpulb§o IUpbdyws Jlouold o Webex. ol
Seus lud Jp wgs puok)s Jogssu pauese TLS "ozl pu lsuoe” 9 TLS "ldezdd
pu luwp ILJIogL{'ogg_". JO}.JL}ULSJD lJodasu: s9uos wldluwodls pu pulb 96 Webex 31 Ju o
oubsd x12.5 19 |l Izxe pu ey Expressway.



1JpuwliJs 3. Jl syuwd Expressway-E uJuwds lJuveble 1Jdleds |Js Cisco Webex

Jzie pu puoldes TLS IJpoubJs: szw lu e Cisco Webex s iols>é Expressway-E.
wew9s Cisco Webex gds $lises Jlpdo po CA lJgle Idos wo® Wsol. wuvdd ueddes: suze
PLolO28 TLS guspl swp w9dse Uuolss Expressway-E oo Sod poze puedd ele Sogpo Cisco
Webex. 90991 JJouopse: wyuvd Expressway-E Luolbwol W §b leule puoldzs TLS Cldygp pu
w9dseol pu Jod pize pu2dd Ele. Jbuwld uwduwds Iduioble IUdleds (I3, 9ldsuwsb). szw
luols odd Idgveble IJs péio yvoble CAlJesesd wo eds Expressway-E oo wo.

Bl dp sop lJsSle Lol IJuinb. ]y Cisco Webex s, 9o yuol>é Expressway-E. go>
lwedunl IRble 21Js wblod 030 IJpundds sluadlzel: spdud lwedsle uvedle IJogvgsue
9 tepdump o Expressway-E. gos wpdsd wwedle ouvgzsue Expressway-E. yuoys bl ppled!
Joil IUgbl oyl:

2017-09-19T711:12:09.721-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.45" Src-port="33441" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="sslv3 alert certificate unknown" Protocol="TLS" Level="1" UTCTime="2017-09-19
15:12:09,721"

2017-09-19T11:12:09.721-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 15:12:09,721"
Module="developer.ssl" Level="ERROR" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(68)"
Method="::TTSSLErrorOutput" Thread="0x7fc67c6ec700": TTSSL_continueHandshake: Failed to
establish SSL connection iResult="0" error="1" bServer="true"
localAddress="["'IPv4''TCP''172.16.2.2:5062']" remoteAddress="['IPv4' 'TCP''146.20.193.45:33441"']"
ssl_error_reason="error:14094416:SSL routines:ssl3_read_bytes:sslv3 alert certificate unknown"
2017-09-19T11:12:09.721-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 15:12:09,721"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="33441" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Got EOF on socket"

I3l edJep 03l 1Jle, po pulby, Wireshark. yvo 90 o Expressway-E s9>p wigsuoo. Bl Gpw
wo9wSE Ieips: spdud 1o S o Uwol>é IJghe VYb IJh,thu Sp Sy9 o Cisco Webex
pol826 TLS 030 wyuwlds gl CA ¢, pe,9w96 Jol 09 p9 0 Bes IJLo9,)6.

P -Selected Packet
40 2007-09-19 15:12:09. 610059 172.16.2.2 146, 20.193.45 TLSvl. 5062 33441 2600 Server Hello, Certificate, Server key Exchange, Certificate mequest, Server nello Done
42 J017-09-19 15:12:09. 664330 146.20.193.45 172.16.2.2 e 33441 5062 66 334415062 [ACK] Seq=201 Ack=1360 Win=l7536 Len=0 TSval=3701981688 TSecr=3I60011709
43 2017-09-19 15:12:09. 664651 146.20.193. 45 172.16.2.2 TR 33441 5062 66 33441=5062 [ACK] Seqe201 Ack=2535 Win=20480 Len=0 TSval=3791983685 TSecr=360011709
45 2017-09-19 15:12:00.72142 146, 20,193, 45 172.16.2, 2 TLSVL. 33441 3 Alert {Lavel: Fatal, Description: Certificate Unknown)
86 2017-09-18 15:12:0% 1'2151! 146.20.193.45 172:16.2.2 TR 13441 u 33441-5062. [FIN, ACK] Seqe208 Acks2535 Len=0 TSECr=160911744
AT R0AT-09-89 15112300, TS ATAGLT 1462019345 TP s062 86 . HCK] Seqe2335 Ac N=30080 Lan=0 TSval=3609E1821 TSecr=3
48 2017-09-15 15:12:00. 751022 146. 20.153.45 172.16.2.2 TER 313441 66 33441-5062 |Achl Seqe200 Ack=. 25 1|v-2068¢l Len=0 TSval=1701981779 TSecr=360011821

L - L bit! E 2
= Ethernetr II, src: veware_58:9f:31 (00 B BC:H ichiBeafd (e0iOe:dachifeif3)
o Intarnet protocol version 4, sre: 172, Is 2.2 (172.16.2.2), Ost: 146.20,193.45 (146.20,193.45 - g
w Transmission Control Protecol, Src Port: 5062((5062} DSt Porr: 33441 (33441), (sm 1, Ack: 3&1 Len: 2534 Spark Rejects the Handshake “Certificate Unknown" error
= Secure Sockets Layer
# TLswi.2 mecord Layer: mandshake protocol: server mello
= TLSw1.2 Record Layer: Handshake protocol: certificace
Content Type: Handshake (223
version: TLS 1.2 (0x0303)
Léngth: 1722
nandshake protecel: Certificate

Handshake Type: Certificate (11)
Length: 1718
Certificates Length: 1715
Corvificanes (1713 bytes)
certificate Langth: 1712
certificare (id-at-comsormane=amer -expresswaytl, ciscotac. ner,id-at-organizationalunitvane=ponain Control validaved)
& signedCartificate -~
@ algorithardentifier (sha?SGwithrRSAEnCryption, —— &
Padding: 9 ! vREsee) — Expressway-E Server Certificate

encrypted: 23238dab2dasddlibed 3228delelfaefOelizabfbasizsar. ..

lJgJ:

in order to glJew L_J.ou.u-JJo WO 03l yusulyss: [ Suwés upload I|J CAs poyuwlo 9g3,8 o
SYIU UL puw VS wIGSE pu Expressway-E Lol |Js Id 09898 CA puwe9se:

|Jglogs 1. ywed 1U>g9d IJs Expressway-E.

lJgb9s 2. luodd IJs Iduoslué > |.Ju|p..§u uold 1Jpesze IJpuodd 1Uesend wo.
1J21096 3. 235 [ewsh pdW cro Slisps Idozesd oldd)w pu luwdd 9lzos IJpuwegse.
lJ¢logs 4. |au_) ol IJpyze Idpuord Idos vhde Vs w9 dse Expressway-E.

1Jg 96 5. 235 |olds Jbolds pize puod8-



IJglo96 6. I, IUgbsle Jzese uboble Ideze Idpuosd 1deced 86 wusdse uolrs
Expressway-E (IJsusbé: 1Jgd)).
lJglb9o 7. 235 |olds Liolds pyze puodd.

dupyd 1Jopld 030 lJgpdsé. WS ig ou,__}u.Jé lJuvoble [JIleds |Upwed 96 w9 8SE Luolo
¢bpe Expressway-E popué Os wubd ldpluse. oul gs50é ppl guasle Bl Ypo voedsd
lJoslb 256 oluuoale Wireshark.

___——Selected Packet
22:13.336358 172.16.2.2 TLSV1.§ 5062 4B5X0 1426 Certificate #—
146.20.193.45 TCR 48520 5062 66 46520=5062 [ACK] Seq=201 Ack=1369 winel73536 Len=0 TSval=3875367396 TSecr=444315436
146,20,193.45 Ter 48520 5062 65 48520-5062 [Acx] Seqe20l acks2737 winwi(480 Lensd TSvaleiB75367390 TSecr=4dd315436
146.20.193.45 e 18520 5062 66 48520~5062 [ACK] Seqe201 Ackad007 WEn=21296 Lens Tsval=3R753B7400 Tsecr=id4115436
172.16.2.2 TLSvl.a 5062 48520 715 server Key Exchange
146.20.193.45 TCP 48520 5062 686 48520-5062 rl‘\] Seq=201 Ack=4746 win=26112 Len=0 Tsval=3875387411 TSecr-44431545%
72 2 TSVl S 48520 062 73 Alert (Lavel: Fata Das rlpllor certificate unknown)
1198 2007-08-20 uﬂrwm B 172.16.2.3 TR 48520 S06T (66 4B5I0-5062 [FIN. ACK] Seqel08 aAcked746 Win=26112 Len=d T5val=387 5387711 1
199 2007-09-20 14:23:13. 668071 1362019345 TCR - so62 48520 65 5062-48520 [FIN, ACK] Seq=4746 Ack=209 Win=30080 Len=i mtﬁummn'
200 2017-09-20 14:22:13. 681586 172.16.2.2 TCP 48520 5062 66 48520-5062 [ACK] 56q=209 Ack=4747 Win=20112 Lén=0 TSval=3875387725 TSecr=444715768

EXhernet 1T, Sec: Veware_58:0f: 2 i : g
Interner protocol version d, src: 172,16.2.2 .16.2.2), Dsr: 146, 20,193, 45 (14 4
Trarsaission Control Protecal, Src Port: :Dﬁz (3042}, Dst Port: 48520 (485200, Seq: 2737, Ack: 200, Len: 1360
[2 Reazsembled TCP Segments (2932 bytes): #174(2642), #175(1296)]
Secure Sockets Layer
TLSV1. 2 Record Layer: Wandshake Protocol: Cervificate
content Type: mandshake {22)
vérsian: TLS 1.2 (0x0303)
Length: 3933
5 wandshake Protocol: Certificate
wandshake Type: Cervificate (11)
Length: 3929
certificates Length: 3528
Cervificates (3926 bytes)
certificate Length: 1712
= certifigate (1d-an-commorsame=amer-¢xpresswaydl. ciscotac, net, id-at-organi zatfonalunicnase=pomain control validated)

gf"e{ > cerrificate Length: 1236

&f —po @ Cortificate (id-at-commormasesGo Daddy Secure Certificate suthority - G2,id-at-orgarizationalinityaseshutp://certs, godaddy. con/repos itor, §d-at-0rganizat forkase=Goraddy. cos, Inc. ,id-at-TocalityNames:
certificate Length: 962

_gp @ Cortificate {{d-at-commontiame-Go Daddy Root Certificate Authority - 62.id-at-organizatiorsame-Gobaddy.com, Inc.,id-at-localityName-Scottsdale,fd-at-statedrProvincename=ar izona, d-at-countrykane-us)

IJpuwlids 4. 2215 1Jzelsd swos cldss louold TLS IJpeulbd

gls pl su9lde gd Expressway pg zol) zplss. Ws Jos) pu ldlzslu sep ouvgsd 2o [Jgelss
IJeoe0 Jdod wudg ol po Szuo bods ldobosy. ElJol pg 2d Expressway. gusel s99p 250
IJzelss vouvgsd Vzuo bods Idobosdlo: sis ldpuwsdso Iduclsz Esy 1dpgse Ssol.
ouwlesd odo ldpuvdJs IJElLos eds wzass 99 Ybg lJlouold wuvdd pVlzis wes> Voo
bogs vlbusy gl 1Jegelss.

Cluwosle wedle IJogvgsue po Expressway. spdud e gu puoldes TLS IdpoolbJs
lJos op pzlads llool. sze lu elos 030 IJpuoldzs: Jel 09 o33y, wlodli wgd 990 uos) pu
logble quoU TCP g,y IJpu93 5062. s o3l Iduwsubsy gus Bbg zal) 1dzelse IJleuold:
s 030 Iigble Jopo wuvesd IJouigsue.

Thread="0x7£6496669700": TTSSL_continueHandshake: Failed to establish SSL connection iResult="-
1" error="5" bServer="false" localAddress="['IPv4''TCP''172.17.31.10:28351"']"
2017-06-13T13:31:38.760-05:00 vcse tvcs: Event="Outbound TLS Negotiation Error" Service="SIP"
Src-ip="172.17.31.10" Src-port="28351" Dst-ip="198.101.251.5" Dst-port="5062" Detail="No SSL
error available, probably remote disconnect" Protocol="TLS" Common-
name="callservice.ciscospark.com" Level="1" UTCTime="2017-06-13 18:31:38,758"
2017-06-13T13:31:38.760-05:00 vcse tvecs: UTCTime="2017-06-13 18:31:38,758" Module="network.tcp"
Level="DEBUG": Src-ip="172.17.31.10" Src-port="28351" Dst-ip="198.101.251.5" Dst-port="5062"
Detail="TCP Connection Closed" Reason="Got EOF on socket"

pu puby) 1ol 1Jzseé pwess I, Expressway-E SWp py990 lJs Cisco Webex. «,s TCP
RST slos Ws loglo Cisco Webex Jol 09 p9 0z O 1Juo9,)6.



_——— Selected Packet
2222 certificate «t—
5062-28351 [ACK] Seq-6087 Ack=52 58
Exe

193_w:.251.)

1)1 !110

LSVl i

B 10 T
Lﬂ Z!&-.lﬁ" 135 W
B

: o b on Wire (17770 bits), 22220 p ¢ (17776 b

+ Gthernet II, Sro: weware _S0:34:64 {on.sn.sn.m.za.(..l} D3t: PaloAlto_00:01:30 (00:1b:17:00:0L:30

¢ INternet wumcol version 4, Src: 172,17.31.10 (172.17.31.10), Ost: 198.101.251.5 (198.101.251.5) -

= Transmission Contral Protocol, Src Port: ?B)il (2&351) DSI PU( 5062 (5062), 5eqi 3123, ack: 6087, Len: 1156 .

5 [ Reassesbled TcP Segeents (5052 bytes): #262(2806), (21563 o
Secure Sockets L.ly!l' -

i.]nexpected RST with no error code

ardsh. Protocol: Ce ate

Handshake Type: corciticate (1)

Length: 5043

certificates Lengrh: 5040

Cl!rti!i:ncs (5040 bytes)
cmihcuc Lengt

., 8 g corvificate (id-a Namg=vCS e, td-ag-organdzationalunitname=oomain control validated)

(\\E
Cernvificate Lengt
(gi-Cortificate (id-ar-comsonnasesGo Daddy Secure Certificate suthority - G2, id-at-organfzationalunitnameshtrp://certs. godaddy. com/repositor, 1d-at-organizat fonuasesGopaddy. cos, Inc.,fG-at-localftynasesse
cerificate Length: 1153
o
—p-cortificate (id-at-commonName-Go Daddy Root €ertificate Authority - 62.9d-at-organizatiormame-Gobaddy. com, Inc.,id-at-localityname-Scottsdale,qd-at-statedrProvincenane-arizona, id-at-countrynane-Us)
& \p\" certificate Length: 1028
\1“ 4 Cornificate (id-av-orgamizavionalunitnase-Go Daddy Class 2 Cervification aut,id-ar-organizationnaseThe Go Daddy Group. Inc. dd-ar-countrynNase=us)
o
W adf
N w*

JJgoJo UigJ._s. 92 UEWLW© I oolgeJ aJoI ol Vs ol Expresswqy-E. Jigwod ol itblc 030
lJouudJé sluodlzole sgo edsd ladl weass IJlglole gds oo IUluisJé:

- od wp w9 dse Expressway-E L9l ubos pyze puodd Elp s& B Vso Cisco Webexs
- od Swp wepesd yuolyé Expressway-E sls uobsle pewed 96 w9 9se uvolrs Expressway-E
$393! 1Js pzey [Jozdpe s Cisco Webex (https://admin.ciscospark.com)S

WO oo IJzlde 1Ugluoo Jp sYu Ided 09 luwwgsle Jogo wede Cisco Webex Jbslyo isoble
Expressway-E. 903l sgus lwo szo w9 dse Uvolsé Expressway-E oo dod poze P28 Elp sO¥
Wso Cisco Webex. wwegsss eJs g)pd IJduivel>s Ws Ide@llo Wireshark (Jel 09 p9 oz lgdlo).
Sedud o o)s o 1dyuolss e wadseol pu pize 2238 Elp slu Iduvduwds 1JIleds o e
buwldol |Js Cisco Webex. J3JJ: Jl suwés lo odyu ldpuwlds pyowbs o volsé Expressway-E.

gud 030 IJudbo: Bl Jlue ould 2lzs 1Us pis> pu IJejd Bspdud IJo@lb 2506 oo IJ9lzoo
lJébeso Jesl) Uaﬂsé 9p& 3JIJi s8> £30 929> tbi SSL Ws ywed IJuLptsuo uldbé wslule
pops. [l lgue,zee iedlo (Iluosly 3.) I3l Jp s3Iy Cisco Webex s B uvol>é Expressway-E.
OSew io <)S WIE pl pu uwww lu@blg SSL. W6 o030 1JzlJs: Jp S99, abl SSL.

pdlzba: |3l -Juu o8 Idezuesd eds IJod@lb 25p6 pu 2ol Idzelso gz IJslzes: WJu wys
TCP RST slos W pu wsiss Cisco Webex.

lJzJ

wldogweos Josl Iz U'alua SUESU &Jusd duiu@djs gpsd llgoel eds u'%@é IJiely J>~§=’J-
Expressway_9l>l -JIU J)J-J‘ dsau u&b.,s.J ).J-J 5_9,_,03_ Jpdz. 94 pu )J..sJ UL I>_9|u lJoegde
B bole IJoedpe Vs IJIaoJo IJIe,)luose (VCS) 9.,90999d Expressway Jelsl s9,06
IJepdle LlsllW wUbgsd 030 IJgbsus.

IJpuwids 5. sop o9 dse Expressway-E oo Gowd CA lUgle 9JIJ0 sop wepsd Uboble wasds
pu Cisco Webex Control Hub

9> Seaw o3l Iduinbo [Jpeess gldol g0 vy gd Expressway oo [Jwslss sdsyy Jrsd u‘:’uol)é
Expressway-E 09986 o0 ez U233 Ele B IUwolss. ol szoe S 03l Iuwsobss 09 lu wdge
wogesd uvolss e Expressway-E (Idos wp wadseol sledsl) IJs peas IJozde B Cisco
Webex zus spJdud |Jpld plyole TLS IJpowlbds wogle. wed 3JdY suwoes wd Ul
wldeuesd eds Uiol>é Expressway-E 1p99e6 pu pize pu228 el 9pg 3JY wuyws LilJs yuolss
l\JabP U Paﬁ.) |Juaero ds Cisco Webex. U |Jroo|o ro‘c‘_)do |uo g UCP‘S\J uuobo |J§ PCo
lJozde s Cisco Webex. Wy oJd IJgiol>s UI@ IJI9J3§0 eds IJuvolyé gldywd ywdsé IJos


https://admin.ciscospark.com
/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-9/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-9.pdf

S&>pol Expressway loule puoldes TLS.

PU pUbY,) cuwesd wubEsues J Expressway-E. (9> wwng 030 IpuivdJs ppleds Jougbse
IJouvesd 1U3s sop oddse guspel Jl se@ Cisco Webex s uolso Expressway-E — gJs
wvosd IJpald. 21Js g3 Luwld Expressway-E udoudowdool 1Udleds 19 €30 <o 8se Liolss
Expressway-E _9luubs pize puo38 glp wo@ Vo Cisco Webex. WO ol sJs 506 ppl Spdud
09880 Vs wuwesd 1Usgad 1Us p98e Expressway-E loule puolbes TLS:

2017-09-20T10:22:13.669-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.45" Src-port="48520" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="sslv3 alert certificate unknown" Protocol="TLS" Level="1" UTCTime="2017-09-20
14:22:13,668"

2017-09-20T10:22:13.669-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 14:22:13,668"
Module="developer.ssl" Level="ERROR" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(68)"
Method="::TTSSLErrorOutput" Thread="0x7f4a2cl16f700": TTSSL_continueHandshake: Failed to
establish SSL connection iResult="0" error="1" bServer="true"
localaddress="['IPv4''TCP''172.16.2.2:5062']" remoteAddress="['IPv4''TCP''146.20.193.45:48520"']"
ssl_error_reason="error:14094416:SSL routines:ssl3_read_bytes:sslv3 alert certificate unknown"
2017-09-20T10:22:13.669-04:00 amer-expressway0l tvcs: UTCTime="2017-09-20 14:22:13,668"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="48520" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Got EOF on socket"

IJs ub)s eds o3l pu pulby) Wireshark spedodd Io oy oul Iy, Expressway-E S Jvobwo Vs
IJous 175 po Iduwbo). 08> wupes golue)y uwlbo) oy e wsisé Cisco WebEx Idwolsé Idws
22w9s eds gl "Uolss ) pE998" Jpl 09 09 o Vs [Juo9,8.

__——Selected Packet

'S 200
176 201 ~
177 J007=-09=
178 2007 =09~
179 2087-09-

L1822, 6. 20.19 i 6 G Cortir
146.20.193.45 72.16.2.2 TP 48520 66 48520-5062 Seq=201 Ack=1369 Win=17536 Lén=0 TSval=3875187308 TSecr=844315436
146,20.193.45 72.16.1.2 e 48320 062 66 48520=5062 [ACK) Seq=201 Ack=2737 win=20450 Len=0 Tival=3575337300 TSecr=444315436
146, 20.193.45 172.16.2.2 TCP 48320 062 66 485205062 [ACK] Seqe201 Ack=4037 Win=23296 Len=0 TSval=3875387400 TSecr=444315436
172,16, 2.2 146, 193.45 TSVl § 062 48320 715 Server Key Exchange

180 2007-09-20 14:22:13. 365530 146.20.193.4% 172.16.2.2 TP 48520 S082 66 48520-5062 [ACK] Seq-201 Ack=8746 Win=28112 Len=0 TSval=3875387411 TSecr-24431545%
197 2017-09-20 14:22:13. 668592 146.20.193.45 172.16.2.2 TLSVL. 48520 5062 73 alert (Level: Fatal, Descriprions certificate unkmown)
198720174 095200 1473213 668644 146200193045 TIAEITE TR amszo TSOB2 66 485205062 TRIN. &K1 Sabe = d T8 Wine?E112 Lonel TSvalea3E8YS3ETIIL TSoCradad3l

i Frame 175: 1426 bytes on wire (11408 bfits). 1426 byres captured (11408 birs)
4 EThernet II, Src: veware 58:9f:31 (00:0c:29:58:9f:31), Ost: ed:0e:da:cd:bcif3 (eo:0e:da:cB:sc:f3)
i Interndt Protocol Version 4, Src: 172.16.2.2 (172.16.2.2), Dst: 148.20.153.45 (134.20.153.45)
i Transmissfon Control Protocol, See Port: 50682 (5062), DSt Porr: 48520 (485200, Seq: 2737, Ack: 201, Len: 1360
i [2 Reassesbled TCP Segments (3938 bytes): wL74(2642), #175(1296)]
Secure Sockets Layer e
Tidvi.2 Record fayer: wandshake Protocol: Cervificate sp‘“‘( sends a “Certificate Unknown” Error
content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length; 3933
Handshake Protocol: certificate
wandshake Type: certificate (11)
Length: 3929
cervificares Length: 3926
certificates (3926 byves)
gt cerrificate Length: 1712
£ —pe cervificate (id-at-commonnasesamer-expressway0l, ciscotac.ner,id-at-organizarionalunitkarespomain control validated)
2@ Certificate Length: 1236
&% cervificare (1d-at-commonname—Go Daddy Secure Certificate suthority - G2,1d-at-erganizationalunitnase-htep://certs. godaddy, cos/repositor, 1d-at-organizat fonnase-cobaddy. com, Inc. ,id-ar-Tocalinys
& certificate Length: 960
\&e‘ 00\.; certificate (id-at-commonnase=Go Daddy Root Certificate authority - G2, {d-at-organizationnimesGoDaddy.com, Inc.,id-at-localityMasesScottsdale, fd-at-statedrProvincenimesardzona, id-at-countrynane

I3l 2w gjpd Iduuolsé IJos syuwdoel Expressway-E. spdoud oguwse pedsple [duvolssé Jogss>
ol 131 JIy Expressway-E

1. p99& w9luwbd pyze o039 glp &9 Cisco Webex. 9

2-suved Jlpd pwduwdoo ldpuvesds ldosbse.

98 o030 IJzlJé: swp lJ9dsle Lodsu lJuisbsy. 9031 suvs) IJs Two JI s9zs gl B Liolss
Expressway-E.

lJzJ

lJgb9s 1. §p vouwesd IU>¢d IJs Cisco Webex Control Hub.
lJglo96 2. 235 IJ@rple pu 1dzje [Jlsuw).


https://collaborationhelp.cisco.com/article/en-us/0q4utq
https://admin.ciscospark.com/#/login

IJgLo96 3. Tee, Idlgsble Lopo wbl$s 1Jlouald IJpeedbs.

U296 4. 8 Ll pasy 1Js Suve TJleuold wses IJlouald” slob, avdd Idgbebsle”
Jedleles SIP 1puicsys Jpgrds ol 3l dloe Idguoble £y Idpsgse ol pozé. 15l Jio 1ie,
309, 10, 188906 Lwdd 1Jpople 1Upsz96 wzsl, IJ uols.

lJglo9é 5. 2> |51J6.

odlebs: o0 1pop lp)le IJopdsd 9wesss 1o IJgpsd Jl suveése Iduvoble IJos wp
wepesdol [Js Webex Control Hub o J [ldeol.

Jpiss pu |.JIDE_.J_9|.O|U agJ uasz uuobo Expressway E Vs Jges IJuedpe Cisco Webex. w99

5 05l |

IJpuwlids 6. Jl 890 Expressway wogsso lJedldps 1Jslyné Jeub§é DNS IJpéeJbs J Cisco
Webex

wgpd psi6 wessu TLS 1U9hrs Lldlseslu pg luve Idpssese JJoedd pu wors TLS. 9ldss wpe
odosu Jdsopl gds pulb 96 DNS JJpedldps lJpgodbs. 9swsy 03l Idgwsolss 1dguals!
sldopssle Idos Jogbe Vs Idbysd IJuvyse God X12.5. W6 x12 9089650l LE> wp ©uWSS U9E
pubb 96 238> Suwes pub9s "Webex". ©§9p 030 Idpulb§s Lede zese IJodssy IUpbdyw
Pu”vél .JJQéJho.J pE Webex. bl Joo o990 uuqu_gS-J X12.5_90ui}) rodl.Jroé Webex |.J|.OE_Q.JJD('S‘
BOpu ldpuwoeuwy luvedsle usg pulbb 9o Webex wese swp wdsu pzld Erple ldpdldele
lJpgodbs (callservice.webex.com) od$lissl JJ. woblod 030 1U9sed g Idluwe IUodsd
JJesuo9e Juioel>s Webex IJos sop w@sspol loole puoldzs TLS Idpowlbds souwpe vuzle
lJlouold sldogsso 1Jgl)s |Js Expressway.

|.)| lJuu ULJ”UC-)P LS ILJD.)l_) JPJ) Lo x12.5 |3 JI uwua)p pubao Webex. dLJUUCUIC |J§
pulogs ldyiue bolo 1J3s s9uoe Js9sse weass Idpuvddle souoeszol ese Jl sl¥9pe
Expressway vogssu lJedldpes [Jgl)6 [Js pulb 96 DNS IJpgodbsé J Webex.

uduwe 1Jpsio IUs gpdss pu odle gbyle:

1. s¥wJ Expressway-E _iol>é Cisco Webex.
2. sz o ExpressWay-E _iuolso Cisco Webex Jogsss pl 131 Jlg ool luwpe 09098 wrs
sblo@ luvpe p9uo9e Jog vl pu TLS: callservice.ciscospark.com.
3. sW¥9p Expressway-E cogssu IJlouold 1J9lys pu gl pulo 96 Cisco Webex Hybrid DNS
Zone.
Bl de odo Idpuolb 8o wlzeo: Wosl sgus Wuvd Idozdd pu uoeo [Jubols. $xgd IJlgwesgle
lJs IJpulb 9o IJIu_éoJ:Iu'o&sé 9Swpe w9zs0o 9991 J¥sles Idwze IJpw9s,)6 Juwsulsyole
IJepd o0 Uids IJs 1) Bl wp odyso Ileuald po Ginds |Js yuyds gds Expressway-E.

pod IJowsobisgele 1JIgs: seo edsd luweisle I po IJouwesd IJoubswos sodsble
lJzie Jogsss .ro| Swd9 gdso o3l IJud: &p lgwegsle IJodlb 1Jz5e6 Jeg s Idzlue [Jss
Syuwd RST. Vspl sds gsud pu logold TCP IUss wop pzlads 1USsle o &p IUluuble.

2017-09-22T10:09:56.471-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 14:09:56,471"
Module="network.tcp" Level="DEBUG": Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connecting"

2017-09-22T10:09:56.471-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 14:09:56,471"


/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_01001.html#reference_48C1397691BF52CE705EA4BDAC105133

Module="network.tcp" Level="DEBUG": Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Established"

IJlo wes oluvsuw logald TCP. spdu o suwe g0 3JdY puoldes TLS. spdud o oys wed
98¢ B pu wie ldpuolszs luel wedb wuwsgs.

2017-09-22T710:09:57.044-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 14:09:57,044"
Module="developer.ssl" Level="INFO" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1974)"
Method="::ttssl_continueHandshake" Thread="0x7f044e7cc700": Detail="Handshake in progress"
Reason="want read/write"

2017-09-22T710:09:57.123-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="Peer's TLS certificate identity was unacceptable" Protocol="TLS" Level="1"
UTCTime="2017-09-22 14:09:57,123"

2017-09-22T710:09:57.123-04:00 amer-expressway0l tvcs: UTCTime="2017-09-22 14:09:57,123"
Module="network.tcp" Level="DEBUG": Src-ip="148.62.40.52" Src-port="44205" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Peer's TLS certificate identity was
unacceptable"

lob, [Jss 03l IJsog po pubg,y PCAP. spdud 1zue9d eds leuwluw 18 o

U538 sHuwd RST 9

- pl os Iduwobsle IJos swp wpys,yol Jugass el Bl dlue Logszs.
cwpl v99p vopdsd o3l lUIJo@lb 1Jpgsu Spdoud i O)S i E?(preSSV\!ay-E Syuvd RST.
gwdpel cob; lds yuolss Cisco Webex Idws we weyssol spdud 1o w)s luel wygud Iduwduwnds
IdleJs. 9uldloolds [Us 5J9. spdod losooclz Too luveobl 1ds suulds IJgbl Bs gz
IJogvgsuor spdud luweoeh Idgwsobsy IUss Jl sed bso Expressway-E W Lol gle CA
lJgled oo Cisco Webex. 9lJl gwe s gl ped [dubol>s 1Jesdes slogl b yvduwds IJbeble".
sedod IJoovdse Vs wBluosd 1Jziesé Jel 03 ps e Vs IUue9)6.

Mo,  Mime Souece Destination Protocol Port DPon Length Infe ___—Selected Packet
U UL/ -U8-27 1409555, 148, b 4. 52 1/2.00.2.8 TCR 1T Y 1444 |TCP SeQment oT a reassen|ec-eo0)
61 20017=09=22 14: 172.16.2.2 148.62.40.52 TCR 44205 66 5062-44205 [ b’;j_,_,Sﬂq'-:TIE Ack=5673 Win=41728 Len=0 TSval=1009284589 TSe
62 2017-09-22 14 148.62.40. 52 172.16.2.2 TSV i 502 294 certificate,®Client Key Exchange
63 20017-09-22 14:09: 5P QEDILE 172.16.2.2 MB 62.40.52 TCP 44205 66 506244205 [ACK] Seqed746 Ack=5901 win=44416 Len=0 TSval=100928531 Tie
64 2017-09-22 14:05:57.12 148.62.40.52 TLsvi. 2 5062 386 certificate verify, change cipher Spec, mello Reguest, Hello Request
65 2017-00-22 14: 172.16.2.2 TER 44205 65 506244205 [ACK] Seqm4746 Ack-£221 Win=47104 Len=0 TSval-100628573 TSe
66 2017-09-22 14 172.16.2.2 44205 117 change €ipher Spec, Emcrypted Handshake Message

|67 2017-09-22 14 S1Fzas.zz 44205 66 5062-44205 [FIN, ACK] Seq=4797 Ack=6221 wins=47104 Lens0 TSva

(1=10092857
[AcK] Seqmb2ll Ack=4797 Winm286624 Len=0 TSval=128002473 TSe
of a reassesbled POU]
25T] Seqed7 98 Wine=) Lens0

1-1-9 62.40, 52 ﬁﬁ 44’0&*506’

68 ’O:I.? 09=22 1- 08

I re (235 , 294 bytes cap 2352 bits
© Ethernet II, sr: 0 08 daichisc: } (e0:0e:da;cB:8c:F3), Ds: vmware_56:9F:31 (00:0c:29:58:9F:31)
# Internet Protocol version 4, Src: 148, 62.40.52 (148.62.40.52), Ost: 172.16.2.2 (172.16.2.2)
i Transmission centrol Protecol, Src Port: 44205 (44205), Dst Port: 5062 (5062), Seq: 5673, ack: 4746, Len: 228
0 [5 Reassesbled TCP Segments (5700 bytes): wS4(1368), #S6(1368), #SO(1368), #60(1368), #62(228)] ~
= Secure Sockets Layer \
TLSvL. 2 Record Layer: wandshake protocol: multiple Wandshake Messages
Content Type: Handshake (22) Expressway-E sends the RST
version: TLS 1.2 (0x0303)

wgeh: 5695

wishake Protocol: certificate

tandshake Type: certificate (11}

-ength: 5353

rerrificates Length: 5550

tervificates (5550 bytes)

o certificate Length: 2338
o —pcervificate (id-ar-commonNames12sip-cfa-0L. ciscospark. com,id-at-organizationnane=Cisco systems, Inc. ,id-ar-localityNamessan Jose,id-ar-sTaveorProvinceNames=Ca,fd-at-countryName=us)
&% & certificate Length: 1736
S certificate {id-at-commoniamesHydrantID 550 ICA G2,id-at-organizationNames=kHydrantI0 (avalanche Cloud Corporation),id-at-countryName=us)
6‘\@6 certificate Length: 1467
o\“ ?’o&pczrnﬁ:nc {id-at-commonName~quovadis Root CA 2,id-at-organizationname-gquovadis Limited, id-at-countryName=8aM)
% Handshake Protocel: Client Key Exchange

wlJud) eds giolss glpe Webex gugywseol Joss p9uose IJluwele 1JwssJé (dnsName) spdodd
IJozdd JJolds oo luol p3,z8 b callService.ciscospark.com.

lowdd |Js Wireshark: isol>é > lecols > ILwple gles > GeneralName > dNSNname:
callservice.ciscospark.com

03l s8> welpl I olsé Webex w9 z.s36.
Spdod IJlu eldss 1o TLS sezdd pu woes luve 1Jesuose. 9dpl 33,0l 131 Il dssd IJedase

xConfiguration. Vsedud oz g0 Suwe wdIsu Idpub 96 Jogsss Js9ss wdasu luwe
lJe9o9e JJwz 8l pu ueed TLS. ould Jbse 9lgs Jedlglbeo z9d xConfiguration 9o9 I
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wssé Idpunldd ldos wp vedsdol Ingo ou Ul o o JI S9g> a]ol WOs TLS Vs IJozdd pu
luwe lJp9o9e.

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Mode: "On"
*c xConfiguration Zones Zone 6 DNS SIP TLS Verify Subject Name: "callservice.ciscospark.com"

IJubse Idolds 1J3s see IJozdsd Wso 09 Bslp TLS wldez 8yl pu lJogssu 1Jghs. 903l
S99 ol Bl doue ©89p wogssu louald TLS wuvdd Lozsg weul§6 DNS Idpeodbs J
Webex. 9s5pJu IJluvedle ey xConfiguration Jogdsd 03l lsuol. Vs Idedssy X suwpes TLS
IJozdd pu IJogssu 19l o DNS ZIP TLS ez 8l pu IJouousyd 1Jgls. Jel o)ys B ol
IJecld: sop cessu IU8ses eds lsdlo.

*c xConfiguration Zones Zone 6 DNS SIP TLS Verify InboundClassification: "Off"
*c xConfiguration Zones Zone 6 Name: "Hybrid Call Services DNS"

o)l wessu 030 1JB8sp06 [Js "ledlud" By ol sguso 03l 09 pug VCS pu pzlads wessw
loueldlo TLS 1Jglys0 [Js 030 Idpulb§6. 900 e wigd IJpdldesd [Js Idpub$s UGl oso
9Swp Izuool 9u9zs00l 90981 J9sles IUwze 1Upw9d 6 Juwsulysyole IUlouold wsu
IJuwdlo: bl wp odssu IUlouold vsu Iduv,dle gds Expressway-E.

lJzJ

STV CESSU CESSU wESSU TLS Jdwzdd pu worsd Idogssu Ishy eds pub §6 DNS
1Jgluo6 wldpdlded Idptodbs |Js "ouvgsd". sldsdpe IJgbsle 1UJes JIdeld 3JY.

1. ouwesd 1U>g9d |Js Expressway-E

2. luodd IJs Idodssu > pulb @ > pulb

3. weas> pub@é DNS JJlgvongle IJpgodb

4. JJepdd po wgsso TLS Ighs. o, oubgsd
5. 20 b

pdlzlod: slze Lwdsd cuwesd 1Jeb Ilgwluus. seu 03l 1dEuwe 1Jc2dd pu Lors Livel>d
Expressway glJogsso Jpulb9é Webex Hybrid DNS.

IJpuwids 7. suwegsp Expressway-E Liols 3less IJesdse IWde luoss

B weue gpdsle oy, IJgrs>é J Hybrid Call Service Connect: s p welod wodse uiolss
Expressway-E |_9 5gua> Iuo Spedu luwwesle Lyuobo IJghbe IUlOo,)lios6. SE0@> w2
I.Jluualuo I 03l ppdy Jio J9zo 9uod IJogdpe s Cisco Webex wose JJ wzesd Jvolso
peuo o6 Vs Iduglus. (@ple > [esble (Lopw wbl@s IUlouold IJpgadbs) > cepsd (weo
Jvoble IJpedldele [Jpuind,)o)

Bl $pe Glsdle lowple 9888 JJuoslés 1Uglues wubeble pdldele SIP IJe 8,8 v s ol
sds: Tuvesle Iduvoble 1Jpds08 pu Blises IJe@s IUlde,luoss JJged IUzeles oo Cisco lg
wepsd ubled 1UElue. 3l oo uuuuz_)p luwe lJpos9 Ualuo wde Solds PY 3¢9 Iwele
Iquosd eds pzld wp ldozdd puo. Ugbg_o IJleuuso Os o3l lJoslo os "ol PU 929>
iwele IJp o eds peld op IJoedd puo.

ewpl 089 Lluweduuld pusdJs wblud oo 1JzlJs sluadlzel. w3, o IJe,Le Lusewes eds
loglo 1dpdldpes. 131 wp lugble [pdldps w9luuwbs ol peds: Bspdud wode g0 louold
wbosy Cisco Webex. lsol: 131 zlade wovg Idpdldps oo "pzsble Idoee B Expressway”



Léuuoa_g I lJedldps pwouge Vs 1J9ue9d I1Js Expressway-E 9009909 ould. 31 Iy 1Jpdld e
9> vuble po wbosd Cisco Webex 9dlue 9206 1Js Idpclus: Olo IJolew Idpeds JI s)o.
WO odo IJelds: Vly wlysg uvduwJs Expressway-E 9 Expressway-C Ju slbo) s Jivse.

O o3l lduwsolisy IJEluo: wp lugble IJpdldes pu ol peds. wluwedsle "pzdyble Idoze”
s Expressway-E. spdud weass lu ldpdldes 9,0dw [Js 1JEDe. gus 030 I:J.;.Lébé‘ SpIdud
IJEso Os wuwesd Idogizsue Jopsss el 228, Juse odl ldoedsd: loze ladl Jeg 96 ol I
wp pzlads louold TCP glogsliso goy [Jpeuw’ 5062. Lldoey Vs uwedle wuvgsue
Expressway-E J "TCP s,ob" sldoze Vs guuoy IJEb pg 1Jedles "dst-port=5062" spdud
oS pl Bl IIG IJleuold sogwuw.

2017-09-26T08:18:08.428-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,426"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connecting"

2017-09-26T08:18:08.428-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,426"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Established"

IJlo wes oldss logold TCP IUss wp louuldo: spdud wedsd puoldes TLS Ipoulb s IJos
I LED 5.,.J-3J puluio. Jel oys Vs IJBuol oo ogll‘ SO IJpuoldzs glduolss g5,
08996 (LWLosJ="ssIV3 cuwso Uuolé gs) pg)99d")

2017-09-26T08:18:08.441-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,441"
Module="developer.ssl" Level="INFO" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1974)"
Method="::ttssl_continueHandshake" Thread="0x7f£930adab700": Detail="Handshake in progress"
Reason="want read/write"

2017-09-26T08:18:08.455-04:00 amer-expressway0l tvcs: Event="Inbound TLS Negotiation Error"
Service="SIP" Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2" Dst-port="5062"
Detail="sslv3 alert certificate unknown" Protocol="TLS" Level="1" UTCTime="2017-09-26
12:18:08,455"

2017-09-26T08:18:08.455-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,455"
Module="developer.ssl" Level="DEBUG" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(1997)"
Method="::ttssl_continueHandshake" Thread="0x7f930adab700": Detail="Handshake Failed"
Reason="want error ssl"

2017-09-26T08:18:08.455-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,455"
Module="developer.ssl" Level="ERROR" CodeLocation="ppcmains/ssl/ttssl/ttssl_openssl.cpp(68)"

Method="::TTSSLErrorOutput" Thread="0x7£930adab700": TTSSL_continueHandshake: Failed to
establish SSL connection iResult="0" error="1" bServer="true"
localAddress="["'IPv4''TCP''172.16.2.2:5062']" remoteAddress="['IPv4d' 'TCP''146.20.193.45:59720"'1"

ssl_error_reason="error:14094416:SSL routines:ssl3_read_bytes:sslv3 alert certificate unknown"

2017-09-26T08:18:08.455-04:00 amer-expressway0l tvcs: UTCTime="2017-09-26 12:18:08,455"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.45" Src-port="59720" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connection Closed" Reason="Got EOF on socket"

olee IJoslb 1Uz e U_,o_jy vouwesd ouugsue Expressway-E g0 oo spdod lu oys o gl
"lduvolss g8 lJpg 998" swp IUeue9d eds puosy puo pu logle Cisco Webex Jol 09 p9o
Vs ldueys.

Fier; tep porta 5062 v| Epression_ Cewr Aoty Save
Mo, Time Destination Protecel 5 Pot Dot Length Infa
3 W '99 26 12“ “ 415918 TCR 9T 3062 T4 53T20-5062 [SYN]- Seq=0 win=14600° 'LM MES=1380 WH TEval=5137 5166 m i“
12418 941 wer 5062 59720 74 S062-58720  [SYN, ACK] ‘Seq=0 Ack=1 WiN=2B950; LéeD. 450 SACK_PERIS) TSVE1S95

e 50720 5062 66 597205062 [ACK] Seqel Acksl Winml4720 Lerw0 TSvaledl375177 TSecr=95527051%

TLSVL. 59720 3062 266 Client Hs'ﬂo

TCR 5062 59720 66 5062-59720 [ACK] Seq=1 Ack=201 Wine30080 Len=0 TSval=9355270527 TSecr=0137517 s

TLSvl.: 5062 59720 1780 Server Hel 1a f-:ruf\ruo wru\r Key Exchange, Certi

TCP 59720 S062 66 59720-5062 [ACK] Seq=201 Acke1369 wine17536 Lens=0 TSv 705

TCP 59720 062 66 59720-5062 [ACK] Seq=201 -I(h I 15 win=20352 Len=0 TSv a1—913 S’M 'ﬁi'tr ‘355? 0540
59720 TS g Cary vy g

Certificate Unknown
Sourced from Spark

I3l S udauo Jiol3s 1Jglsp 11l oss pu Expressway-E. spdod v ops o Ulgwe
IJublise' 9'p9009¢ 1diuwple IJwssds' Jl weess eds Idezld U>5 op ldogdyd puo



(rtp.ciscotac.net). oo Jss 1>J6 29J luvuly 030 IJpundJs Jel 09 pooe B 1JL09)6.

B 2017-09-26 12:18:08. 440978 172.16.2.2 146.20.193.45 TLSvl.: 5062 59720 1780 Server Hello, certificate, Server wey

9 2017-09-26 12:18:08.453269 146.20.193.45 172.16.2.2 TCR 59720 5062 66 59720-5062 [AacK] =201 Ack=1369 Wif=
5e'cu;e -S-OCIEEES--L.;}Q:H’ i = ferrS e s e cia s it o e ipnhiie e
Selected Packet

i TLSv1. 2 Record Layer: Wandshake Protocel: Server ello
TLSVL. 2 Record Layer: Handshake protocol: Certificate
Content Type: Handshake (22)
wversfon: TLS 1.2 (0x0303)
Length: 1158

Handshake protocol: Certificate
Wandshake Type: certificate (11)
Length: 1154
certificates Length: 1151
cervificates (1151 bytes)

No SAN

¥ TLSv1.2 Record Layer: Mandshake Protocol: Server Key Exchange o
# TLSV1. 2 Recerd Layer: Handshake Protocel: Multiple kandshake Messages

certificate Lengoh: 1144
certificate (id=at= =eNpr il . id=at-organizationalunitNane=Temporary Certificate b3s2la
5 signedcertificate
wersion: w3 {2}
sérialnumber: 1
¥ signature (sha25éwithRSAEncryption)
# issuer: rdnsequence (0)
@ validity
# subject: rdnsequence (0)
# subjectPublickeyInfo
extensions: 6 fress
— = Exténsion (id-ce-basicConstraints)
Extension Id: 2.5.29.19 {id-ce-basicConstraints)
Basicconstraintssyntax [0 length]
Extension (ns_cert_exts.comment)
Extension Id: 2.16.840.1.113730.1.13 (ns_cert_exts.comment)

Centificate

Genersl | Detnls | Certieason Path

] Certificate Infarmation

Windows does nat have ensugh infarmsation to verify
this certificate.

Comment: Temporary Certificare
Extension (id-ce-subjectreyidentifier) Y

Extension Id: 2,5.29.14 (id-ce-subjectkeyrdentifier)

subjectkeyTdentifier: F236e03cob2caablStcd?db07964e099c4510ccs Issoed tos amer-wpressnntl
extension (id-ce-authorityreyrdentifier)

Extension Id: 2,5.29.35 (id-ce-authoritykeyIdentifier) Isssed by: Terporary CA 033524224246 4700310
# author ityxeyIdentifier BAXCHEE 10T
extension (id-ce-keyusage)

Extension Id: 2,5.29.15 (id-ce-keyusage) Valid from 9/ 26/ 2017 be 9/ 25/ 2018

Padding: 5
i Keyusage: ed (digitalSignature, contentCommitment, keyEncipherment)
Extendion (id-ce-extkeyusage)

Extension Id: 2.5.20.37 (id-ce-extkeyusage) imstal Certiicate.
 KeyPurposelIDs: 2 items
rithmidentifier (sha?56withrsaEncryprion) Learm mone about (erSficates
ing: 0

“—  ypted: aaSacflZ3856ab22a57f0asas12b37c54643ccifeb0dcn3v. ..

gwd 030 1Judbé. 8,0 luo Szw wodsE Uolsé glse Expressway-E lol o0 prze puo3d €lp 19
PITE PP dleds.

lJzJ

in order to pJJw 03l | o>l [ codls loolu gsb:

1

Abde w9dse uolse Expressway-E o9luwbs pize 00,0338 glo s § S50 Cisco Webex.

Ip vouwesd 1U>gsd IJs Expressway.lyogd IJs IUuoslud > IJoip§¢ > Juobé 1Jghp. 2>
louble CSR.bgd pedople Iduuolss IJebdows 9olds oo v 2dd Wiuwple [JwssJé
IJloldss szess eds IJeeld 1J3s op IJozdd pue lJps,z s Webex Control Hub.lo, 9,
993 luyble CSR.0@>50 CSR |Js puze pu2d3 Elp puU 206 Ehizss JJusdse-ews Lele
IJuiolxe: luwdd IJs IJuoslus > IJelpsy > yuoble IUghe.0s Guve wgesd Uvol>d 286
w29b weasd pJdud bl IJghe: 235 gosh pJdud 92> lJuiol>6 1J09986.25> wepsd
wslule volys IJghe.locdd IUs Iduoslus > IJolese > ybols 1Jpyze 1Jpuodd 1Jesesd
0.9 Suwe IJogesd 1Jeszes woab woaes IJpdV I1Uss seoss eds uvoble CA
1Jp9¢98 wol 235 [gosh IJpdud. 2o Is Luwolsle CA 23S0 I9 po9 ulbs p @306 pu lJeze
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welad wsiso Cisco Webex Jg)le puoldzs TLS powbJo
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volsé IJoglyu Idpedsdlolowd wygosdsd IUlue,ue
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o Alice calls Bob using her Spark client.

Bob’s Spark client rings and call is forked to

Expressway.
+14085551234

HekClemmplmpan Bob’s endpoint rings; Spark Remote Device

is triggered.

Call is extended to Cisco Collaboration
ob@example.call.ciscospark.com Cloud through remote destination on Spark
Remote Device; Cloud blocks the loop.

Expressway-C

Expressway-E

Cisco Unified CM  bob@example.call.ciscospark.com

+14085551235 z
alice@example.com

313106

Alice Bob

Osel sds weup IdSualsl ldpuve,ds Idos wee pdlizbool pg ldedldele 1956 oo Webex
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Webex Control Hub.
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Control Hub. spJod lsuol lovosle bls powh dloueld Idegedlb JJpuwless Bs Iuued ol
IJigble gl odlzol. wopdd "bls ltoul IUlouold Idpgadb” oo ol 131 Jlo ool gugly DNS
wolde: 9pl Bl Iy spdy J Cisco Webex IJleuold oldpuwds 1Uss wp beleo Vs ldoze g0 SRV,
9p! 31 Yl Expressway |Jpzds J>so Jvol>s Loldzo se Wsol Cisco Webex.

1. ouwesd 1Usgsd lUs Cisco Webex Control Hub

2. SelectServices

3. 23> Settingslink Ws Lbl@s IJpIdlJple 1Upgodbéb.
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DestinationField IJgle J SIP.
5.5l wp beld Iduwed wuvdd Lozse: Sludy 998 [owh Jperds ol I3l Jiu Iduwed Lozse!
o JI.
B. Jpl 09 p9 oz bule. spdud b wrs w29z lu Ideeld IUgle Jl szess eJs uwed SIP SRV
pblud pyowl o Jel 09 p9oe WO IJua9,6.
SIP Destination @

ﬂ Your SIP Destination is not configured cormectly. VWiew test results

2 &aup wolksg IUlRowl 9spdud 1356 1Upiss pu ldoBdluosd 29d el Buud Jel 09 p9 o S
lJues,6.

Verify SIP Destination 2

DMNS Lookup failed. Check that a DNS or SRV record exists for your SIP Destination and that it resolves to one or more valid IP addresses,

9duoz Iy spdud lsuol oz e g0 uwed SRV Lluwagsle NSLOOKUP. ool IJisle, IJos
sedud wybgsdel JJozdd pu 929> 9206 SIP.

C:\Users\pstojano>nslookup

> server 8.8.8.8

Default Server: google-public-dns-a.google.com
Address: 8.8.8.8

> set type=SRV

> _sips._tcp.mtls.rtp.ciscotac.net

Server: google-public-dns-a.google.com
Address: 8.8.8.8

DNS request timed out.

timeout was 2 seconds.

DNS request timed out.

timeout was 2 seconds.

*** Request to google-public-dns-a.google.com timed-out

Jol spdud o oy Bbs Jods NBYS I&._Jlo‘ e wae Il nslookup &p wp wessu IJEbe eds
8.8.8.8 909 ¢l>p Google DNS ¢le. 2 sl low w@89p wogsso lusle Iduwedle Jdoze go wwedle
SRV. gus odd IJudbs: spdud gusss [uosh) gwed SRV IJIled 1d3s w)yss Idoze gwo.
slduoses IJuolisss os lu Idbdule wuwos Vs wolss IJpblw.

lJzJ

1. 9p vodysy §_oglo SIP SRV ¢l J Expressway-E gJs 1Jp9 e 1U3s suwegspo
Jluwools luwele IJpzldle 1Uglps.

2. 0J9su luwp puosd wsoe lded IUs guslo IP 1Jgle 1JElo o Expressway-E

3. 8p wodIsy 9206 SIP Juwys 1Jpeld IJpuwegse Jewslo SIP SRV IJss wpe logblge Vs
IJgbss 1. o uwesd 1J>g9d IJs Cisco Webex Control Hubwezsss IUgsplozss hoolb
IJlesble Bs bl s Ile old Ipéodbéds Suwe "louold 308 IUlouold" bed 1dpeld
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lJeuweése Jewslu SIP SRV IJgle s 29J 9206 SIP. wzss> eb

pdlzbé: |51 Iy ywzd SIP SRV IJss wygw WO luwwgsleo swp ldlgvoddls puo wlJdgd
Jdlogaldle oo gpd Ids god: Sluol wauos worass peld Boes Jeeld Iduu,Jds Jeusly
lJould SIP Ws pey) IJozdpe pu Cisco Webex: goldolds gvgd DNS SRV glec gds
lJoes IJolds:

1Jg>06 9lde,9w9d9d: _sips._tep.mtls.example.com
IJl9J9.s8: 1

lJ9ju: 10

.)u9r° |J|Dul._9.) 5062

|Jo>9: us-expel.example.com

Op uwew Josuoss 1Uesde s ledle puluing po adsd o o >0 b s, Cisco Webex.

2J wisd

Bl de sYu J>s Idgpsd yved SIP SRV 09295 (9l sgblo Jlugile ywed) Bspeduo wadl pu 3JY
v gudlu IP 1Jgle oo Expressway IJeess o ":5062". 900 ¢JIJ IU9sle w3JY: Ju welad wsiso
Webex IJozw g0 SRV 9dJdyol pwoouod puluiyé o ZExpressway_pub_ip7:5062. (eJs yvesd
lJeeld: 64.102.241.236:5062)

1. 8p wodasy 9206 SIP Jswp wuuwsdel eJs Iuel ZExpressway_Pub_IP7:5062. (oolJ:
64.102.241.236:5062) o ywesd 1U>g9d |Js Cisco Webex Control Huboegsss 1Jgsploess
Loolb Ilgsble bs bl ds IUleuold Ieéodbébds Guwe "louold 308 IUlouolJ" bed
7Expressway_PUB_IP:5062 9.5 z.9J 9206 SIP. wzas> pob

JJeuesd eds pis> pu Idpedsele 29 £wslo 9206 SIP 9/ly yugd SRV Iss szw lesbo. Leze 1s
Juw e enable Hybrid Call Service Connect Jo9, w, }UU'J pu dJsd v 206 lJpdldpele
IJpgedbos po Cisco WebEx Iy > JsJ o spldezodb oy Cisco Webex.

IJpuwlids 2. Buud 1Jples: op 2, IJpods 5062 >lgJ Expressway

w8 lJopld cedsd DNS: welad wsise Cisco Webex |oile louold TCP go) 1Jpuw93 5062 |Js
ewslu IP 1J3s wpe beleo leole lJoge g0 DNS. JusIdgo guglu IP o3l o9 gusly IP 1Jglp 1UElLe w
Expressway-E |pzds. I3l lue wsisé Cisco Webex g, $l>,6 gds lugnle louold TCP o3l
VOuwsSuvd Idlouald 1shs [ds 1deuss Jlizdl. e)ue 030 1dzlds 1J2lues 09 b uw g5ue JJ
Wuivd pJldpele Cisco Webex 1Jglyse 1136 w@ssel: IJolew 1Uslgds JI syu.

I3l Joo w@9p wluwedusld igble 030 1Jp i dJs luodlzel Lluwegsle pwedle wubvgsuo
Expressway. BJu oS hs 2)Jé 0,9, po Cisco Webex. |3l zlsde IJuze go louold TCP. BJo
s ls pelodle louold J Dst-port=5062. 9Jo wus ls puoldzé MTLS 19 596 SIP Jlg$6 oo
Cisco Webex. ub,l Jiu ouwesd 1J3g9d ldouiésuos J Expressway-E ¢s) puueésp B 030
IJzlJé: BUssd £33 s pu by 1Jppdus JJozds:

1. 1dzuesd eds Idoglb 25pé pu 1dslzed IUghzsd Jzol) [Jgplsd

2. IJlpweddlss oo b1é oo IJpods

3. luweesle bls leeol IUlouald 1dpgodlbs
9ol Jlve sop spz I8 ool Idleuold Ipgodb puluiné Bs Jogs IJezde Cisco Webex
Control Hub gzlJls wsiso Cisco WebEx s pelads IJleuold wpunl) Expressway ez ds:
Ilyol bys¥s IJoz 8l I._Jid-:u poldso ldpclzs. Jigool) louold TCP W 1Jpduws:


/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html
https://admin.ciscospark.com
/content/en/us/td/docs/voice_ip_comm/cloudCollaboration/spark/hybridservices/callservices/cmgt_b_ciscospark-hybrid-call-service-config-guide/cmgt_b_ciscospark-hybrid-call-service-config-guide_chapter_0110.html#task_67E3DD9B30843F3A802A0E548877CD55
/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

. ouwesd 1J>ged IUs Cisco Webex Control Hub

. SelectServices

. 22> Settingslink Vs wbl§6 IJpIdlJple 1Upcdbs

LS Buwpe "louold rp6 IUlo ol ol oU i lJB8speo lJos we I>gldol Vs 9z06 SIP
UPTSTO _

3. 1wy lovh Jel 09 p9 oz Vs 1Juo9,6.

SIP Destination @

A WODN -

9 Your SIP Destination is not configured correctly. View test results

6. ulo)l JOud IURRCCL: spdud IJody D998 Lovlb g wokse IiRowh JJozdd pu
IJoovluosd Jel 09 p9uoe Vs 1Juey)s.

Verify SIP Destination &

IP address lookup
P
64.102.241.236

Test for 64.102.241.236:5062

Tests Result Details
Connecting to IP Successful
Socket test Falled TCP Connection failure: Check network connectivity, connection

speed, and/or firewall configuration.

SSL Handshake

Ping Not performed

Jel 09 p9 0z B 1duo9,6 ledlor spdod 1o wus 1o Booh IJpdwuw Buvd gus pelods
IJlouold o 64.102.241.236:5062. pg g5 lbol, 030 Iduslule wlJluals |Js gwedle

uuuasuo/z)gd PCAP IJ¢l o6 o Expressway s pelodle louold Jssd 1JIG sdsd Jls
JJdozdsd Vs wdysu Blisps Idoede B 1Uguosd (ACL)/NAT/IJeszs0 Jeob [dzelss.

lJzJ

9uJo_,| Jio, 030 lJpuuddé 1Jgl o Jl oo g0 wsisé Cisco WebEx |3 pedle ldoglyy lJpedssé.
-_QIUU weles lJs U;;_;ds_, g_Js oJdsu @I_, IJaplso wpl o JI uuuubsg wlJduo,9ye IJouws
uUaoI_, PU |J|o -JU Iu odyu IJpuudJé pu&JdO udglsp IJozde B 1Jsue9d (ACL) Ja)l_)
lJzplsd |3 NAT |3 odsu Iduggsoe lJglbss.

IJpuwlds 3. Bubd Ipduus: JI suoé.s Expressway-E gJis lJpods 5062

9€lJol pl wbgue 030 1Jelds eds w9 £y LozSE: PIlw Ed836. SO, P o 2ol 1Jzplsd o9
IJuwoo Ss pug Is 09 Idoslole o) 1dpuds 5062. Jluuuduuld igble o030 IJelJs IJgl 06
Sluadlzol spdud luwopsle Idodusle 1Jp9esss Os uwsubsy "pug Idpeods 5062 1Ushs |Js


https://admin.ciscospark.com

Expressway" Ig_JIo uoed Iu I>l6 oo ldlogold Idegodb sls bls I@s ouwwgde JJuzdl peu
loold 1dpuads guedyid. Iad [8e,lus o9 Tu Izl IJubs selbd 2yds 1dess). wes 3Jd.
ws89e pEbe IJIuiglue lozdd poso po ldogwesd Idogibgsuos po Expressway-E
Jogass el Bl Jlo Cledluee 1956 louold TCP IUss szlad louble. pwswreso wuvdd gle o
guuo) vl uved pod 03l Jel 09 p9 oz I 1096,

2017-09-19T14:01:46.462-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 18:01:46,461"
Module="network.tcp" Level="DEBUG": Src-ip="146.20.193.73" Src-port="40342" Dst-ip="172.16.2.2"
Dst-port="5062" Detail="TCP Connecting"

Vs odo IJzldé: Ju s beld Iduwed 1dezss ledle p9e9sl. J3JIe pwsgbis I, pu Idoluw
oubgswe IJelds ssbusu luel 231 zelss.

Il op wupesu IJodlb 2ips pe wumesd Idoubgsur: Dsedod IJozdd eu lu b IJzelss
Jsuw Juwow. Bsel sds esus Idodlb 25e6 pu 1pzod 18es 2se Jp sIu Expressway-E
S eE £y Ipuds 5062, & ee wLobdss o3l IUldedlb oluueésle tep.port==5062 JgloJ
IJouodss ldplbud Jel 09 p9or S IUuogs.

__ Filter Capture Spark TCP SYN packet received
Filter: | tep.port==5062 s [=] Expression... Clear Apply  Sawve =

Destination Protocel 5 Port

# Frame 55: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) //
# Ethernet II, Src: e0:Oe:da:c8:8c:f3 (e0:0e:da:cB:8c:f3), Dst: vmware 58:9f:31 (00:0¢:29:58:9F:31) o

i Internet Protocol Version 4, Src: 146.20.193.73 (146.20.193.73), Dst: 172.16.2.2 (172.16.2.2) -

+ Transmission Control Protocol, Src Port: 34351 (34351), Ost Port: 5062 (5062), Seq: 0, Len: O /

Immediate RST sent from the Expressway

Jpol oy Vs Idoylb 1dgjes 1U3s wpe ldzuod edso pu Expressway-E. Jl swp 2b) 2)9J6 0,9,
IJoslule o) pud3 TCP 580 5062 L9luwlos 23y 1dzelss 9dJduel ouod Ws IJ9lde. s
lJzied ,8p 56 Spdud i S i Expressway-E s, uvd RST polyuyé wg> 9009d 26 TCP syn
IJngso p€ 030 ldpedplo: spdud wouolz i lJpubdJo pgji9dé IJs Expressway-E |Jss
Sodlds |J¢)p0s Sew g_Js-J ILJUULJLJ.UIE_Q lJp v dJé 3IquIa_oI ou pulby,) Expressway-E. 9o b))l
Jdrdsd: clpd Bs Ul wolo IJpeepds lJos &> wsdg Expressway-E |Js huwld 1Jz506. ould
lzweldlo spdu i Suuwedl [Js 03l Idyuded 90pl:

1. szwos Expressway-E eJs wog ol po $9les 2ol IUzelss Ides Spdo o wpug 2596 19,

2. Jl suuoe Expressway-E Jz,d6 o9, TLS Idpcolsds ofs Jl soooe Jeuds 1Uess) gu)
IJpes 85 5062.

w9zd 9blisd 2ol IJgplse 1Ugluos o Expressway-E Jopo IJoble > IJzplse > §9lgs g1y Iz elsé
> IJodsso. £0s 1Jozdd pu 03l Os 030 IJusisé: Jp YU ould ©dsu b zplsd 09295

ould £56 by 9 JJwg vl pp| I51 Il Expressway-E sgwope Jeyds p)9) TLS ldpowlbds eo)
IJpuds 5062. spdud wudss o3l 1dlgle ol po I 9lz06 1J9sw 19 91206 Lwlo, 1JI9le,
Jpuwodp eos:

pu 23 1loy88 IJuwsse: BBl Gew wluosl, netstat -an | 29 "5062' szo lu wzuod eds weuo
lJpetele punlood Jel oplo bole.

~ # netstat -an | grep ':5062"'
tcp 0 0 172.16.2.2:5062 0.0.0.0:%* LISTEN <-- Outside
Interface



tecp 0 0 192.168.1.6:5062 0.0.0.0:%* LISTEN <-- Inside Interface
tecp 0 0 127.0.0.1:5062 0.0.0.0:%* LISTEN
tcp 0 0 ::1:5062 R LISTEN

Jol spdu ldoblb o030 lJpgdyple pu gl 9lzod IUsse IUElLod o Expressway-E. lge 1Jgbsle
lJoldss Jogpse oo ldpgdypele

1. uwed 1U>g9d |Js Expressway-E
2. luodd 1Js bole IJuoslus > luwedsle 1Jpuds > 1Jpulds 1UsIgJss 1Jpedsd

3. 1wz g0 w9 SIP 5pud5 IP 5062. (o6 LIJJsw Iizes Jel 05 s o S 1Uu09,6)

Local inbound ports

IJlo wes o 8080 pl suvés edsd dsoor spdud pdbus 309 ldusss IJzldss. eu pobs,
9lzod b, IJisle, (CLI). 0> wubésd netstat | GREP 5062 sws9 1Upgz wosl IJ i J:

~ # netstat -an | grep ':5062"

tcp 0 0 127.0.0.1:5062 0.0.0.0:%* LISTEN
tcp 0 0 ::1:5062 to* LISTEN
~ #

olJluolws |Js 3JY Jl wboj 9236 [Jopdpe Vs Idluc,uw puds TLS Idpoobd 1des)z vz
lJeolds 1Jglys IJppdsé

Local inbound ports

TLS port SiP T I 5061

cluwwdsle odo lduslule spdud IUlpwoulz olo Expressway-E JI SueEs Jeyds py9) TLS
lJpewol>Js.

lJzJ

Jed 0o IJpuvdJsé: sgo edsy IJolds o0 wpdsu 9,28 TLS Idpowbd 9p0 wessy pudd TLS
lJeoold gJs 5062 ¢ Js Expressway-E:

- ouwesd 1Jsged |Us Expressway-E

Noedd s Jedsso > 1wyl > SIP

Lol PU UESSU 9uoE TLS IJpoubd gds ouvgsd
Lol po G880 Idpuds [Upuie,d TLS s 5062
Nod) eds ebb Jpl 09 p9 oz B 1Juo9,6.

a b wON -



SIP

Configuration

IJpuwids 4. JI s>¢ 0 Expressway-E Ig C 439w puwly SIP 1Upzeds puvwdl

cluwedsle logold 06 1Updldple [degodbé: sop wogse lJpdldple lpwaubl lds Sl
IJpuwh). swp weuss Hluw Idpuwl) luwoobl [Js IJpgdplo IJos s@dpol zie "l 306
IJlouolJ" (Expressway Connector) oo IJzd |Js Cisco Webex. sgwogde IJpuosed 1JEluo
wp9ued Expressway e "cuunsd CM I1deses" Jdpuvodpsu Isso wp wpdsuop Jepd
IJpIldele sswee IJI po URIIJglLe wodsdop SFADN IJgl o «pzeses CM Home 19235
IJgloo6 wop. lubsl |Us 03l 1dpeld: wluueisle IUsuw 9w9w:

URI JJ>JsJ oluw puwl) 1J9z06
bob@example.com emea-cucm.example.com
alice@example.com us-cucm.example.com

I3l Slew Idsuw 19 wow wlple pdldps: sep wozso IJpdldes IUs CM Idpzds 1Jeozs 2os spdu
Luwldol [Jes Cisco WebexRD $od 1Jeszse 1Us IJpuwcise IUpouol.

Il louodo IJsur vudw: wsop wozse lJedldes |Js peze9esé Unified CM Home FQDN JiJs w
(us-cucm.example.com). 3l Spe wopdsd 2£96 SIP IJos syuvdol Cisco Webex 91556 |Js
Expressway-E. O _wozs Idpegdyple IJoldss slgd Hlgw SIP

bJ. URI  SIP: bob@example.com
oluw IJpuwl) sip:us-cucm.example.comer

pu pulby, Expressway. Sup odosu Waled Idoze Jugesoe IUpdldpd Jsuw wluwbs URITJE Lo
CNdbde od w9luwbs Hlyw Ideysl, (us-cucm.example.com) — W o0 1JzlJs pzeses CM
l,ssumess Ieszrs 1Jelues oldsuw.

wluwegsle preses IJipwluw 030 Spdod Bop 2lle Ipueduld 1Jigble ol odlzol 28 wp
odosu b, 8 1duwses ouvdd sy Loese: pel 8938 IJs &30 gpd IJpulbb IUp3dy, ledlo.
9Jpl 09 1JzlJ pe JJ Bund T B lesbs IJpdldple 1Ugluo6 o "és06 1Jpdldple 1 pgedlbos
1J9l)58" swped lde)ue Bs g0 louold IJolocd I s.

Iod vedsd wwedle IJogivgsue eds Expressway. sog Vs Idlgool) Jsdso weass oo
|.Jro¢J|Jrof>Z

1. wsdss URIJElLo wlbdo SIP 09 URI Jsdsd U300 Wby Ipuucses.



2. wSwp wuwSY 28 SIP FROM Uluuwesle ged IUlouold 1Jes,z6 J "lJlgupe IJBJ Jluwpe
IJelisJs" <sip:WebexDisplayName@subdomain.call.ciscospark.com>

Cluwedsle 030 ldpedople: spdud Idoee Os ywedle Idogvgswe wluwlbs URI Jdsdsd
IJglue «lJb,0 1dpayoad: 9 Idigwe 1JlsJ 9luwe 1Jglksds JJb o IJpouad: Iy guslo SIP J Cisco
Webex. |31 Jp sYu J>sY | s pu 030 IJpgd9ple Ospdod [doze O 2896 SIP:" 1U3s g
299¢ epSE pIldple SIP IJos wgpd gu) Expressway. wpg)s weass 896 SIP JJlouold 1dgl)s.
Sedod L 3Jd wpass p9dE eI pdlJes SIP suguge. wes IJzuesd eds odo lJSsps.
Spedoud wowlbs ldoze Vs pedle IJouvgsue IJpuvownsd [Js perd IJpdldes JJibJle
eds zpse lbuwlsd IJpyoobbs wzod IUloold odo.

ould Jbse I3 Jdpuwlesrs Vs g5d puvddo IJwzso 909 OIS IS 3¢9d [JpIlJps [Js
lJp9uwws. Spdud pelads Idoee su ldpsdsple 1Upuil) [Jsol lgdle Js Expressway-C
Jpe)r96 ol Bl Jly &> wp wgso IJpIdldes |Js 03l 1Uzs. 131 Iy 1Ulp) I3JI Bpu Idpsze lude
SHEw9u I Idlowsle wozdsddp ould.

O o3l I wsubsy: spdud i S I Expressway-C 9> oJ 9w 1U>896 oo Expressway-E.

2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-19 18:16:15,830"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.5" Local-port="26847"
Src-ip="192.168.1.6" Src-port="7003" Msg-Hash="11449260850208794722"

SIPMSG:

|INVITE sip:jorobb@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKc8lc6cddddef7edbbe5bdce9868fb019913;proxy-call-
id=a82052ef-6£d7-4506-8173-e73af6655b5d; rport

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=z9hG4bKb0eba6d700dfdf761a8ad97£f£f£3c240124;x-cisco-
local-service=nettle;received=192.168.1.6;rport=43119; ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK6£fe399bae58fb0d70c9d69b8e37e13e5912.4248943487bff4af6£649b586c769
6bb;proxy-call-id=£2d15853-c81f-462f-b3e5-c08124f344a3;received=172.16.2.2;rport=25016

Via: SIP/2.0/TLS
192.168.5.66:5062;branch=z9hG4bK0£f455ca79cf1b0af5637333aa5286436;received=146.20.193.45;rport=35
464 ;ingress-zone=HybridCallServicesDNS

Via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-383039-
8£0d64025c04d23b6d5eld5142dbdbec; rport=52706

Call-ID: 9062bca7eca2afe71b4a225048ed5101@127.0.0.1

CSeqg: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>;call-type=squared

From: "pstojano test"

;tag=872524918
To: <sip:jorobb@rtp.ciscotac.net>
Max-Forwards: 15
Route:

Record-Route: <sip:proxy-call-id=a82052ef-6£d7-4506-8173-
e73af6655b5d@192.168.1.6:7003; transport=tls;lr>
Record-Route: <sip:proxy-call-id=a82052ef-6£d7-4506-8173-
e73af6655b5d@192.168.1.6:5061; transport=tls;lr>

|.Ji|o_) lJr°°r° 09 io Jiw LJ,ouub (Cluster FQDN) JI .,§_j|J ou@roLg'oE_ S3JJ JI S9¢> roobé wow
Swe lplgo lpwe bl |Js Hluw Ideusl) (pzeses FQDN) cucm.rtp.ciscotac.net. LoJl oo 3JY oys



lLuwlds sep 8ol gds 1JBy,) o 404 Jp sop IJg w9y edsol.

2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: Event="Call Attempted" Service="SIP"
Src-ip="192.168.1.6" Src-port="7003" Src-alias-type="SIP" Src-alias="sip:pstojano-
test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net"
Call-serial-number="a3e44231-f62a-4e95-a70e-253701a89515" Tag="73c276e2-3917-4a0c-9fc5-
ddde83b49fd0" Protocol="TLS" Auth="NO" Level="1" UTCTime="2017-09-19 18:16:15,832"
2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: Event="Search Attempted" Service="SIP"
Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP"
Dst-alias="sip:jorobb@rtp.ciscotac.net" Call-serial-number="a3ed44231-f62a-4e95-a70e-
253701a89515" Tag="73c276e2-3917-4a0c-9fc5-ddde83b49fd0" Detail="searchtype:INVITE" Level="1"
UTCTime="2017-09-19 18:16:15,834"

2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: Event="Search Completed" Reason="Not
Found" Service="SIP" Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com"
Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net" Call-serial-number="a3ed44231-f62a-
4e95-a70e-253701a89515" Tag="73c276e2-3917-4a0c-9fc5-ddde83b49fd0" Detail="found:false,
searchtype:INVITE, Info:Policy Response" Level="1" UTCTime="2017-09-19 18:16:15,835"
2017-09-19T714:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: Event="Call Rejected" Service="SIP"
Src-ip="192.168.1.6" Src-port="7003" Src-alias-type="SIP" Src-alias="sip:pstojano-
test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP" Dst-alias="sip:jorobb@rtp.ciscotac.net"
Call-serial-number="a3e44231-f62a-4e95-a70e-253701a89515" Tag="73c276e2-3917-4a0c-9fc5-
ddde83b49fd0" Detail="Not Found" Protocol="TLS" Response-code="404" Level="1" UTCTime="2017-09-
19 18:16:15,835"

2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-19 18:16:15,830"
Module="network.sip" Level="INFO": Action="Received" Local-ip="192.168.1.5" Local-port="26847"
Src-ip="192.168.1.6" Src-port="7003" Detail="Receive Request Method=INVITE, CSeg=1, Request-
URI=sip:jorobb@rtp.ciscotac.net, Call-ID=9062bca7eca2afe71b4a225048ed5101@127.0.0.1, From-
Tag=872524918, To-Tag=, Msg-Hash=11449260850208794722, Local-
SessionID=daf7c278732bb5a557fb57925dffcbf7, Remote-SessionID=00000000000000000000000000000000"
2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-19 18:16:15,836"
Module="network.sip" Level="INFO": Action="Sent" Local-ip="192.168.1.5" Local-port="26847" Dst-
ip="192.168.1.6" Dst-port="7003" Detail="Sending Response Code=404, Method=INVITE, CSeqg=1,
To=sip:jorobb@rtp.ciscotac.net, Call-ID=9062bca7ecal2afe71b4a225048ed5101@127.0.0.1, From-
Tag=872524918, To-Tag=96b9%aleaf669a590, Msg-Hash=254718822158415175, Local-
SessionID=00000000000000000000000000000000, Remote-SessionID=daf7c278732bb5a557£fb57925dffcbf7"

2017-09-19T14:16:15.836-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-19 18:16:15,836"
Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="192.168.1.5" Local-port="26847" Dst-
ip="192.168.1.6" Dst-port="7003" Msg-Hash="254718822158415175"

SIPMSG:

|SIP/2.0 404 Not Found

Via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKc8lc6cddddef7edbbe5bdce9868fb019913;proxy-call-
1id=a82052ef-6£d7-4506-8173-e73af6655b5d; received=192.168.1.6;rport=7003; ingress-
zone=HybridCallServiceTraversal

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=z9hG4bKb0eba6d700dfdf761a8ad97£ff£f3c240124;x-cisco-
local-service=nettle;received=192.168.1.6;rport=43119; ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK6fe399bae58fb0d70c9d69b8e37e13e5912.4248943487bff4af6£649b586c769
6bb;proxy-call-id=£2d15853-c81f-462f-b3e5-c08124f344a3;received=172.16.2.2;rport=25016

Via: SIP/2.0/TLS
192.168.5.66:5062;branch=z9hG4bK0£f455ca79cf1b0af5637333aa5286436;received=146.20.193.45;rport=35
464 ; ingress-zone=HybridCallServicesDNS

Via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-383039-
8f0d64025c04d23b6d5eld5142dbdbec; rport=52706

Call-ID: 9062bca7eca2afe71b4a225048ed5101@127.0.0.1

CSeqg: 1 INVITE

From: "pstojano test"



;tag=872524918
To: <sip:jorobb@rtp.ciscotac.net>;tag=96b%aleaf669a590
Server: TANDBERG/4135 (X8.10.2)
Warning: 399 192.168.1.5:5061 "Policy Response"
Session-ID: 00000000000000000000000000000000; remote=dat7c278732bb5a557fb57925dffcbf7
Content-Length: 0
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2017-09-22T13:56:02.215-04:00 rtpl2-tpdmz-118-VCSC tvecs: Event="Search Attempted" Service="SIP"
Src-alias-type="SIP" Src-alias="pstojano-test@dmzlab.call.ciscospark.com" Dst-alias-type="SIP"
Dst-alias="sip:jorobb@rtp.ciscotac.net" Call-serial-number="17aa8dc7-422c-42ef-bdd9-
b9750fbd0edf" Tag="8bd936da-f2ab-4412-96df-d64558f7597b" Detail="searchtype:INVITE" Level="1"
UTCTime="2017-09-22 17:56:02,215"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,217"
Module="network.cpl" Level="DEBUG": Remote-ip="192.168.1.6" Remote-port="7003" Detail="CPL:
<routed> "

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.cpl" Level="DEBUG": Remote-ip="192.168.1.6" Remote-port="7003" Detail="CPL:
<location clear="yes" url="sip:cucm.rtp.ciscotac.net;lr" diversion="" dest-url-for-
message="sip:jorobb@rtp.ciscotac.net" sip-route-set="" dest-service=""> added
sip:cucm.rtp.ciscotac.net;lr to location set "

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.cpl" Level="DEBUG": Remote-ip="192.168.1.6" Remote-port="7003" Detail="CPL:
<proxy stop-on-busy="no" timeout="0"/> "

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'Inbound MS to CMS' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'multiway' did not match destination
alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'WebEx Search Rule' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'ISDN Inbound' ignored due to source
filtering"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'recalls into CMS' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'CEtcp-rtpl2-tpdmz-118-ucmpub' did
not match destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,218"
Module="network.search" Level="DEBUG": Detail="Search rule 'Conference Factory' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,219"
Module="network.search" Level="DEBUG": Detail="Search rule 'Inbound B2B Calling' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,219"
Module="network.search" Level="DEBUG": Detail="Search rule 'Calls to Cisco Webex' did not match
destination alias 'cucm.rtp.ciscotac.net;lr'"

2017-09-22T13:56:02.218-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,219"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'as is local' towards
target 'LocalZone' at priority 'l' with alias 'cucm.rtp.ciscotac.net;lr'"
2017-09-22T13:56:02.219-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,219"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'Hybrid Call Service
Inbound Routing' towards target 'CUCM1ll' at priority '2' with alias 'cucm.rtp.ciscotac.net;lr'"
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2017-09-22T13:56:02.232-04:00 rtpl2-tpdmz-118-VCSC tvcs: UTCTime="2017-09-22 17:56:02,232"
Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="192.168.1.5" Local-port="25606" Dst-
ip="192.168.1.21" Dst-port="5065" Msg-Hash="866788495063340574"

SIPMSG:

|INVITE sip:jorobb@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TCP 192.168.1.5:5060;egress-

zone=CUCM11; branch=z9hG4bK251d6daf044e635607cc13d244b9ead5138220.69ccb8de20a0e853¢c1313782077£77b
5;proxy-call-id=17aa8dc7-422c-42ef-bdd9-b9750fbd0edf; rport

Via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKba323da436b2bc288200d56d11£02d4d272;proxy-call-
id=32c76cef-e73¢c-4911-98d0-e2d2bb6fec77;received=192.168.1.6;rport=7003; ingress-
zone=HybridCallServiceTraversal

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=z9hG4bK06cde3f662d53a210b5b4bl11b85500c19;x-cisco-local-
service=nettle;received=192.168.1.6;rport=42533;ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK297799£f31d0785f£7449e1d7dbe3595b271.2ed90cbed5b79c6cffad9ecd84cc8
337;proxy-call-id=3be87d96-d2e6-4489-0936-8f9cb5ccaabf;received=172.16.2.2;rport=25005

Via: SIP/2.0/TLS

192.168.4.146:5062;branch=z9hG4bK043ca6360£253cbabed9b23fbeff9819; received=148.62.40.64;rport=36
149; ingress-zone=HybridCallServicesDNS

Via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-353038-
8c648al6c2c5d7b85fab5¢c759d59%9aal190; rport=47732

Call-ID: daala6fa546ce76591fc464f0a50ee32@127.0.0.1

CSeqg: 1 INVITE

Contact: <sip:192.168.1.6:5073;transport=tls>;call-type=squared

From: "pstojano test" <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=567490631

To: <sip:jorobb@rtp.ciscotac.net>

Max-Forwards: 14

Route:

Record-Route: <sip:proxy-call-id=17aa8dc7-422c-42ef-bddo-

b9750fbd0edf@192.168.1.5:5060; transport=tcp;lr>

Record-Route: <sip:proxy-call-id=17aa8dc7-422c-42ef-bddo-

b9750fbd0edf@192.168.1.5:5061; transport=tls;lr>

Record-Route: <sip:proxy-call-id=32c76cef-e73¢c-4911-98d0-

e2d2bb6fec77@192.168.1.6:7003; transport=tls;lr>

Record-Route: <sip:proxy-call-id=32c76cef-e73¢c-4911-98d0-

e2d2bb6fec77@192.168.1.6:5061; transport=tls;lr>

Allow: INVITE, ACK,BYE,CANCEL, INFO,OPTIONS, REFER, SUBSCRIBE,NOTIFY

User-Agent: TANDBERG/4352 (X8.10.2-b2bua-1.0)
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Expressway-E

*c xConfiguration Zones Zone 7 Name: "Hybrid Call Service Traversal"

*c xConfiguration Zones Zone 7 TraversalServer Authentication Mode: "DoNotCheckCredentials"
*c xConfiguration Zones Zone 7 TraversalServer Authentication UserName: "hybridauth"
*c xConfiguration Zones Zone 7 TraversalServer Collaboration Edge: "Off"

*c xConfiguration Zones Zone 7 TraversalServer H323 H46019 Demultiplexing Mode: "Off"
*c xConfiguration Zones Zone 7 TraversalServer H323 Port: "6007"

*c xConfiguration Zones Zone 7 TraversalServer H323 Protocol: "Assent"

*c xConfiguration Zones Zone 7 TraversalServer Registrations: "Allow"

*c xConfiguration Zones Zone 7 TraversalServer SIP Media AesGcm Support: "Off"

*c xConfiguration Zones Zone 7 TraversalServer SIP Media Encryption Mode: "Auto"

*c xConfiguration Zones Zone 7 TraversalServer SIP Media ICE Support: "Off"

*c xConfiguration Zones Zone 7 TraversalServer SIP Multistream Mode: "On"

*c xConfiguration Zones Zone 7 TraversalServer SIP ParameterPreservation Mode: "On"
*c xConfiguration Zones Zone 7 TraversalServer SIP Poison Mode: "Off"

*c xConfiguration Zones Zone 7 TraversalServer SIP Port: "7003"

*c xConfiguration Zones Zone 7 TraversalServer SIP PreloadedSipRoutes Accept: "On"

*c xConfiguration Zones Zone 7 TraversalServer SIP Protocol: "Assent"

*c xConfiguration Zones Zone 7 TraversalServer SIP TLS Verify Mode: "On"

*c xConfiguration Zones Zone 7 TraversalServer SIP TLS Verify Subject Name: "rtpl2-tpdmz-118-
VCSC.rtp.ciscotac.net"

*c xConfiguration Zones Zone 7 TraversalServer SIP Transport: "TLS"

*c xConfiguration Zones Zone 7 TraversalServer TCPProbe KeepAliveInterval: "20"

*c xConfiguration Zones Zone 7 TraversalServer TCPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 TraversalServer TCPProbe RetryInterval: "2"

*c xConfiguration Zones Zone 7 TraversalServer UDPProbe KeepAliveInterval: "20"

*c xConfiguration Zones Zone 7 TraversalServer UDPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 TraversalServer UDPProbe RetryInterval: "2"

*c xConfiguration Zones Zone 7 Type: "TraversalServer"
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Authentication: "No"
Description: "Calls to VCS-C"
Mode: "AnyAlias"

Name: "Webex Hybrid"

*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule Pattern Behavior: "Strip"
*c xConfiguration Zones Policy SearchRules Rule Pattern Replace:
*c xConfiguration Zones Policy SearchRules Rule Pattern String:
*c xConfiguration Zones Policy SearchRules Rule Pattern Type: "Prefix"
*c xConfiguration Zones Policy SearchRules Rule Priority: "15"
*c xConfiguration Zones Policy SearchRules Rule Progress: "Stop"
Protocol: "SIP"

SIPTrafficType: "Any"

*c xConfiguration Zones Policy SearchRules Rule
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*c xConfiguration Zones Policy SearchRules Rule



*c xConfiguration Zones Policy SearchRules Rule 3 Source Mode: "Named"

*c xConfiguration Zones Policy SearchRules Rule 3 Source Name: "Hybrid Call Services DNS"

*c xConfiguration Zones Policy SearchRules Rule 3 State: "Enabled"

*c xConfiguration Zones Policy SearchRules Rule 3 SystemGenerated: "No"

*c xConfiguration Zones Policy SearchRules Rule 3 Target Name: "Hybrid Call Service Traversal"
*c xConfiguration Zones Policy SearchRules Rule 3 Target SIPVariant: "Any"

*c xConfiguration Zones Policy SearchRules Rule 3 Target Type: "Zone"
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Expressway-C

*c xConfiguration Zones Zone 6 Name: "Hybrid Call Service Traversal"

*c xConfiguration Zones Zone 6 TraversalClient Accept Delegated Credential Checks: "Off"
"DoNotCheckCredentials"
*c xConfiguration Zones Zone 6 TraversalClient Authentication Password:

"{cipher}geh8eqg+fuVY1GHGgRLder/11YDA760/6KrHGA7g8bJds="

*c xConfiguration Zones Zone 6 TraversalClient Authentication Mode:

*c xConfiguration Zones Zone 6 TraversalClient Authentication UserName: "hybridauth"
*c xConfiguration Zones Zone 6 TraversalClient Collaboration Edge: "Off"

*c xConfiguration Zones Zone 6 TraversalClient H323 Port: "1719"

*c xConfiguration Zones Zone 6 TraversalClient H323 Protocol: "Assent"

*c xConfiguration Zones Zone 6 TraversalClient Peer 1 Address: "amer-expresswayOl.ciscotac.net"
*c xConfiguration Zones Zone 6 TraversalClient Peer 2 Address:

*c xConfiguration Zones Zone 6 TraversalClient Peer 3 Address:

*c xConfiguration Zones Zone 6 TraversalClient Peer 4 Address:

*c xConfiguration Zones Zone 6 TraversalClient Peer 5 Address:

*c xConfiguration Zones Zone 6 TraversalClient Peer 6 Address:

*c xConfiguration Zones Zone 6 TraversalClient Registrations: "Allow"

*c xConfiguration Zones Zone 6 TraversalClient RetryInterval: "120"

*c xConfiguration Zones Zone 6 TraversalClient SIP Media AesGcm Support: "Off"

*c xConfiguration Zones Zone 6 TraversalClient SIP Media Encryption Mode: "Auto"

*c xConfiguration Zones Zone 6 TraversalClient SIP Media ICE Support: "Off"

*c xConfiguration Zones Zone 6 TraversalClient SIP Multistream Mode: "On"

*c xConfiguration Zones Zone 6 TraversalClient SIP ParameterPreservation Mode: "On"
*c xConfiguration Zones Zone 6 TraversalClient SIP Poison Mode: "Off"

*c xConfiguration Zones Zone 6 TraversalClient SIP Port: "7003"

*c xConfiguration Zones Zone 6 TraversalClient SIP PreloadedSipRoutes Accept: "Off"
*c xConfiguration Zones Zone 6 TraversalClient SIP Protocol: "Assent"

*c xConfiguration Zones Zone 6 TraversalClient SIP TLS Verify Mode: "On"

*c xConfiguration Zones Zone 6 TraversalClient SIP TURN Server Address:

*c xConfiguration Zones Zone 6 TraversalClient SIP TURN Server Port:

*c xConfiguration Zones Zone 6 TraversalClient SIP Transport: "TLS"

*c xConfiguration Zones Zone 6 Type: "TraversalClient"
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o Alice calls Bob using her Spark client.

Bob’s Spark client rings and call is forked to

Expressway.
+14085551234

boh@example.com Bob’s endpoint rings; Spark Remote Device

is triggered.

B
L
% park-R
o Callis extended to Cisco Collaboration
rD _/bob@example.call.ciscospark.com Cloud through remote destination on Spark
4

5
: Remote Device; Cloud blocks the loop.

Expressway-C
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bob@example.com

.....
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lJeedps Cisco Webex wigd B >£96 SIP gusg s call-type=square” 9osgd oo 1 9sp6 O Hluw
zoo IJlouold. Bl wp puwz 030 IUBSp6 pu I)uwldo. W]y Cisco Webex Jl sWop Jsds6 |Jgle
lJlwosgle.

pg 030 ldpedgple: spdud lehe Idubb) bs Iduwsoliss [dpdsp wwledl zese Jlu cbousd Cisco
Webex IJ¢luo wldpuwegse sodds lRbbsu (edlposu) eusel Jlu puvegse Cisco Webex
2oulely Robb sz)s pdldes. Jlgwed il IBble 03l 1Jusg pu Idpuildd sluodlzel pwozole
slspl s wgese ldogvzsd ldogivgsuos pu Expressway-C 9 Expressway-E. Jo§bo wlso.



SpIdud p)leedé ywedlo Expressway-E Jogsss I 3896 SIP coopu Vs 1Uslde [JB8spo call-
type=square |Je9z956 S Jiuw zos IJlouold IUgluo wag9s Cisco Webex 1Jlgdss 1dpruuds 1Js
Islgd. sumwsuoe 3JY g3 cdlew 2ol 1dzelss wldyuwlds Cls Gvdd po Ilgudld. Osel sds
£SU6 p by o IU>g90 1J9l)6 |Js Expressway-E o0 o3l Ilduwsulss.

2017-09-19T714:01:48.140-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 18:01:48,140"

Module="network.sip" Level="DEBUG": Action="Received" Local-ip="172.16.2.2" Local-port="5062"
Src-ip="146.20.193.73" Src-port="40342" Msg-Hash="11658696457333185909"
SIPMSG:

|INVITE sip:pstojano-test@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TLS 192.168.5.164:5062;branch=z9hG4bK564cd36d87£3417513c9b559dc666£71,SIP/2.0/TLS
127.0.0.1:5070;branch=z9hG4bK-3237-5c5060d07ecc546a0bb861ef52a5f507; rport=43306

Call-ID: 6bc0ca8210c0b48df69£38057ecled8b@127.0.0.1

CSeqg: 1 INVITE

Contact: "12sip-UA" <sip:12sip-UA@12sip-cfa-01.wbx2.com:5062;transport=tls>;call-type=squared
<-- Webex inserted value

From: "Jonathan Robb"

;£tag=540300020
To:

GTU9S Sl zod lJlouold eds 18506 CALL-type=SQUARE |Je9z936. g1 030 IJu§bé: Sgw
w9eso lJpdldps guy Expressway g, uwldol pu pulb 96 ¢loe Webex Idpgodb IJoulds.
Seduul Idoge Vs ywedle Expressway-E Jogsss Js9ss huwld Idpedldes po Expressway-E.
suwsebsol 3Jd W) gol 151 Il Expressway-E soglpd pe 1d>e96 wls Gvdd po IJIgsdld.

2017-09-19T714:01:48.468-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 18:01:48,468"

Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="192.168.1.6" Local-port="7003" Dst-
ip="192.168.1.5" Dst-port="26686" Msg-Hash="1847271284712495612"
SIPMSG:

INVITE sip:pstojano-test@rtp.ciscotac.net SIP/2.0

Via: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bKec916b02b6d469abad0a30b93753f4b0859; proxy-call-
1id=d7372034-85d1-41f8-af84-dffed6dla%9a9;rport

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=z9hG4bKd91699370129b4c10d409e269525de00c2;x-cisco-local-
service=nettle;received=192.168.1.6;rport=43119;ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK52aac9al181192566e01b98ae0280bdff858.0e65cdfe078cabb269ececbbbcell3?2
8be;proxy-call-id=ec5le8da-ela3-4210-95¢c9-494d12debcd8; received=172.16.2.2;rport=25016

Via: SIP/2.0/TLS

192.168.5.164:5062;branch=z9hG4bK564cd36d87£3417513c9b559dc666£f71; received=146.20.193.73;rport=4
0342;ingress-zone=HybridCallServicesDNS

Via: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-3237-5¢5060d07ecc546a0bb861ef52a5f507; rport=43306
Call-ID: 6bc0caB8210c0b48df69£38057ecled8b@127.0.0.1

CSeqg: 1 INVITE

Contact: <sip:192.168.1.6:5073; transport=tls> <-- Webex inserted value is now missing

From: "Jonathan Robb"



;£ag=540300020
To:

Max-Forwards: 15

Route: <sip:cucm.rtp.ciscotac.net;lr>

ewd plzed 5896 SIP o030 IJos swpe Lhuwldol pu Expressway-E |Js Expressway-C. Jizb o Jlow
zod IJloold 5L9ud> PIVE UIE IJpIldps. ould Juse Ia_) Sew IJluuhé lJso 909 Iuo WOS Lwd
IJuwlo, 40 spdod o oss 1o pulbb@s 1Ug 9z wusles HybridCallServiceTraversal. soJod 11
luvouole I lJovew ole 2uosd clbos Cisco Webex gds ledle wlo (buwld cowso) gws
IUbJde 09 vuwew ws> Expressway-E Jedled IUlogol="2 oo Sluw SIP Invite Contact. 1J_w3lJ
lJ3s sew Jlzleé gdso 09 pl IU3s spdu o Suvww 03l U_,qu lJee)s.

Sew woeso IJpdldps eu) "erp6 |Updldple |Upgodbs" lUos Gpo wleshel gds Expressway.
J3l Wil pdly pulwe Jose 1oz dsd. B Jly J>sd xConfiguration: W sedoud 5956 Js9S6
od9su 030 Idpubb§s. Jupdss Idpulb$s W xConfiguration: spdud wouwlbs |guesle IJlgwe
lJpuwed Vs uwb, Via ldss cwp bolgwo Ws Iduwedle. spdud lu oys ledlo Jly SUvPS
egress-zone=HybridCallServiceTraversal. guspl Sbog 03l IUluue Vs yub, Via pu Hluw SIP.
owpe lde IJW)lgle. gusdas Jluwe 1dpulb 9o 1Uz 88886 pu puly,) xConfiguration o wludle
ISwpe wuuwsho Vs Hybrid Call Service Traversal.

*c xConfiguration Zones Zone TraversalServer Authentication Mode: "DoNotCheckCredentials"

*c xConfiguration Zones Zone TraversalServer Authentication UserName: "hybridauth"
*c xConfiguration Zones Zone TraversalServer Collaboration Edge: "Off"
TraversalServer H323 H46019 Demultiplexing Mode: "Off"
TraversalServer H323 Port: "6007"

TraversalServer H323 Protocol: "Assent"

*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone
*c xConfiguration Zones Zone TraversalServer Registrations: "Allow"
*c xConfiguration Zones Zone TraversalServer SIP Media AesGcm Support: "Off"
*c xConfiguration Zones Zone TraversalServer SIP Media Encryption Mode: "Auto"
*c xConfiguration Zones Zone TraversalServer SIP Media ICE Support: "Off"

*c xConfiguration Zones Zone TraversalServer SIP Multistream Mode: "On"

L N B N N e B N Y

*c xConfiguration Zones Zone TraversalServer SIP ParameterPreservation Mode: "Off" <--
Possible Suspect Value

*c xConfiguration Zones Zone 7 TraversalServer SIP Poison Mode: "Off"

*c xConfiguration Zones Zone 7 TraversalServer SIP Port: "7003"

*c xConfiguration Zones Zone 7 TraversalServer SIP PreloadedSipRoutes Accept: "On" <=--
Possible Suspect Value

*c xConfiguration Zones Zone 7 TraversalServer SIP Protocol: "Assent"

*c xConfiguration Zones Zone 7 TraversalServer SIP TLS Verify Mode: "On"

*c xConfiguration Zones Zone 7 TraversalServer SIP TLS Verify Subject Name: "rtpl2-tpdmz-118-

VCSC.rtp.ciscotac.net"

*c xConfiguration Zones Zone 7 TraversalServer SIP Transport: "TLS"

*c xConfiguration Zones Zone 7 TraversalServer TCPProbe KeepAliveInterval: "20"
*c xConfiguration Zones Zone 7 TraversalServer TCPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 TraversalServer TCPProbe RetryInterval: "2"

*c xConfiguration Zones Zone 7 TraversalServer UDPProbe KeepAliveInterval: "20"
*c xConfiguration Zones Zone 7 TraversalServer UDPProbe RetryCount: "5"

*c xConfiguration Zones Zone 7 TraversalServer UDPProbe RetryInterval: "2"

*c xConfiguration Zones Zone 7 Name: "Hybrid Call Service Traversal"

p& Idlgsble 1Jpess6 J Hybrid Call Service Traversal: spdod ldoze go lJlgsble 1Jpzopdd
lJos ooy pod:

- 8w9J SIP PreloadSIPRoutes: o iésJ



- 9,28 pedpd SIP Preservatoin: |s$lod o vgsd
Nawegsle 9lz0s 1Jssw Jis brsd uwuse: spdud I cos wgrsd 030 1JEspe 96l ©d9p wo.

>¢p puwblo SIP 1Jpzeds puuwdl

Sp voubésd wussd puwble SIP 1dezeds puvodl Jopdso odo lJpubb$s pu peldzs bdole
396 SIP IJos wzoss eds uluw IJpuwl.

|..5L9|L9 ouvgsd xgp puvble SIP l':JPar"'Jé euvedl Bl Iduo o)sd io TN lJpoulb9é bdole
5896 SIP IJos wzwss gds o3l 1U)luw.

Ileedllb pgdps SIP

a8 ol 31 Jly BUA IJgl o o ExpressWay szoudb i sess Jolus ldpedple Bs bdole SIP
lJp9z06 g,y 030 lJpulb 96.

2B URI 1J3luo wbdu SIP 9peJale zole IUlouold 1Jgluoé wogzse ldbdole wso odo
IJpulo$6 9 B2BUA.

sz J B2BUA Jehs Jolus URIIJglLe wbdo SIP soblecle IJleuold 1JEluoé woszso
IUbJole wso odo lJpul $6 9 B2BUA. I3l Jjp 1Jie,.

wule gds 030 IJogysVle. xConfiguration. 99 o¢ 1J 906 call-type=square S Ll "Jlo ol
lJglue w3896 SIP. spdudd IUluwouolz wlo lsBlw wuvgsd BSpd b pedes SIP Vs pub§o
leesh @206 IUlouald Ipgodlbs o9 Iduuow Os yuzw Idedles 9ldzuosd eds wbosy Cisco
Webex eJs ledlple 030926 1JzdB6.

lJzJ

JJeoslb eJs IJ9spé CALL-type=SQUARE U Sl zos IJleuold 1Ugluo wog9é SIP. sz
lJolds po i Expressways wygp g 9b pedes SIP Jzpse ldpulbd IJpguss wegldzo
lJlgwosgle:

1. ouwesd 1Us>ged |Js Expressway-E

2. luo@d IJs Idodssy > pulb@ > pulb$

3. weass IJpulb8é IJos swp luwaislpol Jglbe Traversal |JegoJb

4. 0ESSU 8spd IJlzgelb wpgdes SIP |Js On

5. 8p web IJleshle.
HHRHH R R R R R R R R A R R
pdlebo: Vs 03l I gwsulysy Jluw pubb o ¢lbe Webex Hybrid Traversal Server gJs
Expressway-E g, pdoué v uvdd UPTST: 39, 106 o0 1dppdy wplol LESSU JSps b
peJpd SIP |Js "lsBle ouvgsd" Bs pullb @ Webex Hybrid Traversal client | CUCM lJezl9,o.
wswpe cudss JJldodssuse eds Expressway-C. 51 Jig 1Uie, BJIi spdud o owsde lu
Syuwd Expressway-E 9506 g9¢ IUlguongle=? |Js Expressway- C slo sJ9y Expressway-C 9>
CP CS0-

lJuol): peds IJs Cisco Webex

Suog v Id Vuvd Vs Idpdldele o@ysel 9ldss sulbbss gds louold slgds uols, o Cisco
Webex v w IJgyuo 1U3s wp IdlodIg gue: "gws IJlouold pu olowds Idpuwed Os CM 1de9e>
CPUNLEIP lC) wp wpdsuo Jloold a>lpo U|uu0U‘ uJDO_) 2Jile o9ledop ldpedso 9dJu JI
slos cobosd Cisco Webex [Jgl o wol." Jlgwod uled Iablc o3l IJuwsulysy 9luadlzold pu
lJeope Wop JJ pu w98 IJpdldple 9ldpul§ 1J3s Sgae g0 9028 03l 1Jugg pu Idpdldple.

B9 pubds glds [Jpuvess



1. 889¢ Idpuwedse A Clple pdldes pu oo IJogivésd dpuwed IUElue wo lds URI
Iglue wadsd Idpuwese B

2. oloW IJpwwgsp B ldpzds 9 CTI-RD/Webex-RD (§o9d 1JpeIdldps

LSl oleWd 1dpuwogse () Idpeds B 1bol) pdéle

. S99 CTI-RD/Webex-RD JJpwegse B w98 030 Idpdldps |Us 9z00

UserB@example.call.ciscospark.com

. 889 Unified CM cuwpejs) 030 IJpdldps |Js Expressway-C

. Syuwvd Expressway-C |Jpedldpes |Js Expressway-E

. S99 Expressway-E olg)le vz DNS gJs peld callservice.ciscospark.com

. Selod Expressway-E IJloold wwsiso Cisco Webex g [J w93 5062.

. Swol Expressway-E 9o sisé Cisco Webex oubJ 1p oldes

0. @99, wsise Cisco Webex wwpys) Idpdldpes [Js Idpuwedse B ldposd, bOs wbosd
Cisco Webex
1. swl wbusd Cisco Webex |Jpe98; Jdpuwegspe B B lp)le IJoolugle.

o938 IJpdldple

AW

= O 00 N O O

loodd IJs elewd IJeguedse B lJpsze> puvwdl > Unified CM > CTI-RD/Webex-RD >
Expressway-C > Expressway-E > _.sis6 Cisco Webex > o b.s§ Cisco Webex Jpol 09 o902 WO

o Alice calls Bob using her endpoint.

+14085551234
bob@example.com o Bob’s endpoint rings.

Call extended to the Cisco Collaboration
Cloud through remote destination on
Spark Remote Device; Bob answers on
Spark.

ob@example.call.ciscospark.com

Expressway-C
/%

Cisco
Unified CM

- ¥
£ bob@example.call ciscospark.com

~O
Internet \

0. 5
J Dial bob@example.com or S ﬁ" p
ﬁ +14085551234 %‘

+14085551235 Bob
alice@example.com

313105

pdlebs: wp o 1Juo9ys pu d2Jsd woese Cisco Webex | epzoJb.
odpsele vedsd IJuved

BBl oo w@9e wluwedupld igble 2lJs Buvde Vol IJpdldele 1Jpuid s IJuols )6 |Js Cisco
Webex. W wozolz IUs wgese uvgdle Unified CM 9 Expressway-C 9 Expressway-E. ClpoJlY


/content/en/us/td/docs/solutions/PA/maroon/spark/hybdsrvs.html

030 Idpgpsele pu Iduvedlorn spdud 1986 Js9ss )9, 1dedldes g IJwsiss. ould bys s
WSES 12 JI0p 35 ©dds Idpdldps sied wsiss IUged Josd 9o lunesle "ppd9ble
lJoze" Ws Expressway. jugd o wpee JY "ped9ble e Expressway" o w)ygo wlpdloss
p€, 98 ol |31 Iy [wesgle Forked J Cisco Webex o9 1J9_o9J |Js Expressway-C g E.

Jlgwogsle "pedble [Juzd" spdud oudss pl sJs:

1. ouwesd 1U>g9d |Us Expressway-E

lole pdldps ool

loedd IJs 1Jelds > pedgble 1oz

33838 16 8o Tuw pdldps 1o sodds Elss gudlu pu Webex SIP URI Iy sdou sgle

(user@example.call.ciscospark.com)

I3l Jp sbo, "pe9ble IJowze" IUpdldes Idos ouod IJs pedsble IJoze WS

Expressway-E. w0, 030 IJgpJs6 eJs Expressway-C
Iod wedsd wwedle IJogivgsue eds Expressway. sog O llgool) Js9s6 weass 030
|meJp&

1. wsIdsu URI bJo SIP gu9ly SIP Jeuueisp Cisco Webex
2. wsop cuuwsy t¥d SIP FROM Jds swpe Iolz Idb,y0 Idpeuod J "IJluwe 1Jlsd Jluwpe
lJelisds" <sip:Alias@Domain>

lowodsle 030 ldpedyplo spdud IUope Bs pwedle dogvtsue euve URI ddsdsd 1JElue
oldb e lJeouod 19 1dluwe 1dlsd 9luwe 1UglsJé Jbyu lJloold: 19 gugly SIP J Cisco Webex.
Bl de sIu >8I |s pu 030 IJpedyplo Bspdud Ig)le wew eJds 2896 SIP:" 1Uss yusesd p9d¢E
2p5e pIIJolS SIP1Jes Sl £ 10b15S ot wptss 1ot £ds 5696 SIP Jdlo ol
lduol spdod wgs 3JdY weass p9de perd louold SIP gugwge. wed 1dzuesd eds ol Idlz)le.
Spdud vouwlbs o Vs uvedle Idogvgsue luvoubl s pgyd 1Jpdldes JJibJle eds
zese lhuwlsd Idpyoubs weod lJlouold odo.

Bspl sds weup IJeuuldd IIde, gvssgl IUos wpo pdlizbodl pg 1dedldple 1duolsss pu
lJolow 1Jpwzd WS CM Ide9es |Js wsise Cisco WebEx gus g)le IJpdldplo gds puvwésp wp
wpedsuo Jdlouold wigapes Call Service Connect.

IJpuwlids 1. sogs) eds Expressway zJ gusly callservice.ciscospark.com

soeed lple IJouvgsd IUSsluvs Jpub$s DNS B Expressway B lple gpdsle wze DNS
lgwoubl |ds 1deeld 1Uss sbo, eds IUzloe IUlseo po URN Lo oldbde. 9desuose 3JI.
olpdsl Vs peld. Bl od@e poulb§6 DNS pJldes wzwys eds URI JUbJe 0 pstojano-
test@dmzlab.call.ciscospark.com. W w958 pulo 96 Expressway DNS [Jup93286 pub§ 1wz
DNS SRV gJs dmzlab.call.ciscospark.com 1Jss g 1zlow 1Jispo oo URI JdbJo. 31 i
Expressway us99p wi3JIJi spdud w9ge 9w oy sldlwoelud IJoldsso.

_sips._tcp.dmzlab.call.ciscospark.com.

Response: 5 10 5061 12sip-cfa-01.wbx2.com.

12sip-cfa-01.wbx2.com

Response: 146.20.193.64

Blobyo gu Jowe S wes lo luwogles gwzd SRV w9 g09ly Ebpe 900095 5061 9Jsw
5062.

03l sgws luo Ju szae puoldes TLS IpeulbJs IJos wese g IJpuds 5062 9sop luwosle
P93 pudLod Jhuwld IJluvble oo Expressway 9 Cisco Webex. IJoegss pg 03l 09 1o sdsd



/JQUDJCJC'.),O/& /J,oé//J,o/& /J,oé&._/.bé PU Cisco Webex JI SOE9 vuﬁbdd U2)Se !uuoé.ﬂp UpQQQS
5061 Jlo w2 lJossle JI SY-rd Jduwdle uldleuold vUE_PJ-

b,s86 ldgpd wes pub @ oz DNS Zone SRV IJ¥sluvs 03l gds Expressway os wdysy
Expressway zos swp lple gpdsle vee woyseo luweobl |Js 8spd w@9p ww9dsol.

lJTe ewd> wedsd oo IJfoéJIleégl.J,oa»é‘ Spedud lJo,ds; eds Exp[eS§Way-E Jioy SN
(wluwedsle pesble IJoze) lu 1dpdldes 9o ode [Js 03l 1Jes. [osl wlad >890 SIP IJos olos
|Js Expressway-E Jpe)r9s ldpulb o IJos 9uodw [Jsoel 989les Idwze Idos sop luvwgsleol
9ls pub 8o swp Vol [gwesgle 9l wp huwldol wubIdd Loese IUs pulb§o DNS: Wl 09
pub 9 oz DNS 1Uss seow.

2017-09-19T13:18:50.562-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,556"

Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26686" Msg-Hash="4341754241544006348"
SIPMSG:

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bK6d734eaf7a6d733bd1e79705b7445ebbd6175.1d33beb65c99c
56898f85df813f1db3a7;proxy-call-id=47454c92-2b30-414a-b7fe-aff531296bcf;rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK13187594dd412;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: 991f7e80-9cl1517a-130ac-1501a8c0@192.168.1.21

CSeqg: 101 INVITE

Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Remote-Party-ID: "Jonathan Robb"
<sip:5010@rtp.ciscotac.net>;party=calling; screen=yes;privacy=off

Contact: <sip:5010@192.168.1.21:5065; transport=tcp>;video;audio

From: "Jonathan Robb"

;tag=332677~c9cc7ddc-9592-49e8-al3c-79e26£48eebc-30106860
To:

Max-Forwards: 15

Record-Route: <sip:proxy-call-id=47454c92-2b30-414a-b7fe-
aff531296bcf@192.168.1.5:5061; transport=tls;lr>

Record-Route: <sip:proxy-call-id=47454c92-2b30-414a-b7fe-
aff531296bcf@192.168.1.5:5060; transport=tcp;lr>

Allow: INVITE,OPTIONS, INFO,BYE,CANCEL,ACK, PRACK,UPDATE, REFER, SUBSCRIBE, NOTIFY
User-Agent: Cisco-CUCM11.5

Expires: 180

Date: Tue, 19 Sep 2017 17:18:50 GMT

Supported: timer,resource-priority,replaces,X-cisco-srtp-fallback,X-cisco-original-called
Session-Expires: 1800

Min-SE: 1800

Allow-Events: presence

X-TAATag: 2272025a-ce36-49d0-8d93-cb6a5e90ffel

Session-ID: 75957d4fb66al3e835c10737aa332675;remote=00000000000000000000000000000000
Cisco-Guid: 2568978048-0000065536-0000000148-0352430272

Content-Type: application/sdp

Content-Length: 714



<SDP Omitted>

W9 5890 SIP 030 Spdud wzpese URI JJbJe (pstojano-test@dmzlab.call.ciscospark.com).
9Call-ID (991f7e80-9¢c11517a-130ac-1501a8c0). oy ("Jonathan Robb"
<sip:5010@rtp.ciscotac.net>). glJs (sip:pstojano-test@dmzlab.call.ciscospark.com). gUser-Agent
(Cisco-CUCM11.5). wg> wd@s o030 1U>g96: Sgw £Js Expressway IJTo 1ol Goble pulbdsé
Juesss pl Bl Ily spduo wozso lJpdlded |Us pubb$é 12)s. yvs99p Expressway wiJd
lovoubl |Js @les Ideze.

2017-09-19T713:18:50.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,564"
Module="network.search" Level="DEBUG": Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T713:18:50.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,564"

Module="network.search" Level="DEBUG": Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-19T713:18:50.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,564"
Module="network.search" Level="DEBUG": Detail="Search rule 'Calls to Webex' did not match

destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T713:18:50.564-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,564"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'Webex Hybrid - to Webex
Cloud' towards target 'Hybrid Call Services DNS' at priority '90' with alias 'pstojano-
test@dmzlab.call.ciscospark.com'"

lpweobsl [Js uoluos IUuwed 1dshsé lgdle. spdud lu s lu Expressway-E Iss wp wedsdo
po eJld bog 89les wr: 9pg 3JY wp plels Sless 9lzaé B9 (Webex Hybrid - |Js Webex
Cloud). Jlgw Jsless IJu_»;o 19J956 o 90 9w p [wewoslol JJluedld |Js pulb 96 DNS Jgs el
lJpdldplo Idpgodbe. IUlo wes huwld Idedldes |Us pulbb g DNS. spdoud p)lzes gpdsle e
DNS SRV lJus wese gJs Expressway-E

2017-09-19T13:18:50.565-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,565"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="dmzlab.call.ciscospark.com" Type="NAPTR (IPv4 and IPv6)"
2017-09-19T13:18:50.718-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,718"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="_sips._tcp.dmzlab.call.ciscospark.com" Type="SRV (IPv4 and IPv6)"
2017-09-19T13:18:50.795-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:50,795"
Module="network.dns" Level="DEBUG": Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.64:5061'] (A/AAAA) Hostname:'l2sip-cfa-0l.wbx2.com' Port:'5061"'
Priority:'5' TTL:'300' Weight:'10' (SRV) Number of relevant records retrieved: 2"

B IJBuoluos ledlor spdud b oys 1o Expressway-E Iz)s [z SRV lpwoobl [Js Izlow
IJL;,o.;, eds URI IJbJy (_sips._tcp.dmzlab.call.ciscospark.com) 99> wpe Idgd [Js luwe
lJposWd of 12sip-cfa-01.wbx2.com 9lJ e, 93 5061. 959, IJp99e hostname 12sip-cfa-
01.wbx2.com el sJs: 146.20.193.64. Llgwwgsle 030 ldpgdyple: woped IJEb9s IJpulb 956
IJoldso IJos uvsd9pe wol Expressway s hwld 25p6 TCP SYN |Js 146.20.193.64 zos
Swedy pu pelado lesh Idpedldes. oo ouvzsd Expressway-E. spdod Idp)lzeo Jpg 90 ol 31
Jly 03l sgow.

2017-09-19T713:18:51.145-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:18:51,145"
Module="network.tcp" Level="DEBUG": Src-ip="172.16.2.2" Src-port="25010" Dst-ip="146.20.193.64"
Dst-port="5061" Detail="TCP Connecting"

2017-09-19T713:19:01.295-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 17:19:01,289"
Module="network.tcp" Level="ERROR": Src-ip="172.16.2.2" Src-port="25010" Dst-ip="146.20.193.64"
Dst-port="5061" Detail="TCP Connection Failed"

R lJgie lJouvgsuos Jouwesd Expressway-E ig_JIo‘ Spedud ig S ig Expressway-E seloJ



lJlouold o 1P 146.20.193.64 1U3s wp edo puvedl v, o83 TCP 5061 9p¢& 3JI. Sy 03l
IUleuold sBuvd wuvdd uosse: 98pdu pdlzbbs v w IUsbse pu IJodlb 1Uge6 1Uds wp
wepseo.

Expressway-E attempts TCP Connection

Info
66 25876-506L [FIN. ACK] Seqel Ack=1 Wi
B6 JO61-Z5876 [FIN, ACK] Seq=1 -

The Expressway-E doesn’t receive a SYN-ACK
s0 it retries the SYN packet again 3 times

lowoubl [Js odo lJuwlsg: pu lJ9l o i Yo 1des9) ewy 1dpuds 5061 ¢s) wlezs. 9pe 3JY.
S|y louold 06 IJpdldple Idpgodbs 1Updue9> wo luuegsle pouds TCP 5062, 9Js v 5061,
J3JYi ceolz s Idovds) Bs Iduvew 9)le £30 2d Expressway-E Jwzd SRV IU3s @5 S)ze
lJewd3 5062. Jpzleds IJlzlws eds o3l Iduwdld: spdod Idwze go punldd IJodsso Idpeopdd
WIS pubb§o DNS IJpgodbs J Expressway-E Webex.
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*C
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*c
*c
*C
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*C
*C
*C
*C
*C
*C
*C
*C
*C
*C
*C

xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration
xConfiguration

Zones
Zones
Zones
Zones
Zones
Zones
Zones
Zones
Zones
Zones
Zones
Zones
Zones
Zones
Zones
Zones
Zones
Zones

Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
Zone
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Name:

DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS
DNS

SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP
SIP

"Hybrid Call Services DNS"

Authentication Trust Mode: "Off"

"TLS"
"ciscospark.com"
"Off"
"Off"
Media Encryption Mode: "On"
Media ICE Support: "Off"
ParameterPreservation Mode:
"Off"

PreloadedSipRoutes Accept:

Default Transport:
DnsOverride Name:
DnsOverride Override:
Media AesGcm Support:

"Off"
Poison Mode:
"on"
Record Route Address Type: "IP"
"Off"

Verify InboundClassification:
"on"

Verify Subject Name: "callservice.ciscospark.com"
BFCP Filter Mode: "Off"

IX Filter Mode: "Off"

SearchAutoResponse:
TLS
TLS
TLS
UDP
UDP

"on"

Verify Mode:

Vs IJodgsu xConfiguration 1Jgl o « Expressway-E. spdoud pdlzbd 9295 BSposSU p2rdoSy
JJpuoded provboso wepdsle wee DNS: Iuue DNSOverride 9ozlg; DNSOverride. wole eJs
03 xConfiguration. ¢ p wgssu "welyy DNSOverride" gJs "ls§lo" J3JJ Ju $xgd luwe
DNSOVverride g5 lJoudss. JWop pl w@9p wo 030 1J8sp wuvdd 1ol spdod [uuegsle
9lzod pwedde 9sw Expressway Jdoge g0 wg)s IJBEse.

wesdsd bdu DNS (so)ze IUs oglej DNSoverride 8. s xConfig)

S89e wugzse pdldple SIP 1Juols)é pu 030 ldpulb$6 |Us pzld SIP pzas $29s! wadl pu 1Jeeld
WO 1Jggosd [Jplbdeus. 03l 1Ugsl) peuoue vuvdd luwluws JJluwegsle pe Cisco Webex Call
Service. ,lgg www.cisco.com/go/hybrid-services.

IJpeld IJpbdoy IJowee oo (sooee IJs luvpe ogls; DnsOverride s xConfig)

I>¢J FQDN JJuze g0 B DNS Ll po ldeze g0 1Upzld £ds URI Joysesdsd SIP I ols,.

Je sole, URISIP IJILods.

o e o i_uovao Jrsd 030 IJogrsBle: po 1Usluoe 1o 030 IJ3se I3l op cessuel vuvdd
UPTST LIV w9y dlu Lods welel weub @ Iduee IUglue o DNS IJElIo wul. B Geo wl@slo


http://www.cisco.com/go/hybrid-services

o3l pg euble pu sJsd IJuui, J Cisco Webex Hybrid Call Services. B wezs luo Szo oSS
bdo og>sd DNS gJs Onssze wessu ldeeld 1deb Idoze guo gds
callService.ciscospark.com. |31 §po LogsS) 030 IU9Spe Juesss lJpgdyple lJuoeses.
BuwstodI pub§ ldoze 1JElue « DNS SRV welel. Sspl sds i el Spdo wadeo pu
puby) lJoywesd IJouvgsuos J Expressway-E

2017-09-19T710:18:35.048-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,048"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="_sips._tcp.callservice.ciscospark.com" Type="SRV (IPv4 and IPv6)"
2017-09-19T710:18:35.126-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,126"
Module="network.dns" Level="DEBUG": Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.70:5062'] (A/AAAA) ['IPv4''TCP''146.20.193.64:5062'] (A/AAAA)
Hostname:'l2sip-cfa-02.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV)

Hostname: 'l2sip-cfa-01l.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV) Number of
relevant records retrieved: 4"

lJeJ
1. owesd IU>ged |Js Expressway-E
2. loodd IJs polbd IJodsse > pullb s
3. weasd pub 9 Webex Hybrid DNS IJos wpe wdsuol
4. vessu bdo wgxsd DNS |Js ogbésd
5. oessu lJpzld oz g0 Bspé |Js callservice.ciscospark.com
6. 29b IJogssule

pdlelbé: s 21Js 929> pulo 96 DNS glzx6 W9 98> IUluwegsle eJs Expressway. szow
odysu pulb 86 DNS o odo Jswe luvwgsleol pg "¢r00 IJpdldple IUpgodbs" Ios
Spduol IJluuo s py 030 IUGSe.

IJpwids 2. op el IJpods 5062 ghz wbl g Cisco Webex

2> IJlbsle 1Jd,86 1gluoé wbuvd Idedldple 1Juols,6 1Jpuid,é |Js Cisco Webex o9 1o
wbosd Cisco Webex 1Jgluo by 1dpgwpes WISS8dp ) logoele eds Idobosy 1Ugluo wo
eds Idoée pu lo IUgpsd JI syo lusl 99pl 09 1deld B Iumsobss ledlec puezolz w6 s
Joso IJpuindJs 1Js luweesle uduw 1dsle sldeuwesd Jlop pode I wuvdd 18 od.
Jdewesd eds wdestle 29d e5d publdd Ipdldple sopdsd Iduvedlelze Suwpe 030 IJpdlde
Jpl 09 p9 o IS 1Ju09,6.

puld eds iy ldob 1Uds sup w¥d8p0



pstojano test

Active 15 minutes ago ™
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test was unavailable.
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Jpl o9 1Jeld pg Iuo.>|_, IdelJroo IJuol,6 58 10 Spdud woe ldoedsd Vs uu”&SJ CULESUO
Expressway-E. Jiod §> luveéspe pedsble IJoze eds Expressway Jogaso o 1Jedldpé
wuod 1Js 03l 1dzs. 99pl B Iduwlo s Il Lld>g96 1l9dss IJes wlos lJs Expressway-E oo
Expressway-C. o33, IJijusle lJos o)ss |Juau guol os:

. pl I3l Jly, Expressway-E sedds 1U>e96 1o JI

el BLIlG pubb 8 $less Idoze 89 vops) Idluwesgle |Us pulo 96 DNS IJpgodlbé

el BIIIGe pulb 96 DNS w99, wlduze g0 DNS 98 Idpzld IUuozse

el B YIS 1Joble s 2lod eldss leuold TCP JJeodds 5062 96le Llouiliso wuvdd Lozse
ol Bl ogee puoldes TLS IJpowlbJs

g WON -

2017-09-19T10:18:35.023-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,017"

Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26513" Msg-Hash="3732376649380137405"
SIPMSG:

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bK57d8d5c823824bcddfd62f6f£f7e09£9939482.899441b6d60cC
444e4ed58951d07b5224 ;proxy-call-id=696f6flc-9abe-47£f3-96a4-e26£f649fb76f; rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK12d4b77c97a64; received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: 6a48de80-9cl11273a-12408-1501a8c0@192.168.1.21

CSeqg: 101 INVITE

Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Remote-Party-ID: "Jonathan Robb"
<sip:5010@rtp.ciscotac.net>;party=calling; screen=yes;privacy=off

Contact: <sip:5010@192.168.1.21:5065; transport=tcp>;video;audio

From: "Jonathan Robb"

;£tag=328867~c9cc7ddc-9592-49e8-al3c-79e26f48eebc-30106829
To:

Max-Forwards: 15
Record-Route: <sip:proxy-call-id=696f6flc-9abe-47f3-96a4-



e26£649fb76£@192.168.1.5:5061; transport=tls;lr>

Record-Route: <sip:proxy-call-id=696f6flc-9abe-47f3-96a4-
e26f649fb76£@192.168.1.5:5060; transport=tcp;lr>

Allow: INVITE,OPTIONS, INFO,BYE,CANCEL,ACK, PRACK,UPDATE, REFER, SUBSCRIBE, NOTIFY
User-Agent: Cisco-CUCM11.5

Expires: 180

Date: Tue, 19 Sep 2017 14:18:34 GMT

Supported: timer,resource-priority,replaces,X-cisco-srtp-fallback,X-cisco-original-called
Session-Expires: 1800

Min-SE: 1800

Allow-Events: presence

X-TAATag: b2967a3b-93fb-4cad-b0d7-131£75335684

Session-ID: 75957d4fb66al3e835¢c10737aa328865;remote=00000000000000000000000000000000
Cisco-Guid: 1783160448-0000065536-0000000126-0352430272

Content-Type: application/sdp

Content-Length: 714
<SDP Omitted>

9Ipl oS B 1>g96 ledlor spus wuwde 1J>696 Junse glbs. o3l lple "wp luwedolde” 909 S
ou £uslu IP 1Jglue o Expressway-C. spdod IUlG IUloodld [Js pob @ $lesé Idoee

2017-09-19T710:18:35.023-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,022"
Module="network.search" Level="DEBUG": Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T710:18:35.023-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,022"

Module="network.search" Level="DEBUG": Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-19T710:18:35.023-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,022"
Module="network.search" Level="DEBUG": Detail="Search rule 'Calls to Webex' did not match

destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-19T710:18:35.023-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,022"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'Webex Hybrid - to Webex
Cloud' towards target 'Hybrid Call Services DNS' at priority '90' with alias 'pstojano-
test@dmzlab.call.ciscospark.com'"

luweobl [ds $uoluos Iduved ledlo: spdud I o)s lu Expressway-E wp wedsdo po ¢JIJ
Lot @les wee eds ks eld sle> Béb (uwels Webex Hybrid - |Us Webex) lg ow). Jloe J8less
IJoze l9d9ss wodg 90 991y 1Josd o9 1Jlue @l IJs pub$é DNS Jgsple Idedldple
lJpgedbs. |l we> Luwld 1dpdldes |Js pulb 6 DNS: spdud p)lees gpdsle vze DNS SRV
lJos wgye gds Expressway-E. JJ o3l buses wplpl. spdud UG 1Je,ds) gds poby Idoze
w.s DNS

2017-09-19T710:18:35.048-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,048"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="_sips._tcp.callservice.ciscospark.com" Type="SRV (IPv4 and IPv6)"
2017-09-19T710:18:35.126-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,126"
Module="network.dns" Level="DEBUG": Detail="Resolved hostname to:
['IPv4''TCP''146.20.193.70:5062'] (A/AAAA) ['IPv4''TCP''146.20.193.64:5062'] (A/AAAA)
Hostname: 'l2sip-cfa-02.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV)

Hostname: 'l2sip-cfa-0l.wbx2.com' Port:'5062' Priority:'5' TTL:'300' Weight:'10' (SRV) Number of
relevant records retrieved: 4"

SpIdud lu wys wILo9e [P W9 030 Ual.Jéi wp ed uved SRV IUglLo o
callservice.ciscospark.com. IJlvozles os hogo ywedle woldes pgoduds ouuegse zeseol
IJpud5 5062. 03l yudod boses. 0 030 IJudbs: spdud IUlo wedsd puelles TCP IJos
Sew lu olos v 3Jdd. Jel e IJlgilyo [Jso puvedl Bs IJpgwows Spdud IJoze Vs
wwedle Idogvgsue J "wsvesd TCP" sldeze eu guue Idegb 1Uss suwsd pud> DST="5062".
bulo gswo ppl Uwey9ue VS 03l IJuwsulss:



2017-09-19T10:18:35.474-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:18:35,474"
Module="network.tcp" Level="DEBUG": Src-ip="172.16.2.2" Src-port="25026" Dst-ip="146.20.193.70"
Dst-port="5062" Detail="TCP Connecting"

2017-09-19T10:28:35.295-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:28:35,289"
Module="network.tcp" Level="ERROR": Src-ip="172.16.2.2" Src-port="25026" Dst-ip="146.20.193.70"
Dst-port="5062" Detail="TCP Connection Failed"

sedod lsol luvesle tepdump 1Jss wp wuopswo o8 2508 IJouvesd IJoubtswosé
Jdewesd eds pis> pu ldpedsple IJowosdss 29d puolozs TCP Jel 09 p9 oz W 1Juoy)s.
Expressway-E attempts TCP Connection twice

Filter. | tcp.port==35062 v &pmunn Clear Apply  Sawve

Ne, Time Source Destin Protocol S Port D Port Length
: : 16.2. : 3 TP T 250260~ 5062

f
‘.""_'.25.". 62 [SYN] Seqe=0 Win=29200 Len=0|
_ 74 250275062 [SYN] Sedhp Win=29200 Len=0

o

The Expressway-E doesn’t receive a SYN-ACK
so it attempts to retransmit.
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Expressway-C.

2017-09-25T11:26:02.959-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,959"

Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="25675" Msg-Hash="1536984498381728689"
SIPMSG:

|INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bK1lc7bf93ff08014ca5e00bb0b5£8b184b272412.a81£2992e38
63ac202a000a3dd599763 ;proxy-call-id=£f79b8631-947b-46d4-a888-911bf0150bfe; rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1c8c419938648;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: d58£2680-9c91200a-1c7ba-1501a8c0@192.168.1.21

CSeqg: 101 INVITE

Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Remote-Party-ID: "Jonathan Robb"
<sip:5010@rtp.ciscotac.net>;party=calling; screen=yes;privacy=off

Contact: <sip:5010@192.168.1.21:5065; transport=tcp>;video;audio

From: "Jonathan Robb"

tag=505817~c9cc7ddc-9592-49e8-al3c-79e26f48eebc-30106972
To:

Max-Forwards: 15

Record-Route: <sip:proxy-call-id=f79b8631-947b-46d4-a888-
911bf0150bfe@192.168.1.5:5061; transport=tls;lr>

Record-Route: <sip:proxy-call-id=f79b8631-947b-46d4-a888-
911bf0150bfe@192.168.1.5:5060; transport=tcp; lr>

Allow: INVITE,OPTIONS, INFO,BYE,CANCEL,ACK, PRACK,UPDATE, REFER, SUBSCRIBE, NOTIFY
User-Agent: Cisco-CUCM11l.5

Expires: 180

Date: Mon, 25 Sep 2017 15:26:02 GMT

Supported: timer,resource-priority,replaces,X-cisco-srtp-fallback,X-cisco-original-called
Session-Expires: 1800

Min-SE: 1800

Allow-Events: presence

X-TAATag: 8e8c014d-5d01-4581-8108-5cb096778fch

Session-ID: 75957d4fb66al3e835c10737aa505813; remote=00000000000000000000000000000000
Cisco-Guid: 3582928512-0000065536-0000000240-0352430272

Content-Type: application/sdp

Content-Length: 714

<SDP Omitted>
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2017-09-25T11:26:13.286-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:13,286"

Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="192.168.1.6" Local-port="7003" Dst-
ip="192.168.1.5" Dst-port="25675" Msg-Hash="12372154521012287279"
SIPMSG:

|SIP/2.0 404 Not Found



Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal;branch=z9hG4bK1lc7bf93f£f08014ca5e00bb0b5£80b184b272412.a81£2992e38
63ac202a000a3dd599763 ;proxy-call-id=£79b8631-947b-46d4-a888-
911bf0150bfe;received=192.168.1.5;rport=25675; ingress-zone=HybridCallServiceTraversal

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1c8c419938648;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: d58£f2680-9c91200a-1c7ba-1501a8c0@192.168.1.21

CSeqg: 101 INVITE

From: "Jonathan Robb"

;tag=505817~c9cc7ddc-9592-49e8-al3c-79e26f48eebc-30106972
To:

Server: TANDBERG/4135 (X8.10.2) Warning: 399 192.168.1.6:7003 "Policy Response"
Session-ID: 00000000000000000000000000000000; remote=75957d4fb66al3e835c10737aa505813 Content-
Length: 0

odo lJuslule oguwyd Jbsissu:
1. Jp selod Expressway-E | wld IJ>g96 |Js Cisco Webex
2. Jly, Expressway-E o9 |Jbo,0 1Jpuudsd g0 logh IUEL IJpobds wuduo Ipdldes ibl
404 Not Found.
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logbloel geds Expressway wsdh I)de IUds §|u§ T |Jd|£>0 lovoobl IJs Blgxé IJuze
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*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule

Authentication: "No"

Description: "Outbound calls to Webex"
Mode: "AliasPatternMatch"

Name: "Webex Hybrid - to Webex Cloud”
Pattern Behavior: "Leave"

Pattern Replace:

Pattern String: ".*@.*\.ciscospark\.com"
Pattern Type: "Regex"

Priority: "101"

Progress: "Stop"

Protocol: "SIP"

SIPTrafficType: "Any"

Source Mode: "Named"

Source Name: "Hybrid Call Service Traversal"™
State: "Enabled"
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*c xConfiguration Zones Policy SearchRules Rule 6 SystemGenerated: "No"

*c xConfiguration Zones Policy SearchRules Rule 6 Target Name: "Hybrid Call Services DNS"
*c xConfiguration Zones Policy SearchRules Rule 6 Target SIPVariant: "Any"

*c xConfiguration Zones Policy SearchRules Rule 6 Target Type: "Zone"

rJIé_o.._;I_) o3l IJupb: spduul |uvosle 1Js IJga,j,j lJopb 09,0996 V. IUwle IJpope oul 09
ool wxsd odasu IJdse IJoldss:uoslus > blo > IJopdd pu lJupb

NJlgwe IJpuwogly: ZRequest URI B 1U>g96 1JisJsé7 (s uwwsd IJpslJ: pstojano-

test@dmzlab.call.ciscospark.com)

- u9¢ IJupe9sz: Regex

- wwduwdé IJodub F@."\.ciscoSpark\.com

- owded 1o pb: 1pél>,é
5l o lel> Regex JJouwbs) wubdd Lozise: Sew b wus vases velz wel Check o3l bulo
Juve DILPSTS $bo) 3Jd Jpl 09 p9Lor s

lJuog,é:
Check pattern

Alias

Alias # |pstojanc-test@dmezlab.call. ciscospark.com i
Pattern
Pattern type Regex ¥ | 1
Pattern string # | 5@ " ciscogpark com i
Pattern behavior Leave T | LI

Check paitemn

Result Succeeded

Dretails Aliaz matched pattern

Aliaz pstojano-test@dmzlab call.ciscospark.com

Il 8> 1o luoog vlpdlud IJolds ey 929> $lesd Iwee sodssuel wuvdd uogse: sedud
IJéle ub)ys 1Ye) Gyl gds pubd IUwee 1U3s $89p wo Expressway Jogass ol I3l Jlo $9¢)
eJs Expressway-E 1Jss $89p wbuvld g0uo) 404 ) 1Up9293. B ol sUis 506 pu pubd
Jlesé IJoze 1Uss Jly Expressway $@§9p woudsso.

2017-09-25T711:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search" Level="DEBUG": Detail="Search rule 'B2B calls to VCS-C' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"”

2017-09-25T711:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search" Level="DEBUG": Detail="Search rule 'Webex Hybrid' ignored due to source
filtering"

2017-09-25T711:26:02.966-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,966"
Module="network.search" Level="DEBUG": Detail="Search rule 'Calls to Webex' did not match
destination alias 'pstojano-test@dmzlab.call.ciscospark.com'"”

2017-09-25T11:26:02.967-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,967"
Module="network.search" Level="DEBUG": Detail="Considering search rule 'to DNS' towards target
'DNS' at priority '100' with alias 'pstojano-test@dmzlab.call.ciscospark.com'"

2017-09-25T711:26:02.968-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,968"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query" Name="dmzlab.call.ciscospark.com"
Type="NAPTR (IPv4 and IPv6)"

2017-09-25T711:26:02.982-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,982"
Module="network.dns" Level="DEBUG": Detail="Could not resolve hostname”
2017-09-25T711:26:02.982-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 15:26:02,982"
Module="network.dns" Level="DEBUG": Detail="Sending DNS query"
Name="_sips._tcp.dmzlab.call.ciscospark.com™ Type="SRV (IPv4d and IPv6)"
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Webex Hybrid Jlgyo CUNPS Webex Hybrid - |Js Webex Cloud 3J,o Sup lgoul Jol 2oS BOS

pub 9 ,_9IE_)o lJogd 030 IE_JIo J@ 030 IJ,oJaJo. 53)_, IJUJo_, X J@.&so uuds) d'E)O IJoze
IJeeoJbé J Webex. JJSsle .._,')JeJ. SpJdud leghé 316 xConfig 030 IJpy6 JJuwee gu Blgsé
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*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
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*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*¢ xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule
*c xConfiguration Zones Policy SearchRules Rule

Authentication: "No"
Description:

Mode: "AliasPatternMatch"
Name: "to DNS"

Pattern Behavior: "Leave"
Pattern Replace:

Pattern String: "(?!.*@%localdomains%.*§).*"
Pattern Type: "Regex"
Priority: "100"

Progress: "Stop"

Protocol: "Any"
SIPTrafficType: "Any"

Source Mode: "Any"

Source Name: "Please Select"
State: "Enabled"
SystemGenerated: "No"

Target Name: "DNS"

Target SIPVariant: "Any"
Target Type: "Zone"
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¢ xConfiguration Zones Policy SearchRules Rule 1 Name: "to DNS"
*c xConfiguration Zones Policy SearchRules Rule 1 Priority: "100"
*c xConfiguration Zones Policy SearchRules Rule 1 Progress: "Stop"
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*c xConfiguration Zones Policy SearchRules Rule 6 Name: "Webex Hybrid - to Webex Cloud”
*c xConfiguration Zones Policy SearchRules Rule 6 Priority: "101"
*c xConfiguration Zones Policy SearchRules Rule 6 Progress: "Stop"
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2017-09-25T16:54:43.722-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,722"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26404" Msg-Hash="17204952472509519266"

SIPMSG:

| INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Vvia: SIP/2.0/TLS 192.168.1.5:5061;egress~-
zone=HybridCallServiceTraversal;branch=z9hG4bK781al30d234ed%aaec86834368739430283256.34216c32a0d
e36e16590bae364£388b6;proxy-call-id=3bbbf94a-082e-4088-8£f5a-5ea7e82f8aac;rport

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1lcf344a8bll7e;received=192.168.1.21;ingress~
zone=CUCM11l

Call-ID: c030£100-9¢916d13-1cdcb-1501a8c0@192.168.1.21

CSeq@g: 101 INVITE

Call-Info: <urn:x-cisco-remotecc:callinfo>;x-cisco-video-traffic-class=DESKTOP
Remote-Party-ID: "Jonathan Robb"
<8ip:5010@rtp.ciscotac.net>;party=calling; screen=yes;privacy=off

Contact: <s8ip:5010@192.168.1.21:5065;transport=tcp>;video;audio

From: "Jonathan Robb"



;tag=512579~c9cc7ddc-9592-49e8-al3c-79e26£48eebc-30107000

Max-Forwards: 15

Record-Route: <sip:proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac@192.168.1.5:5061;transport=tls;1lr>

Record-Route: <sip:proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac@192.168.1.5:5060; transport=tcp;lr>

Allow: INVITE,OPTIONS, INFO,BYE,CANCEL,ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
User-Agent: Cisco-CUCM11.5

Expires: 180

Date: Mon, 25 Sep 2017 20:54:43 GMT

Supported: timer,resource-priority,replaces,X-cisco-srtp-fallback,X-cisco-original-called
Session-Expires: 1800

Min-SE: 1800

Allow-Events: presence

X-TAATag: 4fffefed-0512-4067-ac8c-35828£0a1150

Session-ID: 75957d4fb66al3e835¢c10737aa512577; remote=00000000000000000000000000000000
Cisco-Guid: 3224432896-0000065536-0000000264-0352430272

Content-Type: application/sdp

Content-Length: 714

<SDP Omitted> .
lwepsle peyd 1Jpdldpd (c030f100-9¢916d13-1cdeb-1501a8c0) pu Liuw SIP. spdud 1wz e
wouEd B 2ot Iuwlisd Iprowbs wosl IJgsh. gus IJub, Is IUsuesd IJele s wedlo
p&)9 lJpIlJps: spdud Iy oys | Expressway-E sy uwd gJs 19 8 403 ppeuse IJs
Expressway-C.
2017-09-25T16:54:43.727-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,727"
Module="network.sip" Level="DEBUG": Action="Sent" Local-ip="192.168.1.6" Local-port="7003" Dst-
ip="192.168.1.5" Dst-port="26404" Msg-Hash="9195436101110134622"

SIPMSG:

|SIP/2.0 403 Forbidden

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bK781a1304234ed%aaec86834368739430283256.34216c32a0d
e36e16590bae36d£f388b6;proxy-call-id=3bbbf94a-082e-4088-8f5a-
5ea7e82f8aac;received=192.168.1.5;rport=26404; ingress-zone=HybridCallServiceTraversal

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK1cf344a8bll7e;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: c030£100-9¢916d13-1cdcb-1501a8c0@192.168.1.21

CSeq@: 101 INVITE

From: "Jonathan Robb"

;tag=512579~c9¢cc7ddc-9592-49e8-al3c-79e26£48eebc-30107000
To:

jtag=64fe7f9eab37029d
Server: TANDBERG/4135 (xX8.10.2)
Warning: 399 192.168.1.6:7003 "Policy Response"
Session-ID: 00000000000000000000000000000000; remote=75957d4fb66al3e835c10737aa512577
Content-Length: 0

Jdop uww yd o Expressway-E Joso IJpedlJpé 9uwld gl 403 ppu9e |Js Expressway-C.



axs> Sedsd bl uwed wso pecse 403 93g98 SIP IUluodiss o o behel U
Expressway pu a_JIJ uaJ$J l)z_IJIU IJuua_J o)o. §pdud uuquJ U‘oya\s J3§o @55 IJLSJIJIU

pubd JES £pJs6 |J|,Jm.;)e|s: (CPL) IUss sop luwosglio. B Il 2ie po 3J9.
2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,725"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,725"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,726"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: UTCTime="2017-09-25 20:54:43,726"
Module="network.cpl"™ Level="DEBUG": Remote-ip="192.168.1.5" Remote-port="26404" Detail="CPL:

lpwoubl |Us cedsd IJuved ledle. spdoud weass lo CPL )W o IJIguesgle.
2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: Event="Search Completed"
Reason="Forbidden" Service="SIP" Src-alias-type="SIP" Src-alias="5010@rtp.ciscotac.net" Dst-
alias-type="SIP" Dst-alias="sip:pstojano-test@dmzlab.call.ciscospark.com" Call-serial-
number="48c80582-ec79-4d89-82e2-e5546£35703c" Tag="4fffefed-0512-4067-ac8c-35828£0a1150"
Detail="found:false, searchtype:INVITE, Info:Policy Response" Level="1" UTCTime="2017-09-25
20:54:43,726"

2017-09-25T16:54:43.725-04:00 amer-expressway0l tvcs: Event="Call Rejected" Service="SIP" Src-
:i.p="192.168.1.5'l Src-port="26404" Src-alias-type='SIP' .
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*¢ xConfiguration Policy AdmlnlstratorPollcy Mode: "LocalCPL"

Jop wdysu IJdlers wuvdJ IS oJ oeolz IJs oyvzsd 1Us¢sd |Js Expressway-E
ooz [Us IJodaso > lusosgle IJuoz > 1J8sle> Jel o9 p9uoe S

lJ29,6.

Call Policy rules
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Field Setting

Source Type From address

Rule applies to Unauthenticated callers

Source pattern S @examplel.call\.ciscospark\.com.*, where example is your
company's subdomain.

Destination pattern "

Action Reject

IJeJJzd o30 lJpuvdJs: ceole |Us lebsé jowb odysy blgxé CPL zos sop wessu lJpued)
eJs *@7Webex_subdomain\.call\.ciscospark\.com.* 9y elo 1J9z06 o9 .*

1. ogwesd IU>¢9d |Js Expressway-E

2. lvowd lJs IJodssu > guslywd IUlogold > 1Jgsle>

3. 22 IJg8less IJos u,o Ieslol Jg>pd Cisco Webex Hybrid Call

4. bed wpb |Jpuo>) J. *@7Webex_subdomain\.call\.ciscoSpark\.com.*(ex:
F@dmzlab\.call\.ciscoSpark\.com.*)

5. bed IJodub 1J9ged wluwpe *

6. 22> Vb
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IJs peds Iy peJds |Js Cisco Webex IJpuwids 1. w9, wdbsé wolss IJoglyuloledd IP
wrolpz ) LIS wedld G711y G.722 1y AAC-LD.$>gp louold 308 Idpdldple 1Jpe i
SJIes wlpz wuvdS) Lo pEe s G.711 9 G.722 9 AAC-LD. Jluusle pdldpé wuzle
LNuwesle wsisé Cisco Webex: szw luwegsle Iz wolez uuud.,s) IJuese e3e. spdu el
IJosisd 1Jpzdisd Jlwegsle logle 398 po wilpz ouvdes) Idyesc sJdo sedo B Idsde
wdwo Jeabol Jodseol sedo lo $eae 3JY wubdd p§ue9s Is &) pdLe9> luwepsle lesble
IJpulo$6 1Jpe 006 99 IUIBel oss gds CM 1Jpses. Josl Iduudsd IJgluo: $pdu o cpodd
iupllo IJouwzsd luveobl [Js lozle IJpdldes 93l op cdaso CM 1Jpses Jlgueesle IJesuo
Ipwds Iy IJpdzd. 936l s lpeds eds wuoe 2ldle ppodds edu o sbo) Bisel ol
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V9b. e3> 3JY: syuvd Cisco Webex 200 OK pg/ SDP IJss sueW9,) IJuose (m=audio 0
RTP/SAVP) Jive Jl $38p G.729. w ez wprs) Expressway-C Jodo [J>g96 |[Js CM 1Jp9z>.
S8 CM IJp92> vlwele IJpdlJpsé ulb)l Jgse o9, wyulez U ps).

3. selod Unified CM |uwensgle Iduols, eds oo £)02 polg) [Js Cisco Webex ppl sgws Io
IJ>g96 IJisJ.sé lJeuuwdé |Js Expressway-C Ju weo9s gJs SDP. & e s)uvd Cisco Webex
200 OK pg/ SDP szo9s £Js 2pSE wilpe cub s Iduese 1Jpog9es IJos $>gpol Cisco
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2017-09-19T10:46:10.488-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:10,488"
Module="network.sip"™ Level="DEBUG": Action="Sent" Local-ip="172.16.2.2" Local-port="25034" Dst-
ip="146.20.193.64" Dst-port="5062" Msg-Hash="4309505007645007056"

SIPMSG:

INVITE sip:pstojano-test@dmzlab.call.ciscospark.com SIP/2.0

Via: SIP/2.0/TLS 64.102.241.236:5062;egress-
zone=HybridCallServicesDNS;branch=z9hG4bK323e6b15ad0cbbf409751£67848136falll5;proxy-call-
id=a3a78ee2-c01b-4741-b29b-55aedea256d2; rport

Via: SIP/2.0/TLS 172.16.2.2:5073;branch=z9hG4bK350703fe46645£f0acddef05b35adc5¢157 ;x~-cisco-local-
service=nettle;received=172.16.2.2;rport=41511;ingress-zone=DefaultZone

Via: SIP/2.0/TLS 192.168.1.6:5061;egress-
zone=DefaultZone;branch=z9hG4bK£f71£f2bf47233d6ca52b579364594ac6cll14.a402e3£25603£5a77b60b17ead7d4
bf72;proxy-call-id=bel7a470-0bca-4ad5-8a6c-14872e007efb; received=192.168.1.6;rport=25025

Via: SIP/2.0/TLS 192.168.1.5:5061;egress-

zone=HybridCallServiceTraversal ;branch=z9hG4bKfcf4cfd09d213a88bd2331cef0bc82b540559.494a140082bd
66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-a4a7-
c60a8bl7a8bd;received=192.168.1.5;rport=26513; ingress-zone=HybridCallServiceTraversal

Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK12dd82194c4£f7;received=192.168.1.21;ingress-
zone=CUCM11

Call-ID: 44bdd400-9c¢112db1-12d95-1501a8c0@192.168.1.21

CSeq: 101 INVITE

Remote-Party-ID: "Jonathan Robb" <sip:5010@rtp.ciscotac.net>;privacy=off;screen=no;party=calling
Contact: <s8ip:172.16.2.2:5073; transport=tls>;video;audio

From: "Jonathan Robb"

Max-Forwards: 14

Record-Route: <sip:proxy-call-id=a3a78ee2-c01b-4741-b29b-
55aedea256d2@64.102.241.236:5062; transport=tls;lr>

Record-Route: <sip:proxy-call-id=a3a78ee2-c01b-4741-b29b-
55aedea256d42@172.16.2.2:5061;transport=tls;1lr>

Allow: INVITE,ACK,BYE,CANCEL, INFO,OPTIONS, REFER, SUBSCRIBE, NOTIFY
User-Agent: TANDBERG/4352 (X8.10.2-b2bua-1.0)

Supported: X-cisco-srtp-fallback,replaces,timer

Session-Expires: 1800;refresher=uac

Min-SE: 500

X-TAATag: 14a0bd87-1825-4ecf-9f3d-4a23cfa69725

Session-ID: 75957d4fb66al3e835c10737aa329445;remote=00000000000000000000000000000000
Content-Type: application/sdp

Content-Length: 1407

v=0

o=tandberg 0 1 IN IP4 64.102.241.236

8=-

c=IN IP4 64.102.241.236

b=AsS:384

t=0 0

m=audio 52668 RTP/SAVP 18 101 <-- CUCM is only supporting G.729 for this call
a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccocscsccscscscscccscscssssssscscs
a=crypto:2 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccoscscsccscsccscccscscssssssscscs
UNENCRYPTED_ SRTCP



a=crypto:3 AES CM 128 HMAC SHALl 32 inlines..cccccccccccccccccccecscsccscsccscccscscscsssssscscs
a=crypto:4 AES CM 128 HMAC SHALl 32 inlines..cccccccccccccccccccoscscsccscscscscccscscssssssscscs
UNENCRYPTED_ SRTCP

a=sendrecv

a=rtcp:52669 IN IP4 64.102.241.236

m=video 52670 RTP/SAVP 126 97

b=TIAS:384000

a=rtpmap:126 H264/90000

a=fmtp:126 profile-level-id=42801le;packetization-mode=1;level-asymmetry-allowed=1

a=rtpmap:97 H264/90000

a=fmtp:97 profile-level-id=4280le;packetization-mode=0;level-asymmetry-allowed=1

a=rtcp-fb:* nack pli

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:...ccccccececccccccccoscscsccscsccscccscscssssssscscs
a=crypto:2 AES CM 128 HMAC SHALl 80 inlines...ccccccececccccccccocscscscscsccscccscscssssscscscs
UNENCRYPTED_ SRTCP

a=crypto:3 AES CM 128 HMAC SHALl 32 inlines..cccccccecccccccccccescscscscscscscccsoscssssssscscs
a=crypto:4 AES CM 128 HMAC SHALl 32 inlines..cccccccccccccccccccoscscsccscscscscccsoscssssssscscs
UNENCRYPTED_ SRTCP

a=sendrecv

a=content:main

a=label:11

a=rtcp:52671 IN IP4 64.102.241.236

luvoelws Jodo IU>g96 |J|3J¢o‘ Suvoesy Cisco Webex oy wlJé 1Jpe9ld 96 200. |31 Istu
U.ID_)O Eu \Juu E_J6 odo IJJUUIJO: $PJUJ |u w)S IU u_)ulfoa |Ju)P$J |Ju03u§ d) O UOJJO
030 pubIJJé Jivo W90 pUES LOIG PESY: JU wupdy IJpIdldes o0 IJoVlg o gJs 03l 1U>98.
2017-09-19T10:46:27.073-04:00 amer-expressway0l tvcs: UTCTime="2017-09-19 14:46:27,072"
Module="network.sip" Level="DEBUG": Action="Received" Local-ip="172.16.2.2" Local-port="25034"
Src-ip="146.20.193.64" Src-port="5062" Msg-Hash="5236578200712291002"

SIPMSG:

SIP/2.0 200 OK

Via: SIP/2.0/TLS 64.102.241.236:5062;egress-
zone=HybridCallServicesDNS;branch=z9hG4bK323e6b15ad0cbbf409751£67848136falll5;proxy-call-
id=a3a78ee2-c01b-4741-b29b-55aedea256d2; rport=38245; received=192.168.5.26,SIP/2.0/TLS
172.16.2.2:5073 ;branch=z9hG4bK350703fe46645f0acddef05b35adc5¢c157 ; x-cisco-local-
service=nettle;received=172.16.2.2;rport=41511; ingress-zone=DefaultZone, SIP/2.0/TLS
192.168.1.6:5061;egress-
zone=DefaultZone;branch=z9hG4bKf71£f2bf47233d6ca52b579364594ac6cll14.a402e3£25603£5a77b60b17ead7d
bf72;proxy-call-id=bel7a470-0bca-4ad5-8a6¢c-

14872e007efb;received=192.168.1.6; rport=25025,SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bKfcf4cfd09d213a88bd2331cef0bc82b540559.494a140082bd
66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-a4a7-
c60a8bl7a8bd;received=192.168.1.5;rport=26513; ingress-
zone=HybridCallServiceTraversal, SIP/2.0/TCP

192.168.1.21:5065;branch=z9hG4bK12dd82194c4£f7; received=192.168.1.21;ingress-zone=CUCM11
Call-ID: 44bdd400-9c¢112db1-12d95-1501a8c0@192.168.1.21

CSeq: 101 INVITE

Contact: "l1l2sip-UA" <sip:12s8ip-UA@l2sip-cfa-01l.wbx2.com:5062;transport=tls>

From: "Jonathan Robb"

Record-Route: <sip:12sip-cfa-0l.wbx2.com:5062;transport=tls;lr>,<sip:proxy-call-id=a3a78ee2-
c01b-4741-b29b-55aedea256d42@64.102.241.236:5062; transport=tls;lr>,<sip:proxy-call-id=a3a78ee2-
c01b-4741-b29b-55aedea256d42@172.16.2.2:5061; transport=tls;1lr>

Allow: INVITE,ACK,CANCEL, BYE, REFER, INFO,OPTIONS, NOTIFY, SUBSCRIBE

User-Agent: Cisco-L2SIP

Supported: replaces

Accept: application/sdp

Allow-Events: kpml

Session-ID: ed35426ed3ade6fdc3b058792333df2b;remote=75957d4fb66al3e835c10737aa329445

Locus: 4711a33f-9449-11e7-9bf6-deal2d0£2127



Locus-Type: CALL
Content-Type: application/sdp
Content-Length: 503

v=0

o=linus 0 1 IN IP4 146.20.193.109

8=-

c=IN IP4 146.20.193.109

b=TIAS:384000

t=0 0

m=audio 0 RTP/SAVP * <-- Webex is zeroing this port out

m=video 33512 RTP/SAVP 108

c=IN IP4 146.20.193.109

b=TIAS:384000

a=content:main

a=sendrecv

a=rtpmap:108 H264/90000

a=fmtp:108 profile-level-id=42001E;packetization-mode=1;max-mbps=40500;max-£fs=1620;max-
fps=3000;max-br=10000;max-dpb=3037; level-asymmetry-allowed=1

a=rtcp-fb:* nack pli

a=crypto:1 AES CM 128 HMAC SHALl 80 inline:..cccccccececccccccccccscscscscsscccscsccccsss
a=label:200

SpJdud Il luwogsle TrarllslatorX Joleed vlds PIwE IJQIJ. SpJdud i oS i IJ29) oS wo
SOp pg ACK. IUpbdJo 38,5 we> pl seduo IJesh B dpéo wses puU 200 IUpsuoe
wlduos,e.

— — — — — —
Expressway-C Expressway-E Inside Expressway-E Outside Spark
192.168.1.5 392.‘-.:38.1.6 1721622 146.20.193.64
14:46:00.835 INVITE w/ SDP (101 INVITE)
14:46:09.839 100 Trying (101 INVITE}
14:46:09.979 C:) INVITE w/ SDP (101 INVITE)
14:46:09.985 C::) 100 Trying (101 INVITE)
14:46:09.998 C) INVITE wy SDP (sendrecv) (101 INVITE)
14:46:10.002 C:) 100 Trying (101 INVITE)
14:46:10.488 INVITE w/ SDP (sendrecy) (101 INVITE)
14:46:10.755 100 Trying (101 INVITE)

180 Ringing (101 INVITE)
(::) 180 Ringing (101 INVITE)

C::) 180 Ringing (101 INVITE)
180 Ringing (101 INVITE)

200 OK w/ SDP (sendrecv) (101 INVITE)

14:46:27.076 C::) 200 OK w/ SDP (sendrecva (101 INVITE)
14:46:27.078 (:) ACK (101 ACK)

14:46:27.080 ACK (101 ACK)

14:48:27.101 C ™) 200 OK w/ SDP (sendrecv) (101 INVITE)

14:46:27.105 200 OK w/ SDP (sendrecv) (101 INVITE)

14:46:27.133 ACK (101 ACK)

14:46.22.125 — D ACK (101 ACK

14:46:27.175

BYE (102 BYE) D | BYE from

[ BYE (102 BYE)

[ 200 OK (102 BYE) CUCM

h

06\

200 OK (102 BYE)

D eve(1028vE)

IJsY eswé pdo0Jd U owwlJé BYE. spdod io 9IS wILPIT i.;, 9Jsd IJ‘o,Juog_bp o9 Cisco-
CUCM11:5 ppl seus o 1Uyuwlds op logbldol Loluubbs CM 1Je9es. ould Juse 13 sew IJIuvl)é
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2017-09-19T10:46:27.175-04:00 amer-expresswayOl tvcs: UTCTime="2017-09-19 14:46:27,175"
Module="network.sip™ Level="DEBUG": Action="Received" Local-ip="192.168.1.6" Local-port="7003"
Src-ip="192.168.1.5" Src-port="26513" Msg-Hash="237943800593485079"



SIPMSG:
BYE 8ip:192.168.1.6:5071; transport=tls SIP/2.0
Via: SIP/2.0/TLS 192.168.1.5:5061;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bK90a666b3461356£8cd605cec91e4538240575.494a140082bd
66357134b%eed43354£8;proxy-call-id=4d4d4e950-babc-4545-a4a7-c60a8bl7a8bd; rport
Via: SIP/2.0/TCP 192.168.1.21:5065;branch=z9hG4bK124dd10269d39;received=192.168.1.21;ingress-
zone=CUCM11
Call-ID: 44bdd400-9c¢112db1-12d95-1501a8c0@192.168.1.21
CSeq: 102 BYE
From: "Jonathan Robb" <sip:5010@rtp.ciscotac.net>;tag=329447~c9cc7ddc-9592-49e8-al3c-
79e26f48eebc-30106833
To: <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=£3734601fb0eb541
Max-Forwards: 69
Route: <sip:proxy-call-id=bel7a470-0bca-4ad5-8a6c-
14872e007e£fb@192.168.1.6:7003; transport=tls;lr>,<sip:proxy-call-id=bel7a470-0bca-4ad5-8a6¢c-
14872e007e£fb@192.168.1.6:5061; transport=tls;lr>
User-Agent: Cisco-CUCM11.5
Date: Tue, 19 Sep 2017 14:46:09 GMT
X-TAATag: 14a0bd87-1825-4ecf-9f3d-4a23cfa69725
Reason: Q.850 ;cause=47
Session-ID: 75957d4fb66al3e835c10737aa329445; remote=ed35426ed3ade6£dc3b058792333d£f2b
Content-Length: 0
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CUCM Expressway-C Expressway-E
14:05:01.183 INVITE (101 INVITE)
14:05:01.190 100 Trying (101 INVITE)
14:05:01.216 | INVITE (101 INVITE)
14:05:01.226 S 100 Trying (101 INVITE)
14:05:04.021 " 180 Ringing (101 INVITE)
14:05:04.025 & 180 Ringing (101 INVITE)
14:05:19.737 200 OK w/ SDP (sendrecv) (101 INVITE)
= 200 OK w/ SDP (sendrecv) (101 INVITE)

CANCEL (101 CANCEL)

14:06:22.829 < 481 Call Leg/Transaction Pae—; Not Exist (101 EANCELJI

No SIP ACK
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CUCM Traces

53138762.000 |09:05:19.762 |AppInfo |SIPSocketProtocol(5,100,14,707326)::handleReadComplete
send SdlReadRsp: size 5000

53138763.000 |09:05:19.762 |SdlSig |SdlReadRsp |wait
| SIPTcp (5,100,71,1) | sd1TCcPConnection(5,100,14,707326)
|5,100,14,707326.4410.36.100.1404* | *TraceFlagOverrode

53138763.001 |09:05:19.762 |AppInfo |SIPTcp - SdlRead bufferLen=5000

53138763.002 |09:05:19.762 |AppInfo |//SIP/Stack/Error/0x0/httpish cache_header_val: DROPPING
unregistered header Locus: c904ecbl-d286-1le6-bfdf-b60ed914549d4

53138763.003 |09=05=19.762 |AppInfo |//SIP/Stack/Info/OxO/httpish_msg_process_network_msg:
Content Length 4068, Bytes Remaining 3804

53138763.004 |09:05=19.762 |AppInfo |//SIP/Stack/Info/Oxo/ccsip_process_network_message:
process_network_msg: not complete

53138763.005 |09:05:19.762 |AppInfo |SIPTcp - Ignoring large message from %Expressway-
C_IP%:[5060]. Only allow up to 5000 bytes. Resetting connection.
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ip="%Webex_IP%" Src-port="5062" Msg-Hash="2483073756671246315" SIPMSG: SIP/2.0 603 Decline
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6. oo lesble pgdple CloudWide (IJgolj - SIP) $p wogss) eee ouwldd SIP Max 1Jgl)sé [Js
18000.

7.2 2Vb.
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cucm.rtp.ciscotac.net. 9J.s v jorobb@rtp.ciscotac.net.

SIPMSG:

|INVITE sip:jorobb@rtp.ciscotac.net SIP/2.0

Vvia: SIP/2.0/TLS 192.168.1.6:7003;egress-
zone=HybridCallServiceTraversal ;branch=z9hG4bRKcac6d95278590991a2b516c£f57e75827371;proxy-call-
id=abcba873-eaae-4d64-83b4d-c4541d4e620c; rport

Via: SIP/2.0/TLS 192.168.1.6:5073;branch=z9hG4bK837b03£f2cd91b6bl9bedfc58edb251bf12;x-cisco-
local-service=nettle;received=192.168.1.6;rport=41913; ingress-zone=DefaultZone

Via: SIP/2.0/TLS 64.102.241.236:5061;egress-
zone=DefaultZone;branch=z9hG4bK524£89592d00££fc45b7b53000271676c370.88b5177ac4d7cfcaeleb8f8be78da
055;proxy-call-id=2db939b2-a49b-4307-8496-23716a2c090b; received=172.16.2.2;rport=25010

Via: SIP/2.0/TLS
192.168.4.150:5062;branch=z9hG4bK92£f9e£952712€6610c3e6b72770c1230; received=148.62.40.63;rport=39
986; ingress-zone=HybridCallServicesDNS

Vvia: SIP/2.0/TLS 127.0.0.1:5070;branch=z9hG4bK-313634-
3d27a6£f914badee6420287903c9c6a45; rport=45939

Call-ID: 3e613afb185751cdf019b056285eb574@127.0.0.1

CSeqg: 1 INVITE

Contact: <8ip:192.168.1.6:5073;transport=tls>

From: "pstojano test" <sip:pstojano-test@dmzlab.call.ciscospark.com>;tag=145765215

To: <sip:jorobb@rtp.ciscotac.net>

Max-Forwards: 15

Route:
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lJ29,6.
Check pattern

Alias

Alias ¥ |cucm.rip.ciscotac.nst

Pattem type Prefix ¥ | |1

Pattern string # |cucm.rip.ciscotac.net

Pattern behavior Leave v |
Check patiem

Result
Dietails Alias matched pattern

Alizs cucm.rip_ciscotac net

IJuwww Bs wele 03l 1Jie) 09 6 03l Il e IJpuwegl, (cucm.rtp.ciscotac.net) bl d yuduwdd
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3. 22> SIP Jy)90999J.

4. 25> pub @6 gpsd IUpzod IUpeodb pu Cisco Webex JJpeos).
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Locate
Locate
Alias # |cucm.rp.ciscotac.nst
op count 5 i
Protocol SR ARE !
Hybrid Call Service Traversal ¥ i

ez ¥ 1

oul wolisg ©easd IJpesde. 9 1Jp38) 906 05 Bsp 1UBIs36. whbo) o0 IJuelise:
- 29888 luo spdo wozso IWluwe IJpuwetel (Lo2s?)
- pedoele IUpuo) (Iuveluse 1Jpul $6)
- peJ9ple 1J9zod (IUluwe lJpuwoel) 1Uss sop w9zs00)
- Blgss lduee IJos sop pblodoel (IJoszso [l Jédpes 1Updldele 1Upgodbé)
1polo b s pusoe Lusld Ipdldps Jsol (CUCMT1)

Search (1)

State: Completed

Found: True

Type: SIP (OPTIONS)
SIPVariant: Standards-based
CallRouted: True

CallSerial Number: ae73fb64-c305-457a-b7b3-59€a9688c630
Tag: 473a5bl19-9a37-40bf-bbee-6£7bc94e7¢c77
Source (1)

Authenticated: True

Aliases (1)

Alias (1)

Type: Url

Origin: Unknown

Value: xcom-locate

Zone (1)

Name: Hybrid Call Service Traversal
Type: TraversalClient

Path (1)

Hop (1)

Address: 127.0.0.1
Destination (1)

Alias (1)

Type: Url

Origin: Unknown

Value: sip:cucm.rtp.ciscotac.net
StartTime: 2017-09-24 09:51:18
Duration: 0.01

SubsSearch (1)

Type: Transforms

Action: Not Transformed
ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
SubsSearch (1)

Type: Admin Policy

Action: Proxy

ResultAlias (1)

Type: Url

Origin: Unknown



Value: cucm.rtp.ciscotac.net

SubSearch (1)

Type: FindMe

Action: Proxy

ResultAlias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net

SubSearch (1)

Type: Search Rules

SearchRule (1)

Name: as is local

Zone (1)

Name: LocalZone

Type: Local

Protocol: SIP

Found: False

Reason: Not Found

StartTime: 2017-09-24 09:51:18

Duration: 0

Gatekeeper (1)

Address: 192.168.1.5:0

Alias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net

Zone (2)

Name: LocalZone

Type: Local

Protocol: H323

Found: False

Reason: Not Found

StartTime: 2017-09-24 09:51:18

Duration: 0

Gatekeeper (1)

Address: 192.168.1.5:0

Alias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net

SearchRule (2)

Name: Hybrid Call Service Inbound Routing

Zone (1)

Name: CUCM11

Type: Neighbor

Protocol: SIP

Found: True

StartTime: 2017-09-24 09:51:18

Duration: 0

Gatekeeper (1)

Address: 192.168.1.21:5065

Alias (1)

Type: Url

Origin: Unknown

Value: cucm.rtp.ciscotac.net
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