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lJeobdolo
9008 Cisco Llu oday Josd pe,uds Lldpsluose IJoldss:

* 02p9ES w9 9lz0d 1Ughp (SIP) IJIwl yuess.
e 1d9u09J 1Jes wslos Cisco 1 ppJss.

o louvle IJpedsple 1Jsl)é B 03l lJpuuaos pu 1Ul2056 10092958 B wsisé pepdss ¢luos.
wlo gpse IJlzojé |.J,ouuo'a)rof3 WO il I.J,ouuoo)gvodg.@g PPUNIT (plc.éculu'ogg). Bl Jdlpo
wwodod 9 ldogsgsd Bulds po Wopd Jdules) Idpzeed JIs ).

pEJ9plE Il uss

Post Dial Delay (PDD). I3 suivs) [Js 16 Idos suvodrdol ldeouad Juwele wépd sosu
eJuss wed e lJpeIdldpé. spled il 1Julgs) vuvdd Eluo 9w Idpuwe s Jodss lel 180
epdso Jusu 9 luwogloud @ lJgduwd 183 Jsggs SIP.

98 weu Ieoluwulo lew, IJpuwetesu gu leowble Jdesls Idpse Iy Ipdldele 1dos
odds: Jlu ldpouod Jl suwee s ozlae wes Idlouolde Bsere oubsUb.
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lJouiny Jps6 12 eluse: Ouwsop IUgle Idpdldps odiliss! pu zluw louold Webex.

IJzuesd eds lduwedle oo LGW

IJgbsle IJoldss Jdzuesd eds Iduwedle po 1dwsled 1Upedsé:

IJgbgo 1. yued I>¢9d 1Js IJwslwd [dpedse wlgwegsle PUTTY.

IJz096 2. §p wopdso wuoese IJigble Bs 1duslus 1dpzdss.

gw-wxc# conf t

Igw-wxc(config)# no logging console

Igw-wxc(config)# no logging monitor

Igw-wxc(config)# no rate-limit

Igw-wxc(config)# no logging queue-limit

Igw-wxc(config)# logging buffer 4000000 debug

Igw-wxc(config)# end

lgw-wxc# Lwed 9luoz

Igw-wxc# debug ccsip messages. wp wpdsu voug Huwlsd logold SIP ==>>
LGW-WXCH# >¢J wuozse lgble oo ccapi ===>> |xglJ/g le wuozse IJigble J VolP
296 3. woe ouwrsd eduwo gpd PUTTY.

lowdd Ids IJlesble > edwo IUgpd > IUowzsd lduoob:

ouvesd eduws [epd: 220 zese poele eduws IUgpd.

luwe pdS [duwed: 225 luwee)lus 9235 Idsdsd 1Uss e)ss b Idpdd 91Ul we Bso.



Category:

B® PuTTY Configuration

= Session
Logging
= Temnal
Keyboard
Eell
Features
=- Window

- Telnet

[#- 35H
Serial

7
Session logging.
_ () None () Printable output

(®) All session output () SSH packets

(_) 55H packets and aw data

Log file name: _

(Log file name can contain &Y, &M, 80 for date, 4T for
time, &H for host name. and &P for port number)

What to do i the log file already edsts:
() Always overwrite &
Always append to the end of it
Ask the user every time
[] Flush log file frequently
] Inchude header

Options specic to SSH packet logging

] Omit known password fields
] Omit session data

About

Help

Open

we ldouvesd

IUg g6 4.2l Jo lelss lousle 1Updldps 1JLols,6 [Js PSTN g [elss [oolzol.

IUg b9 5. 1Jzu09d £dss e)lz Iduwedle.

lgw-wxc# bogJ 1Jpgbs IJlo,0.56 0

Igw-wxc# sh log

IJs 1096 6. $p ISl cuwzsd eduws god PUTTY &p l2 bbb 1JpJs.

loodd lJs IJlgsble > zduwé IJgpd > Idogwesd slduoub:

ouwesd eduwe [dgpd: odl.



ﬁ PuTTY Configuration [ e
Category: _
T Temng Session logging:
Bal (_) All session output (C) SSH packets
Features (C) SSH packets and raw data
= Window Log file name:
Translation (Log file name can contain &Y, &M, 4D for date, &T for
- Selection time:. &H for host name, and &P for port number)
' ol What to do # the log fle already exists:
& i (") Abways ovenarie it
Connection Always append to the end of it
Data Ask the user every time
E [] Flush log file frequently
Blocs [ Include header
- 55H Options specific to SSH packet logging
Serial [] Omit known password fields
[ ] Omit session data
About Heldp Open Cancel

ls I Iouwzsd
IJglo96 7. lsBld wuozse IJigble.

lgw-wxc# o oese IJigble 1IJJJ

lwoduldd lgble juzdle LGW 9] oJlzol
IJgbgo 1. e [duwed 1U3s Bpo vouwzsdo wluwegsle wyulez uue gbs pod Notepad.

1Jgb9o 2. lubb; [Js 1J>£96 1J81>06 0 IUlouold gy Webex: s Idpeld Idelds spdod H9s6
lJ>e96 wuod |Js 12:09:48.

<#root>



125670: *Jul 21

12:09: 48. 231

1 //-1/xxxxxxxxxxxx/SIP/Msg/ccsipDisplayMsg:

Received:

INVITE sip:+IXXOKXXXXXE@XX . XX . XX. XX:5061; transport=tl1s;dtg=sbc_lgu SIP/2.0
Via:SIP/2.0/TLS XXX.XXX.XX.XX:8934;branch=z9hG4bKBroadworksSSE.-XXX.X.XXX.XXV40413-0-100-1704852021-168
From: <sip : + IXXXXXXXXXX0@XXX . XXX . XX . XX ; user=phone>; tag=1704852021-1689966652299-
To:<s1p 1 +IXXXXXXXXXX@XXXXXXXX . cisco-bcld.com;user=phone>
Cal1-ID:SSE191052299210723-1072365917@XXX . XXX . XX . XX

CSeq:100 INVITE

Contact:<sip:XXX.XXX.XX.XX:8934;transport=tls>
P-Asserted-Identity:<sip:+IXXXXXXXXXXE@XX . XX . XXX . XXX; user=phone>

Privacy:none

P-Access-Network-Info:6307694336
Allow:ACK,BYE,CANCEL,INFO,INVITE,OPTIONS,PRACK,REFER,NOTIFY,UPDATE
Recv-Info:x-broadworks-client-session-info,x-cisco-mute-status
X-BroadWorks-Correlation-Info:64bl1f41c-5b24-4865-9b00-c5a%9acd0cld8
Accept:application/media_control+xml,application/sdp,multipart/mixed

Supported:

Max-Forwards:69

Session-1ID:7202892d00105000a000ac7e8ab6b729; remote=00000000000000000000000000000000
Content-Type:application/sdp

Content-Length:2260

IUg 96 3. 16k, 13896 s p Luwldol g 19, 1Js o928, PSTN s 12:09:48.

<#froot>
125749: *Jul 21

12: 09: 48. 238

: //2058481/FED4647C9552/SIP/Msg/ccsipDisplayMsg:

Sent:

INVITE sip:+IXXXXXXXXXXE@XXX . X . XXX. XX:5060 SIP/2.0

Via: SIP/2.0/UDP XXX.X.XXX.XX:5060;branch=z9hG4bK11B7EO1FDE

Remote-Party-ID: <sip:+IXXXXXXXXXX@XXX.X.XXX.XX>;party=calling;screen=yes;privacy=off
From: <sip:+IXXXXXXXXXX@XXX . X . XXX . XX>; tag=91790161-DAS8

To: <s1p:+IXXXXXXXXXXE@XXX . X . XXX . XX>

Date: Fri, 21 Jul 2023 19:09:48 GMT

Cal1-ID: FED527FA-273011EE-9558C2C2-D591E4CCAXXX.X . XXX . XX

Supported: 100rel,timer,resource-priority,replaces,sdp-anat

Min-SE: 1800

Cisco-Guid: 4275332220-0657461742-2505228994-3583108300

User-Agent: Cisco-SIPGateway/Cisco I0S 16.12.5

Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY, INFO, REGISTER
CSeq: 101 INVITE

Timestamp: 1689966588

Contact: <sip:+IXXXXXXXXXX@XXX . X. XXX . XX:5060>

Expires: 180

Allow-Events: telephone-event

Max-Forwards: 68

Session-ID: 7202892d00105000a000ac7e8ab6b729; remote=00000000000000000000000000000000
Session-Expires: 1800

Content-Type: application/sdp

Content-Disposition: session;handling=required

Content-Length: 666



IUg o6 4. L 12 &luss B IUuwlgs 12:10:00. spdoud puiloss Webex 909 s389 Luwld [Js
IJoslos I ppdss JIJgls 1.

<ffroot>
125757: *Jul 21

12: 10: 00. 218
: [/ -1/ xxxxxxxxxxxx/SIP/Msg/ccsipDisplayMsg:

Received:

CANCEL s1p: +IXXXXXXXXXX@XXX. X . XXX.XX:5061;transport=tls;dtg=sbc_Tgu SIP/2.0
Via:SIP/2.0/TLS XXX.XXX.XX.XX:8934;branch=z9hG4bKBroadworksSSE.-XXX.X.XXX.XXV40413-0-100-1704852021-168
From: <sip : + IXXXXXXXXXX@XXX . XXX . XX .XX; user=phone>; tag=1704852021-1689966652299-
To:<s1p: +IXXXXXXXXXX@XXXXXX . cisco-bcld.com;user=phone>
Cal1-ID:SSE191052299210723-1072365917@XXX. XXX . XX . XX

CSeq:100 CANCEL

X-BroadWorks-Correlation-Info:64b1f41c-5b24-4865-9b00-c5a%9acd0c1d8

Max-Forwards:69

Session-ID:7202892d00105000a000ac7e8ab6b729; remote=00000000000000000000000000000000
Content-Length:0

lJglb9o 5. W5 030 IJzlJo: pu ldpop Vo 2lds |uvesgle Webex Jopss> PDD wgs 12 eluss.
OUPpSU o IJuslus Idpedss Jeiss pu ldozdsd.

IUg s 6. 03l 09 cowg Huwsele 1Jedldps.

O I T S S =

Combing == Wl LGW 1o WaC LGW 15 PSTH PETH
e

iE0gcd i 20 INWITE wi S0P (gendrecy) (100 INVITE]
1209048228 ' | WVITE wi SDP (107 BVITE)
12:09:48.235 | 100 Trying nunm'.-lTE:I
FE09cai 245 [ 100 Tryisg (101 INVITE]
12:00:48.370 _ 183 Session Progress (100 BVITE)
12:09:48.380 | PRACK (102 PRACK) _|
13:09-48.383 | 200 OK {102 PRACK)
Y200.218 CANCEL (100 l:—r,-csgj '
12:10:00.218 | CANCEL {101 CANCEL) |
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