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General | Details

Certificate Hierarchy
4 |ACTIVEDIRECTORY-CA

Certificate Fields

Extended Key Usage i
Certificate Subject Alt Name

Certificate Subject Key ID

Certificate Authority Key Identifier

CRL Distribution Points

Authority Information Access

Object Identifier (13614131121 7)
Object Identifier (1 36141 311 21 10)
Field Value

Hot Critical
TLS Web Client Authentication (1.3.&.1.5.5.7.3.
TLS Web Serwver Authenticaticn (1.3.6.1.5.5.7.3.1)
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o L [tz 2

General Media  Permissions  Security
Website Identity
Website:
Owner: This website does not supply ownership information.

Verified by:  DigiCert Inc

| Vg Gerificate |

Privacy & History

Have I visited this website prior to today? Yes, 622 times

Is this website storing information (cookies) on my Ves
computer?

Have I saved any passwords for this website? No | View Saved Passwords |

Technical Details
Connection Encrypted (TLS_RSA_WITH_AES_128 CBC_SHA, 128 bit keys, TLS 1.2)
The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. It is
therefore unlikely that anyone read this page as it traveled across the network.




Certificate Viewer: ﬂ

General | Details

This certificate has been verified for the following uses:
55L Client Certificate

SSL Server Certificate]

Issued To

Common Mame (CM)
Organization ()
Organizaticnal Unit (OU)

Serial Mumber

Issued By

Common Mame (CHN)  DigiCert SHAZ High Assurance Server CA
Organizaticn (O] DigiCert Inc

Organizaticnal Unit (OLU)

Period of Validity

Begins On 3/25/2015

Expires On 4/12/2017

Fingerprints

SHA-256 Fingerprint 3B:37:23:04:BE:92:0C:FF:2D:48:0B:52:07:5C:D5: 08z
F3:75:F6:0D:43:598:8B:73:22 A4 :ED:A8:EG: DT 2423

5HAL Fingerprint CE:7B:79:41:94:9E:07:48:F3:A4:B4:07:03:76:D3:52:12:50: A%:42

Close




Certificate Viewer | =

General | Details

Certificate Hierarchy
4DigiCert High Assurance EV Root CA
4DigiCert SHAZ High Assurance Server CA

Certificate Fields

4Builtin Object Token:DigiCert High Assurance EV Root CA
[ Certificate
Certificate Signature Algorithm
Certificate Signature Value

Field Value

Close
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@ Upload Certificate/Certificate chain - Mozilla Firefox = [=] = |
|| - httFE:-"e:'-l:mplatfu:|'m_-'n:EltificatEUpIcacl.cIc I

Upload Certificate/Certificate chain

| gé' Upload [ﬂ Close

- Status

® Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

—Upload Certificate/ Certificate chain
Certificate Purpose™® CallManager-trust -

Description(friendly name) Exprezsway Root Cert

Upload File Mo file selected.

[ Upload ] [ Close ]

@ *_ indicates required item.

[ weule o SULPU i, Expressway-C sow IJ CA o S99¢& uwoble CUCM. 9spdy w2889
5JI Bl eoe s Slises 1deze 1deuos8 1Jpsess wo. B zese IJeldle cdisyl: I3l Gow
ww9dsE Uvoble CUCM Cluwwgsle CA: sze waldse uvolle Tomceat 9 CallManager oo oW w
CA. Bl Jlpe pgodBds: weole IUs 1Je@s Bs JJdsopl Bl Joo ouwedse TLS JJezdd pu
lJouwesdle 9oip§ool.

JJeuesd eds cuvzsdle SIP IJlpus: szo edsd lsual IJelds po b)lz luwe pdd ogisd
IJzol; 1JTe0 gJs CUCM 1dpbod e Jzols duvods o se (SAN) B Liolss Expressway-C.
I3l dp Szess o3l eds suwlisd Iduwed IJlews: Suws S pg 403 o, CUCM: 909 ol subsy IJs
Wuvd TLS.

% pdlebs: gud Igyle puoldzs SSL Ly CUCM g Expressway-C JJowesd |JTroQ J SIP.
Sop puoldzol. Iadl sgpd Expressway-C Jg psd 9swol IUleuold o CUCM. Lpg)s
lJoeld 3JY wogle: ..§L§3ro:CUCM ww0SS0 poldzo i@s Jegpsd Jdy». 903l sgus [
eod Expressway-C. szo o wewss uwvolss CallManager eJs CUCM gds ywpele puol> 96
gp5d 95w TLS 9¢bp 95w TLS. 1J8,8 09 I CUCM s wpee wozpsd 030 IJuboble 590
JJsopl 999 wgpd |.Jouua\§J=|o lJ>lgJso UTro.;.é cuvdd zsd 1Bl Il CUCM Usso wpd
e 80 1Ughpe Wb, spdud wldss 03l gds CUCM Il Gpo wldoge gu yiolsd
CallManager Ws 1J@lisps 9z3s0l. oulde spdud Idubb, Vs pg)Ile IUlwedsle wzw Guwpe
lJede . spdud IUlble eJs 1.3.6.1.5.7.3.2 Jp o> 96 IUgpsd 9 1.3.6.1.5.7.3.1 Jp_ol> 96
IJgbp. spdod lsuol wussd Iduuelss py o3l 1Jlbl,.



B Certificate Details(CA-signed) - Mozilla Firefox = - - o=t

@ https:/y fermplatform/certificatebdit.do?cert=/usr/local/cm/ security/CallManager/certs/CallManager.per

Certificate Details for cucm10-lab-pub.tkratzke.local, CallManager

[\a’jﬂ Regenerate [\E:ln Generate CSR _i.E'L Download .PEM File |]'.§'L Download DER File

rStatus

® Status: Ready I

— Certificate Settings

Locally Uploaded 01/04/15 l
File Name CallManager.pem

Certificate Purpose CallManager

Certificate Type certs

Certificate Group product-cm |

Description{friendly name) Certificate Signed by tkratzke-ACTIVEDIRECTORY-CA

— Certificate File Data

m

———g e - e e e e TR TR ——_——f = reirgp = e —p = ==

Key: RSA (1.2.840.113549.1.1.1)
Key value: i
3082010a0282010100c3f0061dafbffas7cd781c96271346640829f55d5d92871b60ce17ddf 7897296384 E| I
1db705c43c97046df 73897 7483e282459096f 7cd30cc849c71055b2 7ffd30dc6d4ebc727beb7a96298ab78 —
01d25eb0e354086e3158df242d4039004f2c569308c875697ecdf2b3040d4aaz2dasb7ag2fea7abbd2342
Ofed20dd157a648eedctl1lcadtl 2cefd4af35ddaed1677bl8edoca?60ctaalddz0idas79edadadh7ed4ci Ve
elc9azdd9eaf90643calfaf757a7050ecifc385eccbb227d0947e3265737640e7db4d280e4 7763902595
60ata3dfdb010fadbde2dalsbesascBfd7357726d90e5601415c499e8d09ab36357c1223f1baes2baag2
32ba70485bd745407b354bd09d0203010001
Extensions: 9 present |
[
Extension: ExtkeylUsageSyntax (0ID.2.5.29.37) l
Critical: fal=e |
U=age oids: 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.1, |
|
|

[ Regenerate ] [ Generate C5R ] [ Download .FEM File ] [ Download .DER File B

. pdlebs: szw wuwg Jwoble 1Jeds ldebods eds 1Jului, Ss wble Idezeses IUs
IJpuivendso. pu ldess IJeldss go bysd ouvesd 1U>¢9d Isol wuvdd poduod eds
odIsu gasd.

~ edlebs: Jdoevl pu wozd lduwolss py CUCM wuudd Logse pu eJIJ Expressway-C.
Sew luols g9l e CUCM s Expressway-C wlwegsle FQDN.: 9Jsuw guslo IP. 1Jb)s96
IJ92.s36 IJos spdu 1o sgpd wol £09lu IP o I3l wpw 1uolds gusle IP 1Jgluo wdd 0858
CUCM J_iuds pub §6 wgise (SAN) B Idiolsé. 909 ol Jl sep lusl o@rsul.
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wudd 18, )los: slos glop CUCM pe Luoble 09886 slasl. B 2lds 9295 030 IJguluoy: JI
sedo luwopdle I po TLS JJerdd eu wuvasd Iizess sclpsue Bs vBduw Idsse. spdu
luvegsle Ls o IJpsiosy wed)ol 9JJdy Jio IJuioble p9de0 Slosl Woil sgus [ ST
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Expressway Cluster Certificates
MRA

CN: FQDN of CLUSTER CN: FQDN of CLUSTER
SAN: FQDN C1 AND CLUSTER FODN c1 E1l SAN: FQDN E1 AND CLUSTER FQDN
SAN: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or

(FQDN FORMAT)(If Configured on CUCM) COLLAB-EDGE.EXAMPLE.COM
CN: FQDN of CLUSTER CN: FQDN of CLUSTER
SAN: FQDN €2 AND CLUSTER FQDN c2 E2 SAM: FQDN E2 AND CLUSTER FQDN
SAN: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured on CUCM) COLLAB-EDGE.EXAMPLE.COM

U |.Jroro-€JQ !uuotbho FQDN |.Ja|uoo ;_;|.Jfoaro_9&6 GJL}bVGJé-CN‘S;SLébo JJ 1% FQDN _9(:@_&9&6
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Expressway Cluster Certificates
MRA

CN: FODN of CLUSTER CN: FQDN of CLUSTER
SAN: FQDN C1, FQDN C2 AND CLUSTER FQDN c1 E1 SAN: FQDN E1, FQDN E2 AND CLUSTER FQDN
SAN: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured on CUCM) COLLAB-EDGE.EXAMPLE.COM
CN: FQDN of CLUSTER CN: FQDN of CLUSTER
SAN: FQDN C2, FQDN C1 AND CLUSTER FQDN c2 E2 SAN: FQDN E2, FQDN E1 AND CLUSTER FQDN
SAM: PHONE SECURITY PROFILE SAN: EXTERNAL DOMAIN or
(FQDN FORMAT)(If Configured on CUCM) COLLAB-EDGE.EXAMPLE.COM

~ edlebs: Iuwple pJBdle wg s loly IJolowd B Luolsé CS pbdsus B ob B elJs
lowegsle pdidle og s loly IJoled IJlewé Wbs UCM. IJezld 1Jghzs I9 collab-
edge.example.com (g s example.com o9 1Jezld IJgluo wd) 09 les pobdule ouwesd
udbé wolss IP Phone 9 TC g, MRA B éb. o3l [foshs Jouwzsd Jabber o, MRA. |3l
Je sJu p9z93l WuwsbJe Jabber §u9d Iduolss gus ouwesd >g9d Jabber e, MRA.

I YlG 3dY Joy9,6! JJglss spdu Idslp w3dY oluwesle IJgpdss IJoldsé i_9 SpJdud
luwwgsle OpenSSL Jluuile JJ pu ldpdwlz 1Jglo 9 CSR 95l

U198 1. $p wlouble CSR Bis 1dezeses Iluwlumss 980 wodssuel Jouw Idluwe IJpuweeh
Jpeses Llowe ON. 1osd JIBs IJobble B 1ezeses Jiguple wasds: JIuolss lUs zese
Siodle IUogiso (SAN) IUpbdws 1ig ..

IJ¢096 2. 98¢ £Js CSR 03l 88p wogpsde lUs IJubs) Idiwluws.

IJg1096 3. yvzd 1Usgsd IJs Jiusluus Iz, 98 wouisd Idedelz IUgluo 1Jeszss Ss
/Tandberg/persistent/certs.

lJglo9s 4. §p wogpsd JJ pu lduvol>s 1Jpsdes sldpdulz 1IUgluo Idpoblud JIJ ubs,) Bs
|Jpzeoes.

S pdlzbé: JI=§3uo§ w3Jd Jdiuwolo IJeldss: n ;
1. 1w gy lpus Jlu zese [Jub)le suvegsrpso vduw Idpdelz 1Jgluo. 9l wp el e
Igsbe wloysés el Ospdu JJpolze BY v ds) Is 0r9) Iduslule puls po 1JE9be.

2. 31 o sdjpe lole wéssy £ds Iduvolss. Bszu loule 030 1gpdsé wlddled 0,6 IS
Jl o logble 909858 CSR wwsb.

Olispe IJesze Idpuosd 1Jp9esd wo



eds eduw puveyds CUCM Bis pzpses: Jl sop uuvt Blises CAlJpsends pu ubs) Is 18
s Expressway l9 ozpe980 VCS. 903l sgus luo 131 Jly Jssy uble pzego. Sluw welzo IJs
weesd [Juvoble 1Je9esds 298! IUs Slises [Jpsze IJpuosd eds IJ vbs).

IJozedd pu lduogs
luwegse 03l IUBuwe Joldss gpd IUedssy vuvdd Lozse.
ozl pu pedsple IUuvolsé IJpldsé

ould £33 pu IUb, 8 IJos spdud pu gdldol Uz 8l pu ldpgdsple 1Ue9z9s6 sds Ubolsé
292936 1Jgsh 1Jlad 09 pu I pouodz Isse. luwcgse IUb,sd6 [Upsuoes W Iduve
IJuvlod Sldos spdu luwegslpol lsuol Jouoss) yiolsé pesws B lduvduuds. Bl lzoze
JJoz 8l pu uvwdle poub s [Jogiso (SAN) I ol pu Iduwpele IJos cpo luolvwel |Us
uwolxé gbpe Expressway. spdoud IJ9sle w3JY polyi,é oo gdld 9lz0d IJpuwegse |)uwspssd
(GUI) gJds 1w sldouod |Js Iduoslus > Guoble I.Ji,olo > Jwolo 1Ughe &p lud) 9939
|bol) IJpUisd)6.



Show (decoded) | Show (PEM fike) |

@ Mozilla Firefox = B 2R
@ https/[  Jviewcert?cert=SERVER_CERTIFICATE E]
Certificate: i

Data:

Version: 3 (0x2)
Serial ﬁumber: |
Signacure Algorithm: shalWithRS5AEncryption
Issuer: DC=local, DCH | o= FACTIVEDIRECTORY-CA
Validitcy
Hot Before: May 11 15:40:03 2015 GMT
Not After : May 10 15:40:03 2017 GMT
Subject: C=U5, 5T=HC, L=RTP, 0O=Cisco, OU=TAC, CN#
Subject Puklic Eey Info:
Pubklic Key Algorithm: rsaEncryption
Public-EKey: (2048 bit)
4 Modulus:
00:95:ed:09:0£:99:72:f9:82:41:=28:23:09:15:e0:
0d:Tb:8B4:bc:i897:52:35:19:e6:5f:81ltbe:62:boieb:
Eb:ad:9f:ea:e3:13:a0:6l:catdb:boc:Tc:da:i31:7e:
FB:49:1d:75:2€:75:45:74:f0:5b:87:3c:5b:5f:12:
Ob:d5:c3:ab:2c:d5:02:24:p49:01:2c:f8:94:d0:05:
— 27:1f:b7:4c:7d:3c:a2:a7:97:ae:fc:5a:bd:53:ce:
T5:60:Te:53:2a:06:27:7a2:97:22:0d:99:cf:dB 1 1e:
Ob:ce:af:ef:5d:fc:67:24:6e:65:92:12:5a:1e:b&:
5f:3e:ca:90:b3:ed:50:bat6l:le:64:92:43:70:F1:
T7:bf:14:b7:31:af:6f:93:9b:a6:6c:a3:2e:60:bb:
e7:45:4e:f6:02:30:40:b0:35:2a:6b:bY%:1cd:73:93:
01:74:f4:b3:cd:2e:5d:Bataf:cd4:4a:c5:58:36:cC:
18:88:3c:9f:21:e6:65:83:14:Bcib3:Te:73:b0:ce:
31:74:b2:c0:f6:19:45:bb:ec:2e:f4:e5:af:6c:56:
Ff:74:23:00:80:45:f1:f7:a%:3e:Te:8a:9c:71:7e:
T2:d4:e8:ad:b9:f4:be:6f:e5:57:45:4e:56:c9:F7:
ac:f0:98:28:42:91:66:7b:db:9f:ef:91:df:11:559:
Bf:8f
Exponent: 65537 (0x10001)
X509v3 extensions:
X5089v3 EKey Usage: critical
Digital Signature, Key Encipherment, Data Encipherment

X509v3 Extended Eey Usage: 7
4 m 3

m
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lJpe 90,06 wgo.
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Filter: ' tcp.stream eq 19 |Z|Expressi0r|... Clear Apply Save Filter

No. Time Source Destination Protocol Length Info

1803 2015-06-03 18:01:07.522714 TCP 74 25018-7001 [s¥N]
1806 2015-06-03 18:01:07.522835 I:l I:l TCP 74 7001-25018 [sYN,
1807 2015-06-03 18:01:07.522855 TCP 66 25018-7001 [ACK]
1808 2015-06-03 18:01:07.523594 TLSv1.: 266 Client Hello
1809 2015-06-03 18:01:07.523846 TCP 66 700125018 [ACK]
1811 2015-06-03 18:01:07.538935 TLSv1.: 1514 server Hello
1812 2015-06-03 18:01:07.538970 TCP 66 25018-7001 [ACK] =
1813 2015-06-03 18:01:07.539008 TLSv1.:z 1514 Certificate

n

B

L

Frame 1813: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits)
Ethernet II, Src: vmware_al:14:46 ( ), Dst: vmware_al:le:el ( )
Internet Protocol version 4, src:
Transmission Control Protocol, src Port: 7001 (7001),
[2 Reassembled TCP Segments (2541 bytes): #1811(1390), #1813(1151)]
Secure Sockets Layer
=l TLSv1. 2 Record Layer: Handshake Protocol: certificate
content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 2536
-l Handshake Protocol: certificate
Handshake Type: Certificate (11)
Length: 2532
certificates Length: 2529
- Certificates (2529 bytes)
certificate Length: 1612
+ Certificate (id-at-commonName= ,id-at-organizationalunitName= ,id-at-organizationNa
Certificate Length: 911
+ Certificate (id-at-commonName= " " -ACTIVEDIRECTORY-CA,dc= © L, dc= )]
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Client certificate testing

_I Client certificate

Certificate source
Select the file you want to test

Currenthy uploaded test file

This tests whether a client certificate is valid wt

Uploaded test file (PEM format) » i@

=

No file selected. i

pm-vescli.cer

_l Certificate-based authentication pattern

Regex to match against certificate

Username format

This =ection applies only if your certificate conta
username format combinations to the nominated

ISubject: *CN=(?<captureCommenName:=([* WIQ

#captureCommenMName#

Ilake these settings permanent

Check certificate

ertificate test results

Valid certificate:

Invalid: The client certificate is not signed by a CA in the trusted CA list.

I3l zuod glol soe.s I Expressway g.s) §l ) Js IJzwosd edis iobs CRL Jdo Jl suwese
Expressway lJoz 98 pu CRL: Woil sgus lu Idyivoelbo ywedey 9898 wol 98> lzoljw zese

gpdsle 1Jeedd po lduors IJid)s.

Client certificate testing
_| Client certificate

Certificate source
Select the file you want to test

Currently uploaded test file

This tests whether a client certificate is valid when checked against the Exp

Uploaded test file (PEM format) - i

o

No file selected. i

vCB.cer

‘I Certificate-based authentication pattern

Regex to match against cerificate

Username format

This section applies only if your certificate containg authentication credentiak

username format combinations to the nominated cerificate to see if the certif

ISubject *CN=(?<captureCommonMame:([" WM, )=Wm

#captureCommonName#

llake these settings permanent

Check certificate

ertificate test results

Valid certificate:

Invalid: unable to get certificate CRL, please ensure that you have uploaded a CRL for the CA that signed this client certificate
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