odosu logh XMPP gl ued il izbliso
9luedleol gJs Expressway

lJpzo9sle

| Jp, 9506

lJpobJole |l wlwsé

lJodoule | 0200
ORI R
lJodasy
U?Jo9o 1. opdsy lopl XMPP g J.s Expressway E
I ) ocJ 5 XMPP Expresswa

|, wod, @l 1Jizble gl ol>ol

o8 J9ole 3l 00

lJp 9500

SueW o3l IJpwaows gbsle IJodssy 1Uglues wlogh w)y9wsded Idesluwds 1Jpeewss 9ldz o9,
(XMPP) g Js Expressway.

IJecbdole Wigulguss

IJpobdolo

Jl ooz pebdole ¢luos Josl IUpuuous.

lJedsule IJpuwegspd

e IUpedsele 1Ushss B 03l 1Jpuuens 1Js luoshle Idu,lez sldedsole IJelsss IJeldss:

. Cisco Expressway X8.2 Ig | o>, lzoe

. Unified Call Manager (CM) slJo o 1JW89,s (IM) 98506 1Jesles 9.1.1 19 |uosl, lzae
we louble ldpedsple 19136 B o3l ldpwows pu |JI20;6 1092958 B S8 pgpdss ¢luos.
wlo zese 1Ulgoé IUpuuegsrpes Vs o3l lJpuwows wodosu ppuwse (lBo,luos). Bl dlge



dvodod 8ss IJouvgsd: Balds pu Bopd Jdoles) Idpzoed Jis e,

pEJ9plS Iuwlwsd

S9uoe o3l ldpgbb IUloold yuse [Jpuvess:

XMPP Server
ﬂ — b.com
.I,‘J 5268
[_l T I > + UC IM&P
| f - IBM Sameume
bob@a.com 5269 . CISCDWEbE)(
HTTP . GmeTalk
522 = Other XMPP..
525 _
® 7400 - na
T400 | SRV DNS
lookup >
t XCP ;
i
XCP ipt‘ii-— SIP proy [,
— mike@b.com
-
S Conf Mngr XMPP Engin |
Em:asauraupc Exprassway-F

I3l Bpe wopdsy lozls XMPP eds Expressway. Blo 1dghe Idouib [Js 1Jghbe (S2S) soodd
ou Cisco Unified Presence (CUP) |Js Expressway Edge (Expressway E). s>s) 03l IJpd9u zpse
louoldle XMPP s Ipzldle 1Uesz6.

- Suwwgde S28 e 5269 Jdlouold oldezldle 1Jeye»o

- 2Jé )9, 31edsé J XMPP Lo p9zole XCP gJs ExpresswayE: C 9 CUP wgpd eds
IJ 595 7400

- swp buwld pedypele lesls XMPP oo Expressway E |Js Expressway C oo gJIJ w98 SSH
eds [Jpues 2222

- s89p Expressway C wozsse CUP Cluwedslp pedyple IJegzse IUuo,9580 vy pudd AXL
8443

IJodosu

IJgb9eé 1. cpdsy logh XMPP gJs Expressway E

IJoosiss > IUlogoldle 1Je9236 > >gp [olh XMPP > o uésd



wfnen]n,
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance

Unified Communications

_| Configuration

Unified Communications mode Mobile and remote access ;| |

| XMPP federation

I XMPP federation support [On =] (i
Use siatic routes oﬁ OB [ Configure static routes for federated XMPF domains
Dialback secret I p— i
Sacurity mode Mo TLS 5 i
Privacy mode | Off = Al
Save

w8 wepdsu lugh XMPP. juswp pdlzbé 3JU:

1. 889, Expressway-E coegsse [Jodosu IJpzds [Ugluo wo 9suuwe 03l Idlesly oluywegsle
Expressway Core (Expressway C).

w9 whboy yugdle Expressway E: "Detail="xconfiguration xcpConfiguration
is_federation_enabled - v o IJogss) pu: 0 1Js: 1"

2. s99p Expressway-C wuoesse 1dessd "xmpps2snodes” gJs 9lgsré wslule CUP Oluwegsle
culuoy pJdou Expressway E S2S.

w9 ooy yugdle Expressway C: "Module="network.ax|" level="info" action="send"
url="https://cups.ciscotac.net:8443/axl/" function="executeSQLQuery"

3. clds po wease DNS Igle wluwesle gwpdle SRV 1Jglu06 wile XMPP Jzese [Jpzldle
IJos ceolz lds loeh.

_xmpp-server._tcp.domain.com gJs IJpeu93 5269

IJozdd pu odasy XMPP gJs Expressway

IJgbgs 1. 0298 el B Jlu $> ©p Yu9d céssile Yless Idoslole wogle woluwlos ¢lse IMEP
v edld wuvgsd ol lJluwogdle pu 9lgod yulo, IUI9le, CUP (CLI):

admin:obgsd sql wzas> * po Xmpps2snode
pkid cp_id

055¢13d9-943d-459d-a3c6-af1d1176936d cm-2_s2scp-1.eft-xwye-a-coluc-com
IJpu9od:

g6 2. 1Joz 88 pu s8I wubgsd loegl XMPP gJs ¢l e IM&P:


https://cups.ciscotac.net:8443/axl/

IJosles > logh wsu lJezldlo > Jozl XMPP > IJ|esble > 21Jé £856 [ozl> XMPP > | s 8l

foweduld izble |ozls XMPP 9] oJlzol s Expressway C 9 Expressway E

IJelss 1. .cpdsu pwad puvess cuozse IJigble:

9. Expressway-E:

IJuoslué > lJogbgsuolo > po@dpe > odyso uved IU>ep > IUply.clusterdb.restapi

eJs Expressway-C:

IJuoslué > IJogivgsuolo > podre > odosu yued IUdgpe > IJpby.clusterdb.restapi
IJuoslud > lJogivgsuolo > po@re > odoso yved lJuveds > network.axl

lJglb9s 2. Loe wuvgsd uwed lJouvgsue 9pdule TCP gds Expressway-C 9 Expressway-E:
Bl oo puvdds Idgveds puvowo Vs wuldsol IJodlb 1Jz5e6 gJs IM&P zluw eu CLI
"Utils Network capture ethO file ax|_inject.pcap count 100000 size all"

lJg9s 3. wpdsy logh XMPP gJs Expressway-E

loelb,) 30 eluss we lowdd ves 3dY sy IUgbsle 1Jpsoes wew "ol pu wdssu XMPP
eJs Expressway"

IJg1096 2. oo s lebs IleuolJ

IJodesu > IJloyold 1pses > yuy IJlogold 1Jolods



afrafn,
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance 7 Help o« Logout
Unified Communications “You are here: Configuration + Unified Communications * Configuration

‘ L/ Success: Saved

‘I Configuration

Unified Communications mode | Mobile and remote access  + | 1

4 XMPP federation

XMPP federation support [on 3] i)

Use stafic routes Com_:] (iy Configure static routes for federated XMPP domains

Dialback secret e | G I
Security mode [(NeTLS 3] (i)

Privacy mode [fom %) i)

SIP registrations and provisioning on Unified CM Configured (See Unified Communications status)

IM and Presence services on Unified CM Configured (See Unified Communications status)
XMPP federation Configured (See Unified Communications status)
Related tasks

View XMPP federation activity in the event log

Js ogpd oduss ldlouald 1delowd st

Initiating Server Receiving Server Authoritative Server

Send dialback key
>

Send verify request
>

Send verify responds

A
]

Report dialback result

-

DOMAIN1 DOMAINZ DOMAIN1

IUgho96 1. 589p IJEbe IUss s 99p woubgsd ldegpdsle lJeuwloss luvoobl s vosezs
DialBack IJos wp wdssuol shuwldoel |Us 1Ughe IdpodBs.

1Jg1o96 2. Jusdoe Iehp Ipcdds wleedd po Lozs 03e IJocksz pg IJghe Istsd po el



|Jv)9.

lJglogs 3. wlb)l JpuuhJo 1Ughbe 1Upgsd oo )y Idbde 1Joleds: guswpdy pu ldozdd pu
woed lduoses.

1J21096 4. 90025 1Jo2 88 pu Lozd 03l 1Jgsh wwsdod 1Jehbe ldecdds XMPP oo 1Ughe
lJoposss.

lJglo9s 5. s 99p IJeb e IUubis wlple vew pllod _xmpp-server._tcp.<target domain> JJg &9,
eds IJehe ldpcdss

lJglo9é 6. s 990 IUEbp IJpuwe9od vlele v pldlod _xmpp-server._tcp.<ororating domain>
Jdews) eds 1Jehe IUptsd

lJglb9é 7. spJdu io SY9u 1Ughbp 1Upgad 09 udwo 1Ughb e I posss
IJozdd po o) lebs IJloold

s&ue Expressway o ogse IJiabIc o3l g pl Yoo 1Uehp IJulbis:

xcp_cm2[12122]... |Jpuwe9s="INFO" CodelLocation="stanza.component.out"
detail="xcoder=34A9B60C8 s, vJ: <db:result from='coluc.com’
to='vngtp.lab'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:result>"

xcp_cm2[12122]:.. IJpuwe9s="debug" codelLocation="stream.out" detail="(000000-0000-0000-
0000000000000: coluc.com:vngtp.lab: OUT) xcoder=34a9B60C8 poJo |gl>o IJz>9Jo s 30

Sluss.”

xcp_cm2[12122]:.. Level="INFO" CodeLocation="ConninfoHistory" detail="wgss, elJé lJloolJ:
pEJS>pood: ..

s&ue Expressway o ogse IJiabIc 03l guopl Y9y 1UEbe IJpodds:

xcp_cm2[22992]... |J puwe9s="VBOSE" Codelocation="stanza.component.in"
detail="xcoder=05E295A2B v, vJdsol:

<db:result from="coluc.com’
to='vngtp.lab'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:result>

xcp_cm2[22992]:.. |Jpwe9s="ped9ple" Codelocation="resolver.cpp:128" detail=
"wae ldogw gu blé Idoedsd J 'coluc.com:puny=coluc.com:service=_xmpp-
server._tcp:defport=0"™

xcp_cm2[22992]:.. |Jpuwe9s="peJ9ple" Codelocation="debug" detail="(e5b18d01-fe24-4290-
bba1-a57788a76468. vngtp.lab:coluc.com. in)

suslu lgbo IJleuold 1J3s wpe 2do JJpuoswd=coluc.com method=srv dns-
timings=(total:0.003157 srv:0.002885)

xcp_cm2[22992]:.. IJpuwe9s="peJ9plc" CodelLocation="DBVerify.cpp:270" detail="(e5b18d01-
fe24-4290-bba1-a57788a76468. vngtp.lab:coluc.com:. in)

>89 DBVerify pde9z. Liuwld dbildez 89 pu 1Jzjes: <db:verify oo="vngtp.lab' id='"05E295A2B"
to='coluc.com'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:verify>



xcp_cm2[22992]:.. IJpuwe9s="peJ9plo" Codelocation="DBVerify.cpp:282" detail="(e5b18d01-
fe24-4290-bba1-a57788a76468. vngtp.lab:coluc.com. in)

e odds gieé DBVerify <db:verify o="coluc.com' id='05E295A2B' to="vngtp.lab'
type="valid'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:verify>

s&ue Expressway ooz Iigble 03l guspl s 1Jghp 1Upgsd

XCP_CM2[5164]:..level="INFO" CodelLocation="debug" detail="xcoder=94A9B60C8
onStreamOpen:

<stream:stream py="vngtp.lab' id="1327b794b' to="coluc.com' version="1.0' xml:lang="en-US.UTF-
8' xmIns="jabber:server' xmins:db='"jabber:server:dialback'
xmlns:stream="http://etherx.jabber.org/streams'/>

XCP_CM2[5164]...level="vbose" CodeLocation="stanza.component.in"
detail="xcoder=94A9B60C8 v, wJdsol:

<db:verify oo="vngtp.lab' id='05E295A2B"
to='coluc.com'>d780f198ac34a6dbd795fcdaf8762eaf52ea9b03</db:verify>

XCP_CM2[5164]:..level="INFO" CodeLocation="stream.in" detail="xcoder=94A9B60C8 >.9 9§
IJIgJIS 1Jpuwegsp J Dialback w9 9lo"

IJg1096 3. odosu 9uoe IJiply

stluan]n,
CISCO Cisco Expressway-E

Status System Configuration Applications Users Maintenance 7 (O

Unified Communications You are here: Configuration + Unified Communications + Configuration

| Configuration

Unified Communications mode [ Mobile and remote access & |
| XMPP federation
XMPP federation support On -] i
Use static routes off * i Configure static routes for federated XMPP domains
Dialback secret 7 [ i
TLS required
Privacy mode TLS optional
Save

Iowedunld izble 9o 1Ulslo sluodlzol

- spdu luwegsle Wireshark Jlgwed sl 1Jisble sl olzol
- ohboy IUpsile B3Il Telo bods 1Jodd (TLS) pbdscl: Iy [eshs Iy JI
SEu2 pde bl 1Jedlb 1Uze6 03l peldl JJsde 1Uss odss Bbso TLS pbdyus:


http://etherx.jabber.org/streams'/>�

Source

Destination ‘ Protocol | Length |Info

P Protocol
¥ FEATURES(stream) []

10.48.36.171

10.48.55.113

TCP

66 30353 > xmpp-

=~ STARTTLS [xmlns="urn:ietf:params:xml:ns:xmpp-tls"]
xmlns: urn:ietf:params:xml:ns:xmpp-tls

B4

xmlns: urn:ietf:params:xml:ns:xmpp-tls

REQUIRED

10.48.36.171 10.48.55.113 XMPP/XML 265 STREAM = co
10.48.55.113 10.48.36.171 TCP 66 xmpp-serve, 30353 [ACK] Seq=1 Ack=204 Win=30080 Len=0 TSval=1119100130 TSecr=1119103044
10.48.55.113 10.48.36,171 XMPP/XML 254 STREAM oluc.com

171 0. 48,50, 113 __ICB 66 30353 XMRR-SECYElr
|10.48.55. 113 10.48.36.171 XMPP/XML 173 FEATURES

1Zl_Jo.48. 55 112 __JCP 6630353 > xmop:
10.48.36.171 10.48.55.113 XMPP/XML 117 STARTTLS
10.48.55.113 10.48.36.171 XMPP/XML 116 PROCEED

== T 1 A 6 = = 0 TTCP SEgmeErT ot POOY

10.48.55.113 10.48.36.171 TCP 434 [TCP segment of a reaf XMPP Protocol
10.48.55.113 10.48.36.171 TCP 1368 [TCP segment of a real o STARTTLS [xmlns="urn:ietf:params:xml:ns:xmpp-tls"]
10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ : o s
10.48.36.171 10.48.55.113 TCP 640 [TCP segment of a rea xmlns: urn:ietf:params:xml:ns:xmpp-tls
10.48.55.113 10.48.36,171 TCP| 292 [TCP segment of a rea
10.48.36.171 10.48.55.113 TC 298 [TCP segment of a rea PUOT
10.48.55.11 . - — [
ig::;:g:i; < PROCEED [xmlns:"urn: Tatt :params:xml:ns:xmpp—tls" ] D Ack=3460 Win=41600 Len=0 TSval=1119103110 TSecr=111910015t

ew wuoese IJigble I SSL. Lue,s puoldes TLS

| Source

| Destination | Protocol | Length i Info

10.48.36.171

10.48.55.113

66 30353 > xmpp-server [ACK]

Seq=1 Ack=1 Win=29312 Len=0 TSval=1119103043 TSecr=1119100129

TCP
10.48.36.171 10.48.55.113 TLSvl1.2 268 Continuation Data

10.48,55.113 10.48.36.171 TCP 66 xmpp-server > 30353 [ACK] Seq=1 Ack=204 Win=30080 Len=0 TSval=1115100130 TSecr=1119103044
10.48.55.113 10.48.36.171 TLSvl.2 254 Continuation Data

10.48.36.171 10.48.55.113 TCP 66 30353 = xmpp-server [ACK] Seq=204 Ack=189 Win=30336 Len=0 TSval=1115103044 TSecr=1119100130
10.48,55.113 10.48.36.171 TLSv1.2 173 Continuation Data

10.48.36.171 10.48.55.113 TCP 66 30353 = xmpp-server [ACK] Seq=204 Ack=295 Win=30336 Len=0 TSval=1115103046 TSecr=1119100131
10.48,36.171 10.48,55.113 TLSv1.2 117 Continuation Data

10.48.55.113  10.48.36.171  TLSv1.2 116 Continuation Data

10.48.36.171 10.48.55.113 TLSv1.2 275 client Hello

10.48.55.113 10.48.36.171 TLSv1.2 1434 server Helle

10.48.55.113 10.48.36.171 TLSv1.2 1368 Certificate, Server Hello Done

10.48,36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=464 Ack=3017 Win=35096 Len=0 TSval=1119103045 TSecr=1119100134
10.48.36.171 10.48.55.113 TLSv1.2 640 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

10.48.55.113 10.48.365.171 TLSvwl.2 292 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

10.48.36.171 10.48.55.113 TLSvl.2 298 Application Data

10.48.55.113 10.48.36.171 TLSv1.2 283 Application Data

10.48.36.171 10.48.55.113 TCP 66 30353 > xmpp-server [ACK] Seq=1270 Ack=3450 Win=41600 Len=0 TSval=1119103110 TSecr=1115100156
10.48.55.113 10.48.36.171 TLSv1.2 113 Application Data

10.48,36.171 10.48,55.113 TCP 66 30353 = xmpp-server [ACK] Seq=1270 Ack=3507 Win=41600 Len=0 TSval=1119103110 TSecr=1115100195
10.48.36.171 10.48.55.113 TLSv1.2 190 Application Data

10.48.55.113 10.48.36.171 TCP 66 xmpp-server > 30353 [ACK] Seg=3507 Ack=1394 Wi1n=33408 Len=0 TSval=1119100236 TSecr=1115103110
10.48,55.113 10.48.36.171 TLSv1.2 218 application Data

I uols! Idpuieds:

IJeru2 1: 1ygwlisd slo IJlogle 1sles. IUlocsoo [ds 1debz JI sged- 2lJs IM&P o ulbs

eJs wedle Expressway-C:

"function="executeSQLQuery" status="401" reason="none"

IJuvow 1 cslole lgwel £8) woesed Jeuwegsp IMEP eJs zluw Expressway-C.

Jpl spdu wgose o3l Idlple pu gdld wuvgsd guslu URL o3l 9o wzsd 1U>89d wluwedsle
wslule IJlgwel Jol wp wdgsuoel gJs Expressway C

IJoosiss > IJlouoldlo 1Upses > g9 e 1Upsluuds 1JB9 86 9ldzuo9)

https://cups address.domain.com:8443/axl



https://cups_address.domain.com:8443/axl

IJed 1: wedse JJps 1Jp)9) wedse IJoyile 1Ugbe CUP
eswe 2: S Wlcels: 520 XCP s CUP s wense Iz

IJuvew 2: Jp cop lghs ogvgsd p9go XCP gds CUP

Spdu 1oz 8y pu 03l Vs bl I.JeJiuu wopu woze IJledlele.

alwl Cisco Unified CM IM and Presence Administration HERRCEE - Clocoilinificel £ M and. Prenence: Adminlsteton uit. G
€ISCO  For Cisco Unified Communications Solutions A3 | ccmadmin | Search | Logout | About

System = Prosthes ~  Messaging ~  Application - Bulk Administnsion = Disgnesties = Help

FH selectan 7 clear an -x Delete Selected

Status.

@ 5 records found

Natifications (1 - 5 of 5) Rows per Page 50
Find Notifieations where Origin | begine with  * | Find || Clesr Filter || 4| =
Sewerlty «  Count Deacription Origin Created
& 5 Clsco XCP Router : (ecup!0s.coluc.com) requires a restart in order for recent configuration changes to take effect. You can restart this service here. Once the service s restarted, this notification will be Cisco XCP Config Manager  Jan 5, 2015 3:10:43
deleted automatically. PM
& H Cisco XCP Router : (ecup!(.coluc.com) requires a restart in order for recent configuration changes to take effect. You can restart this service here. Once the service is restarted, this notification will be Cisco XCP Config Manager  Jan 5, 2015 3:10:42
deleted automatically, "

IJed 2: lgbé wuugsd p9zo XCP gJs CUP

Bs weue Iizslo Ju sdou ould ledle 9JIJo JI 51 ouwesd 289d pozo XCP s CUP s 99,
whele IJeip. Bl de ced lehs ouvgsd €06 pozo XCP o3l Idlp): Olu lelsé wuvgsd pzesesd
IM&P wgpd eds 3JY.

IJozdd pu lJuogs

Jl$92> eldsl lole JJozdd po wogs o3l IJodsso.

lweduld IJizble 9] oJlzol

Jl o9 eldsl pedsele ppssé Jlgweduld IUigble 9l odlzol Josl IJedssy.

pedsple dlo LoJé

- IJog e IJo 90 | owle - Cisco Systems



http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



