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99 [JedlJele 1J9l )56 1]z 0l
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SueW o3l IJp oo Idodssy Idpoo e Os Cisco Unified Communications Manager (CUCM)
9 Expressway C 5 E zos spdo J Jabber |guesgle )9 1Jesl)ys 1Jese> (URI) Jonswsdsd woe
eduwd £pJ (SIP) Jpuweiap 1) pu pduwuws 18 s Ilouald v, 1Jsuesd eu wes Jlgess
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wwSubisy
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lJouwes JJpduwuwo 20 suwos Idubly wluuwgsle zols IJlelo IU8led JJodswd (ASA). 1U3s
$92> w0 CUBE 9lUss Swe dpzo p& peeded CUCM IUElLoo wldpswuws 2.
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loel> Extensible Messaging 9 Presence Protocol (XMPP). g wlose IM IJglos wop os s ol
culssu URIJ SIP 1Jglos wldg pJ.

Jol spdo JIJ pu Jabber A g Jabber B IUle ol gy SIP URI slgJsl slsd pduvomlool 1Jgluo6.
wuele

O Iduwsobsy 1Jpe3Yy,) i&_!lo‘ oo,y o i U,oolb,t_>5 2 U>sol CUCM Yilbsp JJoalégp O
IJpdldplo. 908 3Jd: spdu lo sdu ehe ldopde B Idedldele pu £9)5 peodo lsual.

sdie 1 1Jluosh, Ieole 3oz CUCM s Jabber s VCS J MRA.
lJodosu gds IJpdwwd 1 gud |uwesgle Jabber A J Jabber B

IJgloss 1. Jugble oS og)sd lolo glo louold SIP 2385 91J3s S2oss £Js puds luvople
wdSpd 5065 Jpl 09 p9 oz Vs IUuoy,s:

SIP Trunk Security Profile Configuration

Bam xnﬁlate Capy %’Resal & Apply Config l:,‘}.qddm

®Statu5: Ready

—SIP Trunk Security Profile Information

Mame* VCS SIP Trunk Profile

Description VCS SIP Trunk Profile non-secure

Device Security Mode Mon Secure w

Incoming Transport Type* TCP+UDP -

Outgoing Transport Type TCP bl
Enable Digest Authentication

Monce Validity Time (mins)* 600

¥.509 Subject Name

Incoming Port® 5065

Enable Application level authorization
Accept presence subscription
Accept out-of-dialog refer**
¥ Accept unsolicited notification
¥ Accept replaces header
Transmit security status

Allow charging header
SIP V.150 Outbound SDP Offer Filtering® Use Default Filter -

IJeb9s 2. logile ¢lo louald SIP sy, s ExpressWay-C sogssu pdd wgrsed lplo b
louold SIP. Jpl 09 p9 0 B IJuo9,)é:



SIP Information

- Destination

Destination Address is an SRV

Destination Address Destination Address IPvG Destination Port
1* 10.106.82.114 060

MTF Preferred Originating Codec® 71 ulaw -

BAF Presence Group® Standard Presence group -

SIP Trunk Security Profile™® WES S1P Trunk Profile -

Rerouting Calling Search Space < Nome = bl

Dut-0f-DHalog Refer Calling Search Space < None = -

SUBSCRIBE Calling Search Space < MNome = -

SIP Profile® Standard S1P Prefile For Clsco VCS = Wiew Detalls

DTMF Signaling Method ® RFC 2833 =

—hlsrmamlienbinm Enrink

pdlebs: sep logvle pdd wg)sW lely b IUleuold IUesss 1Uss suvepe lJs pu95 5065.
Swp weSsuol lds glo louold SIP 1Jzass 03l 1Uss subsy [Js Expressway-C Jly
Expressway-C pJdyo wlJded Jbuwld ouwepsdle Jabber ¢s) Idlews eJs 5060 |Js CUCM
0> ouwesd 289d puwwgsp Jabber gy MRA. I3l oo wuwegsp pdd wg)s lely b
Jleuold Idlvo,)los Wswvd Jabber 1Jss uwed 1U>¢9d vy MRA B IJogwzsd eds
lJpw83 5060 o, CUCM.

IUekoss 3. Sp Lluusle wpb puwly SIP Jeg )y polde IUpedsele (URI) IUEluo Cldeduuuws 2
sesuw d3JY Judbe louold SIP |Js Expressway-C: Jol 09 09,0z Vs [Juo9,6:

SIP Route Pattern Configuration
BS:—:WB x[)mete Copy E:}Addh@aw
—Status

® Status: Ready

~ Pattern Definition

Pattern Usage Dornain Routing

IPv4 Pattern® starlabs.com

IPv6 Pattern

Description VCS MRA calls

Route Partition < None > -

SIP Trunk/Route List* vCS-MRA-TRNK v (F

.. .' Block Pattern

IJeb9o 4. §p Llogile pulb 96 pzly, 6 eJs Expressway-C wivs) [Js CUCM: Yol 09 o902 SO



IJuos,é:

Configuration

Hame & CLUCM-ORGY

Type Meighbor

Hop count « 15 I
H.323

Mode of = i

sIP

Maode Cn = @

Hort # 5065 1
Transpor TCP = 1
Accepl proxed reqgisirations Deny - |
Media encryplion mode Auto | U
ICE support off = &

lJglogs 5 I vlougsle pulb 96 gpsd Traversal gJs Expressway-C (Jsuw lewsly UC): Jpl o9
£9PT IS IJuey)é:



Sl LW

Typa Traversal client

Hop count & 15 i

Connection credentials

Usamame & CISCOD

Hasswiord L BEREEEEE

H.323

Mode Ooff = 1

SiP

Mode Oon + g

Pord & 1003 i
Transpor TCP =
Accept proxed registrations Alow =
Meadia ancryplion mode Auto | 1]
ICE suppor Off = |

1P noisan mnda O « |

lJglo9é 6. 9p wluuvle ppb,jé ehp wobds gJs Expressway-E (93dsuw weol; Idlogoldle
IJp9226)« Jpl 09 p9 oz S5 [Juo9,6:



Edit zone
Iypa Treversal saner

Hop oL s 15 i

Connection credentials

Lisprmamms & CiISCO

Hasswaord Add/Edit local authentication databasa
H.323

! o - I

SiP

i : On = I

P & 1003 i

Transpot rCF‘ b |

opl e i il AROwW w |
Miadia encrypton modo Auto * |
ICE support of = |
-

lJglbgs 7. §p wluunle pulb 96 DNS gJs Expressway-C. 9ldws yusop luwegsleol Jlg)le veo
DNS SRV Jpeg, 8 URI JglLo wldpduwuws 20 Jel 09 p9 oz Os 1Juo9)0:



Configuration

— « VCS-MRA-DNS !

Typa DNS

1op count & 15 i

Mode Off - I

SiP

Mode On = L&

LS verify mode Ot = | L

Faliback transport profocol UDP - i

Media encryplion mode Auto - |
ICE support off = |

wee lugile zese ldpulbd: crolz lds wrass ¥sles Idoze eds Expressway C 9 E zos spdu
lo sexe lJugzso.

lJglogs 8. $less IUoee Vs Expressway-C os lgl>é w9ozso 3896 SIP 1Jpg o006 J URI
starlabs.com |Js Expressway-E . Ws pub 9o 1Jgw9) 123820 IJos Gpw woli Jel 09 o902 Vs
lJuog,6:

Configuration

Rida namy o Inssde-to-Cuissde-RMREA-CICEMORGEE
Dresenphior

Priority & 0O I

Projosol S -

aDlECa Iﬂn.ll.'f.' -

Reauiest masi be authanticatod Mo =+ |

AERS pallarn malch = g

Pistiosm I Regex = |
& “[Esiarkabs comd i
Patlem bahay Lesve
1 qucenssid maicl Continua = |
et & bdb il ¥

Enablad



lJglo9s 9. $less vz Vs Expressway-E. Jlglss wozso 2896 SIP 1Upg o 06 J URI starlabs.com
IJs pulb 96 DNS: Lpz)> 9,29d IJpdldpd [Js pulb8é gy, Expressway-Evia: lUos $po wol.
Jpl 09 p9 oz B 1Uues,é:

CLUCM 1o VCSe 1o DNS
WS MAA calls
w130
SIP =
Marmad -
[ ] - I
Ha -
Alias pafiern malch I
Ragex
“iistariabs com$
Laane ¥
Continea +
VCE-MRA-DNE - I

Enabled -

IJ¢b98 10. Lpz)s b wuod IJpdldes |Us pulb 6 DNS. s.§9,0 Expressway-C wlJoge o DNS
SRV J _sips.tcp.starlabs.com gsip._tcp.starlabs.com gsip._udp.starlabs.com o 9lodJ ¢l>p DNS

IJg .

Vs ywedle Exp-Ed spdod I oS 03l gJs osisé:

2016-03-09T09:48:35+05:30 VCSECOL tvcs: UTCTime="2016-03-09 04:18:35,399" Module="network.dns"
Level="DEBUG": Detail="Sending DNS query" Name="_sip._tcp.starlabs.com" Type="SRV (IPv4 and
IPv6)"

2016-03-09T09:48:35+05:30 VCSECOL tvcs: UTCTime="2016-03-09 04:18:35,400" Module="network.dns"
Level="DEBUG": Detail="Resolved hostname to: ['IPv4''TCP''14.160.103.10:5060'] (A/AAAA) Number
of relevant records retrieved: 1"

U wg& DNS SRV. szuod Exp-E gds IP 9ld e’ JJgbye Ideldso: JJsuosd 1Js 1Ueduwwsd
2. Vs o3l Iduwsulsy sgd DNS SRV _sip._tep.starlabs.com |Js IJgl 06 FQDN/IP & Port 5060,
o0 ASA JJpey o 2.

SuPwe 933 IJpdldple IUghzss IUlzelJs

1. Jabber A dials userB@starlabs.com < SIP URI.

2. uuod >g96 SIP |Js CUCM (g, EXP-E —> EXP-C).

3. 8890 CUCM Lopdsd UL&'P lJos oblod velb puwl) SIP.

4. 5990 CUCM Cugese lJpdldps |Us EXP-C gu, b loold SIP.



5. wodys EXP-C ldpedldpes WS "lUpulb$6 IJpgleyo J CUCM™: 90 @§9p "Bless Idoee" lglbs
w9gso IJpdldps IJs Idpub§s ldouhbdss ldos Geul wol.

6. cuod IUluwesgle IJlo [Js EXp-E g "pub 8 IJew9)" 90890 Bless Idwee ool Llglss
wogso lJlgwesgle [Js "pul 96 DNS".

7. opy> 1J9u29d IJs pulb 96 DNS: swp wed DNS SRV gy _sip._tep.starlabs.com p9loJ
¢be DNS IJgle: 9ldss sop edo lds 1Ugbys Ideldss JJauosd IUs 1deduwms 2.

lJodoso gds 1Jpduwuws 1 guspl $>g9 Jabber B Jabber A

lbe,uo IJIo 1o JJpubes 2 ¢bs bbdu ¢luos wol wp wdssuel Jugzse pdldes SIP URI |Js
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Exp-C. JezlJ fed.sollab1.com SIP URI. Jpl 09 09 02 D5 lJ09,6:

Configuration

Rule name « VCSe to VCSc to CUCM
Jescrniphion VCS MRA calls from oulsida
ority x 120 i
= | I R
SolUrce Ay L]
{ must be authenticated Mo = i
Mode Alias pattern malch - I
‘attern type Hegex I
Pattern string *{@fed.scllab1 com$
Pattern behavior leave =+ |
maltch Continue - i
Target « bZb . ||
Enabled = |

IJglogs 2. $leso Idoee 1Uslys eJs Expressway-C. Jyuwld >£96 SIP 91,36 o0 Exp-E |Js CUCM.
Jezld URI J SIPfed.sollab1.com. Jel 09 o902 Bs 1Ju09)0:



Configuration

Rulke name & Outside-to-Inside-MRA
Descriphor VCS MRA calls from oulside
Pricrity & OB 1

Frolocol SIF = I

Source Mamed - I
Source name & b2b - I
Request must be authenticated No + 1}

Mode Alas pattern match I
Pattern type Regex - i

Pattern siring « ."(@fed sollabl.com$
Fattern behavior Leave v i

On successful malch Continue + |

arget # CUCM-OEG1 == 1
State Enabled + |

Suowe 9333 [Jedldels 1Usls 1lzelds

1. 5896 SIP IJgl)»6 oo Jabber B J userA@fed.sollab1.com ;sl,6 Exp-E.

2. 0 99p Ylesd Idoew eds EXp-E Cleglbsé wozso IUlgwwsgle [Us Exp-Ci gu,) "pub 96 1Uew9)".

3. Wlesé wew eds EXP-C lglsé wozso luwwsgle pgpsgs CUCM go,) Idpulb 86 IJpzley6 J
Cucwm'.

4. s,uvd CUCM 596 SIP |[Js Jabber A lJpuuedd ew) MRA (g, EXP-C —> EXP-E).
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