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1. Jp Sop lousle Luzd #2306 Collaboration Edge (SRV) o/ly pod3 8443 13 o) 19,09
lJso

JIJs swpdu gpsd Jabber oo ogwzsd 1Usg9d wuzle wluwegsle MRA szo lugble yuzd SRV
eluo Jelwe Ideglys 9ldauesd IJsoe ghesl. guspl sop wie wyvgsd gpsd Jabber s IJwslso.
Oluo s ¥99p wlple luvegdlple DNS SRV:

1. _Cisco-UDS: swpe luwwgsle uvgd SRV 03l Jogass el 131 Jly glbe CUCM pu9ud,)l.
2. _cuplogin: swpe luwwgsle yugd SRV o3l Jogsss el I3 Uy Ebe IMEP po909)l.

3. _collab-edge: swpe lvwgsle gugd SRV 03l Jugsss el 131 Jlge MRA p09W9,6.

Bl e wxe wuugsd gpsd Jabber 9Jp suwedpe lzlodé SRV J _cisco-uds 9_cuplogin 9 soJds
lzleo J _collab-edge: Wluo suvwgspe odo ldlzlws Jeglade IUloold o Expressway-E e,z WS
lzl6 SRV.

by uwad _collab-edge SRV 1Us luwpe 1Jezld 1Jpsod lJdled (FQDN) po Expressway-E of
po®s 8443, 13l Jo sop lousle SRV_collab-edge [s Jp o pesd)l szl s 131 Jlo pe9d)l
9JIu Jl spdu 1Usuod 1Us 1Jpods 8443, B s vd gpsd Jabber Os owzsd 1Usg9J.

Spdod eldss el I3l i gwad _collab-edge SRV Blodl Jzd 96l 5l i spdo IUs o] 1Us
pud> TCP 8443 Ul ucgsle p338 SRV Bes oz 200 Loglac, (CSA).

lo Jsuw psule 8443 reachable. o3l lody i loo 1316 (231 2pls6) Spue IJpsule Is
misconfiguration o0 lJoduos) psgd (GW) Iy Lwldy luvolosds puvele wisss B IJ exp-E.

2. uol>d £y pSwads 19 £y pndys edis IUlysd IJuwase VCS

w83 o sedds gpsd Jabber Jglus o _collab-edge. sood wes 3JJ Expressway og Transport
Layer Security (TLS) g, IJpuw93 8443 Jpzlods uwenls Idyiolso oo Expressway Jlesls> TLS
JJlouold wsu gpsd Jabber 9 Expressway.

Bl Je sIJu Expressway Jsso Luolsé 09986 Lolded wewos eJs FQDN Iy ozlJ Expressway.
O wsIyvd 3JY 9sivd gpsd Jabber Vs o wzsd IU>¢9d.

B 2lJs 2290 030 lJpuvdJé. [uuegse bl bJo wodse lJuiol>sé (CSR) eJs Expressway:.
sldos vouopu odylissl FQDN IJgluo o« Expressway Jluwpe wisd JJesooe (SAN).

% odlzbé: wolbdo b 1U9Lo9d g0 wes (MRA) 9295 louold oo wsw Expressway-C 9
Expressway-E gosu vl [Juolsé 1Ughzss.

sedu ldewy) eds IJersd Idolds 1Uss szess eds pobbdole yiolss Expressway euwe 1dps )6
B 2dsd Loy MRA:


https://cway.cisco.com/csa/
https://cway.cisco.com/csa/
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0101.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0101.html

Table 1. CSR Alternative Name Element and Unified Communications Features

Add These Items as Subject Alternative Names When Generating a CSR for These Purposes

Mobile and Remote Jabber guest XMPP Federation Business to
Sccess Business Calls

Unified CM registrations domains (despite their name, these have more in common Required on - - -
with service discovery domains than with Unified CM Unified CM SIP registration Expressway-E only

domains)
XMPP federation domains - - Required on -
Expressway-E only
IM and Presence Service chat node aliases (federated group chat) - - Required -
Unified CM phone security profile names Required on - = -
Expressway-C only
(Clustered systems only) Expressway cluster name Required on Required on Required on

Expressway-C only Expressway-C only Expressway-C only

3. Jp sup ldeey) eds ¢9bp UDS Ws wdysy 1Jzlss

w8 I S89p €psd Jabber Ulouile louold low pg Expressway-E wogle: Bloo sbdo odssy

lJzlwe 1Jgl oo o (get_edge_config). szw9s wdyse 1Jelw9s 03l eds ywedle SRV J _cuplogin
9_cisco-uds. I3l Jp swe Lele uvedle _cisco-uds SRV Ws wdysy Idzlwe Oy swpdy gpsd

Jabber oy pologd wuwzsd 1U>g9d.

sdluadlz 03l 1Jloy olds pu logile uwedle _cisco-uds SRV slgdsl s8lod JJed wsluvbé
Expressway-C.

Spedu ldewy) eds pis> pu IUpedsple 29d uvedle DNS SRV W >Jisd wuiny MRA gl o o
X8.11.

03l kol £r00 Ublisg I3l Jue Bis peld e3092. Bl Spo wogbésd eeld pid9e 992>¢ v gosd
Jabber Jp swp Leleo IUs Is €306 wslole puvegse (UDS) Bsze edsd wldss lugile gwgdle
_Cisco-UDS SRV s DNS IUslgds pe Idpezld IJehzs.

% pdlebbo: g |uosl) Expressway Version X12.5: Jpe s8> pu Iduo)9ss luolds ywgd SRV J
_Cisco- UDS IJs DNS U>I@J5 J,o)& oU |JPE_J_9|0|U 29d o3l IJuawsu‘Jlag J9._09.)

4. oo, Lwedle Expressway-C o3l 1Jg bi: XCP_JABBERD Detail=¢.s, 15, gJs lJleuold
Ndposd P 1 puuds 7400:(111) oo 8o IUle olJ

Bl op odysy 9236 Idoedpe Os 9lzos 1w Is (NIC) oy Expgressway-E ovuwdd £8) Loese:
WG9 Suuwwy 3JY BS 30 wzdsw Ebpe wble IUlooldle IUluwlgws 1Jesuwe (XCP). 131 Jlge
Expressway-E w95 wodo lJpglss) W@ wylzo 030 IJpivdJeé:

1. suwwgdpe wbl9é 9lzos JuwJs (NIC) glzsé.
2. op woLSY pVCle Esh IUubeds 1Jpw 8> p0.
3. wp wessu esh luvesle slzole IJuvwJs 1dei09z6 eds LEp.
Jouozse 030 ldpuvdJs: §p wogss) dsh luwedsle lzole IduboJs 10978 1Us JI.

IJuvow 9)le 030 IJpuid J6 o9 I Expressway-E s wepg Jeduwé XCP gds 9lzoé IJuvwJs


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-11-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-11-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-11-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-11/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-11-4.pdf
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/exwy_b_mra-expressway-deployment-guide/exwy_b_mra-expressway-deployment-guide_chapter_0100.html

I.J'aJoi‘ ppl sSouwow Vs Vyudlluwoele IUpods JJloold. suvepe EXpreSS\{vay-E eJds puds
TCP 7400 JgJuwo gpd XCP. spdud Idozdd pu 3JY BBl oo oguegse IJle) netstat oo, VCS

5 Jlsoblog luwe IJpuosd/lgwe Idpzld Jélbp Expressway-E o¢ ol ©p odysuo Bs SRV
_collab-edge

Bl Jp soblod luupelpzld ¢l>p Expressway-E WOs oJgso odzo DNS pg ol wp luvodoldo WS
Izl SRV _collab-edge: WJu swpedu gpsd Jabber pu IJlouold o Expressway-E. suuwgsp

€ psd Jabber g0, xmppEdgeServer/Address Ws |weglws get_edge_config Jloile louold
XMPP o Expressway-E.

03l pold £Js pl swr9 edso xmppEdgeServer/Address W |uvegleo get_edge_config ey
Expressway-E |Js gp0sJ Jabber:

<xmppEdgeServer>
<server>

<address>examplelab-vcsel.example URL</address>
<t1sPort>5222</t1sPort>

</server>
</xmppEdgeServer>

Jozow o3l elds puo Iy yuzd _collab-edge SRV sblwud luwpe lJpLos S we 1dpzld J
Expressway-E. op oLo0us pg )b wuoese lJigble oo Cisco CSCu083458 Josl Isg p 9l osed
3Ep 2SS EJS prW wuozse IJigble oo Cisco CSCuo82526.

6. o3y ouwesd IUxg9d vuvew IJlubo)ld 1Jzlds Ws loold WebEx

wlbo, Jabber JwzJdlo Windows o3l:

2014-11-22 19:55:39,122 INFO [0x00002808] [very\WebexCasLookupDirectorImpl.cpp(134)]
[service-discovery] [WebexCasLookupDirectorImpl::makeCasLookupWhenNetworkIs
Available] - makeCasLookupForDomain result is 'Code: IS_WEBEX_CUSTOMER; Server:
http://URL server;

Url: http://example URL server';;;.2014-11-22

19:55:39,122 INFO [0x00002808] [overy\WebexCasLookupDirectorImpl.cpp(67)]
[service-discovery] [WebexCasLookupDirectorImpl::determineIsWebexCustomer] -
Discovered Webex Result from server. Returning server result.2014-11-22 19:55:39,122
DEBUG [0x00002808] [ery\WebexCasLookupUrlConfigImpl.cpp(102)]

[service-discovery] [WebexCasLookupUrlConfigImpl::setlLastCasUrl] - setting last_cas_
Tookup_url : http://example URL server2014-11-22

19:55:39,123 DEBUG [0x00002808] [pters\config\ConfigStoreManager.cpp(286)]
[ConfigStoreManager] [ConfigStoreManager::storeValue] - key : [last_cas_lookup_url]
value : [http://example URL server/cas/FederatedSSO?org=example URL]2014-11-22
19:55:39,123 DEBUG [0x00002808] [common\processing\TaskDispatcher.cpp(29)]
[TaskDispatcher] [Processing::TaskDispatcher::enqueue] - Enqueue ConfigStore::persist
Values - Queue Size: 02014-11-22 19:55:39,123 DEBUG [0x00002808] [pters\config\ConfigStore
Manager.cpp(140)]

[ConfigStoreManager] [ConfigStoreManager::getValue] - key : [Tast_cas_lookup_url]


http://ecatslab-vcse1.ecatslab.com/
https://tools.cisco.com/bugsearch/bug/CSCuo83458
https://tools.cisco.com/bugsearch/bug/CSCuo82526
http://loginp.webexconnect.com
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr%27
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr

skipLocal : [0] value: [http://website URL/cas/FederatedSSO?org=example URL]
success: [true] configStoreName: [LocalFileConfigStore]

Swp wogso pzladle oywesd 1Usgsd IUs louold WebEX.
Jdeuesd eds ed sliser see ldlouold o WebEX pos sop lJEle oubgsd 1desde.
lJeJ

B 1Upss IJBuos) spdod luwegsle Iz 030 IJesble Jiguowgbo oo lduze.

* Gp wluols oo lUpedpes IJs jabber:config.xml. Sp Gp wogesd pdud Jabber-cpnfig.xml
IJs ébpe TFTP gds CUCM. sobdo 1o s89p 1Jgpsd vouwesd 1Us>gsd slgds! adl.

<?xml version="1.0" encoding="utf-8"?>
<config version="1.0">

<Policies>
<ServiceDiscoveryExcludedServices>WEBEX<
/ServiceDiscoveryExcludedServices>
</Policies>

</config>

* pu puby) Cbousd Yp voubesd el sds:
msiexec.exe /i CiscoJabberSetup.msi /quiet clear=1 Authenticator=CUP
Excluded_Services=Webex

A edlelbs: Jl sepd 1Jesh IJelus pe 1dizos6 1Upze9Js.

* Jogsle guglo URL $lod JJduds suvocus @306 Webex:
ciscojabber://provision?ServiceDiscoveryExcludedServices=WEBEX

Spdud IJgey) eds pis> pu ldovdlosd 29d Yoyl ¢306 IJlooldle 1Je9er6 99Js9s6
lovoweh weuo I ele Ws Idoui, LezJs J Cisco Jabber 12.8.

7. s&)uo ¢bp Expressway-C wlJs IJgbl: "0 J9ué s3I0 pg Igble. ¢lp 1J]psls: B luebl,
pedople ghe lJoylbg.

Il Bpo wldloedld lJs 1Jz1ds > Ileuoldle 1esess 9)lse suulds IJgbl "edows 9JIJu pe
igble. ¢bp IJlpsls: B luebl) pedsple IJgbe lJoubls." oldouwes Jouwzsdle Unified CM
98306 IM&P. szw9s Elbp (29150) DNS 1UslgJsé IJos we wdysuol gds Expressway-C gJs
wveds DNS A J Expressway-E. (9> sJou Iduwow 9)le 1Jgdss po uwzdle DNS A J Expressway-
Eluldpeuveese Idpcle, loodd po wbl§é glzos suwds (NIC) 9less pe wpdsu NAT IJeluw
eJs Expressway-E |Js wbl§6 9lz0é Lo Js (NIC) 033926 pe wpdso NAT IJelow. Iy 1dg I u.
IUUSE 238 Lwed DNS A lJpuluve B ¢bp (89150) DNS IUslgJss. JsJd. gus lpuagsle bls
vt DNS IJpewleso s Expressway-C 9zJ Expressway-E FQDN: wJlzbb jwzds DNS A.


http://loginp.webexconnect.com/cas/FederatedSSO?org=odeabank.com.tr
https://help.webex.com/en-us/result?offset=27&filters=%7B%22product%22%3A%5B%22Webex+Online%22%5D%7D&count=1
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/12_8/cjab_b_deploy-jabber-on-premises-128/cjab_b_deploy-jabber-on-premises-128_chapter_01101.html
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/12_8/cjab_b_deploy-jabber-on-premises-128/cjab_b_deploy-jabber-on-premises-128_chapter_01101.html

lJzd
lo Expressway-E NIC sdgy yuvdJdo J 928> NIC pg pwldy | pwolosds nat:

1. 12309 wgd DNS A Jgusly IP IUslgJs J Expressway-E s gbp (291>0) DNS IJos wp
odosuol s Expressway-C.

2. 8p wpuwe 3o Idugisu IUpsde J DNS s Expressway-C gldJdpwsso) Idyvguos
JJdpuwwgsp o) CMD (IPCONFIG /flushdns).

3. 9p vlelé wposs ¢lrp Expressway-C.

lo Expressway-E NIC sJgo yvdJe Jpejs9z NIC pg pwldy [pwolosds nat spdu:

1. 1239 ywgd DNS A Jeusly IP 1UgLzs J Expressway-E s b (29150) DNS IJos wp
oJdysuol s Expressway-C.

2. 9p wpuwe dlYyo ldegisu IUpsde J DNS s Expressway-C gzol; Jpwsse) dpuwese
&y CMD (IPCONFIG /flushdns).

3. 9p vlgbé wpos> glbpe Expressway-C..

8. up wiusye Microsoft DirectAccess

Bl oo ouwwgs e Microsoft DirectAccess gJs v duw zolj IJJpwsse) pod gpsd Jabber: g
pelado ouwesd 1Usgad g0 wed &> 8938 3JY IJs Juwy MRA. 59,0 DirectAccess |uule
Iusle Jlgwogdlelo DNS Ws IJyvwds 1UsIgdso Jel Jg Jlo 1 pwsse) duvguos suvwgse
JvwJo VPN.

S edlebs: Jl swp sgp Microsoft DirectAccess pg Jabber g, MRA. sg» Is Iuve Jild
IJigble 5l odlzol I8 oJ zo>. wdosy DirectAccess 09 pwdsdséd puwdsd I vwds.

Bs wewe Idizslu spdod e,y s Gupdle DNS Lugle B 229J woz ?CJ‘SJ lw e Microsoft
DirectAccess. Jl wwp pglded odo Iduwzdle w9luvlbé DirectAccess (sew o ooy Jabber 81,6
eJs gd 030 IJpuilJd gy DNS IJgle wluvegslp MRA):

* wed SRV J _Cisco-UDS

* wwed SRV J _cuplogin

* wwed SRV J _collab-edge

* wwed JYlwo Expressway ES

9. Vubd gpdsle ldoge IUeduss g DNS s Expressway

wlsé pu IJluosl) X8.8¢ swbdy Expressway/VCS |oule bgldle DNS 1Jgduso _9|J-;>ig9,_§.__56 J
EXpE 9 ExpC 9zpse £9> CUCM.

JJeuesd eds Idpcbdole IUdleds. Slee ldaclbdole Il wlwssé 9o g sle Lu)lez B
pdlzble ] osl) x8.8 9wz i, DNS lJes 1 izojs6 |

Bl Jp oo gugdle DNS 1UsIgJs6 092926« 98> Sy ould E_Joi Vs ywedle Expressway sy,
lJs reverseDNSLookup:


http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/Cisco-Expressway-Release-Note-X8-8.pdf#page=15
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/Cisco-Expressway-Release-Note-X8-8.pdf#page=15
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/release_note/Cisco-Expressway-Release-Note-X8-8.pdf#page=15
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15
http://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X8-8/Mobile-Remote-Access-via-Expressway-Deployment-Guide-X8-8.pdf#page=15

2016-07-30T13:58:11.102-06:00 hostname X CP_JABBERD[20026]: UTCTime="2016-07-30 19:58:11,102" Threadl D="139882696623872"
Module="Jabber" Level="WARN " Codel ocation="cvsservice.cpp:409" Detail="caught exception: exception in reverseDNSL ookup: reverse
DNS lookup failed for address=x.x.x.x"

Suvoded Expressway-C oo ds FQDN glzss B §b gos IUluvegdle go yved PTRIUE Lo o
Expressway-E IP. |3l | jwodew FQDN ¢gs) uozse pu DNS: Blyol wboj 03l 1wl WS
lJuvedle 9o ud:

2020-04-03T17:48:43.685-04:00 hostname XCP_JABBERD[10043]: UTCTime="2020-04-03 21:48:43,685" Threadl D="140028119959296"
Module="Jabber" Level="WARN " Codel ocation="cvsservice.cpp:601" Detail="Certificate verification failed for host=xx.xx.xx.xx, additional

info: Invalid Hostname"

euuldd IJowesd

Softphone ¢, B>, gJds IJouwesd: €S puvpse wlboys 96 SIP/2.0 405

Sbo, ywed wuvgsue pu Expressway-C ,uldé SIP/2.0 405 Method g, puwpse wol luvoelud
Jbdo IJogwesd IJss buvde gesd Jabber. oo ldpzepd 1o sI90 03l ouwow 2duws gpd
2ldss v w9099 (SIP) Jvulbé wsu Expressway-C 9 CUCM pg psule 5060/5061.

<tfroot>

SIP/2.0 405 Method Not Al | owed

Via: SIP/2.0/TCP 10.10.40.108:5060;egress-zone=CollabZone;branch=z9hG4bkK81le7f5f1lcl
ab5450c0b406c91fcbdf181249.81ba6621f0f43eb4f9c0dc0db83fb291;proxy-call-id=da%e25aa-
80de-4523-b9bc-be3leel328ce; rport,SIP/2.0/TLS 10.10.200.68:7001;egress-zone=Traversal
Zone;branch=z9hG4bK55fc42260aa6a2e3741919177aa84141920.a504aa862a5e99ae796914e85d35
27fe;proxy-call-id=6e43b657-d409-489c-9064-37871fc4919b8;received=10.10.200.68; rport=
7001;ingress-zone=TraversalZone,SIP/2.0/TLS
192.168.1.162:50784;branch=z9hG4bK3a04bdf3;received=172.18.105.10; rport=50784;
ingress-zone=CollaborationEdgeZone

From: <sip:5151@collabzone>;tag=cb5c78b12b4401lec236e1642-1077593a

To: <sip:5151@collabzone>;tag=981335114

Date: Mon, 19 Jan 2015 21:47:08 GMT

Cal1-ID: cb5c78b1-2b4401d7-26010f99-0fa7194d@192.168.1.162

Server: Cisco-CUCM10.5

CSeq: 1105 REGISTER

War ni ng: 399 col |l abzone "SI P trunk disall ows REG STER'

Allow: INVITE, OPTIONS, INFO, BYE, CANCEL, ACK, PRACK, UPDATE, REFER, SUBSCRIBE, NOTIFY
Content-Length: 0

Jouoese 030 lJpuudJs: Gp wogss) puds SIP eds pdud og,s lely gl louold SIP 1Uss
Sup wbousdo eds gb louold SIP IJzlds 1J3s wp odysuo b CUCM gldpul §6 1dpezle o
Expressway-C J CUCM |Js puds pgodud pod 5065. 903l 09 0p 1de, B 03l LJud,so.59. oul
pdeue wdssu

CUCM


sip:6212@appmtltel02
sip:6212@appmtltel02
mailto:cb5c78b1-2b4401d7-26010f99-0fa7194d@192.168.1.162
mailto:cb5c78b1-2b4401d7-26010f99-0fa7194d@192.168.1.162
https://video.cisco.com/detail/video/5828832832001/resolving-port-conflict-issues-for-mra-phone-registrations?autoStart=true&q=expressway

1. 8p wlouble pdd g8 loly 238> Juulbs SIP Uluwagsle puwds [uwaeple Te) s, 5060
(5065).

2. 8p wlouile o louold SIP p8e,0 wpdWd g )s lely ¢l louold SIP 99206 wp wesswol
eJs gusly IP J Expressway-C. 1J e85 5060.

Expressway-C

1. 8p wluuble pub §6 pzleye J CUCM (IJpulbd) wluveésle puds 038 T¢, &, 5060 (5065)
Jeblows wdgsy CUCM.

2. B |esble Expressway-C > IJo,90999Jle > SIP. wlds ey o Expressway-C Jl ;51U
Suoés [Js SIP g Js 5060.

Softphone ¢, 3, eds IJowwesd: IUpwow="peld £y pE199"

Sboy ywgd wubvgsue pu Expressway-C |Jgz> =" Registration Rejected” Reason="Unknown domain"
service="sip" src-ip="xxx.XxX.xxx.xxx" src-port="51601" protocol="TCP" aor="sip:xxX.XXx.XxX".

inorder to Logzw o3l [uosl) BeLow 03l L ¥be:

* od Suwwgde gpsd Jabber pJod Q‘g)..ggé ol |Jzols IJlew s CUCM guopl JI wdyy
lJouso 08 luwwgsle pdd wg)su lply zoly £y It

* Il Iy gpdle Jabber sgwogrpgo pdd wessd ol zols p9pw: WBod 09 luwp pJud wg sud
ol vouuws® FQDN 90d sop wdssy luvwpe FQDN o3l gJs Juol>é Expressway-C
Juvods pub9é wgisu (SAN)S

« 131 Jlo gpdle Jabber s uwgspsu pJWd we s lelo 2ol pdpu: luwdd IJs System >
peJele Enterprise > ogJelo 1Jlplo > 900¢ lolu wble wble 1Jezp988 90288 pU SESSU
9052 lplo bl wble 1pzeses eJs 1 JJezdd pu wlpsy vble CUCM. 3l Jlpe 1J s e6
0. Bsze eds Idpuwdsd IJpass e lple 1Jp9ed Jelpso wble 1ezeses.

Softphone ¢, b, eds IUogwesd: Idvow "lowole Lodlpss 1Jes 1o olids
I\JCIP\J"

euwd poleedé ywedle Expressway-E Ieole 1Jlbl lJjpus 1U3s syuvdo gpsd Jabber s, uwldo
REGISTER: leze g0 E_Joi lowole Lodlzss IJes> IJeulids 1Jgled" Jpel 09 902 Vs 2js
IJoedsele ldospzss Uuogs) oul.

<tfroot>

2015-02-02T719:46:31+01:00 collabedge tvcs: UTCTime="2015-02-02 18:46:31,144"
Module="network.tcp" Level="DEBUG": Src-ip="

Jabber Publ P

" Src-port="4211"
Dst-ip="

VCS-E_I P



Dst-port="
5061
" Detail="

TCP Connecti ng

2015-02-02T719:46:31+01:00 collabedge tvcs: UTCTime="2015-02-02 18:46:31,144"
Module="network.tcp" Level="DEBUG": Src-ip="

Jabber Publ P

" Src-port="4211" Dst-ip=

VCS-E_I P
" Dst-port="

5061

" Detail="

TCP Connection Established

"2015-02-02T19:46:49+01:00
collabedge tvcs: UTCTime="2015-02-02 18:46:49,606"
Module="network.tcp" Level="DEBUG": Src-port="4211" Dst-ip=

VCS-E_I P

Dst-port="
5061
" Detail="

TCP Connection Cl osed

Reason="

Idle
count down expired

subs) 031 1J8ualLos [Js Tu b Izelss wo p0ds 5061 pduse: 9pe 3J: JI $92> 2096 p9)
pu bods IJobosd sop wprsiol s pdh JIV pu ldyde J5Jd sop IS louald TCP.

I35l slzow 031 1Je9§d: Bou Idpeopd wagd Jusrd 1o sdou el IJeelss 1Jpsess lele
Expressway-E 9lb.sw96 SIP Inspection/Application Layer Gateway (ALG) 95> IJoubgsd. Jzd oo
IJeuvddo: sge edsd IJgle 030 IJgb 6. I3 Jp oIy poiebl pu Js9so 1dBbsle w3dd WOlhze
ulisg puoele p9)s b Ideelss IUglue w3

JJeuosd eds e3> pu Ipedsele 29d Beuo SIP/ALG. spdud IUseoe Ids IJeded 4 pu 2is
Oy lJodase 1Jglue_wodase Expressway-E 9 Expressway-C-Basic o0, Cisco.

Buvd MRA Lo 996 Ioledd Idposl B 1dwlee IJelows


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-Basic-Configuration-Deployment-Guide-X12-5-4.pdf

Sboy ywed wuvgsue pu Expressway-E W vd wlg o TLS Vs 1Jpu93 5061 9pg 3JY wzew
puoldz6 SSL Vs IJpunds 8443.

2015-08-04T10:14:23-05:00 expe tves: UTCTime="2015-08-04 15:14:23,533" Module="network.tcp" Level="DEBUG": Src-port="24646"
Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connecting"

2015-08-04T10:14:23-05:00 expe tves: UTCTime="2015-08-04 15:14:23,534" Module="network.tcp" Level="DEBUG": Src-port="24646"
Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connection Established"

2015-08-04T10:14:23-05:00 expe tves: UTCTime="2015-08-04 15:14:23,535" Module="developer.sd" Level="ERROR"

Codel ocation="ppcmains/ssl/ttssl/ttssl_opensd.cpp(67)" Method="::TTSSLErrorOutput” Thread="0x7fae4ddb1700":
TTSSL_continueHandshake: Failed to establish SSL connection

2015-08-04T10:14:23-05:00 expe tvcs: UTCTime="2015-08-04 15:14:23,535" Module="network.tcp" Level="DEBUG": Src-port="24646"
Dst-ip="10.2.0.2" Dst-port="5061" Detail="TCP Connection Closed" Reason="Got EOF on socket"

2015-08-04T10:14:23-05:00 expe tvcs: Event="Inbound TLS Negotiation Error" Service="SIP" Src-port="24646" Dst-ip="10.2.0.2" Dst-
port="5061" Detail="No SSL error available, probably remote disconnect" Protocol="TLS" Level="1" UTCTime="2015-08-04 15:14:23,535"

lJuwzJdle pu Jabber:

-- 2015-08-04 10:48:04.775 ERROR [ad95000] - [csf.cert.][checkldentifiers] Verification of identity: 'URL address failed.

-- 2015-08-04 10:48:04.777 INFO [ad95000] - [csf.cert][handlePlatformV erificationResul tSynchronously] Verification result : FAILURE
reason : [CN_NO_MATCH UNKNOWN]

-- 2015-08-04 10:48:05.284 WARNING [ad95000] - [csf.ecc.handyiron][ssl_state callback] SSL alert read:fatal:handshake failure

type=eSIP, isRelevant=true, server=URL server name:5061, connectionState=eFailed, isEncrypted=true, failureReason=eTL SFailure,
SSLErrorCode=336151568

type=eSIP, isRelevant=true, server=192.168.102.253:5060, connectionState=eFailed, isEncrypted=Ffal se, failureReason=eFailedToConnect,
serverType=ePrimary, role=eNone

-- 2015-08-04 10:48:05.287 ERROR [ad95000] - [csf.ecc.handyiron][secSSLIsConnected] SSL_do_handshake() returned : SSL_ ERROR_SSL..

Sbo, 1ol 1Jzjes pu Jabber o dlg o SSL pg Expressway E IP. 908 3JJ Ol IJiol>s
lJeouwds Jl olos pu 03l 1UED e:

3813 2015-08-05 12:59:30. 811036000 192.168.1.89 97.84,35.116 TLSV1 247 client Hello
3829 2015-08-05 12:59:30. 980461000 97.84.35.116 192.168.1.89 TLEVL 1045 server Hello, certificate, certvificate rReguest, Server Hello pone
3883 2015-08-05 12:59:31. 313432000 192.168.1.89 97.84.35.116 TLSV1 252 certificate, €lient key Exchange. change Cipher Spec, Encrypted Hamdshake Message
3887 2015-08-05 12:59:31.341712000 97.84.35.116 192.168.1.89 TLSVL 61 Alert (Level: Fatal, Description: Handshake Failure)
Handshake Protocol: certificate [y
Handshake Type: certificate (11)
Length: 539

cervificates Length: 536
o cervificates (536 bytes)
certificate Length: 533

5 signedCertificate
# algorithmIdentifier (shawithRSAEncryption)
rPadding: 0
encrypted: 5d1944c311d1741f9b003995eca3b06a0azedf2bd49aaboc. . .

STUIS FW E.Js _9-3J§.J olew Op CJL’J_9;§L:J°-
IJzJ:

s po wuvgsd FW Jsdsd IJolewd. Jdozdd pu 3Jd: Ibgd 1Ule, show run policy-map 9o, JJ
wwssl puulool J:

class sec_sip
inspect sip phone-proxy ASA-phone-proxy



Ip wutbsd "9dsd IJoled" Jgselo Idolowd Jdlouold wuglz.

IJpuildJ IUpcedds ool

Jl w9zs suwlisb gos Ilouold gw) MRA

030 wgUo pu ldedssule £, IJuoeses IlJéleds IJos $pdo 1o woguus B oo lde b dJs
Vs gpdsle vy wbld@le 9lzos IJveJds (NIC) IJlzbso sldeulsss:

c Jlsop odssu NAT IJeloe Ws Expressway-E ceo IJuble > glzole v Js > IP. nat
B Idubods bods wes seolz 1o sJso B ol Ideelss: £, 1o 03l esh sesze IJip B
Jebosd buds.

* p0ld3 TCP/UDP gs) p9920 Vs 2ol Ideplss. JJeuesd eds Blispes wldeolds bze 1Us
ddisd odas lowegsle 00095 Cisco Expressway IP.

Jl s9008 wluwedsle wbl¥os 9lzos L do (NIC) 9lzx6 pg gpdsle uuiy NAT IJelews. WSl
Sds veuve dlecoble Jeug Idpuwlisd Idledlpssé:

* Vs pubBo py9) Idlooldle 1Jeszso (UC). seulz Expressway-C |Js 1Jlgulyo [Js goslo IP
IJele IJpd9y, s Expressway-E.

* Sew lu oday [Jguwlisl "Wlis 96 IUble" I9 pgdg o O ol IJeplso 1Ughzs. spdu
IJeee) eJs pold odssu pe 2ol 2plss Cisco ASA B wdasy lugdlw NAT
Jizo36 VCS Expressway TelePresence.

sedu ey eds pis> pu Idpedsele 29d o3l 1dlp, B 1dpded 4 pu >
|l wl_w.s J Cisco Expressway-E 9 Expressway-C.

JI s9egs o logeld gus Idlouold o MRA |Js PSTN

oygs 0o Idpuvddo |Js 929> 889> eJs ExpressWay §od IUluosl) X8.5. suo0W pe)yd wuozse
Uialols: ou Cisco CSCua72781 Jsd Jl s 89,0 Expressway-C olels oozso Iguwlisb 1Jpwd)o

Bs w@dp eduwé 18319 180 ,usy £uy pubis IJozols. Il Gpo wousésd IJluoshle X8.1.x 19
X8.2.x. Bspdud IJo, 860 [Js [Jluesl) X8.5 |3 oS Ided IJwssd 1dpes,z oul.

pU IJppdu luwoole 2d wasd eds guuo) 1Uzr9> 1degerd (CUBE) pu Cisco I3l §po wlugble
pJ wg)sW SIP szod 183 |Us 180 9sbu o gds wbs) Idbde 1J9ls. ds pvwsd Idpeld:

voice class sip-profiles 11
response 183 sip-header SIP-StatusLine modify "SIP/2.0 183 Session Progress"
"SIP/2.0 180 Ringing"

063 39 589090 wogbsd 180 9wlisb puihys Lol £ pJd o s SIP J CUCM > CUBE s
CUBE ¢y wo Vs 908 wIdysy SIP-UA.


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-IP-Port-Usage-for-Firewall-Traversal-Deployment-Guide-X12-5.pdf
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/expressway/config_guide/X12-5/Cisco-Expressway-IP-Port-Usage-for-Firewall-Traversal-Deployment-Guide-X12-5.pdf
https://www.cisco.com/c/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
https://www.cisco.com/c/en/us/support/docs/security/ios-network-address-translation-nat/212392-configure-nat-reflection-on-the-asa-for.html
http://CiscoExpressway%20IP%20Port%20Usage%20Configuration%20Guide
http://CiscoExpressway%20IP%20Port%20Usage%20Configuration%20Guide
http://CiscoExpressway%20IP%20Port%20Usage%20Configuration%20Guide
http://CiscoExpressway%20IP%20Port%20Usage%20Configuration%20Guide
http://CiscoExpressway%20IP%20Port%20Usage%20Configuration%20Guide
https://tools.cisco.com/bugsearch/bug/CSCua72781

disable-early-media 180

ouvldd CUCM g IM&P

ol ASCIl spug Iolds CUCM
gw> lolds CUCM |Js Expressway-C. wglzo ¢lol ASCIl spug |Lolds CUCM.

e pl suosW Expressway-C CUCM |Js $leso wslulwo: Wluo Spy wuvduwds pu luvogdlele
AXL IJos ooedd wobliswe get and list. sowopeu Ui,ooJa eds 3JY getCallManager
slistCallManager glistProcessNode glistProcessNodeService ggetCCMVersion. wg> o uugsd

g pJso getCallManager: sop wuvgsdol woluwbs pze9es ExecuteSQLQuery Jlwesls Jlos
es)le CUCM Call Manager-trust I9 Tomcat-trust.

wee lu sedds CUCM IWlguogdle 95003 edse: ©d9e CUCM wes 309 wludig zese
Juoblool. Bl dluw lpxs Iduveble wewss eds 2yd &) ASCIL W ws 89 Expressway wo9dss
E_Joi WO 9lzos IUgsw ppled J "Jl spdo J wypesi ASCH WOY o)ps) Idolse 0xe3 Ws Idpsos
42487: oHyosws Jsuw s IJubl g (128).

cowtw 0l |uosl) pg cisco o § id CSCu054489 gpJJo Vs LosES X8.2.

elJle Wubd TLS IJuolsye gJs 5061 oo Expressway-C [Js CUCM W gpdsle
lJouiy 1Jlpyé

s8¢ 03l [uosly el suvegpd lue wsdse slos eJs CUCM 9 Tomcat.pem/CallManager.pem
Sodds Id udwo p9uo9e. g9dzw IJluesl) pe cisco @ id CSCun30200. IJzd IJwssd

Jouoese IJpuvdJs o9 2309 tomeat.pem gogbsd TLS IJezdd pu wdssy CUCM gds
Expressway-C.

Je wop luolds ¢lse IM&P glzow I ble

g luolds ¢bp IM&P. sUbs, Expressway-C |Js Io "o3l IUglse Jsuw ¢l IM g Presence” Ig
"¢s) 8by eds IJlogold wgbl HTTP Jlgwoedle AXL "httpeRror:500" 9lJss Suoe gwo 30
luol9s gl p IM&P.

Jzje pu luols gbe IM&P. s uweése Expressway-C luwogdle AXL JJwze gu Uvoble IM&P

BOS dJSd LLISTE: vy PEIS OLORST I.Ji'abls: ou Cisco CSCul05131. Wy Iduvoble Jsuww
s 03l ldpgot J3dd: lue wslzo 1Jgbl 1Ug bl 1Jgbl.

puvlisd pouyes

b, 218 1Jenss 1Juosas eds gpsd Jabber "¢ pouod”


https://tools.cisco.com/bugsearch/bug/CSCuo54489
https://tools.cisco.com/bugsearch/bug/CSCun30200
https://tools.cisco.com/bugsearch/bug/CSCul05131

Volicemail
Status: Mot connected

Jopdsu eldé Idesss Idueses 1JElues wepsd Jabber pu Idlouold wuele: sze wdsso guslo
IP 1J¢lue wlouold Cisco Unity Connection 19 | we 1Jp o899 slgd Blises Iduwelz 1UElL06 o
HTTP gJs Expressway-C.

JIJpld 3JY pu Expressway-C. §p wooudss Idlple 3s 1duods:
l2,le 1Jluoshse X8.1 9 x8.2

1. 108) WY wdssy > IUleoldle 1Ueszss > odosy > wdysy Blises Iduwele 1Jgluoo wibe
HTTP.

2.108) W98 238> > belJ IP/lwpe 1Jpuosed > louile 1bElJ.

3. §p wouwesd IJesz pu gesd Jabber. &p Gp vouvesd 1U5gsd eé 1e)s.

l2,le IUluosl, X8.5

1. 1u8) eds vdssu > IUlooldle 1Jpgess > g9be louold 1Jges.
2. 108y V9938 238> > elJ IP/luwpe IJpos9: pumygle zuwle IJeuwegse > luolo gulo.
3. 8p wouvesd IJese pu gpsd Jabber: &p o vouvesd 1UsEad )8 Io)s.

Jl wlbo, o9, zolo IJloold gds gpdle Jabber oy ¢JIJ Expressway

suvwese ed 19vesd loule IJowudd 9ldsuesd gu wes peudle IUIG,1ue IJeluws (UDS) Beb
J>86 09,6 zod IJluold. subde 3Jd 09, ¢lbp 95w Jugisu Idueys- 9sdsu IJodssu
OO wo 3l b Bsu.

1. Sew wedsd IJpedw jabber-config.xml Jogzso IJgpdle [Js Ebp 1U9sw J> 86 U090 zod
Jlouold. Idodso ool sz9g 3JJ.

<Directory>
<DirectoryServerType>UDS</DirectoryServerType>
<PhotoUriWithToken>http://%IP/Hostname%/photo%%uid%%. jpg<
/PhotoUriWithToken>

<UdsServer>%IP%</UdsServer>
<MinimumCharacterQuery>3</MinimumCharacterQuery>
</Directory>

2. 1. 109, VY wIdsy > IJlooldle 1Jpeszss > wdysy > wdssu Blisesd [duwele 1JglLo0
webp HTTP.

2. 168, B398 238> > 1eld IP/lgwe lJppsad > louble sgl.



3. o wouvesd 1JE9z pu gpsd Jabber. & Bp wouwzsd 1U3gsd p)é Ips.s2w o
Sewys Expressway-C gds ghp IUsso 1Upasz wopo Blisps IUuwpele Jghbpe HTTP.

~ pdlebé: Jpjss pu ldpsdsple 29d 586 Lo9,6 zod louold UDS: Lze IUs aolis g
w2916 206 lw ol ) Jabber.

owp pbldus gpdle Jabber L w9l Liol>é Expressway-E loole ouwzsd 1Usgsd

X
Verify Certificate (s

Certificate not valid

Your computer cannot confirm the identity of this server,

This could be an attempt by an unknown party to connect to your
computer and access confidential information.

If you are not sure if you should continue, contact your system
administrator. Tell the administrator that Cisco Jabber is prompting you
to accept the certificate.

Show Certificate Accept

Spdu o odsy Huwlds IJgbl 030 pyoulbs wvolsé Expressway Edge ¢, 19886 o0 dwd

2228 pUPS Elp £9298 wo p0 Sud 2ol IJepsd 19 16 1Upzld £ 929> Jubods oEisu (SAN)
Os oo 1UgDpe.

Jls sl epsd Jabber oy pbldoé 9u9d Luol>é Expressway. sgo i.;. NS9SS lJpeshsu
lJ9lssu bule:

© stw o eI Jas 1dzolildzels 103s $89e woubésd gesd Jabber IUpsde 1J¢luo
wuwolxs Expressway-E |Jpe33d9,6 sIgd pgiv Iduvobdle 1Jp9e9 8 wo.
S pdlebs: $pU0 w2dsd 3JY wuwosds Bl Juo cuwaese pize puesd Ele Jio Iizess

lJpeeodé wgwss eJs piv puedd Jus).

* Szv o sy ezld ouwezsd Unified CM IJpueésp Jduved COI!ab—Edge 09293l slgJ
Juvwdo pulbb 9o Idogisu (SAN) Juiolse Expressway-E. ¢ puzd Iblo CSR W ¢hbpe


http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/10_5/CJAB_BK_D6497E98_00_deployment-installation-guide-ciscojabber/CJAB_BK_D6497E98_00_deployment-installation-guide-ciscojabber_chapter_01011.html#CJAB_RF_C8F967F1_00
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/10_5/CJAB_BK_D6497E98_00_deployment-installation-guide-ciscojabber/CJAB_BK_D6497E98_00_deployment-installation-guide-ciscojabber_chapter_01011.html#CJAB_RF_C8F967F1_00
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/jabber/10_5/CJAB_BK_D6497E98_00_deployment-installation-guide-ciscojabber/CJAB_BK_D6497E98_00_deployment-installation-guide-ciscojabber_chapter_01011.html#CJAB_RF_C8F967F1_00

Expressway ¢sl) luolwo pzld ouwgsd CM Ideses Jyivwdo pub§o wgisu (SAN) 9swp
wgpsdol puwedl Bl we wdssu Ideeld d MRA. I Jlu 1desze Idpuesd 1d3s sode eds
IJuiolsé Jl s@ud peldl ubvods wéisw (SAN) Bspdod lsual luvegsle gsh
"CollabEdgeDNS". 155 o lJulsess "collab-edge” | 1 pzlJ:

Unified CM registrations domains tp-cisco.com Format ~ CollabEdgeDNS [ |

Alternative name as it will appear DNE:
DMS:collab-edge tp-cisco.com

p&J}rok) Slo uoJdé

e sJsd oy logsle Jbolyé Expressway gl _wogasleol oo Cisco

o lawogdle p093 1P J2be looldle L Js.59 (Cisco VCS) o ble TelePresence Jgol,

Cisco Jabber
- - Cisco Systems
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