v ulld I3ble CommpPilot
"SSL_ERROR_NO_CIPHER_OVERLAP"
9luedleol:

lJpzosslo

| Jp, 9506

IJpobJole Il wsé
IJeobJoule

o Jople I wl_w.sé
odJ9sy, BroadWorks

eul, ’ \ |, !ﬁi oo |, !QJD.S g_Q.S
lJodosy

lJoz 9.9

NFX YY)

Suod 03l IJpuwows Jsdsé wdssy BroadWorks 9l wed il Tgblisol sl odlzel Jozuyw glol
"SSL_ERROR_NO_CIPHER_OVERLAP".

IJecbdule IUIguluss
IJeobJule

cisco s9,28 1u sedds luo pE)96 py |J BroadWorks pu00.

pEJplS luwlwss
oJ9 sy BroadWorks

wldouwesd Jdlueshle 22 ey BroadV\{orks sldluoshle IJi@o‘ od9u IJoy9osddle sldvds)le
Slods JJodssu gwy 9lzed yulbo, 1JIsle, (CLI) oo 2l Iduwslile IJos sop 9ol gds
puwe9slo odsy pgoduds.



‘"Interface/Port specific - low |level'
CLI/Interface/ Htp/ Htt pServer/ SSLSetti ngs/ Protocol s
CLI/Interface/ Hitp/ Htt pServer/ SSLSetti ngs/ G phers

"All interfaces - nmid |evel'
CLI/Interface/ Ht p/ SSLConmonSet ti ngs/ Prot ocol s
CLI/Interfacel/ H t p/ SSLConmonSet ti ngs/ G phers

"CGeneric systemlevel - high |level'

CLI/ Syst eml SSLComoDnSet ti ngs/ JSSE/ Pr ot ocol s
CLI/ Syst eml SSLCommonSet ti ngs/ JSSE/ G phers

Susy IJuwsld 1dpumes SSLCommonSettings |Js guus, 18 w2l po wuwdusd SSL
lJoyps 9uwsld suwpes SSLettings [Js suue) 1Y) wpassl po ldes,z 1do)es.

pold JJpgow) Idsbsds
IJodssy

CdISU PSS IJpuwess prowl olUslzes 9ldeuds IUEILOSY 290 wuvds) pEsS:

CLI/Interface/ Hitp/ H tpServer/ SSLSettings/Protocol s> get 172.16. 30. 146 443
Prot ocol Nane

TLSv1. 1
TLSv1. 2
TLSv1

CLI/Interface/ Htp/ Htt pServer/ SSLSetti ngs/ Ci phers> get 172.16.30.146 443
C pher Nane

0 entry found.
lJoedd

o2V PU lJodosy VILJ“QEPIP curl :

$ curl -v -k https://172.16.30. 146

* About to connect() to 172.16.30.146 port 443 (#0)

* Trying 172.16. 30. 146. ..

* Connected to 172.16.30. 146 (172.16.30. 146) port 443 (#0)

* Initializing NSS with certpath: sql:/etc/pki/nssdb

* skipping SSL peer certificate verification

* SSL connection using TLS RSA W TH _AES 256 _CBC_SHA256 <-----

* Server certificate:

* subj ect:

E=br oadwor ks_t ac@i sco. com CN=*. cal 0. ci sco. com OU=Br oadwor ksTAC, O=Test | ssuer, ST=Ver acr uz, C=MX
* start date: Apr 04 20:39:56 2022 GV

* expire date: Apr 04 20:39:56 2023 GMI

* comon nane: *.cal o.cisco.com

* jssuer: CN=Root CA test, O=Broadwor ksTAC, O=Test | ssuer, L=Tecol utl a, ST=Ver acr uz, C=MX
>GET / HITP/ 1.1

>User-Agent: curl/7.29.0

>Host: 172.16. 30. 146

>Accept: */*

>

<HTTP/ 1.1 302 Found



ool op Idlouold wozle o) TLSVL.2 Lubd,6 TLS_RSA_WITH_AES_256_CBC_SHA256.

oI9S JloolJ

JJoedd pu ldosesdsdle slduvsle 1dos wp Gugdol:

$ nmap -sV --script ssl-enumciphers -p 443 172.16. 30. 146

Starting Nmap 6.40 ( http://nmap.org ) at 2022-05-09 04:26 EDT
Nmap scan report for r23xsp0l.cal o.cisco.com (172.16. 30. 146)
Host is up (0.00013s | atency).

PORT STATE SERVI CE VERSI ON

443/ tcp open ssl/https?

| ssl-enumciphers

| TLSv1.O0:

| ciphers:

| TLS_ECDHE RSA W TH_AES 128 CBC SHA - strong
| TLS_ECDHE RSA W TH_AES 256 _CBC _SHA - strong
| TLS ECDHE RSA W TH RC4_128 SHA - strong
| TLS_RSA W TH_AES 128 CBC SHA - strong
| TLS_RSA W TH_AES 256 _CBC _SHA - strong
| TLS RSA WTH RC4_128 SHA - strong
| conpressors:

| NULL

| TLSv1. 1:

| ciphers:

| TLS_ECDHE RSA W TH_AES 128 CBC SHA - strong
| TLS_ECDHE RSA W TH_AES 256 _CBC _SHA - strong
| TLS ECDHE RSA W TH RC4_128 SHA - strong
| TLS_RSA W TH_AES 128 CBC SHA - strong
| TLS_RSA W TH_AES 256 _CBC _SHA - strong
| TLS RSA WTH RC4_128 SHA - strong
| conpressors:

| NULL

| TLSv1.2

| ciphers:

| TLS_ECDHE RSA W TH_AES 128 CBC SHA - strong

| TLS_ECDHE RSA W TH_AES 128 CBC SHA256 - strong
| TLS_ECDHE RSA W TH_AES 256 _CBC SHA - strong

| TLS_ECDHE RSA W TH_AES 256 _CBC SHA384 - strong
| TLS ECDHE RSA W TH RC4_128 SHA - strong

| TLS_RSA W TH_AES 128 CBC SHA - strong

| TLS _RSA W TH_AES 128 CBC _SHA256 - strong

| TLS_RSA W TH_AES 256 _CBC _SHA - strong

| TLS_RSA W TH_AES 256_CBC_SHA256 - strong

| TLS RSA WTH RC4_128 SHA - strong

| conpressors:

| NULL

| _ least strength: strong

peld pgpds g el
lJpubdJsé

2>& ¢l - "SSL_ERROR_NO_CIPHER_OVERLAP" g, lJp g 0.

# curl -v https://172.16.30. 146
* About to connect() to 172.16.30.146 port 443 (#0)



https://172.16.30.146

* Trying 172.16. 30. 146. ..

* Connected to 172.16.30.146 (172.16.30.146) port 443 (#0)

* Initializing NSS with certpath: sqgl:/etc/pki/nssdb * CAfile: /etc/pki/tls/certs/ca-bundle.crt
CApat h: none

* NSS error -12286 (SSL_ERROR_NO_CYPHER_ OVERLAP)

* Cannot comuni cate securely with peer: no comon encryption al gorithm(s).

* Closing connection 0 curl: (35) Cannot comunicate securely with peer: no common encryption
al gorithm(s).

lJodssu
lJodssy pugduo Idpuwess Ideyowl wldglzes 9ldeuwds [dpesso wluwedsle w9099

TLSV1.2 1J3s wp wesswo wluwweslp peesss TLSV1.0 Cipher
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256:

CLI/Interface/ Hitp/ Htt pServer/ SSLSetti ngs/ Protocol s> get 172.16.30. 146 443
Prot ocol Name

TLSv1. 2

CLI/Interfacel/ H t p/ SSLConmonSet ti ngs/ G pher s> get
Ci pher Nane

TLS_ECDH_RSA W TH_AES 128 GCM SHA256
IJozdd

w2ldd pu lJodssy wluwagsle cur :

$ curl -v -k https://172.16.30. 146

* About to connect() to 172.16.30. 146 port 443 (#0)

* Trying 172.16. 30. 146. ..

* Connected to 172.16.30.146 (172.16.30.146) port 443 (#0)

* Initializing NSS with certpath: sql:/etc/pki/nssdb

* NSS error -12286 (SSL_ERROR _NO _CYPHER _OVERLAP)

* Cannot comuni cate securely with peer: no common encryption al gorithms).

* Closing connection 0

curl: (35) Cannot conmunicate securely with peer: no comon encryption algorithn(s).

oI9Sy Jloold

JJozdd pu ldosesdsdle slduvs)le 1dos wp Gugdol:

$ nmap -sV --script ssl-enumciphers -p 443 172. 16. 30. 146

Starting Nmap 6.40 ( http://nmap.org ) at 2022-05-09 05:31 EDT
Nmap scan report for r23xsp0l.cal o.cisco.com (172.16. 30. 146)
Host is up (0.000049s | atency).

PORT STATE SERVI CE VERSI ON

443/ tcp open https?

| ssl-enumciphers:

| _ TLSv1.2: No supported ciphers found

o0 wolisg 1dblé sdleb 1o w909d9d TLSVL.2 pule 9JJo JI w9y L)l p389,06.

b



230 o bds,) TLSv1.1 lJe929> Uopy Clilinterface/Http/SSLCommonSettings/Ciphers « & e zpsE
JuS)le TLSV1.2 p)0 lC)‘S (lg s o vds,; TLSV1.2).

CLI/Interface/ Hitp/ Htt pServer/ SSLSetti ngs/ Protocol s> get 172.16.30. 146 443
Prot ocol Narme

TLSv1. 2

CLI/Interface/ Htp/ Htt pServer/ SSLSetti ngs/ Ci phers> get 172.16.30.146 443
Ci pher Nane

0 entry found.

CLI/Interfacel/ H t p/ SSLConmonSet ti ngs/ G phers> get
Ci pher Nane

0 entry found.

IJoedd e IJBLL

$ curl -v -k https://172.16. 30. 146

* About to connect() to 172.16.30.146 port 443 (#0)

* Trying 172.16. 30. 146. ..

* Connected to 172.16.30.146 (172.16.30.146) port 443 (#0)

* Initializing NSS with certpath: sql:/etc/pki/nssdb

* skipping SSL peer certificate verification

* SSL connection using TLS_ECDHE RSA W TH_AES 128 GCM SHA256 <-----

* Server certificate:

* subj ect:

E=br oadwor ks_t ac@i sco. com CN=*. cal 0. ci sco. com OU=Br oadwor ksTAC, O=Test | ssuer, ST=Ver acr uz, C=MX
* start date: Apr 04 20:39:56 2022 GMI

* expire date: Apr 04 20:39:56 2023 GMI

* comon nane: *.cal o.cisco.com

* jssuer: CN=Root CA test, OkBroadwor ksTAC, O=Test | ssuer, L=Tecol utl a, ST=Ver acr uz, C=MX
>CET / HITP/ 1.1

>User-Agent: curl/7.29.0

>Host: 172.16. 30. 146

>Accept: */*

>

<HTTP/ 1.1 302 Found

$ nmap -sV --script ssl-enumciphers -p 443 172.16. 30. 146

Starting Nmap 6.40 ( http://nmap.org ) at 2022-05-09 05:44 EDT
Nmap scan report for r23xsp0l.cal o.cisco.com (172.16. 30. 146)
Host is up (0.000063s | atency).

PORT STATE SERVI CE VERSI ON

443/ tcp open https?

| ssl-enumciphers:

| TLSv1. 2:

| ciphers:

| TLS_DHE_RSA W TH_AES 128_CBC SHA256 - strong

| TLS_DHE_RSA W TH_AES 128_GCM SHA256 - strong

| TLS_ECDHE_RSA W TH_AES 128_CBC _SHA256 - strong

| TLS_ECDHE_RSA W TH_AES 128_GCM SHA256 - strong
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