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Jwd Ansible Jogisgsd 1JI9le) 1Jpulb9ss 1dpuily [Jsol Ws 030 1JpedlJs.
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» Cisco Firepower Threat Defense Virtual 7.4.1
+ Cisco Firepower Management Center Virtual 7.4.1

wpe logvle Idpgdgple 1U9l)6 Bs o3l IJpuwows pu L_Jig_o_jé 1J 92956 WOS wSis6 pgpdso ¢luos.
wlo gpse IJlzojé U,ou»oé)pé'z WO o3l IJp,_,uoo):yodgtﬂso PPUNIT {IJQJIUbQ). LBIIJlye
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lJodssule

ol Jiy Cisco Jl wag lJelpz Jooss JJlecds 19 1dulez IJuuoss 1Jpdoss po Gud
IJepsd: Bdrsul veuo IUlpeds IJos spdud lgovlol 909381 Jlzeslzled.

300 1du2ass Loelu [9pld Idezdd IJisds eds 1dozs 1Jslzw

© Sups) Idehe s 1U8led JJwsuosd vlepdluss IUleuold cldloe,oe.

* Sopss IdEbe Id8lod Jdoguésd wledluss Idleuold wurle wpuds 9lzed Ipgueise
lyuwsesé (GUI) J FMC (Idpowss 11 el as Jslzoé I puwedse lyuwsess (GUI) J FMC
09 443).

* wp ogwesd FTD wuzle ws FMC.

IJglgs 1. $p wldlouold wlzes yub, IJisl o, (CLI) IJgluo6 lJghe IJI e luos gy wi9esdsd
SSH l9 9236 IJozJpe.

IJglb9é 2. 9p vouvesd |Jip)ansiblegalaxy collection install cisco.fmeansible py lz2d © oSS p2e9Es €5 pESIIS U
FMC eJs 1Ughbe £, 1J8lod JJouvgsd.

<#root>
cisco@inserthostname-here:~$

ansi bl e-gal axy collection install cisco.fntansible

IJ1096 3. $p wogigsd Ile, mkdir homelciscofme_ansiblelogile pzds 238 Joiise IpdBle sle IUuads. B o3l 1JpelJ.

IJ>Jsd ldyissuws o9 Thomelciscol. |uwpe [Jpeds 1Jzas> o9 fme_ansible.

<#root>
cisco@inserthostname-here:~$

nkdi r /hone/cisco/fnt_ansible

1J1096 4. lowdd 1s 1Upeds Ihomelciscolfme_ansible. 98 wloile pJd pgi90. B 03l ldpold: luwe pJd 1pt00 09

inventory.ini.

<#root>
cisco@inserthostname-here:~$

cd /hone/ ci sco/ fnc_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's



inventory.ini

Sedud puoleds oslIdezass sduodo JJluwosle sogssy Idpdllbg 1l Lldezasle 1dsdsde.

<tfroot>
[fmc]

10.0.5.11

[fmc:vars]
ansible_user=

ci sco

ansible_password=

ci sco

ansible_httpapi_port=443
ansible_httpapi_use_ss1=True
ansible_httpapi_validate_certs=False
network_type=HOST
ansible_network_os=cisco.fmcansible.fmc

296 5. luodd IJs [dpezd> Thomelcisco/fme_ansible: 98,0 wlouble pdd pogs). B o3l ldpeld: luwe IdpdS IJpoés, o9 fme-

configure-interface-vars.yml.

<#root>
cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fnc-configure-interface-vars.ym

inventory.ini

Sedud puoleds o3l Idezess 9duodo JJluwesle: pg wéss) Idpdlbg el Lldppasle IU3sds.

<tfroot>



user: domain: 'Global’ onboard: acp_name: 'TEMPACP device_name: ftdl: 'FTDA' ftd_data: outside_name: '

Qut si de

] L}

inside_name:

I nsi de
]

' dmz_name:

DvZ

outside_ip:

10.1.1.1

inside_ip:
10.1.2.1
" dmz_ip: '

10.1.3.1

' mask24: '

255. 255. 255. 0

IJgb9s 6.luodd IJs 1pzd> Thomelciscolfme_ansible: §p wlouile pdd Jolo oyvgsd. Bs 03l ldpeld: [uwpe pJd >80,
lJoubgsd o9 fme-configure-interface-playbook.yaml.

<#root>
cisco@inserthostname-here:~$

cd /home/ ci sco/ f nt_ansi bl e/

ccisco@inserthostname-here:~/fmc_ansible$

I's

fc-configure-interface-pl aybook. yani

fmc-configure-interface-vars.yml inventory.ini

Spdud puoleds o3l IJpzeys sduodo Jluwegsle sogss) ldpdlbg 1aaud Uldpessle 1U>8s96.

<tfroot>

--- - name: Update FTD Interface IP Address hosts: fmc connection: httpapi tasks: - name: Task01 - Get User Domain cisco.fmcansible.fmc_configu

user. domai n

}}" register_as: domain - name: Task02 - Get Devices cisco.fmcansible.fmc_configuration: operation: ge



devi ce_nane. ftdl
}}" register_as: device_list - name: Task03 - Get Physical Interfaces cisco.fmcansible.fmc_configurati
ftd_dat a. out si de_nane
31" dpv4: static: address: "{{ Outside_ip | default(
ftd_data.outside_ip
) }3}" netmask: "{{ Outside_netmask | default(
ftd_dat a. rask24
) }3}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:
G gabi t Et hernet 0/ 0
path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_list[0].id }}' objectId: '{{
ftd_dat a.insi de_nane
11" dipv4: static: address: "{{ Inside_ip | default(
ftd_data.inside_ip)
31" netmask: "{{ Inside_netmask | default(
ftd_dat a. mnask24
) }3}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:
G gabit Et hernet 0/ 1
path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_list[0].id }}' objectId: '{{
ftd_data. dnz_nane
33" dipv4: static: address: "{{ DMZ_ip | default(
ftd_data.dne_ip
) }}" netmask: "{{ DMZ_netmask | default(
ftd_dat a. nask24
) }3}" MTU: 1500 enabled: True mode: NONE type: physicalinterface name:
G gabi t Et hernet 0/ 2

path_params: domainUUID: '{{ domain[0].uuid }}' containerUUID: '{{ device_list[0].id }}' objectId: '{{



adicks: wesp Iluwple Idpu,6 Bs o3l 1Jpeld Jpogs)lo. sop lJedlb s 1JEspe 1debd8 Jose IJpwés)le wopw
pdO 1Jpoés).

IJglogs 7. luwdd IJs IJpeds Thome/ciscolfme_ansible: §p voubgsd IJiroJ ansible-playbook -i <inventory _name>.ini

<playbook_name>.yaml -e@"<playbook_vars>.yml"Jobgsd 1dpoped £, Idpeweds.

B o3l lJpeld: IUle, o9 ansible-playbook -i inventory.ini fme-configure-interface-playbook.yaml -e@" fmc-configure-interface-varsyml” .

<#root>
cisco@inserthostname-here:~$

cd /hone/ci scol/ fntc_ansi bl e/



cisco@inserthostname-here:~/fmc_ansible$

I's

fmc-configure-interface-playbook.yaml fmc-configure-interface-vars.yml inventory.ini

cisco@inserthostname-here:~/fmc_ansible$

ansi bl e- pl aybook -i inventory.ini fnc-configure-interface-playbook.yam -e@fnt-configure-i

PLAY [Update FTD Interface IP Address] Fedededehh NN NN h N hhfhfhffddddedededededededededhhhn

nterface-vars

TASK [Gathering Facts] B R R e o A R o A o A ok S o A o Sk A kS ik R T o S i e R Rk Sk S o S S S R R A Sk R Tk Sk o S o SR R R AR ok S e o SR T

ok: [10.0.5.11]

TASK [Task01 - Get User Domain] Fededededeh NN RN NN fhdddddddddeddeddededddh RN RN NN dddddedddededededededededededddn

ok: [10.0.5.11]

TASK [Taskoz - Get Devices] B R R A o A R ko A Rk A T ok L o S o R S Tk Sk o S S o A R R AR o S o S T e R T A

ok: [10.0.5.11]

TASK [Task03 - Get Physica] Interfaces] Fededef Sl dd e dhd ke dd Al Al Rl Al Al dd e f Sl ddddnk

ok: [10.0.5.11]

TASK [Task04 - Setup Outside Interface with static IP] *®¥wksdidkdkdniniminiiis
changed: [10.0.5.11]

TASK [Taskos _ Setup Inside Interface With Static IP] R R R R R o o R Ak R R R R R R

changed: [10.0.5.11]

TASK [Ta5k06 _ Setup DMZ Interface With Static] TeddehddhddfddNddhdd RS NdddNh S Ndd vl dh Nl Ndk

changed: [10.0.5.11]

TASK [Task07 - Get Dep10yab1e Devices] dededededeh e h NN h NN NN hhddddddddeddeddededededdh NN NN NN hdddedededededededd

ok: [10.0.5.11]

TASK [Task08 - Start Dep]oyment] Fededef Sl dd kel Al d S ddh el Al f AR dd Al Al dddddddn

changed: [10.0.5.11]

TASK [Wait for Dep1oyment Comp1ete] FTehdhh N hh R hffffffdddededededededededede NN h R h R hfffdddeddedededededededededdhn

ok: [10.0.5.11]

TASK [Taskog _ PO]] Dep10yment Status Unt11 Dep10yment Successfu1] dedededhdede N dedehddedhddehddefhddhdddhdddhdd

ok: [10.0.5.11]

TASK [Taskl0 - Stop The Playbook If The Deployment FaiTled] s ddsiddodiddoimiddomiddioidoiidoliiodoooooor

skipping: [10.0.5.11]

PLAY RECAP Tl Nl Nl Rl fdhddhfdhddhddRddNddhdd RSNl Rl RS Ndeh Nl Nl fdhddhddhdk

10.0.5.11 : ok=11 changed=4 unreachable=0 failed=0 skipped=1 rescued=0 ignored=0

Joedd pu lJuozs
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luwegae 03l IBuwe Joldss gpd Idedssu wuvdd Lozse.

sobo |UsIJCLI oo IUFTD gy b, SSH igg@é bydss Jdopde s vgdo UiroJ show interface ip brief gshow running-config
interface GigabitEthernet 0/X .

Op oI9S luwe 1Uslzed seuslu ipsldlule wurle:

<#root>

> show interfaceip brief
Interface IP-Address OK ? Method Status Protocol

G gabitEthernet0/0 10.1.1.1
YES manual

up up

G gabitEthernet0/1 10.1.2.1
YES manual

up up

G gabitEthernet0/2 10.1.3.1
YES manual

up up

>

show runni ng-config interface G gabitEthernet 0/0

interface GigabitEthernet0/0
nameif

Qut si de

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.1.1 255.255.255.0

>

show runni ng-config interface G gabitEthernet 0/1



interface GigabitEthernet0/1
nameif

I nsi de

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.2.1 255.255.255.0

>

show runni ng-config interface G gabitEthernet 0/2

interface GigabitEthernet0/2
nameif

DvZ

cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

ip address 10.1.3.1 255.255.255.0

lowoduul IJigble gl oJlzol

89, 03l 1JBuwp pedsple spdud lgueeslpol Jlpwed bl Tgble IJodsso sluadlzol.

Jpuiloss IJpis> po aedlo dol Wegbgsd g6 Wdled JJoubgsd: spdod cuitsd Jolo Iouitsd £s) 1l

JJouvgsd oluwegsle -vwv

cisco@inserthostname-here:~/fmc_ansible$ ansible-playbook -i inventory.ini fmc-configure-interface-playbook.yaml -e@"fmc-configure-interface-vars.yr

pedsple slo ods

Cisco Devnet FEMC Ansible



https://github.com/CiscoDevNet/FMCAnsible/tree/main
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