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IJeobdulo

P96 gloo L 9ulo IJpuwds Idbloys (VPC) 90556 w9lwod Idubs) Jouwsle 1Jpowds Idblo,s
NXOS guble wuvgsd Nexus (NXOS).

lJedgule lJpuwedpd
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- bole SVIs sy 03956 wrol Jpws9ey UvgLoS
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by,9J9z:sl

non-vpc IP: 132.0.2.1040
wPC \'ﬁ MAC: (0223,e957.6a3a
?‘ " VLAN 120
Po2B1

IP: 1592.0.2.3

Po20 —vPC PL
Ip: 132.0,2,2 9 ¥ m MAC: 00be.7582.5677
MAC: 00be.755b.dbd? i 150
VLAN 150 2 m -

Po21 — non-wPC

g Ss ldlecclh wsobsy wdys Bso galad gulssu ARP 9 MAC Wl,¢6 wsu Host-A 9 NIK-B.
sswl ool Idleuold po Host-A |Js N9K-B.

Host - A# ping 192.0.2.3
PING 192.0.2.3 (192.0.2.3): 56 data bytes

36 bytes from 192.0.2.100: Destination Host Unreachabl e
Request 0 tinmed out
64 bytes from 192.0. 2.
64 bytes from 192.0. 2.
64 bytes from 192.0. 2.
64 bytes from 192.0. 2.

icnp_seq=1 ttl=254 tine=1.011
icnp_seq=2 ttl=254 tine=0.763
icnp_seq=3 ttl =254 tine=0.698
icnp_seq=4 ttl=254 tine=0.711

ne
ne
ne
ne

- 192.0.2.3 ping statistics ---
5 packets transmtted, 4 packets received, 20.00% packet | oss
round-trip min/avg/ max = 0.698/0.795/1. 011 ns
sowoy ool Idlogold pu IJpuosd-A Bs Luwld bdo ARP J 9K-B. suwed bdo ARP oy
Po21 eJs NIK-A (IU3s wp w3980 eds uvwdd VLAN) wsupl s lsuol gds Po20 (swpe
logble $usle Jo gu) 2ople Cisco IJuuwszss [CFS]). sueszs J3JI sop pde 229d guldsu
MAC gJs 9K-B wuvdd Lozse: 9swp 1)lz 1bgld ARP B 259J ARP IJ¢l Lo o N9K-B IUss
Subsy 1Js Po21 (g loald L2 g, VPC) Jeuslo MAC 1Jglue ldpuosad-Aldgluo o
0223.e957.6a3a.

NOK- B# show ip arp 192.0.2.100



Flags: * - Adjacencies |learnt on non-active FHRP router
+ - Adj acenci es synced via CFSoE
# - Adjacencies Throttled for d ean
CP - Added via L2RI B, Control plane Adjacencies
PS - Added via L2RI B, Peer Sync
RO - Re-Originated Peer Sync Entry
D - Static Adjacencies attached to down interface

I P ARP Tabl e
Total nunber of entries: 1
Addr ess Age MAC Addr ess Interface Fl ags

192.0.2.100 00: 01: 07 0223.e957.6a3a VI anl50

NOK- B# show mac address-table address | i i 6a3a
* 150 0223. e957. 6a3a dynamic O F F Po21

NOK- B# show ip arp detail | i 3a
192. 0. 2. 100 00: 03: 22 0223.e957.6a3a VI anl50 port-channel2l <<<< Expected port-
channel

Sedu 1986 [Jpuvd s gusel wop 1ilJs guglo MAC Jdeuosd-A pu 229d golasu MAC IUgluo
« NIK-B. spJu I31ds guslo MAC Jlwole pgods. pod okél)ro:g_g,glo MAC. sleJlple wgss)
ptlbb w)90999J IU g6 lJped,e6 (STP) (TCNs). sovgsd IJle, clear mac address-table
dynamic g, 9lzo6 Lulo, 1Jile,. 905l

NO9K- B# show ip arp 192.0.2.100

Fl ags: * - Adjacencies |earnt on non-active FHRP router
+ - Adj acenci es synced via CFSoE
# - Adjacencies Throttled for d ean
CP - Added via L2RI B, Control plane Adjacencies
PS - Added via L2RI B, Peer Sync
RO - Re-Originated Peer Sync Entry
D - Static Adjacencies attached to down interface

I P ARP Tabl e

Total nunber of entries: 1

Addr ess Age MAC Addr ess Interface Fl ags

192. 0. 2. 100 00: 00: 29 0223. e957. 6a3a VI anl50 <<< ARP remains populated

NOK- B# show mac address-table address 0223.e957.6a3a

Legend:
* - primary entry, G- Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False, C- Control Plane MAC, ~ - vsan
VLAN MAC Addr ess Type age Secure NTFY Ports
--------- T T

NOK- B# ping 192.0.2.100

PI NG 192.0.2.100 (192.0.2.100): 56 data bytes

64 bytes from 192.0.2.100: icnp_seq=0 ttl =253 tinme=1.112
64 bytes from 192.0.2.100: icnp_seq=1 ttl =253 tinme=0.647
64 bytes from 192.0.2.100: icnp_seq=2 ttl =253 time=0.659
64 bytes from 192.0.2.100: icnp_seq=3 ttl =253 tinme=0.634
64 bytes from 192.0.2.100: icnp_seq=4 ttl =253 tinme=0.644

3333 3



--- 192.0.2.100 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet | oss
round-trip mn/avg/ max = 0.634/0.739/1.112 s

Jizb o Reoblo ldlogald JI ojld olgzé: 9pe 3JI: suvs) beld ARP IJgIuo wol IJIo 1Js Po20
(VPC PL) woJdl po Po21. 9ld3s Jl sgs Wulo 1Jpowds Idpeesdes vyl Jiu oo Js VLAN 150 os
JwwJsé VLAN g, VPC:

N9K- B# show ip arp detail | i i 6a3a

Fl ags: * - Adjacencies |earnt on non-active FHRP router
+ - Adj acenci es synced via CFSoE
# - Adjacencies Throttled for d ean
CP - Added via L2RIB, Control plane Adjacencies
PS - Added via L2RI B, Peer Sync
RO - Re-Originated Peer Sync Entry

I P ARP Tabl e for context default

Total nunber of entries: 2

Addr ess Age MAC Addr ess Interface Physical Interface Flags
192.0.2.100 00: 15: 54 0223. €957. 6a3a VI an150 port - channel 20 <<< Not Po2l once
the issue is triggered.

Spdud [uegsle 10, show ip arp internal event-history £ Js JJ e pe9Jle Nexus 9000 Josly 1o
IJzie sop louble Gugle Jol gu) erple IJwuss (CFS) ey Cisco:

N9K- B# show ip arp internal event-history event | i i tunnel

[116] [27772]: Tunnel Packets came with: vlan: 150, L2-SMAC :0223.e957. 6a3a, L2- DVAC
00be. 758e. 5677

[116] [27772]: Received tunnel ed packet on iod: W anl50, physical iod: port-channel 20

N9K- A# show ip arp internal event-history event | i i tunnel
[116] [28142]: Tunnel Packets sent with: vlan: 150, L2-SMAC :0223.e957. 6a3a, L2- DVAC
0Obe. 758e. 5677
[116] [28142]: Tunnel it to peer destined to renote SVI's Gateway MAC. Peer Gateway Enabl ed

Spdoud i@uz?I luwegsle uwdusJs debugip arp oy I9le, wuoese IJigble sds 9K-B Jodosd
o3l I ywded lsol:

N9K- B# debug logfile TAC_ARP
N9K- B# debug ip arp packet
NOK- B# debug ip arp event
N9K- B# debug ip arp error

N9K- B# show debug logfile TAC_ARP | beg "15:31:23"

2018 Oct 11 15:31:23.954433 arp: arp_send_request _internal: Qur own address 192.0.2.3 on
interface VI anl50, sender _pid =27661

2018 Oct 11 15:31:23.955221 arp: arp_process_receive_packet_msg: Received tunneled packet on
iod: V1anl50, physical iod: port-channel20

2018 Oct 11 15:31:23.955253 arp: arp_process_receive_packet_msg: Tunnel Packets came with: vlan:
150, L2-SMAC :0223.e957.6a3a, L2-DMAC: 00be.758e.5677

2018 Oct 11 15:31:23.955275 arp: (context 1) Receiving packet from V1anl50, logical interface
Vl1anl50 physical interface port-channel20, (prty 6) Hrd type 1 Prot type 800 Hrd len 6 Prot len
4 OP 2, Pkt size 46

2018 Oct 11 15:31:23.955293 arp: Src 0223.e957.6a3a/192.0.2.100 Dst 00be.758e.5677/192.0.2.3
2018 Oct 11 15:31:23.955443 arp: arp_add_adj: arp_add_adj: Updating MAC on interface VIl anl50
phy-interface port-channel 20, flags: O0x1

2018 Oct 11 15:31:23.955478 arp: arp_adj _update_state_get _action_on_add: Different
MAC(0223. e957. 6a3a) Successful action on add Previ ous State: 0x10, Current State:0x10 Received
event: Data Pl ane Add, entry: 192.0.2.100, 0000.0000. 0000, M anl50, action to be taken
send_to_am TRUE, arp_agi ng: TRUE



2018 Oct 11 15:31:23.955576 arp: arp_add_adj: Entry added for 192.0.2.100, 0223.e957.6a3a, state
2 on interface WVl anl150, physical interface port-channel 20, isnct 0. flags:0x10, Rearp (interval
0, count: 0), TTL: 1500 seconds update_shm TRUE

2018 COct 11 15:31:23.955601 arp: arp_add_adj: Adj info: iod: 77, phy-iod: 91, ip: 192.0.2.100,
mac: 0223.e957.6a3a, type: 0, sync: FALSE, suppress-node: ARP Suppression Disabled flags: 0x10

Sede I 8ds w90999d wedsd IJeulsss 9 J- pu Ipuosd-l e sop lugile Gusle
Jsuluwe 9 J-0. Jlzb g 9K-A sdIpe 55 ARP |Js puwess Idogdp s wp wpdsu vguvsSy
rzld vlbbs,-gateway VPC. 903l sogwow Bs $sle Idpzad IK-A Cogzse IUzies usles o NIK-
Biygp lu 030 Juwdo VLAN g, ¢luoo o VPC.

N9K- A# ethanalyzer local interface inband display-filter arp limit-c 0

Capturing on inband

2018-10-11 15:32:47.378648 00: be: 75:8e:56: 77 -> ff:ff. ff.:ff:ff:ff ARP Wio has 192.0.2.100? Tel
192.0. 2.3 <<<x<

2018-10-11 15:32:47.379262 02: 23:€9:57:6a:3a -> 00: be: 75: 8e:56: 77 ARP 192.0.2.100 is at

02: 23: e9: 57: 6a: 3a

Sedod luwosle psié IJodlb 25eé puvess Idozde Os IUlselolds)) Idglue » NX-OS
JIboly i6 puwess Idoede KB Jl )6 pbdidl 15 eJs ARP o3l wuidd buses.

NIOK- B# ethanalyzer local interface inband display-filter arp limit-c 0

Capt uring on inband

2018-10-11 15:33:30.053239 00: be: 75:8e:56: 77 -> ff:ff. ff:ff:ff:ff ARP Wio has 192.0.2.100? Tel
192.0.2.3

2018-10-11 15:34:16.817309 00: be: 75:8e:56: 77 -> ff:ff. ff:ff:ff:ff ARP Wio has 192.0.2.100? Tel
192.0.2.3

2018-10-11 15:34:42.222965 00: be: 75:8e:56: 77 -> ff:ff:ff:ff:ff:ff ARP Wio has 192.0.2.44? Tel
192.0.2.43

<sni p>

38 9388 Jouwduud Iizsle 9ldbb 908, 6> wolzo B@slo 1Uzje6 oo NIK-B |Js Host-A

N9K- B# ping 192.0.2.100
PI NG 192.0.2.100 (192.0.2.100): 56 data bytes
36 bytes from 192.0.2.3: Destination Host Unreachable

Request O tinmed out
Request 1 tinmed out
Request 2 tinmed out
Request 3 tinmed out
Request 4 tinmed out

--- 192.0.2.100 ping statistics ---

5 packets transmitted, O packets received, 100.00% packet | oss

S 03l Idgwdd s pl Jl swp wdaso gulaso MAC IJpg 96 o0 God IJpunegse eds SVI
eJs SVIs ¢, ¢luod © VPC zos guspl Jl sop luvosleol Jogzse Idoely,) e, VPC. subod
o3l 1duwdod B b s peadle Nexus 9000 oy IJzsd 1JloJ.

JJeed 29d o3l lduwdsd: 9p vogss) suslo MAC IJglLo o SVIs IJws oleyo.
N9K- A(confi g)# interface Vl1anl50

N9K- A(config-i f)# mac-address 0000.aaaa.0030
NOK- A(config-if)# end

NI9K- B(confi g) # interface Vl1anl50



NOK-B(config-if)# mac-address 0000.bbbb.0030
NOK-B(config-if)# end

pdlzbd: ulo)l JJz> eu IUlzesé: Jl spdud lu sdsu Jasd pwas 16 guglul po gulssu MAC
IJpg 96 o0 Sod Idpuwese wp wdgsuvel JJJ zols O 98w sles. 95w ©9LsS 3JY
w2pU 2Jsd wdasy glzole NX-OS oy IJwd wJé Cisco Nexus 9000 Series.

w8 wbousd Ued IJossd: spdud luwople psié IJodlb 25pd puvuss IJoedp Bs
IUlseloldssy 1glue woble IJogiugsd NX-0S Jlboly, Jsud 1o 9K-A Ul o@9p fosl wddpe 5> ARP
eds puvess ldoedp 1UEluo wo.

NIOK- A# ethanalyzer local interface inband display-filter arp limit-c 0

Capt uring on inband
2018-10-11 15:36:11.675108 00: 00: bb: bb: 00: 30 -> ff:ff:ff:.ff:ff:ff ARP Who has 192.0.2.100? Tell
192.0.2.3

pedsplo dlo LoJé

- o : JJCUOSJ &J~5 PIS> AU
BPUvalv MAC Upﬁ)do PU avJ powciese SVI.
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