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! baseline: only strong Ciphers aesl28-ctr,aesl92-ctr,aes256-ctrallowed
9k# conf t

Enter configuration commands, one per line. End with CNTL/Z.

9k (config)# feature bash

9k (config)# run bash sudo grep -i cipher /isan/etc/dcos_sshd config
#secure ciphers and MACs

#CSCun41202 : Disable weaker Ciphers and MACs

Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr << ===== only strong ciphers

! enable the weak aes-cbc ciphers with NXOS command
! Note that weak cipher 3des-cbc is still disabled.

9k# conf t

Enter configuration commands, one per line. End with CNTL/Z.
9k (config)# ssh cipher-mode weak

9k (config)# end

1l verification:

9k# run bash sudo grep -1 cipher /isan/etc/dcos_sshd_config

#secure ciphers and MACs

#CSCun41202 : Disable weaker Ciphers and MACs

Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr,aesl28-cbc,aesl92-cbc,aes256-cbc <<--—-

! rollback: use the 'no' form of the command

9k# conf t

Enter configuration commands, one per line. End with CNTL/Z.
9k (config)# no ssh cipher-mode weak

9k (config)# end
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n9k#Config t
n9k (config) #feature bash-shell
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n9k (config) #Run bash

bash-4.2s sudo su -

root@N9K-1l#cd /isan/etc

root@N9K-1l#cat dcos_sshd config | egrep Cipher

#CSCun41202 : Disable weaker Ciphers and MACs

Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr <<<< only allowed ciphers (eliminate known
vulnerability) .

Il Create a back up of the existing SSHD_CONFIG
root@NI9K-1#mv dcos_sshd_config dcos_sshd config.backup

'l comment out the cipher line and save to config (effectively removing the restriction)

cat dcos_sshd_config.backup | sed 's@"Cipher@# Cipher@g' > dcos_sshd _config

1l Verify

root@N9K-1l#cat dcos_sshd config | egrep Cipher

#CSCund1202 : Disable weaker Ciphers and MACs

# Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr << see inserted comment # before Cipher (to remove
the limitation)

root@NI9K-1l#exit

logout

bash-4.2$ exit

exit

N9K-1 (config)# no feature bash
N9K-1 (config)# exit
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