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:OAL cuiSs in order to Jolis ol [3® cdSui .1

| ogging i p access-list cache entries 8000
| ogging i p access-list cache interval 300
| oggi ng i p access-list cache threshold 0O

Jlo b Laud

Nexus- 7000# conf t

.Enter configuration conmands, one per line. End with CNTL/Z
Nexus- 7000( confi g) #logging ip access-list cache entries 8000
Nexus- 7000( confi g) #logging ip access-list cache interval 300
Nexus-7000( confi g) #logging ip access-list cache threshold 0

: Jiniil) oSl 13D §ulas .2

<l oggi ng | evel acllog <nunber
<acl | og match-1o0g-Ievel <nunber
<l oggi ng | ogfile [name] <nunber

o b Loud

Nexus-7000( confi g)# logging level acllog 5
Nexus- 7000(confi g)# acllog match-log-level 5
Nexus-7000(confi g)# logging logfile acllog 5
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Nexus-7000(confi g)# ip access-list testl

Nexus- 7000( confi g-acl )# 10 permit ip 10.10.10.1/32 172.16.10.10/32 log
Nexus-7000(confi g-acl )# 20 deny ip any any log

#( Nexus- 7000( confi g- acl

Nexus- 7000( confi g- acl ) #show ip access-lists testl IP access list testl
permt ip 10.10.10.1/32 172.16.10.10/32 log 10

deny ip any any |log 20

#( Nexus- 7000( confi g- acl

agellanll dg>loll e daylull selazl U9 LoiyeSis cand il (ACL) Jswosll (9 aSxill daild sl 4

Nexus- 7000# conf t
.Enter configuration commands, one per line. End with CNTL/Z
Nexus-7000(confi g)# int ethernet 4/1
Nexus-7000(config-if)# ip access-group testl in
Nexus-7000(config-if)# ip access-group testl out

#( Nexus-7000(config-if
Nexus-7000(confi g-if)# show run int ethernet 4/1
Command: show runni ng-config interface Ethernet4/1!
Ti me: Mon Jun 30 16: 30: 38 2014!
(version 6.2(6
interface Ethernet4/1

ip access-group testl in

ip access-group testl out

i p address 10. 10.10. 2/ 24

no shut down

#( Nexus-7000(config-if
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oo gaxll oloVl jlaw dg>l9 9 show ip access-list cache LoV J351 1P 172.16.10.1 ylsic 8 cawaall
D9sell a5,> g9

Nexus- 7000# show logging ip access-1list cache
Src |P Dst IP S-Port D-Port Src Intf Protocol Hits

Et hernet4/1 (1)1 CwP 368 0 0 172.16.10.10 10.10.10.1
Nunber of cache entries: 1

Nexus- 7000#

Nexus- 7000# show logging ip access-list status Max flow = 8000
Alert interval = 300

Threshol d value = 0

Nexus- 7000#

:Jold 89 Lwasill 98 138 ol Loy (3L 300 JS logging JI cul) galoiawy cul

Nexus- 7000# show logging logfile

(Jun 29 19:19: 01 Nexus-7000 ¥SYSLOG 1- SYSTEM MSG : Logging |l ogfile (acllog 2014

cl eared by user

Jun 29 19:20: 57 Nexus-7000 %/SHD-5-VSHD SYSLOG CONFI G |: Configured fromvty by 2014
adm n on consol e0

,Jun 29 19:21:18 Nexus-7000 %ACLLOG 5- ACLLOG FLOW I NTERVAL: Src IP: 10.1 0.10.1 2014
:Dst IP: 172.16.10.10, Src Port: 0, Dst Port: O, Src Intf: Ethernet4/1, Pro tocol
ICWP' (1), Hit-count = 2589"

,Jun 29 19: 26: 18 Nexus-7000 %ACLLOG 5- ACLLOG FLOW I NTERVAL: Src IP: 10.1 0.10.1 2014
:Dst IP: 172.16.10.10, Src Port: 0, Dst Port: O, Src Intf: Ethernet4/1, Pro tocol
ICWP' (1), Hit-count = 4561"
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:Jlio Ll laud . Juadidl Jizidl ¢iSaid (CLI) LolgVl law dg>lg 5 logging ip access-list detail ;oY =i

Nexus-7000(confi g) # logging ip access-list detailed

ACL Log detailed Logging feature is enabled. Hit-count of existing ACL Flow entry wll
.be reset to zero and will contain Hit Count per ACL type Flow

#( Nexus- 7000(config

ol o] S asy Joxwadl L3 e Jlis ld

,Jul 18 02:20: 38 Nexus7k-1-oal %ACLLOG 6- ACLLOG FLOW I NTERVAL: Src |IP: 10.10.10.1 2014
:Dst |P: 172.16.10.10, Src Port: 0, Dst Port: O, Src Intf: Ethernet4/5, Protocol
ICVMP" (1), ACL Nane: testl, ACE Action: Permit, Appl Intf: Ethernet4/5, Ht-count: 69"
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switch(config)# logging ip access-list cache {{entries
as)l OAL clolss cusi oVl 13D og8, number_of_entries} | {interval seconds} | {rate-limit
{number_of_packet} | {threshold number_of_packet
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switch(config)# no acllog match-log- level number
switch(config)# no acllog match-log- level 6 :Jlo

Jouuill (9,0l 6)5l05 sgiue #(config) ool
3 il sgiue #(switch(config :Jlo

[89,0)l 6,003 Sgius] Jixus Soime A2g, Y #(config) Jexall
switch(config)# no logging level 3 :Jlo

[name rate-size [size bytes- Jxull alo _JI Jg=> I s #(switch(config
acllog 3 wale _JI Jo>aJl Jixuws #(switch(config :Jle

[[switch(config)# no logging log file [logfile-name severity-level [size bytes
switch(config)# no logging log file acllog 3 :Jlie
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