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Nexus _le Lo el puin,o ,ls Jais LUsS bladVl aue ol o)l auie pladiw] diSe, o>
Nexus 7000 9 Nexus 3000 _lc Jiaso bladVl ais 09 5000

Wireshark _$ gl JSuis doxiimall ool dias Joloe e jgisll oSy

Wireshark 9 gl JSuin doaziuumall blaidVl dsuai Jolge e jgiell Say

a,2) Ethanlyzer o6 .ohlbYl azgi 65leY als 1l VLAN ol paciu, Nexus 5000 ol Lo, :dasVe
wos a3l VLAN ol JI bliwl ol)UbYl a=gs é5lel, Nexus 5000 pgs, .ald>1> VLAN oS
209 .92 s galoiwy VLAN id JI o)5JUL] o el s mi loaic a3 10l VLAN aSui EtherAlyzer
b bowd . meill 3,01 show system internal fcfwd fwd fwevidmap cvid JoVl plackiw] cliSay U3
Jlo

Nexus# ethanalyzer local interface inbound-low detail display-filter icmp
Capturing on eth3
(Frame 16 (102 bytes on wire, 102 bytes captured
Arrival Time: Sep 7, 2011 15:42:37.081178000
[Time delta from previous captured frane: 0.642560000 seconds]
[Time delta from previous displayed frame: 1315424557.081178000 seconds]
[Tinme since reference or first frame: 1315424557. 081178000 seconds]
Frame Nunber: 16
Franme Length: 102 bytes
Capture Length: 102 bytes
[Frame is marked: Fal se]
[Protocols in frane: eth:vlan:ip:icnp:data]
,(Ethernet 11, Src: 00:0d:ec:a3:81:bc (00:0d:ec:a3:81: bc
(Dst: 00:05:73:ce:3c:7c (00:05:73:ce:3c:7c
(Destination: 00:05:73:ce:3c:7c (00:05:73:ce:3c:7c
(Address: 00:05:73:ce:3c:7c (00:05:73:ce:3c:7c
(IG bit: Individual address (unicast = .... .... .... .... 0...
(LG bit: dobally unique address(factory default = .... .... .... .... .0.. ....
(Source: 00:0d: ec:a3:81: bc (00:0d: ec: a3: 81: bc
(Address: 00: 0d: ec: a3:81: bc (00:0d: ec: a3: 81: bc
(IG bit: Individual address (unicast = .... .... .... .... 0...
(LG bit: dobally unique address(factory default = .... .... .... .... .0.. ....
(Type: 802.1Q Virtual LAN (0x8100
802.1Q Virtual LAN

Priority: 0 =.... .... .... .000
CFl: 0=.... .... .... 0...
---------- >> | D 57 = 1001 0011 0000 ...

(Type: 1P (0x0800
(I'nternet Protocol, Src: 144.1.1.63 (144.1.1.63), Dst: 144.1.1.41 (144.1.1.41
Version: 4
Header | ength: 20 bytes
(Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN:. 0x00
(Differentiated Services Codepoint: Default (0x00 = ..00 0000
ECN- Capabl e Transport (ECT): O . 0.
ECNCE: 0 =0... ....
Total Length: 84
(ldentification: 0x1118 (4376
<sni p>

J Gud VLAN 57 lags ._I515 VLAN JI sl VLAN 57 _lc caliw| ba, JI of Ethanalyzer iy o5 laS
hex L9 ddeall VLAN aSuis oVl 13D 33%, .0x0039 _® hex _d hex. 57 (5 qud 57 oY «_asi> VLAN

Nexus# show system internal fcfwd fwcvidmap cvid | grep 0x0039
0x0039 enet 0x01 0x0090 0100. 0000. 080a 0100. 0000. 0809
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0x0039 fc 0x01 0x0090 0100.0000. 0007 0100.0000. 0006

130 pivg: 144 989 ws e p8) I @8l o <lls 2z o -hex (3 dlsall VLAN Sy 5 0x0090
57 o @l | win bl Of o,y VLAN 144 oS suladl UVl 6 _asé> VLAN JI of ol

(VLAN.(etype==0x8914 ,0 puis 0 Lol go bl FIP o e ol Jlo b

Nexus# ethanalyzer local interface inbound-hi display-filter vlan.etype==0x8914

c0: dd: 15: d4: 41

c0: dd: 15: d0: 95

00: 0d: ec: a3: 81

00: 0d: ec: a3: 81

00: 0d: ec: a3: 81

00: 0d: ec: a3: 81

00: 0d: ec: a3: 81

00: 0d: ec: a3: 81

00: 0d: ec: a3: 81

00: 0d: ec: a3: 81

-> 00: 0d:

00: 0d:
80 01:
80 01:
80 01:
80 01:
80 01:
80 01:
80 01:

80 01:

ec:

ec:

10:

10:

10:

10:

10:

10:

10:

10:

a3:

a3:

18:

18:

18:

18:

18:

18:

18:

18:

81

81

01

01

01

01

01

01

01

01

80

80

00:

00:

00:

00:

00:

00:

00:

00:

Capturing on eth4

0x8914: 00 13:36:47.047492 2011-10-18

0x8914: 00
01 0x8914
01 0x8914
01 0x8914
01 0x8914
01 0x8914
01 0x8914
01 0x8914

01 0x8914

13:

13:

13:

13:

13:

13:

13:

13:

13:

36:

36:

36:

36:

36:

36:

36:

36:

36:

PRI: 3 CFl: O ID: 56
48. 313531 2011-10-18
PRI: 3 CFl: O ID: 56
49. 373483 2011-10-18
PRI: 3 CFl: O ID: 56
49. 373868 2011-10-18
PRI: 3 CFl: O ID: 56
49. 374131 2011-10-18
PRI: 3 CFl: O ID: 56
49. 374378 2011-10-18
PRI: 3 CFl: O ID: 56
49. 374618 2011-10-18
PRI: 3 CFl: O ID: 56
49. 374859 2011-10-18
PRI: 3 CFl: O ID: 56
49. 375098 2011-10-18
PRI: 3 CFl: O ID: 56
49. 375338 2011-10-18
PRI: 3 CFl: O ID: 56

packets captured 10

.Programexited with status 0

#Nexus

S 0l L8 Sl 13D capunsiy .(PO1311 _JI o,y CNA (VEC1311 Lols o ,lbl FKA Lad e ol Jto b
FKA &880 989 (0lgs ilas JS caanll o0 Ethanalyzer FKA

Nexus# show flogi database

vfcl311

0x1e0000
0x1e0003
0x1e0002
0x1e0006
0x1e0001
0x1e0007
0x1e0004
0x1e0008

. Tot al

. 85:
1 9d:

nunber of flogi 8

==Nexus# ethanalyzer local interface inbound-hi display-filter "eth.addr

c9:9d:23:73 ->

c9:9d:23:73 ->

c9:9d:23:73 ->

c9:9d:23:73 ->

00: 0d: ec:

00: 0d: ec:
00: 0d: ec:

00: 0d: ec:

a3:81: 80 0x8914: 00: 00 11:06:

a3:81: 80 0x8914: 00: 00 11:06:

a3:81: 80 0x8914: 00: 00 11:06:

a3:81: 80 0x8914: 00: 00 11:06:

c9:9d:23:73 && vlan.etype==0x8914 && frame.len==60"limit-captured-frames 0:00:00

Capturing on eth4
11. 352329 2011-10-22
PRI: 3 CFl: O ID 24
19. 352116 2011-10-22
PRI: 3 CFl: O ID 24
27.351897 2011-10-22
PRI: 3 CFl: 01D 24
35. 351674 2011-10-22



PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:06: 43. 351455 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:06:51. 351238 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:06:59. 351016 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:07:07. 350790 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:07:15.350571 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:07:23. 350345 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:07:31.350116 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:07: 39. 349899 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:07:47.349674 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:07:55. 349481 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:08:03. 349181 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:08:11.348965 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d:23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:08:19. 348706 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:08:27.348451 2011-10-22
PRI: 3 CFl: 01D 24

€9:9d: 23: 73 -> 00: 0d: ec: a3: 81: 80 0x8914: 00: 00 11:08: 35. 348188 2011-10-22
PRI: 3 CFl: 01D 24

packets dropped 52

Nexus# 19 packets captured
09 «Jwolaill L3 paziumi loxic (,S) «Jwolas do;> dclb Linyl diSay .Jaad Lugd )l 6:lull blad¥l o e,
Wireshark elasiwly caloll 2id o5 walo J| bladVl a,s Jias)l

Nexus# ethanalyzer local interface inbound-hi detail display-filter
? vlan.etype==0x8914 write bootflash:flogi.pcap

<CR>

Redirect it to a file<

Redirect it to a file in append node<<

di spl ay Di splay packets even when witing to a file

Pi pe conmand output to filter |

LACP olylb| bladl e Jbo lid

Nexus# ethanalyzer local interface inbound-hi display-filter slow

Capturing on eth42011-12-05 12: 00: 08. 472289 00: 0d: ec: a3:81: 92 -> 01:80: c2: 00: 00: 02 LACP Link
Aggregation Control Protocol Version 1. Actor Port = 16651 Partner Port = 283
00: 1d: a2: 00: 02: 99 -> 01:80: c2: 00: 00: 02 LACP Link 12:00: 16. 944912 2011-12-05
Aggregation Control Protocol Version 1. Actor Port = 283 Partner Port = 16651
e3:ad -> 01:80: c2:00: 00: 02 LACP Link: 00: 22: 55: 77 12: 00: 25. 038588 2011-12- 05
Aggregation Control Protocol Version 1. Actor Port = 16666 Partner Port = 16643
00: 1b: 54: c1: 94: 99 -> 01:80: c2: 00: 00: 02 LACP Link 12:00: 25. 394222 2011-12-05
Aggregation Control Protocol Version 1. Actor Port = 282 Partner Port = 16644
00: 0d: ec: 8f: c9: ee -> 01:80:c2: 00: 00: 02 LACP Link 12:00:26. 613525 2011-12-05
Aggregation Control Protocol Version 1. Actor Port = 295 Partner Port = 295

00: 0d: ec: 8f: c9: ef -> 01:80:c2:00: 00: 02 LACP Link 12:00:26. 613623 2011-12-05
Aggregation Control Protocol Version 1. Actor Port = 296 Partner Port = 296

(pol> @l aui,0) 10:00:26 o MAC Glgie go yraall ollbYl JS Sad e ol Jbo i



Nexus# ethanalyzer local interface inbound-hi display-filter
eth.src[0:3]==00:26:£f0" limit-captured-frames 0"

Capturing on eth4

.f0:05:00:00 -> 01:80:c2:00:00: 00 STP Conf:00:26 16:37:22.721291 2012-06-20
Root = 8192/d0:57: 4c: b7:dc: 00 Cost = 200 Port = 0x9004

.f0:05:00:00 -> 01:00: 0Oc: cc:cc:cd STP Conf:00:26 16:37:22.721340 2012-06-20
Root = 8192/d0:57: 4c: b7:dc: 00 Cost = 200 Port = 0x9004

.f0:05:00:00 -> 01:00: 0Oc: cc:cc:cd STP Conf:00:26 16:37:22.721344 2012-06-20
Root = 8192/d0:57: 4c: b7:dc: 00 Cost = 200 Port = 0x9004

.f0:05:00:00 -> 01:00: 0c: cc:cc:cd STP Conf:00:26 16:37:22.721348 2012-06-20
Root = 8192/d0:57: 4c: b7:dc: 00 Cost = 200 Port = 0x9004

packets dropped 19

Nexus# 4 packets captured

iz ¥ SJ9 (@8lgll S lgbolinwl aiy ¥ o33l 048 "edniuw doj> 19" 5 «giladl 23V LS cdla>Mo
G dawls, Lgbo el

.(Mgmt sl Inbound-lo i Inbound-hi) duwliall (CPU) a5 10l éxdleall 62>9 HlUail dasld ayazi e ASL
asilad| HUasYl piledy s9,all 45> glosl (b Loud

Joxall a,Uall dagzlgll e ARP)/IP) Glgi=ll Juls JoSs59.,:) (SUP-low (ETH3 - Lassiall->,lgll -
(oYl wlegazo 605 JoSgi9n e Jalaill
aalll wlgislly FIP JgSg59 19 (STP) de yaiall 6,244l JoSei9,1) (SUP-high (ETH4 JgSgi9 . - hi-s,lell -
Soimo IOLiST J9S939 49 Cisco LS| JoSi9 09 aelll wlgislly (FCOE) wo ] aSuis ne
bl VI BLliusly olbli,Vl gass (9 aSxidl JsS9i9,19 wbll 5o o blsol Jsls JsSgig /ol VI
(oLl s>
(mgmt0 ag>l9 uc e i) Blaill 2,15 - 6,bYI -
FKA): vlan.etype==0x8914 .s,®Wall bl ¥l zuuo «awidl | Jo3 NI Juus) FIP -
vlan.etype==0x8906 :(JLxall puuly daiall _JI Jo3 3l Juzus plas) co il aSuis jue aalll olgis] dss -
:FCOE 9 FIP bladl _lc Jlo i

et hanal yzer local interface inbound-hi display-filter "vlan.etype==0x8914
"vl an. et ype==0x8906 |

:ARP &5 Jolge sasy b laud

Nexus# ethanalyzer local interface inbound-low display-filter
arp.src.hw_mac==0013.8066.8ac2

Capturing on eth3

<- 00:13:80:66:8a:c2 21:23:54.643346 2012-07-12
ff.ff:ff.ff.ff:ff ARP Who has 172.18.121.59? Tell 172.18.121.1

NexusF340. 24. 10- 5548- 2# 1 packets captured

Nexus# ethanalyzer local interface inbound-low display-filter
arp.src.proto_ipv4==172.18.121.4

Capturing on eth3

<- ab:29:fc:00:05:73 21:25:38.767772 2012-07-12
ff.ff.ff:ff:ff:ff ARP Who has 172.18.121.1? Tell 172.18.121.4
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