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IJecbdule IUIguluss

IJeobJule

Jl 692> polbdule 2luos Josl 1dpuuaws.

[Jpdoule IJpguoérped

e [pedsele 1Jslss B o3l 1Jpuuoos 10 luosble 1dulez sldpdsle 1elbss Idel)ss:

- Catalyst 9300 (Cisco IOS®-XE 17.3.5)
. Catalyst 9500 (Cisco IOS®-XE 17.3.5)

e logble Idegdspele 1d91)36 W 03l ldpuwews pu 1Jiz056 1J 292956 LS wisisé pgpdséd ¢luos.
u.)lu ZPSE IJlaoJo Upuuu@po O oSl Urouuuu.> codIsu PPUMIT (IdUJluos) Bl Iloe
Jedod 96 IJogvgsd: Selds pU o0 ._JJulusJ lJpzopd JLs I,o_,

Jevoele slo 1Juods

03l 96588 Suwwlbse lsupl Juw luvogpde pe 03l zol 9u,pzss LOSES:



- Catalyst 9200
- Catalyst 9300
- Catalyst 9500
- Catalyst 9400
- Catalyst 9600

AT B wed LU dElpusy

lLowe IJotbsbs JJubwds

f-’ Twe 1/0/1

CO500-24Y4C

SPAN
SS DPUTEE Destination
Sniffer

VB wed vy elposy wuvdsd

moni tor session 1 source interface Twel/0/1
monitor session 1 destination interface Twel/0/2

Y83G IJBUwed wsu SElposU wiprsd wubdsd. Jizbyo pu ldpuos) 9Elss Suwzs wsu
selposu Bhu gldlegle pu IO wes wsu selposo [Jollb.

C9500- SPAN#show monitor session all

Session 1
Type : Local Session
Source Ports :
Bot h : Twel/0/1
Destination Ports . Twel/0/2
Encapsul ati on : Native

I ngress : Disabled
DIIC IS s wsu delposu gols p3gd. luwegspFED zd s id s o B> JIJ -_é,_,u_té
wSU delposy ouudsd. spdu lu Yo ould pl suod IUs 8 gduvle gpd woosiss FED s
oS 19 9o (pw 2duwle FED pu 0 [Js 7).

C9500- SPAN# show platform software monitor session 1
Span Session 1 (FED Session 0):

Type: Local SPAN
Prev type: Local SPAN
Ingress Src Ports: Twel/0/1 <-- Hardware entry for source interface.
Egress Src Ports: Twel/0/1 <-- Hardware entry for source interface.

I ngress Local Src Ports: (null)

Egress Local Src Ports: (null)

Destination Ports: Twel/0/2 <-- Hardware entry for destination interface.
Ingress Src M ans:



Egress Src VI ans:
Ingress Up Src Mans: (null)
Egress Up Src Vlans: (null)
Src Trunk filter W ans:
RSPAN dst vlan: O
RSPAN src vlian: O
RSPAN src vlan sav: O
Dest port encap = 0x0000
Dest port ingress encap = OxFFFFFFFFFFFFFFFF
Dest port ingress vlan = 0x0
SrcSess: 1 DstSess: 0 DstPortCfgd: 1 RspnDstCfg: 0 RspnSrcvid: O
DstdiCfg: O DstPrtlinit: 1 PsLclCfgd: O
Fl ags: 0x00000031 PSPAN
Renot e dest port: O Dest port group: O
FSPAN di sabl ed
FSPAN not notified

zpeo ASIC. Jusjl_)dlp Lsuu_) Jquo>J Subdd 981806 VB weo vy elpesy psule. subdo

lJ.)LSrO I&wj |u §3d) IU |Jrou0.)_) k_9u.uao wvSU )Elpu;Su u_)roau kSIJU u,_).wJJ UOE_-.SE_3|U
lJO s sy 2elposu $IIu uldbs |Js Idspesu glsé Buwes wsu selposu Shu.

odpse: luvoese 0o wileelizess IJoble sl us IJos sop ogdsoel wuvdd uubb 19
zoly pd>w show platform software/hardware fed switch <number>.

C9500- SPAN# show platform software fed active ifm mappings

Interface IF ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active
Twent yFi veG@ gE1/ 0/ 1 0x8 1 0 1 20 0 16 4 1 101 NF Y
Twent yFi veG@ gE1/ 0/ 2 0x9 1 0 1 21 0 17 5 2 102 NF Y

Swpe lgwegsle ywzd Doppler llePortLeSpanBitMapTable Jogss> ol 151 iy IJ,oUu» ¢luoel
JJBwes wsw selpesy Ws loglo 1Jesgd (RX). Io $995 1J suvdd puos) Buwed wSu
selposy psule (ASIC psule 20) ssow IJs IJspso FED gduwé (gJuwsé 0):

C9500- SPAN# show platform hardware fed active fwd-asic register read register-name
IlePortLeSpanBitMapTable-20 asic 0 core 1
For asic 0 core 1

Modul e O - 11 ePortLeSpanBitMapTabl e[ 0] [ 20]
ssbm o 0x1 <-- Convert from Hexadecimal to Binary: 0b00000001. Bit 0 is
set.

|Jt_9u,uao wSU )E_'pu;su E_JUUO (ST C)SJDO 8'uu U“”E}J 'JJ (W) -.S,DluJ E_Ju-uo FED: (1) IJldJ
558 el 2ows FED 0. |op v seled 2w FED 7. JsJd e II3uos pu Buwgs wso

lo Gwdde SLo $YIL IO s LU ElPeSL pUod) psLle J $wEds Buwed sy dElposy
zduwo. all the FED gJuwo suwés boyo Ws IJ SSBM Lugd. £ds uvesd IJpeld. SSBM p¢
856 0X5 (000000101) Sews IJBho $Is0 Buwzs wsu Seleasy puos) JIJ po 2duws pd
FED 0 9gJwé FED 2.

wlJpod: sed> ywed Doppler ElportLeSpanBitMapTable ol |31 Jlo psole ¢luogl JOywzs wsu
selposu Vs logle ez (TX). Idozdsd 09 udyw ywzd llePortLeSpanBitMapTable. 1o, 99> 1J
Subdd puod) Buwes Ly selpesu psuls (ASIC psule 20) esue IJs IJspesw FED gJuwé
(eduws 0):



C9500- SPAN# show platform hardware fed active fwd-asic register read register-name
ElePortLeSpanBitMapTable-20 asic 0 core 1
For asic 0 core 1

Modul e O - El ePort LeSpanBit MapTabl e[ 0] [ 20]

ssbm ;o 0x1

03l $9Us IJp o) B wed wsu delpousy gbboe $Lhu lJs IJ spesw FED gdws J gds 2> ywsle
Rx 9 Tx |oglo.

p& IJ FED 2Jwé id. uzu suwolbse szaw 1JELsS psule (pul93) JJBuuzs wsu seleosy
w2 pu AgmRepSpanPortMap Doppler ywzd. Joldss gduws gpd Fed 0 subvs) 1Js 1JOwzo
wSU Elposu spsu Elsé psule (ASIC psule 21):

C9500- SPAN# show platform hardware fed active fwd-asic register read register-name
AgmRepSpanPortMap-0 asic 0 core 1
For asic 0 core 1

Modul e 0 - AgnmRepSpanPort Map[ 0] [ 0]

cpuQueueNum : 0x0

cpuSpanVval i d : 0x0

i ndi rect ApPor t Map : 0x0

port MapO : 0x200000 <-- Convert from Hexadecimal to Binary:
0b00100000000000000000000. Bit 21 is set.

rcpPor t Map : 0x0

spanCti Lo : 0x0

03l s8> 100 £Js Guup pE Buwed wsU ElPSU SuwES Juo lusse puuwst v BLu
tw1/0/2 (ASIC psule 21). |o ould Jes) Buwes wsu selposu Elss psule suvIdd: 03l ludse
s |J AgmRepSpanPortMap _wzJ.

>99< ERSPAN
lLuwe IJogbsbs JJuveodé

9300 Cas00

Two 1/0/2 Twe 1/0/4

Layer 3
Metwork

ERSPAN ERSFAN
Source Destination
P address source I[P address Destination
192 168.1.2 19216811

pdlebbs: Jl suwlus plbo zudljo C9200 ERSPAN.

pdlebd: o zsue ps)id IUzeue 1Juggs pbdye.



ERSPAN o_udsJ

### Source ESRPAN Device #i#i#

C9300- ERSPAN# show run | section monitor
nonitor session 1 type erspan-source
source vlan 10
destination
erspan-id 3 <-- ERSPAN id must be identical on source and destination.
ip address 192.168.1.1 <-- GRE tunnel destination IP (IP addr configured on ERSPAN
destination switch).
origin ip address 192.168.1.2 <-- GRE tunnel source IP (IP addr configured on ERSPAN source
switch).

C9300- ERSPAN# show ip interface brief | exclude unassigned

Interface | P- Addr ess OK? Met hod St at us Pr ot oco
<sni p>
LoopbackO 192.168.1.2 YES NVRAM up up

### Destination ERSPAN Device #i##

C9500- ERSPAN# show run | section monitor

nonitor session 1 type erspan-destination

destination interface Twel/0/3

source

erspan-id 3 <-- ERSPAN id must be identical on source and destination.

ip address 192.168.1.1 <-- GRE tunnel destination IP (IP addr configured on ERSPAN destination
switch).

C9500- ERSPAN# show ip interface brief | exclude unassigned
Interface | P-Address OK? Method Status Protocol

<sni p>

LoopbackO 192.168.1.1 YES NVRAM up up

lJzols IJpuo>)

o2 pu ledluss 1Usuosd vsu gudlu IP Jdeuos) 9lJgges.

C9300- ERSPAN#ping 192.168.1.1 source 192.168.1.2

Type escape sequence to abort.

Sending 5, 100-byte |ICVMP Echos to 192.168.1.1, tineout is 2 seconds:
Packet sent with a source address of 192.168.1.2

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/2 ns
wped wulez 108 py Cisco

399w WIS Cisco i0s wypeso IUbeld J ERSPAN zJwe.

C9300- ERSPAN#show monitor session 1

Session 1
Type : ERSPAN Sour ce Session
St at us : Adm n Enabl ed
Sour ce VLANs :
Bot h ;10

Destination | P Address : 192.168.1.1



Desti nati on ERSPAN | D 3
Oigin | P Address : 192.168.1.2

%Lh°€5 SHIM

o2l pu ol Syuwdo Idesulez 1Js ol [deyulpe (Jlso SHIM).

C9300- ERSPAN#show platform software monitor session 1
Span Session 1 (FED Session 0):
Type: ERSPAN Sour ce
Prev type: Unknown
I ngress Src Ports:
Egress Src Ports:
Ingress Local Src Ports: (null)
Egress Local Src Ports: (null)
Destination Ports:
Ingress Src M ans: 10 <-- Replicate Traffic.
Egress Src Mlans: 10 <-- Replicate Traffic.
Ingress Up Src M ans: 10
Egress Up Src Vlans: 10
Src Trunk filter W ans:
RSPAN dst vlan: O
RSPAN src vlian: O
RSPAN src vlan sav: O
Dest port encap = 0x0000
Dest port ingress encap = 0x0000
Dest port ingress vlian = 0x0
SrcSess: 1 DstPortCfgd: 0 RspnDstCfg: 0 RspnSrcvid: 0 <-- Monitor session number.
DstdiCfg: O DstPrtlinit: 0O PsLclCfgd: O
Fl ags: 0x00000002 VSPAN
Renot e dest port: O Dest port group: O
FSPAN di sabl ed
FSPAN not notified
ERSPAN | d o3 <-- Value match with the software setting.
ERSPAN Org Ip: 192.168.1.2 <-- Value match with the software setting.
ERSPAN Dst [p: 192.168.1.1 <-- Value match with the software setting.
ERSPAN I p Ttl: 255
ERSPAN State : Enabl ed
ERSPAN Tun id: 77

pelde oozse pos) lebs IJogzso

o2l pu ol Syuwdoe Idusulpe IJs gol Idosulpe (w86 FMAN RP).

C9300- ERSPAN#show platform software swspan switch active RO source
Showi ng SPAN source table sunmary info

Sess-id | F-type IF-id Sess-type Dir
0 VLAN 10 ERSPAN SRC I ngress
0 VLAN 10 ERSPAN SRC Egress

C9300- ERSPAN#show platform software swspan switch active RO source sess-id 0
Showi ng SPAN source detail info

Session ID: O Intf Type : VLANMan id : 10 <-- Vlan entry

PD Sess ID: O

Session Type : ERSPAN SRC

Direction : Ingress

Filter Enabled : No

ACL Configured : No



ERSPAN Enabl e : Yes

Session ID: O

Intf Type : VLAN

Vian id : 10 <-- Match with the Vlan/Interface SPAN.
PD Sess ID: O

Session Type : ERSPAN SRC

Direction : Egress

Filter Enabled : No

ACL Configured : No

ERSPAN Enabl e : Yes

pelJz lebé w9gso Forward Manager

29U ol wypzss sSyuwd IJs wopessd gol; (FMAN fp bu9s).

C9300- ERSPAN#fshow platform software swspan switch active F0 source
Showi ng SPAN source table sunmary info

Sess-id I F-type IF-id Sess-type Dir
0 VLAN 10 ERSPAN SRC | ngress
0 VLAN 10 ERSPAN SRC Egress

C9300- ERSPAN#fshow platform software swspan switch active F0 source sess-id 0

Showi ng SPAN source detail info

Session ID: O

Intf Type : VLAN

Vian id : 10

PD Sess ID: O

Session Type : ERSPAN SRC <-- Source Interface.
Direction : Ingress

Filter Enabled : No

ACL Configured : No

AOM Object id : 519

AOM Obj ect Status : Done

Parent AOM object 1d : 30
Parent AOM obj ect Status : Done

Session ID: O

Intf Type : VLAN

Vian id : 10

PD Sess ID: O

Sessi on Type : ERSPAN SRC <-- Source Interface.
Direction : Egress

Filter Enabled : No

ACL Configured : No

AOM Object id : 520

AOM Obj ect Status : Done

Parent AOM object 1d : 30
Parent AOM obj ect Status : Done

C9300- ERSPAN#fshow platform software swspan switch active FO0 counters
counters that increment on PI/PD/HW
Dump Switch SPAN FP operation counters <-- Operational Counters.

Source SPAN Config Counters

<-- Check for any err



Pl: Create 2 (err 0), Mddify 0 (err 0), Delete O (err 0) <-- PI = platform independent
(Software/IOS).

PD: Create 2 (err 0), Mddify O (err 0), Delete O (err 0) <-- PD = platform dependent
(SHIM/FMAN/FED) .

HW Create 2 (err 0), Mddify O (err 0), Delete O (err 0) <-- HW = hardware (FED/ASIC).

Destination SPAN Config Counters

Pl: Create 1 (err 0), Mddify O (err 0), Delete 0 (err 0)
PD: Create 1 (err 0), Mddify O (err 0), Delete 0 (err 0)
HW Create 1 (err 0), Mddify O (err 0), Delete 0 (err 0)

Filter SPAN Config Counters

o

Pl: Create O (err 0), Mdify
PD: Create O (err 0), Mdify
HW Create O (err 0), Mdify

pd lehe lJogeso

(err 0), Delete 0 (err 0)
(err 0), Delete 0 (err 0)
(err 0), Delete 0 (err 0)

o O

>33d 1Jbw$s b sw,pz IJ ASIC (FED).

C9300- ERSPAN#show platform software fed switch active monitor 0

Session 0
Sessi on Type : ERSPAN Source Session
Source Ports . RX: None TX: None
Destination Ports . None
Sour ce VLANs : VLAN- 10
Destination VLANs : VLAN- 10
Sour ce RSPAN VLAN .0
DST RSPAN VLAN 0
Encap : Native
I ngress Forwardi ng : Disabled
Filter VLANs . None
ERSPAN Enabl e 1 <=-- 1 = On/Completed.
ERSPAN Hw Programmed : 1 <=-- 1 = On/Completed.
ERSPAN Mandatory Cfg : 1 <-- 1 = On/Completed.
ERSPAN | d . 3
Ge Prot . 88be
Mru ;9000
Ip Tos 0
Ip Ttl : 255
Cos .0
vrf Id 0
Dst Ip :192.168.1.1
Og lp: 192.168.1.2
Dst | pv6 :
Og Ipvb :
SGT count : O
SGT Tag(s)

IJo2dd oo wped 09 IJizoss (FED).

C9300- ERSPAN#show platform software fed switch active ifm interfaces tunnel

Interface IF_ID State

Tunnel 1000000000 0x00000035 READY <-- 0x35 in Hex is 53 in
Decimal (tunnel number 53).



C9300- ERSPAN#show platform software fed switch active ifm if-id 0x35 <-- Hardware tunnel number
0x35.

Interface IF_ID : 0x0000000000000035

Interface Name : Tunnel 1000000000

Interface Block Pointer : 0x55d0ff5b6c98

Interface Block State : READY

Interface State : Enabl ed

Interface Status : ADD

Interface Ref-Cnt : 4

Interface Type : TUNNEL

Unit : O

SNWP | F Index : O

Encap L3If LE Handl e : Ox7f00e0a50a28 <-- Hardware handle info (used to check final Hardware
program state).

Decap L3If LE Handle : Ox7f00e0a50bd8 <-- Hardware handle info (used to check final Hardware
program state).

Tunnel Mdde : 0 [gre] <-- Tunnel Protocol Enable.

Tunnel Sub-node: 0 [none]

Hw Support : Yes

Tunnel wf : 0

IPv4 MIU : O

IPv6 MIU : O

IPv4 VRF ID: O

IPv6 VRF ID: O

Protocol flags : 0Ox0001 [ ipv4d ]

M sc flags : 0x0000 [ None ]

ICVMPv4 flags : O0x03 [ unreachable redirect ]

ICVMPv6 flags : Ox03 [ unreachable redirect ]

Port Information

Handle ............ [ Oxcf 000051]

Type .............. [ L3-Tunnel ]

ldentifier ........ [ 0x35]

Unit .............. [ 53]

Port Logi cal Tunnel Subbl ock

Encap-L3ifle....... [ 0x7f 00e0a50a28] <-- Same number as previous highlighted output.
Decap-L3ifle....... [ 0x7f 00e0a50bd8] <-- Same number as previous highlighted output.
decap-portle....... [ 0x0]

Rl -decap........... [ Ox7f 00eOa5ala8]

Sl-decap........... [ Ox7f 00e0a5a678]

Decap- Tcam handl e. . [ Ox7f 00e0a5a9a8]
Tunnel _capability..[0x3]
Encap- RCP- PMAP. . . .. [ 0x0]

C9300- ERSPAN#show platform software fed switch active ifm mappings 13if-le | include L3IF|Tunnel

L3I F_LE Interface IF_ID Type

0x00007f 00e0a50a28 Tunnel 1000000000 0x00000035 ENCAP_L3_LE <--
L3IF + IF_ID (ENCAP) match here.

0x00007f 00e0a50bd8 Tunnel 1000000000 0x00000035 DECAP_L3_LE <--

L3IF + IF_ID (DECAP) match here.

Encapsulation LE

C9300- ERSPAN#show platform hardwware fed switch active fwd-asic abstraction print-resource-
handle 0x00007£00e0a50a28 0 <-- ENCAP.

Handl e: 0x7f 00e0a50a28 Res- Type: ASI C RSC L3I F_LE Res-Swi t ch- Num 255 Asi c- Num 255 Feat ur e-
ID:AL_FID | FM Lkp-ftr-id: LKP_FEAT | NVALI D ref_count: 1

priv_ri/priv_si Handle: (nil)Hardware |ndices/Handl es: index0:0x27 ntu_index/|3u_ri_index0: 0x5
sm handl e [ASIC 0]: 0x7f00e0a56d08 i ndex1: 0x27 mtu_i ndex/ | 3u_ri _i ndex1: 0x5




Decapsulation LE

C9300- ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle
0x00007£00e0a50a28 0 <-- DECAP.

Handl e: 0x7f 00e0a50bd8 Res- Type: ASI C_ RSC L3I F_LE Res-Swi t ch- Num 255 Asi c- Num 255 Feat ur e-
ID:AL_FID | FM Lkp-ftr-id: LKP_FEAT | NVALI D ref_count: 1

priv_ri/priv_si Handle: (nil)Hardware |ndices/Handl es: index0:0x28 ntu_index/|3u_ri_index0: 0x0
sm handl e [ASIC 0]: 0x7f00e0a559c8 i ndex1: 0x28 mtu_i ndex/ | 3u_ri _i ndex1: 0x0

290 prpz b IJodlb eds Itz psule welo IUglse pulz. SpJdu wboss elod
OuoV9S6 lwuegse eusly IP 1Jpuos, 91d9zes Juww 9 GRE (IUzjeé 0 2jpd p&Jw96).

Frane 1: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface O

<sni p>
Internet Protocol Version 4, Src: 192.168.1.2, Dst: 192.168.1.1 <-- ERSPAN IP HEADER.
0100 .... = Version: 4

0101 = Header Length: 20 bytes (5)
Differentiated Services Field: 0x00 (DSCP: CSO, ECN: Not-ECT)
0000 00.. = Differentiated Services Codepoint: Default (0)
..00 = Explicit Congestion Notification: Not ECN Capable Transport (0)
Total Length: 96
Identification: 0x1018 (4120)

Fl ags: 0x00
0... = Reserved bit: Not set
.0.. .... = Don't fragnment: Not set
.0. .... = Mre fragnents: Not set

Fragment offset: O
Time to live: 255
Protocol: Generic Routing Encapsulation (47) <-- GRE tunnel encapsulation.
Header checksum 0x9c¢56 [validation disabl ed]

[ Good: Fal se]

[ Bad: Fal se]
Source: 192.168.1.2 <-- Source GRE IP tunnel.
Destination: 192.168.1.1 <-- Destination GRE IP tunnel.

Generic Routing Encapsul ati on ( ERSPAN)

Fl ags and Version: 0x1000

0... .... .... .... = ChecksumBit: No

.0.. ... .... .... = Routing Bit: No

0. ... ..., .... = Key Bit: No

.1 ..., .... .... = Sequence Nunmber Bit: Yes
0... .... .... = Strict Source Route Bit: No
.000 .... .... = Recursion control: O
0000 0... = Flags (Reserved): O

eee +vv.. .... .000 = Version: GRE (0)
Prot ocol Type: ERSPAN (0x88be) <--ERSPAN enable.
Sequence Nunber: 0

Encapsulated Remote Switch Packet Analysis

0001 .... .... .... = Version: Type Il (1)

0000 0001 1000

= Vlan: 10
000. .... = Priority: O
1o, = Unknown2: 1
1... = Direction: Qutgoing (1)
0 = Truncated: Not truncated (0)

.. 00 0000 0011

. = SpanlD:. 3 <--ERSPAN ID.
Unknown7: 00000002
Ethernet |1, Src: Xerox_00:02:00 (00:00:08:00:02:00), Dst: Cisco_eb:90:68 (00:9e: le: eb: 90: 68)

<sni p>
(Internal data packet comes here, output truncated)

ERSPAN ¢l.ss I>ls

wp2d 10S oy Cisco



C9500- ERSPAN#show monitor session 1

Session 1

Type : ERSPAN Destination Session
St at us : Adm n Enabl ed

Destination Ports : Twel/0/3

Source | P Address : 192.168.1.1

Sour ce ERSPAN | D 3

wpeed SHIM

<2dd U el Suwdo Idesulez Ids ol Ideoolee (Jliso SHIM).

C9500- ERSPAN#fshow platform software monitor session 1
Span Session 1 (FED Session 0):
Type: ERSPAN Desti nati on
Prev type: Unknown
I ngress Src Ports:
Egress Src Ports:
Ingress Local Src Ports: (null)
Egress Local Src Ports: (null)
Destination Ports: Twel/0/3
Ingress Src M ans:
Egress Src VI ans:
Ingress Up Src Mans: (null)
Egress Up Src Vlans: (null)
Src Trunk filter W ans:
RSPAN dst vlan: O
RSPAN src vlan: O
RSPAN src vlan sav: O
Dest port encap = 0x0004
Dest port ingress encap = 0x0000
Dest port ingress vlan = 0x0
SrcSess: 0 DstSess: 1 DstPortCfgd: 1 RspnDstCfg: 0 RspnSrcvid: 0
DstdiCfg: O DstPrtlinit: 1 PsLclCfgd: O
Fl ags: 0x00000000
Renmote dest port: O Dest port group: O
FSPAN di sabl ed
FSPAN not notified

ERSPAN | d © 3
ERSPAN Dst |p: 192.168.1.1
ERSPAN Vr f 0

pelde lebé w9eso Forward Manager

Y88 ol wiprsd Syuwd [Js wopess zols (FMAN FP bo9s).

C9500- ERSPAN#show platform software swspan switch active r0 destination
Showi ng SPAN destination table summary info Sess-id IF-type IF-id Sess-type --------------------

------------------ 0 PORT 11 Local <-- IF-if 0Oxb maps to Twel/0/3 (Check under 'show
platform software fed active ifm mapping').
0 ERSPAN ERSPAN DST

C9500- ERSPAN#show platform software swspan RO destination sess-id 0
Showi ng SPAN destination detail info



Session ID: O

Intf Type : PORT

Port dpidx :11 <--Match with IF-id

PD Sess Id : 0

Session Type : Local <-- Type of monitor session
Ingress Fwd : No

I ngress Encape : Disabl ed

Ingress Mlan : 0

Encap Value : Replicate

RSPAN VI an : O

Session ID: O

Intf Type : ERSPAN

Vlan id :

PD Sess Id : O

Session Type : ERSPAN DST
ERSPAN Id : 3

ERSPAN Dst Ip: 192.168.1.1
ERSPAN Src Ip: 0.0.0.0

GRE Prot : 35006

Mru 00

I P Tos 00

IP Ttl . 255

Cos 00

vrf Id 0

Tunnel Ifid: 38 <-- 38 in Decimal is 0x26 in Hex which is the IF ID of Tunnell

ERSPAN En : TDL_TRUE
pelJez lebé o9zs0 Forward Manager

333 ol wrp2s6 Sruwd I wapss zols (FMAN FP b 6).

C9500- ERSPAN#show platform software swspan switch active FO0 counters <-- (check for any error
counters on PI/PD HW.
Dunmp Switch SPAN FP operation counters

Sour ce SPAN Config Counters

Pl: Create O (err 0), Mddify O (err 0), Delete O (err 0) <-- PI
(Software/IOS).
PD: Create O (err 0), Mddify O (err 0), Delete O (err 0) <-- PD
(SHIM/FMAN/FED) .
HW Create O (err 0), Mddify 0 (err 0), Delete O (err 0) <-- HW

platform independent

platform dependent

hardware (FED/ASIC).
Destinati on SPAN Config Counters

Pl: Create 10 (err 0), Mdify 6 (err 0), Delete 4 (err 0)

PD: Create 4 (err 0), Mdify 0 (err 0), Delete 2 (err 0)

HW Create 4 (err 0), Mdify 0 (err 0), Delete 2 (err 0)

Filter SPAN Config Counters

Pl: Create O (err 0), Mdify 0 (err 0), Delete 0 (err 0)

PD: Create O (err 0), Mddify 0 (err 0), Delete 0 (err 0)
HW Create O (err 0), Mddify O (err 0), Delete 0 (err 0)

C9500- ERSPAN#show platform software swspan switch active F0 destination
Showi ng SPAN destination table sumary info

Sess-id I F-type IF-id  Sess-type



0 PORT 11 Local
0 VLAN 0 ERSPAN DST

eod lehs [Joggso

388w IUbw@s o sw,pe IJ ASIC (FED).

C9500- ERSPAN#fshow platform software fed switch active monitor 0

Session 0

Sessi on Type . ERSPAN Destination Session
Source Ports : RX: None TX: Tunnel 1000000000 pestination Ports : TwentyFiveGigE1l/0/3

Sour ce VLANs . None

Destinati on VLANs . None

Sour ce RSPAN VLAN 0

DST RSPAN VLAN 0

Encap . Replicate

I ngress Forwardi ng . Disabled

Filter VLANs . None

ERSPAN Enable : 1

ERSPAN Hw Programmed : 1

ERSPAN Mandatory Cfg : 1

ERSPAN Id : 3

Ip Tos : 0 (DSCP: 0)

Ip Ttl 0

Cos 0

vrf Id 0

Tunnel IfId : 38 <-- 38 in Decicmal is 0x26 in Hex which is the IF_ID
of Tunnell

Dst Ip : 192.168.1.1

Oglp : 0.0.0.0

SGT count )

SGT Tag(s) :

IJo2dd pu wopes 0dGE IJizosé (FED).

C9500- ERSPAN#fshow platform software fed switch active ifm interfaces tunnel
Interface IF_ID State

Tunnel 1000000000 0x00000026 READY

C9500- ERSPAN#fshow platform software fed switch active ifm if-id 0x00000026
Interface IF_ID : 0x0000000000000026

Interface Nane : Tunnel 1000000000

Interface Bl ock Pointer : 0x7f2cd48e9958

Interface Block State : READY

Interface State : Enabled

Interface Status : ADD

Interface Ref-Cnt : 5

Interface Type : TUNNEL

Unit : O SNWP |F Index : 0 Encap L3If LE Handle : 0x7£2cd4904e08 <-- Hardware handle info
(used to check final Hardware program state).

Decap L3If LE Handle : 0x7f2cd48dabc8 <-- Hardware handle info (used to check final Hardware
program state).

Tunnel Mode 0 [gre] <-- Tunnel Protocol Enable.

Hw Support . Yes

Tunnel Vrf 0



| Pv4 MIU 0

| Pv6 MIU 0

I Pv4 VRF I D 0

IPv6 VRF I D 0

Protocol flags : Ox0001 [ ipv4d ]

M sc fl ags : 0x0000 [ None ]

| CVvPv4 fl ags : 0x03 [ unreachable redirect ]

I CVMPv6 fl ags : 0x03 [ unreachable redirect ]

Port Information

Handle ............ [ 0xd4000043]

Type .............. [L3-Tunnel] ldentifier ........ [0x26] Unit .............. [38] Port Logica
Tunnel Subbl ock Encap-L3ifle....... [0x7£2cd4904e08] <-- Same number as previous highlighted
output.

Decap-L3ifle....... [0x7£2cd48dabc8] <-- Same number as previous highlighted output.
decap-portle....... [ 0x0]

RI-deCap..cceeceecces [0x7£2cd4961548] <-- Same number as previous highlighted output.
SI-decCapP.ceccccecses [0x7£2cd4958dd8] <-- Same number as previous highlighted output.
Decap-Tcam_handle.. [0x7f2cd46eee08] <-- Same number as previous highlighted output.
Tunnel _capability..[0x3]

Encap- RCP- PMAP. . . .. [ 0x0]

GPN................ [0]

<sni p>

C9500- ERSPAN#show platform software fed switch active ifm mappings 13if-le | include L3IF|Tunnel

L3I F_LE Interface IF_ID Type
0x00007f 2cd48dabc8 Tunnel 1000000000 0x00000026 DECAP_L3_LE
<-- L3IF + IF_ID (DECAP) match here.

0x00007f 2cd4904e08 Tunnel 1000000000 0x00000026 ENCAP_L3_LE

<-- L3IF + IF_ID (ENCAP) match here.

### Encapsulation LE ###

C9500- ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle
0x7£2cd4904e08 0 <--ENCAP

Handl e: 0x7f 2cd4904e08 Res- Type: ASI C_ RSC L3I F_LE Res- Swi t ch- Num 255 Asi c- Num 255 Feat ur e-
ID:AL_FID | FM Lkp-ftr-id: LKP_FEAT | NVALI D ref_count: 1

priv_ri/priv_si Handle: (nil)Hardware |ndices/Handl es: index0:0x27 ntu_index/|3u_ri_index0:0x2
sm handl e [ASIC 0]: Ox7f2cd46ece38 indexl: 0x27 mtu_i ndex/ | 3u_ri _i ndex1: 0x4

### Decapsulation LE ###

C9500- ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle
0x7f2cd48dabc8 0 <--DECAP

Handl e: 0x7f 2cd48dabc8 Res- Type: ASI C_ RSC L3I F_LE Res-Swi t ch- Num 255 Asi c- Num 255 Feat ur e-
ID:AL_FID | FM Lkp-ftr-id: LKP_FEAT | NVALI D ref_count: 1

priv_ri/priv_si Handle: (nil)Hardware |ndices/Handl es: index0:0x28 ntu_index/|3u_ri_index0: 0x0
sm handl e [ASIC 0]: Ox7f2cd46d91c8 i ndex1l: 0x28 mtu_i ndex/ | 3u_ri _i ndex1: 0x0

### Rewrite Index (decapsulation) ###

C9500- ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle
0x7£2cd49615d8 1 <-- RI-decap

Handl e: 0x7f 2cd49615d8 Res- Type: ASI C_RSC Rl Res-Swi t ch- Num 255 Asi c- Num 255 Feature-1D: AL_FI D GRE
Lkp-ftr-id: LKP_FEAT | NVALID ref_count: 1

priv_ri/priv_si Handle: 0x7f2cd48daf 28Har dware | ndi ces/ Handl es: i ndex0: 0x16

nt u_i ndex/ | 3u_ri _i ndex0: 0x0 i ndex1: 0x16 ntu_i ndex/| 3u_ri _i ndex1: 0x0

Features sharing this resource: 107 (1)]

Cooki e | ength: 56

00 00 00 00 00 00 00 00 28 00 0O 00 00 OO OO OO OO0 OO OO OO OO 00 OO OO0 OO OO 00 OO0 01 6b 33 00



00 00 00 00 00 00 00 00O OO 00 OO 00 00 OO OO OO OO0 OO 00O 00 OO 00 0O 00

Detail ed Resource Information (ASICH 0) --------mmmmmm i m oo

Rewite Data Table Entry, ASIC#: 0 Rl :22 Rewite_type: AL_RRM REVWRI TE | PV4_ERSPAN2_DECAP( 61)
Mapped_rii: TUNNEL_I Pv4Er span_DECAP( 83) L3IF LE Index: 40 <-- 64 in Decimal is 0x40
in Hex which matches Decap LE index seen above

Det ai |l ed Resource Information (ASIC# 1)

Rewite Data Table Entry,
ASICH#: 1 RI:22 Rewite_type: AL_RRM REWRI TE_I PV4_ERSPAN2_DECAP( 61)
Mapped_rii: TUNNEL_I Pv4Er span_DECAP( 83)

L3I F LE I ndex: 40

### Station Index (decapsulation) ###

C9500- ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle
0x7£2cd4958d4d8 1 <-- SI-decap

Handl e: 0x7f 2cd4958dd8 Res- Type: ASI C_RSC_SI Res-Swi t ch- Num 255 Asi c- Num 255 Feature-1D: AL_FID GRE
Lkp-ftr-id: LKP_FEAT | NVALID ref_count:1

priv_ri/priv_si Handle: 0x7f2cd49615d8Hardware | ndi ces/ Handl es: index0: Oxae

nt u_i ndex/ | 3u_ri _i ndex0: 0x0 i ndex1: Oxae ntu_i ndex/| 3u_ri _i ndex1: 0x0

Features sharing this resource: 107 (1)]

Cooki e | ength: 56

00 00 00 00 00 00 00 00 28 00 OO 00 00 OO OO OO OO OO OO OO OO 00 OO OO OO0 OO 00 OO 01 6b 36 00
00 00 00 00 00 00 00 OO OO 00 OO 00O OO0 OO OO OO 00 OO OO 00 OO 00 0O 00

Detail ed Resource Information (ASICH 0) --------mmmmmm i m oo Station I ndex
(SI) [Oxae]

RI = 0x16 DI = 0x5012 stationTabl eGenericlLabel = 0 stationFdConstructionLabel = 0x7

| ookupSki pl dl ndex = 0x15 rcpServiceld = 0 dej aVuPreCheckEn = 0 Replication Bitmap: LD Detail ed
Resource Information (ASICH 1) --------mmmmmm e Station I ndex (SlI)

[ Oxae]

RI = 0x16 DI = 0x5012 stationTabl eGenericlLabel = 0 stationFdConstructionLabel = 0x7

| ookupSki pl dl ndex = 0x15 rcpServiceld = 0 dej aVuPreCheckEn = 0 Replication Bitmap: CD

### Tunnel Decap (TCAM) #i##

C9500- ERSPAN#show platform hardware fed switch active fwd-asic abstraction print-resource-handle
0x7f2cd46eee08 1 <-- Decap-Tcam_handle.

Handl e: Ox7f 2cd46eee08 Res- Type: ASI C_RSC HASH TCAM Res- Swi t ch- Num 0 Asi c- Num 255 Feat ur e-

ID:AL_FI D GRE Lkp-ftr-id: LKP_FEAT _TT_| PV4_GRE ref_count:1

priv_ri/priv_si Handle: (nil)Hardware |Indices/Handles: handle [ASIC. 0]: Ox7f2cd48db018

Detail ed Resource Information (ASICH 0) --------mmmmmmmmm oo Nurmber of HTM
Entries: 3 Entry 0: (handle 0x7£2cd48db018)

Label s Port VI an L3I f G oup

M 0000 0000 0000 0000

V: 0000 0000 0000 0000

M ffffffff 00000000 00000000 000003ff 00000000 00000100 01000000 0000Of f f

3f 000000 V: c0a80101 00000000 00000000 00000003 00000000 00000100 01000000 00000000 <--
c0a80101 in Hex maps to 192.168.1.1
00000000
GREv4 Dst Src Key CSRDEFVRF FI L3P GeP Msc RCPSVCld
M ffffffff 00000000 00000000 O O O O O 1 000 O OO 0000 00 3f <=-=- F=1
Forwarding

V: c0a80101 00000000 00000000 O O O O O 1 000 O 0O 0000 00 0O
Action: 00000100 06000000 00000000 00000000 00000000 00000000 000000ada 00000000
00000000 00000000
RL2 RL3 ACF SPK CLPC LKV PRI STL LPC ADC LKI sI



0 1 0 0 0 0 6 0 0 0 0 ad <-- Hexadecimal
value for Station Index.

Start/Skip Wrd: 0x00000003

Start Feature, Term nate

Entry 1l: (handle 0x7£2cd495c3£8)
Label s Port VI an L3I f G oup
M 0000 0000 0000 0000
V: 0000 0000 0000 0000

M ffffffff 00000000 00000000 000003ff 00000000 00000100 00000000 000a0000
3f 000000

V: c0a80101 00000000 00000000 00000003 00000000 00000100 00000000 00080000
00000000

GREv4 Dst Src Key CSRDEFVRFF L3P GeP Msc RCPSVCl d
M ffffffff 00000000 00000000 O 0 0 O O 000 a 00 0000 OO 3f
V: c0a80101 00000000 00000000 O O O O O O OO0 8 00 0000 00 00
Action: 00000100 06000000 00000000 00000000 00000000 00000000 000000ada 00000000
00000000 00000000
RL2 RL3 ACF SPK CLPC LKV PRI STL LPC ADC LKI S

E
0

0 1 0 0 0 0 6 0 0 0 0 ad
Start/Skip Wrd: 0x00000000
No Start, Term nate

Entry 2: (handle 0x7f2cd46ef568)
Label s Port VI an L3I f G oup
M 0000 0000 0000 0000
V: 0000 0000 0000 0000

M ffffffff 00000000 00000000 000003ff 00000000 00000100 00000000 00020f f f
00000000

V: c0a80101 00000000 00000000 00000003 00000000 00000100 00000000 00000000
00000000

GREv4 Dst Src Key CSRDEFVRFF L3P GeP Msc RCPSVCl d
M ffffffff 00000000 00000000 O O O O O O OO0 2 0O 0000 OO0 00
V: c0a80101 00000000 00000000 O O O O O O OO0 O 0O 0000 00 00
Action: 00000100 06000000 00000000 00000000 00000000 00000000 000000ae 00000000
00000000 00000000
RL2 RL3 ACF SPK CLPC LKV PRI STL LPC ADC LKI S

0 1 0 0 0 0 6 0 0 0 0 ae <-- Hexadecimal
value for Station Index.

Start/Skip Wrd: 0x00000000

No Start, Term nate

C9500- ERSPAN#show platform hardware fed switch active fwd-asic resource asic 0 station-index
range Oxab Oxab

ASI CH#O:

Station Index (SI) [Oxad]

Rl = 0x14

DI = 0x505a <-- Destination Index
st ati onTabl eGenericLabel = 0

stationFdConstructionLabel = 0x7
| ookupSki pl dl ndex = 0x15
rcpServiceld = 0xd

dej aVuPr eCheckEn = 0

Replication Bitmap: LD



C9500- ERSPAN#show platform hardware fed switch active fwd-asic resource asic 0 station-index
range Oxae Oxae

Station Index (SI) [Oxae]

Rl = 0x16
DI = 0x5012 <-- Destination Index
stationTabl eGenericLabel = 0

stationFdConstructionLabel = 0x7
| ookupSki pl dl ndex = 0x15
rcpServiceld = 0

dej aVuPr eCheckEn = 0

Replication Bitmap: LD

C9500- ERSPAN#show platform hardware fed switch active fwd-asic resource asic 0 destination-index
range 0x505a 0x505a

Destination i ndex = 0x505a DI _RCP_PORT2

pmap = 0x00000000 0x00000000

cm = 0x0

rcp_pmap = 0x2

al _rsc_cm

CPU Map I ndex (CM) [0]

ctilLoO 0

ctilLol
ctilLo2 =
cpu\un0
cpu\unt
cpu\un® =
npul ndex =
stripSeg =
copySeg = 0

C9500- ERSPAN#show platform hardware fed switch active fwd-asic resource asic 0 destination-index
range 0x5012 0x5012

ASI CHO:

Destination Index (D) [0x5012]

port Map = 0x00000000 00000000

cml =0

rcpPortMap = 0x1l

1o
I 1n o o

|
O O O oo

CPU Map I ndex (CM) [0]
ctiLoO 0

ctilLol
ctiLo2
cpu\un0
cpu\unt
cpu\un® =
npul ndex =
stripSeg =
copySeg = 0

gpdslo ouopse IJigble sldclas)le sle 1JuoJs

1
o o

|
O O O oo

IOS XE pu Cisco

debug nonitor all
debug pl atf orm noni t or

|9 PIL'J'TJ @S

set platformsoftware trace forwardi ng- manager switch <> RO switch-span verbose



show pl atform software trace nmessage forwardi ng- manager switch <> RO

ILS p|g-fp

set platformsoftware trace forwardi ng-nmanager switch <> FO switch-span verbose
show platform software trace nmessage forwardi ng- manager switch <> FO

ibEpOM

set platformsoftware trace fed switch <> swspan verbose
set platformsoftware trace fed switch <> asic_spn verbose
set platformsoftware trace fed switch <> acl verbose (Useful when ip/ipve filter is

confi gur ed)
show pl atform software trace nessage fed switch <>

pedsple slo LoJé

< lbep lJo9us 9l wuwle - Cisco Systems
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