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pld 1. 9593 IPv4 TCAM

access-1list 101 permit ip any 10.1.1.0 0.0.0
access-1list 101 permit ip any 10.1.2.0 0.0.0
access-1list 101 permit ip any 10.1.3.0 0.0.0.255
access-1list 101 permit ip any 10.1.4.0 0.0.0
access-1list 101 permit ip any 10.1.5.0 0.0.0

be¢ldle TCAM|  L40OPs VCUs

luveodld |5 0 0




euld 2. IPv4 TCAM/L4OP/VCU

ip access-list extended TEST

permit tcp 192.168.1.0 0.0.0.255 any

Each range L40OPs
consume two VCUs

ne 3456

permit tcp 10.0.0.0 0.255.255.255 any |range 3000 3100 |
permit tcp 172.16.0.0 0.0.255.255 any range 4000 8000

permit tcp 192.168.2.0 0.0.0.255

<{froot>

ip access-Tist extended TEST
10 permit tcp 192.168.1.0 0.0.0.255 any

neq 3456

<-- 1 L40P, 1 VCU

20 permit tcp 10.0.0.0 0.255.255.255 any

range 3000 3100 <-- 1 L40P, 2 VCU

30 permit tcp 172.16.0.0 0.0.255.255 any

range 4000 8000 <-- 1 L40P, 2 VCU

40 permit tcp 192.168.2.0 0.0.0.255

gt 10000

any eq 20000 4—‘

Source and destination

—— L40Ps consume

separate VCUs

gt 10000
any
eq 20000 <-- 2 L4CP, 2 VCU
I>¢ldle TCAM L40Ps VCUs
lweodld |4 5 7
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Suvwde beldle IJoede -..9.5 IJ9uo9d (ACES) IUs IPV6 beldle TCAM pglod beld sles J IPv4.
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<#root>

ipv6 access-1ist Vv6TEST

sequence 10 deny ipv6 any 2001:DB8:C18::/48 fragments

sequence 20 deny 1ipv6 2001:DB8::/32 any

sequence 30 permit tcp host 2001:DB8:C19:2:1::F host 2001:DB8:C18:2:1::1

eq bgp <-- One L40CP & VCU

sequence 40 permit tcp host 2001:DB8:C19:2:1::F
eq bgp
host 2001:DB8:C18:2:1::1

<-- One L4CP & VCU

b¢ldle TCAM|  L40OPs VCUs
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<#root>
9500H(config)#
ip access-list extended TEST <-- Create a naned extended ACL

9500H(config-ext-nacl)#

permt ip host 10.1.1.1 any

9500H(config-ext-nacl)#

permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show access-lists TEST <-- Display the ACL configured

Extended IP access Tist TEST
10 permit ip host 10.1.1.1 any
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H(config)#

interface twentyFiveG gE 1/0/1 <-- Apply ACL to Layer 2 interface

9500H(config-if)#

ip access-group TEST in

9500H#

show runni ng-config interface twentyFiveG gE 1/0/1



Building configuration...
Current configuration : 63 bytes

!
interface TwentyFiveGigEl/0/1

i p access-group TEST in <-- Display the ACL applied to the interface

end

lJoz 8l pu PACL
luveb IF_ID IJp8e,u ldslzos.
<#root>

9500H#

show platformsoftware fed active ifminterfaces ethernet

Interface

IF_ID

Twent yFi veG gE1/ 0/ 1

0x00000008
READY

<-- IF_ID value for Twl/0/1

288 pU b pg)S preses IJIsle (CGID) o IF_ID.

<{froot>
9500H#

show pl atform software fed active acl interface 0x8 <-- |F_IDwith leading zeros onmtted

g g

#it##H### #it#HHH RS
#H#H##HH Printing Interface Infos H#H AR AR HHHRH AR
#it##H### #it#HHH RS

g g

INTERFACE:



Twent yFi veG gE1/ 0/ 1 <-- Confirms the interface nmatches the IF_ID

MAC 0000.0000.0000
i
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028

Interface Type: Port <-- Type: Port indicates Layer 2 interface

if-id: 0x0000000000000008 <-- IF_ID Ox8 is correct

Input IPv4: Policy Handle: 0x5b000093

Pol i cy Name: TEST <-- The named ACL bound to this interface
CGID 9 <-- Cass Goup ID for this entry
CGM Feature: [0] acl <-- Feature is ACL

Bind Order: 0

pedople Slises Iduzde S 1d9uosd (ACL) IJp 8,06 wpe,d CG.

<tfroot>

9500H#

show platform software fed active acl info acl-cgid 9 <-- The CGID associated to the ACL TEST

HARARARARARRRRRHR R R R R B R R R B R R F A A A AR

#AHRARAAAH HARARARARHRRHRHHHH
#AR#RAHH Printing CG Entries RERRRARBRBHHR AR HH
#AHRARAAAH HARARARARHRRHRHHHH

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

ACL CG (acl/9): TEST type: |Pv4 <-- feature ACL/ICGID 9: A nanme TEST : ACL type |Pv4

Total Ref count 1

1 Interface

<-- ACL is applied to one interface



region reg_id: 10
subregion subr_id: 0
GCE#:1

#flds: 2

14: N

matchall:N deny:N

<-- #flds:

2 =two fields in entry |

Result: 0x01010000

i pvd_src:

0x0a010101

val ue

mask = Oxffffffff

<-- src 0x0a010101 hex = 10.1.1.1 | nask Oxffffffff

i pv4_dst:

val ue

0x00000000, mask = 0x00000000

dst & nask = 0x00000000 = match any

GCE#:1 #fl1ds: 4

14:Y

matchall:N deny:N

<-- #flds:

Re

i pvd_src:

i pv4_dst:

4 = four fields in entry

sult:

val ue

val ue

0x01010000

0x0a010101, mask = Oxffffffff

0x0a010102, mask = Oxffffffff

<- -

<- -

| 4:N (no Layer 4 port nmatch)

exact host match

14:Y (ACE uses UDP port L4 match)

Exact match (host) 10.1.1.1

Exact match (host) 10.1.1.2



ip_prot: start = 17, end = 17 <-- protocol 17 is UDP

14 src: start = 1000, end = 1000 <-- matches eq 1000 (equal UDP port 1000)

ped9ple IJuoz 1UElLoo weg s CGl 9d3JY IJglzole IJos ouwaedse peyd CG.

<tfroot>

9500H#

show platform software fed active acl policy 9 <-- Use the CG ID val ue

HARARARARARRRRR R R R R R R R R R R R R R FAFAAA AR

#AHARAAAH HARARARARHRRHHHHHH#
#ARARAHH Printing Policy Infos RERBRARBRBHBRHHHH#
#AHRARAAAH HARARARARHRRHHHHHH

HARARARARARRRRRHR R R R R B R R R R R R A FA A AR

| NTERFACE: Twent yFi veG gE1/0/ 1

MAC 0000.0000.0000

BAHBHBHH R AR H R AR R HR AR R HRHH B AR HH B AR HH B AL R H R AR R HRHR R R RS2 H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028
Interface Type: Port

i f-id: 0x0000000000000008 <- -

Di rection: |nput

Protocol Type:|IPv4

Policy Intface Handle: 0x880000cl
Policy Handle: 0x5b000093

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

HRRHH RS HRRHHHHRRBHHARRRHH
#Ht#H R PoTlicy information e
HRRHH RS HRRHHHHRRBHHARRRHH
HRBHHHRBRBHRHARRBH R AR R RRRRRRHRRRBH R AR R HRRRBHR R AR HH
Policy handle : 0x5b000093

Pol i cy name . TEST

<-- Interface with ACL applied

The Interface | F_ID 0x8

<-- AC is applied in the ingress direction

<-- Type is |Pv4d

<-- ACL Nanme TEST

<-- CGIDfor this ACL entry



Protocol : [3] IpPv4

Feature . [1] AAL_FEATURE_PACL <-- ASIC feature is PACL

Number of ACLs Ha

g
## Complete policy ACL information
g

Ac1l number 01
Acl handle : 0x320000d2
Acl flags : 0x00000001

Nunber of ACEs
3

<-- 3 ACEs: two explicit and the inplicit deny entry

Ace handle [1] : 0xb700010a
Ace handle [2] : 0x5800010b

Interface(s):

Twent yFi veG gE1/ 0/ 1 <-- The interface ACL is applied

HARARARARARBRRR IR R R R R R H R R AR HFFFAAA AR

#A#H B BAHBHBHH R AR H R A1 H
#HHH##E  Policy instance information ########HHHHHHHY
#A#H B HAHBHBHH R AR H RS 1 H
BAHBHBHHR AR HR AR R AR HHRHR R B AR R B AR RH R AL R H R AL R HRRR RSS2 H
Policy intf handle : 0x880000c1

Policy handle : 0x5b000093

ID 9

Protocol : [3] IPV4

Feature : [1] AAL_FEATURE_PACL

Direction : [1] Ingress

Number of ACLs 1

Number of VMRs D3

oldss g0J PACL.

) odlzbbé: guspl g show ip accesslists privileged EXEC 1oy JI sped £33 IJoblodle 1Jps 900
IJeie IJos sop ldopde B 1Jsuo9d sl B 1Jzols. Iuvegse loy EXEC show platform
software 1J3s wp wgdswo JJpzyd {switch_num|active|standby}$lispo oz e Os
Idsuo9d s esbsle Iizess slo IUlpeshile JJeuesd eds weu lewolissle $olse ldopde
B 1J9u09d 1Jgluos Lldizess IUluwlumss JJzie 1Jp29ds sldeszos.

<tfroot>



### Ping originated from nei ghbor device with source 10.1.1.1 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.1 <--- Ping source is pernmtted and f

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ms <-- 100% pi ng success

### Ping originated from nei ghbor device with source 10.1.1.3 ###
C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.3 <-- Ping source is denied (inplicit

Success rate is 0 percent (0/5) <-- 0% pi ng success

### Confirm PACL drop ###
9500H#

show access-|ists TEST

Extended IP access 1list TEST

10 permit ip host 10.1.1.1 any <-- Counters in this comrand do not
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show pl atform software fed active acl counters hardware | i PACL Drop

I ngress | Pv4 PACL Drop (0x77000005) : 11 franes <-- Hardware | evel conmand displ ays
Ingress IPv6 PACL Drop (0x12000012): 0 frames

<...snip...>

lIJovsoubss 2. PACL ($lised IUopde B 1dsuo9d J Mac)



Swp UESSU W9l IJogde WS 1yuoed 1Ugluos wldpeowds (PACL) [Js slzes IUbe o 2.

o> 1Jlolo: 1dpulds lg svwJdle VLAN

* 1Jpy938: 9lzos IUbw 96 2
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» logle B9lise IJopdp B 1sue9d (ACL) IJpsgsps: Bolse IJopde B IUsuesd [Js MAC
939ksp IJozdp B 19,09 1S IP (Bsluwss 19 p9wes)

edsse PACL Uluwedsle Blisps Idopde B 1 osd 1Js MAC

<tfroot>
9500H#

show run | sec mac access-1li st

mac access-1ist extended

MAC- TEST <-- MAC ACL naned MAC- TEST
permt host 0001. aaaa.aaaa any <-- permt host MAC to any dest MAC
9500H#

show access-1|ists MAC- TEST
Extended MAC access 1ist MAC-TEST
permit host 0001.aaaa.aaaa any

9500H#

show runni ng-config interface twentyFi veG gE 1/0/1

Building configuration...
interface TwentyFiveGigEl/0/1

switchport access vlan 10
switchport mode access

mac access-group MAC-TEST in <-- Applied MACL to layer 2 interface

lJoz 8l oo PACL

luwesls IF_ID 1Jedeno oldslzos.

<tfroot>

9500H#



show platformsoftware fed active ifminterfaces ethernet

Interface

IF_ID

Twent yFi veG gE1/ 0/ 1

0x00000008
READY

<-- IF_ID value for Twl/0/1

288 pU b pg)S preses IJIsle (CGID) o IF_ID.

<#froot>
9500H#

show platformsoftware fed active acl interface 0x8

g g

#it#### R #it#HH TR
#H#H##HH Printing Interface Infos H#H AR AR HHRH AR
#it#### R #it#HH TR

g

| NTERFACE: Twent yFi veG gE1/0/ 1

MAC 0000.0000.0000
i
intfinfo: 0x7f489404e408
Interface handle: 0x7e000028

Interface Type: Port

if-id: 0x0000000000000008

Input MAC: Policy Handle: 0xde000098

<- -

<--

<--

IF_IDwith | eading zeros onitted

<-- Confirms the interface matches the |

Type: Port indicates Layer 2 interface

IF_ID Ox8 is correct

Policy Nane: MAC TEST <-- The named ACL bound to this interface

CGID 20 <-- Class Goup IDfor this entry



CGM Feature: [0] acl <-- Feature is ACL

Bind Order: 0

pedople Slisps ldopde SO 1J9uosd (ACL) IUpde,us wpeyd CG.

<{froot>

9500H#

show platform software fed active acl info acl-cgid 20 <-- The CG ID associated to the AC MAC TEST

g

HA#HH##HH HAHARRRAHAHH R R
HA####RE Printing CG Entries HHARBHBHHAHHHRRAAA
HA#HH##HH HAHARRRAHAHH R R

g g

ACL CG (acl/20): MAC- TEST type: MAC <-- feature ACL/CG ID 20: ACL name MAC- TES

Total Ref count 1

1 Interface <-- Applied to one interface

region reg_id: 3
subregion subr_id: 0
GCE#:1 #fl1ds: 2 14:N matchall:N deny:N
Result: 0x01010000

mac_dest: val ue = 0x00, mask = 0x00 <-- Mac dest: hex 0x00 mask 0x00 is "any destinat

mac_src: val ue = Oxlaaaaaaaa

mask = Oxffffffffffff

<-- Mac source: Oxlaaaaaaaa | hex with |l eading zeros onmitted (0001l. aaaa. aaaa) & mask Oxffffffffffff is |

ped9ple IJuoz 1UElLoo weg e CGl 9d3JY IJglzole IJos wouwegse peyd CG.

<{froot>



9500H#

show pl atform software fed active acl policy 20 <--

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

#ARARAAAH HARARARRRRRRHH R R A
#ERRRAHH Printing Policy Infos HAFHHHAAHAAAA AR
#ARARAAAH HARARARRRRRRHH R R A

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

| NTERFACE: Twent yFi veG gE1/ 0/ 1

MAC 0000.0000.0000

BAHBHBHHR AR HR AR R AR AR R AR R B AR R B AR RH R AL R H R AL R R R AR R RSS2 H
intfinfo: 0x7f8cfc02de98
Interface handle: 0x7e000028
Interface Type: Port

i f-id: 0x0000000000000008

Direction: |nput

Prot ocol Type: MAC

Policy Intface Handle: 0x30000c6
Policy Handle: 0xde000098

HARARARARARBRHRRR R R R R R H R R R R R FFFF A A AR

#AHRARAAAH HARARARARHRRHHHHHH
#ARARAHH Policy information HAFHHHAAHAAAAR AR
#AHRARAAAH HARARARARHRRHH R HH

HARARARARARBRBR IR R R R R R R R R R R R R FFF A A AR

Policy handle : 0xde000098

Pol i cy nane MAC- TEST

1D 20

Protocol [1] MAC

Feat ure [1] AAL_FEATURE_PACL

Number of ACLs

g
## Complete policy ACL information
g
Acl number : 1

Acl handle : 0xd60000dc
Acl flags : 0x00000001

Nunber of ACEs : 2

Use the CG I D val ue

<-- Interface with ACL applied

The Interface | F_ID 0x8

<-- AC is applied in the ingress direction

<-- Type is MAC

<-- ACL nane is MAC- TEST

<-- CGIDfor this ACL entry

<-- ASIC Feature is PACL

<-- 2 ACEs: one permt, and one inplicit deny



Ace handle [1] : 0x38000120
Ace handle [2] : 0x31000121

Interface(s):

Twent yFi veG@ gE1/ 0/ 1 <-- Interface the ACL is applied

HARARARARARBRHRRR R R R R R H R HHH R FFFAAA AR

#A# B HAHBHBHH R AR H RS 1 H
Y Policy instance information ########HHHHHHHHY
#A# B HAHBHBHH R AR H RS 1 H
BAHBHBHHR AR HR AR R AR AR R AR R B AR R B AR RH R AL R H R AL R R R AR R RSS2 H
Policy intf handle : 0x030000c6

Policy handle : 0xde000098

ID : 20

Protocol : [1] MAC

Feature : [1] AAL_FEATURE_PACL

Direction : [1] Ingress

Number of ACLs 1

Number of VMRs D3

oldss goJ PACL:

* suwpe MAC Wb Leuslu Idpeuos) 0001.aaa.aaa.
o 90l Jiw 030 Blisps wpde B 1J9,09J (MAC). sop luudlb 2506 ARP s, IUgluos o IP.
ppl s9s 1Us Wund ool Idleold.

<#root>

### Ping originated from nei ghbor device w th Source MAC 0000. 0000. 0002 ###
C9300#

ping 10.1.1.2 source vlan 10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 0 percent (0/5)

C9300#

show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.2 0

I nconpl ete



ARPA
<-- ARP is unable to conplete on Source device
### Monitor capture configured on Tw 1/0/1 ingress ###

9500H#

nonitor capture 1 interface TwentyFiveG gE 1/0/1 in match any

9500H#

show nonitor cap
Status Information for Capture 1

Target Type:

Interface: TwentyFiveG gE1/0/1, Direction: IN

9500H#sh nonitor capture 1 buffer brief | inc ARP

5 4.767385 00:00:00:00:00:02 bAFAR

ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.2? Tell 10.1.1.1

8 8.767085 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27? Tell 10.1.1.1
11 10.767452 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1
13 12.768125 00:00:00:00:00:02 bAFAR ff:ff:ff:ff:ff:ff ARP 60 Who has 10.1.1.27 Tell 10.1.1.1

<-- 9300 (10.1.1.1) sends ARP request, but since there is no reply 4 nore ARP requests are sent

9500H#

show platform software fed active acl counters hardware | inc MAC PACL Drop

I ngress MAC PACL Drop (0x73000021): 937 frames <-- Confirmed that ARP reqt
Egress MAC PACL Drop (0x0200004c): 0 frames

<...snip...>

IJuwsolss 3. RACL

Sp SESSO Blises IJcede B 19uo9d JJluvaduld (RACL) slzos 1bw 36 3 pid 1slzos
SVI s 1Jp9z06.

o 239 IJiplo: pvodle B)esé peoJuds

o 1oy 808: 9206 1Jbo§é 3

* leglo: eogd 9 etz

* lusle Bolisp IJozde B 1dsuesd (ACL) IJesgsps: $okse Idozde B 1Uguosd I IP
(Bsluwsd 19 pauwed)

wdosu RACL



<#root>
9500H(config)#

ip access-list extended TEST <-- Create a naned extended ACL

9500H(config-ext-nacl)#

permt ip host 10.1.1.1 any

9500H(config-ext-nacl)#

permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#

show access-lists TEST <-- Display the ACL configured

Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any
20 permit udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H(config)#

interface Vlan 10 <-- Apply ACL to Layer 3 SVI interface
9500H(config-if)#

ip access-group TEST in

9500H#

show runni ng-config interface MVl an 10

Building configuration...

Current configuration : 84 bytes
|

interface V1anlO

i p access-group TEST in <-- Display the ACL applied to the interface

end

IUczdd po RACL

lowesls IF_ID 1Jedens wldslzos.

<tfroot>

9500H#



show platform software fed active ifmmappings |13if-le <-- Retrieve the IF_ID for a Layer 3 SVI type pc

Mappings Table

L3IF_LE Interface IF_ID Type
0x00007f8d04983958
VI an10
0x00000026
SVI_L3_LE
<-- IF_IDvalue for SVI 10
288 pU b pg)S preses IJIsle (CGID) o IF_ID.
<#root>
9500H#
show platform software fed active acl interface 0x26 <-- IF_ID for SVI VMlan 10 with | eading zeros omtt

g g

#it#### R #it#HH RS R R
#H#H##HH Printing Interface Infos H#H AR AR HHRH AR
#it#### R #it#HH TR

g g

I NTERFACE: VI anl0

MAC 0000.0000.0000
i i
intfinfo: 0x7f8cfc02de98
Interface handle: 0x6e000047

<-- Confirms the interface matches the I F_II

Interface Type: L3 <-- Type: L3 indicates Layer 3 type interface

if-id: 0x0000000000000026 <-- |F_ID 0x26 is correct
Input IPv4: Policy Handle: 0x2e000095
Pol i cy Name: TEST <-- The named ACL bound to this interface
CGID 9 <-- Class Goup IDfor this entry



CGM Feature: [0] acl <-- Feature is ACL

Bind Order: 0

pedople Slisps Idopde s 1J9uosd (ACL) IUpde,us wpeyd CG.

<{froot>
9500H#

show platform software fed active acl info acl-cgid 9 <-- The CG ID associated to the ACL TEST

g

HA#HH##HH HAHARRRAHAHH R R
HA####RE Printing CG Entries HHARBHBHHAHHHRRAAA
HA#HH##HH HAHARRRAHAHH R R

g g

ACL CG (acl/9): TEST type: |Pv4

<-- feature ACL/CG ID 9: AC nane TEST : AC type |Pv4

Total Ref count 2

2 Interface <-- Interface count is 2. Applied to SVI 10 and as PACL to Twil/ 0/

region reg_id: 10
subregion subr_id: 0
GCE#:1

#flds: 2

14: N
matchall:N deny:N

<-- #flds: 2 =tw fields in entry | 14:N (no Layer 4 port natch)

Result: 0x01010000

i pv4_src: val ue

0x0a010101

mask = Oxffffffff



<-- src 0x0a010101 hex = 10.1.1.1 | mask Oxffffffff =

i pv4_dst: val ue

0x00000000, mask = 0x00000000

dst & mask = 0x00000000 = natch any
GCE#:1 #flds: 4

14:Y

matchall:N deny:N

|1 4:

<-- #flds: 4 = four fields in entry

Result: 0x01010000

i pv4d_src: value = 0x0a010101, mask = Oxffffffff <--
i pv4d_dst: val ue = 0x0a010102, mask = Oxffffffff <--
ip_prot: start = 17, end = 17 <--
4 _src: start = 1000, end = 1000 <--

exact

Y (ACE uses UDP port

host natch

L4 mat ch)

Exact match (host) 10.1.1.1

Exact match (host) 10.1.1.2
17 is UDP

protoco

mat ches eq 1000 (equal UDP port

ped9ple IJuoz 1UElLoo wegyd CGl 9d3JY IJglzole IUos ouwaedse peyd CG.

<tfroot>
9500H#
<- -

show platform software fed active acl policy 9

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

#AH#ARAAAH HARARARARHRRHRHHHH
#AR#RAHH Printing Policy Infos RERRRARBRBHHR AR HH
#AH#ARAAAH HARARARARHRRHRHHHH

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

I NTERFACE: VI anl0

MAC 0000.0000.0000
HARARARARARRRRRHR R R R R R R R R R R A FAAA AR

Use the CG I D Val ue

<-- Interface with ACL applied

1000)



intfinfo: 0x7f8cfc02de98
Interface handle: 0x6e000047
Interface Type: L3

if-id: 0x0000000000000026 <-- Interface |IF_ID 0x26
Direction: |nput <-- ACL applied in the ingress direction
Protocol Type:|Pv4 <-- Type is IPv4d

Policy Intface Handle: 0x1c0000c2
Policy Handle: 0x2e000095

HARARARARRRBRHRRR R R R R R R R R R R FFFAAA AR

T T 33

#H##H#H#HHH PoTlicy information #H###H AR RS RR

T T 33
e g g g g g g

Policy handle : 0x2e000095

Pol i cy nane . TEST <-- ACL nanme TEST
1D 9

<-- CGIDfor this ACL entry

Protocol : [3] IPV4
Feature . [27] AAL_FEATURE_RACL <-- ASIC feature is RACL
Number of ACLs 1

g
## Complete policy ACL information
g

Ac1 number 1

Acl handle : 0x7c0000d4

Acl flags : 0x00000001

Nurmber of ACEs . 5 <-- 5 Aces: 2 explicit, 1 inplicit deny, 2 ?7?°

Ace handle [1] : 0x0600010f
Ace handle [2] : 0x8e000110
Ace handle [3] : 0x3b000111
Ace handle [4] : Oxeb000112
Ace handle [5] : 0x79000113

Interface(s):



VI an10 <-- The interface the ACL is applied

g

Ht#### RS HAHHRBRAHH AR RS
#H#H#H##E  Policy instance information #######HHHHHHHH
Ht#### RS HAHHRBRAHH AR RS
HAHH R BB HHAAAH BB BRHAAA BRI AR R AR R AR
PoTlicy intf handle : 0x1c0000c2

Policy handle : 0x2e000095

ID : 9

Protocol : [3] IPv4

Feature : [27] AAL_FEATURE_RACL

Direction : [1] Ingress

Number of ACLs i1

Number of VMRs I ettt e

oldss Iu RACL g pd.

% pdlelbs: guspl wogd show ip accessHists privileged EXEC Uip_)‘ Jdlspeod e ldoblogle lJeg 900
IJeie Idos sop ldoede WS 1U9uo9d IUsel W 1dzolj. iuu.:,'a)p show platform software
fed switch{switch_num|active|standby}izo;é gsble Blispes IJoede B IUsuo9die, EXEC 3
Ileosble Jdeuesd eds weue leuolssle Blises IJopde S 1dauesd (ACL) 1l os
olJizoj6 IUlgul puss JJzse 1Jpe9ds 9lJe9z06.

<ffroot>

### Ping originated from nei ghbor device with source 10.1.1.1 ###

C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.1 <--- Ping source is pernmtted and f

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms <-- 100% pi ng success

### Ping originated from nei ghbor device with source 10.1.1.3 ###
C9300#

ping 10.1.1.2 source g 1/0/1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Packet sent with a source address of 10.1.1.3 <-- Ping source is denied (inmplicit



Success rate is 0 percent (0/5) <-- 0% pi ng success

### Confirm RACL drop ###
9500H#

show access-1lists TEST

Extended IP access 1list TEST

10 permt ip host 10.1.1.1 any <-- Counters in this comand do not
20 permt udp host 10.1.1.1 eq 1000 host 10.1.1.2

9500H#
show platform software fed active acl counters hardware | i RACL Drop
I ngress | Pv4 RACL Drop (0xed000007) : 100 franes <-- Hardware |evel command di spl ay

<...snip...>

IJuwsolysy 4. VACL
esuw VLANSs |Js bo9é 2 VLAN.

e 295 IJlele: slgd LvwJs VLAN g g ol

¢ 1Upy @ &y5bs VLAN/VLAN

Ihﬂcgajo:LJbtghjghjélga'gégsig,gltb

. ioglg 89lise Iepdp B 1J9uo9d (ACL) 1Jpse906: $9lispe IJoede B 1J9uosd IJs MAC
938slisp IJeede B 1Usuosd 1S IP (Bsluvss 19 psuwes)

odgsy VACL

<tfroot>

ip access-list extended TEST

10 permit ip host 10.1.1.1 any
20 permit ip any host 10.1.1.1

ip access-list extended ELSE
10 permit ip any any

vl an access-map VACL 10



match ip address TEST
action forward

vl an access-map VACL 20

match ip address ELSE
action drop

vian filter VACL vlan-list 10

9500H#

sh vl an access-map VACL

Vlan access-map "VACL" 10
Match clauses:
ip address: TEST

Acti on:

f orwar d

Vlan access-map "VACL" 20
Match clauses:
ip address: ELSE

Acti on:

dr op

9500H#

sh vlan filter access-map VACL

VLAN Map VACL 1is filtering VLANs:

10

IJeedd e VACL

luwesls IF_ID 1Jedeno oldslzos.

<tfroot>

9500H#

show platform software fed active ifminterfaces vlan



Interface

IFID

VI an10 0x00420010

READY

288 pU b pg)S preses IJIsle (CGID) o IF_ID.

<{froot>
9500H#

show platform software fed active acl interface 0x420010

g g

#it#### R #it#HH RS R R
#H#H##HH Printing Interface Infos H#H AR AR HHRH AR
#it#### R #it#HH RS R R

g g

I NTERFACE: VI anl0

MAC 0000.0000.0000
i
intfinfo: 0x7fc8cc7c7f48
Interface handle: 0xf1000024
Interface Type: Vlan
if-id: 0x0000000000420010

I nput | Pv4:

Policy Handle: 0xd10000a3

<-- VACL has both Ingress and Egress actions

Pol i cy Name: VACL <--

<- -

IF_ID for the Vlan

<-- Can be L2 only,

Nane of the VACL used

CG ID: 530 <-- Cass Goup ID for entry

CGM Feature: [35] acl-grp

Bind Order: 0

<- -

Feature is ACL group,

with no vlan interfze

versus Ad



Qut put | Pvé4:

Policy Handle: 0xc80000a4

<-- VACL has both Ingress and Egress actions

Policy Name: VACL
CG 1ID: 530
CGM Feature: [35] acl-grp
Bind Order: 0

pedople Blisps IJopdp Bs IU9uosd (ACL) IJp 8,08 wee,d pzeses CG.

ould $9lisp IJozde Os 1J9uo9d (ACL) puucrpd Bs pusluws Slses Idozde Vs 1Usuosd
lJs v o VACL |qu.uro|6 Qgéuuoh pPTPEO ds PTPRIEO L§|{5ro(3 |Joadro t.9g5 lJ9_o9d o030

<ffroot>

9500H#

show platform software fed active acl info acl-grp-cgid 530 <-- use the group-id command versus gc ID

HARARARARARBRRRR R R R A H A A A A A AR

###HHHRTY HEBUHH AR RHA SRS
#it#####H Printing CG Entries
###HHHRTY HEBUHH AR RHA SRS

HARARARARARBRR BRI BB AH A A A A A AR

ACL CG (acl-grp/530): VACL type: |Pv4

Total Ref count 2

region reg_id: 12
subregion subr_id: 0
GCE#:10 #flds: 2 T4:N matchall:N deny:N
Result: 0x06000000

i pv4_src: value = 0x0a010101, mask Oxffffffff

i pv4_dst: val ue = 0x00000000, mask

0x00000000

GCE#:20 #flds: 2 T4:N matchall:N deny:N
Result: 0x06000000

i pv4d_src: value = 0x00000000, mask = 0x00000000

HAHHHHAHHARAR AR

<-- feature acl/group ID 530: nane V/

<-- Ingress and egress ACL direction

<-- permt fromhost 10.1.1.1 (see PACL exanpl

<-- to any other host

<-- permt fromany host



i pv4_dst: val ue = 0x0a010101, mask = Oxffffffff <-- to host 10.1.1.1

GCE#:10 #flds: 2 T4:N matchall:N deny:N
Result: 0x05000000

i pv4_src: value = 0x00000000, mask = 0x00000000 <-- This is the ACL naned 'ELSE' which is per

i pv4_dst: val ue = 0x00000000, mask = 0x00000000 <-- with VACL, the logic used was "per

ped9ple IJuoz 1UElLoo weg )y CGl 9d3JY IJglzole IJos ouwaedse peyd CG.

<tfroot>

9500H#

show platform software fed active acl policy 530 <-- use the acl-grp ID

HARARARARARRRRRHR R R R R B R R R R R R A FA A AR

#AHRARAAAH HARARARARHRRHHHHHH
#ARARAHH Printing Policy Infos RERBRARBRBHBRHHHH#
#AHRARAAAH HARARARARHRRHHHHHH

HARARARARARRRRRHR R R R R B R R R R R R A FA A AR

INTERFACE: VlanlO

MAC 0000.0000.0000

BAHBHBHH R AR H R AR R HR AR R HRHH B AR HH B AR HH B AL R H R AR R HRHR R R RS2 H
intfinfo: 0x7fal5802a5d8
Interface handle: 0xf1000024

Interface Type: Vlan <-- Interface type is the Vlan, not a specific ir
if-id: 0x0000000000420010 <-- the Vlan IF_ID matches Vlan 10
Di rection: |nput <-- VACL in the input direction

Protocol Type:IPv4
Policy Intface Handle: 0x44000001
Policy Handle: 0x29000090

HARARARARARRRRR R R R R R R R R R R R R FAFA AR

#AH#ARAAAH HARARARARHRRHRHHHH
#AR#RAHH Policy information RERRRARBRBHHR AR HH
#AH#ARAAAH HARARARARHRRHRHHHH
HARARARARARRRRRHR R R R R R R R R R R F A A A A AR
Policy handle : 0x29000090

Pol i cy nanme : VACL <-- the VACL policy is naned ' VACL'



ID : 530

Protocol : [3] IPv4
Feat ure : [23] AAL_FEATURE_VACL
Nunber of ACLs 2

g
## Complete policy ACL information
g
Acl number : 1

Acl handle : 0xa6000090

Acl flags : 0x00000001

Number of ACEs : 4
Ace handle [1] : 0x87000107
Ace handle [2] : 0x30000108
Ace handle [3] : 0x73000109
Ace handle [4] : 0xb700010a

Ac1l number : 2

Ac1l handle : 0x0f000091
Acl flags : 0x00000001
Number of ACEs : 1
Ace handle [1] : 0x5800010b

Interface(s):

V1anl0
HHARHHHHHHBHBHRHHH AR AR AR HRH R AR AR AR HRH R R R AR AR H R HH AR AR A
##H#HH## A HH##HHHHBHBHRHH SR
#HHH##E  Policy instance information ########HHHHHHHY
##H#HH## A HH##HHHHBHBHRHHH AR
HHARHHHHHHBHBHRHHH AR HRHRHRHHH AR HR AR HRH A HR AR AR H R HH AR AR
Policy intf handle : 0x44000001
Policy handle : 0x29000090
1D . 530
Protocol : [3] IPv4
Feature : [23] AAL_FEATURE_VACL
Direction : [1] Ingress
Number of ACLs : 2
Number of VMRs P4 -

Direction: Output

Protocol Type:IPv4
Policy Intface Handle: 0xac000002
Policy Handle: 0x31000091

HARARARARARBRHR IR R R R R R R R B R R R FFF A A A AR

#ARARAAAH HARARARARRRRHHBHHH
#ARARAHH Policy information HAFHHAHHAHAAAAR AR
#ARARAAAH HARARARARRRRHHHHHH

g
Policy handle : 0x31000091

<- -

<- -

<- -

<- -

ASIC feature is VACL

2 ACL used in the VACL

530 is the acl group ID

I ngress VACL direction

"TEST & ELSE"



PoTlicy name : VACL

ID : 530

Protocol : [3] 1IPV4

Feature : [23] AAL_FEATURE_VACL
Number of ACLs 12

g
## Complete policy ACL information
g

Ac1l number 01
Acl handle : 0xe0000092
Acl flags : 0x00000001

Number of ACEs : 4
Ace handle [1] : 0xf500010c
Ace handle [2] : 0xd800010d
Ace handle [3] : 0x4c00010e
Ace handle [4] : 0x0600010f

Ac1l number 12
Acl handle : 0x14000093
Acl flags : 0x00000001

Number of ACEs : 1
Ace handle [1] : 0x8e000110

Interface(s):
V1anl0
HHARHHHHBHBHBHRHHH AR AR AR HRH R AR AR AR HRH AR R AR AR HRHHH AR AR A
##H#HHH# AR HH##HHHHBHBHRHH SR
#HHH##E  Policy instance information ########HHHHHHHY
##H#HH## A HH##HHHHBHBHRHH SR
HHARHHHHBHBHBHRHHH AR AR AR HRH R R R AR AR HRH ARG AR AR H R R R AR AR A
Policy intf handle : 0xac000002
Policy handle : 0x31000091
1D : 530 <-- 530 is the acl group ID
Protocol : [3] IPv4
Feature : [23] AAL_FEATURE_VACL
Direction : [2] Egress <-- Egress VACL direction
Number of ACLs : 2
Number of VMRs P4 -

oldss Io VACL sg pJ.

o luwedunlsd IUigble ol odizel 09 oduw Idumwsubss 1J¢lue wlduwle PACL 9 RACL Slze
030 IS wle JJeuosd eds wdluosd 29d ltooh IUleuold.

* wp b ool IUlouold po 10.1.1.3 [Us 10.1.1.2 Lol ulbs Gusluws Slisps Idoede B
lJse9d (ACL) IJpbbo96.

© 2283 pu e luwdlb IJuble IJigslws.

<tfroot>



9500H#

show platform software fed active acl counters hardware | inc VACL Drop

I ngress | Pv4 VACL Drop
(0x23000006) :

1011 frames <-- Hardware | evel conmmand di spl ays drops agai nst VACL

.snip...>

IJuwsolss 5. lspes IJogde Os Idyuesd IUeluos wldezesgs/ldepsd (DACL)

Sop Sbusd @lse IJozde B 1Usuesd (ACL) 1J¢luos wldpzesedJepsd wuidd

dSulpsIs £JS pgp9gd puvEd oSy |3 epsd luwoubl [Js 09swop. 95w pes 03l Iaslul Lsuol
DACL.

229> lplu: IJgesd (puwess slzos IJgpsd)

lJpy99: JJ 9lz06 jw9u

IJlegle: pogd Wb

- lusle Blise IJeedp B 1d909d (ACL) IJpsg9ps: $lise Ideedp B 1J9u09d [Js MAC
9@9kse IJopde B 1J9u29d (ACL) [Js IP (Bsluwss 19 p9umes)

wdgsu GACL

<#root>
Cat9400#
show run interface gigabitEthernet 2/0/1

Building configuration...

Current configuration : 419 bytes
!

interface GigabitEthernet2/0/1
switchport access vlan 10
switchport mode access
switchport voice vlan 5

ip access-group ACL-ALLOWIin <-- This is the pre-authenticated ACL (deny ip any any)

authentication periodic

authentication timer reauthenticate server
access-session control-direction in
access-session port-control auto

no snmp trap link-status

mab

dotlx pae authenticator

spanning-tree portfast



service-policy type control subscriber ISE G2/0/1

end

Cat9400#
show access-session interface gigabitEthernet 2/0/1 details

Interface: GigabitEthernet2/0/1

I1F-1D: 0x1765EB2C <-- The IF_ID used in this exanple is dynanic

MAC Address: 000a. aaaa. aaaa <-- The client MAC

IPv6 Address: Unknown
IPv4 Address: 10.10.10.10
User-Name: 00-0A-AA-AA-AA-AA

Status: Authorized <-- Authorized client

Domain: VOICE
Oper host mode: multi-auth
Oper control dir: in
Session timeout: 300s (server), Remaining: 182s
Timeout action: Reauthenticate
Common Session ID: 27B17A0A000003F499620261
Acct Session ID: 0x000003e7
Handle: 0x590003ea
Current Policy: ISE_Gi2/0/1

Server Policies:
ACS ACL:
XACSACLX- | P- MAB- FULL- ACCESS- 59f b6ebe

<-- The ACL pushed from | SE server

Method status Tist:

Method State

dotlx Stopped
mab Aut hc Success <-- Authenticated via MAB (Mac aut hent
Cat9400#

show i p access-lists xACSACLXx- | P- MAB- FULL- ACCESS- 59f h6e5e

Extended IP access Tist XACSACLx-IP-MAB-FULL-ACCESS-GOOD-59fb6e5e

1 permt ip any any <-- | SE pushed a pernit ip any ar

lJozdl o GACL



p&rd CG JJpzesesd IJpyowb wpg)Silf.

<#root>
Cat9400#
show platform software fed active acl interface 0x1765EB2C <-- The IF_ID fromthe acces:

e g g g

#H###HHH#H H#R#H AR AR R H AR BB
HHARH#HH Printing Interface Infos RH#HHHBHBHHH AR AR HH
#H###HHH#H H#R#H AR AR B H AR BB

e g g g

INTERFACE: Client MAC
000a. aaaa. aaaa

<-- Cient MAC matches the access-session out put

MAC

000a. aaaa. aaaa

HBHHHBRHH BB BHUBBHHBBBRH BB BHBRBHHRBRHH BB AR BB BH BB BHHRBHHSBH
intfinfo: 0x7f104820cae8
Interface handle: 0x5a000110

Interface Type: Goup <-- This is a group ident
Il'F 1D 0x1765eb2c
Input IPv4: Policy Handle: 0x9d00011le

Pol i cy Name: ACL- ALLOW XACSACLX- | P- MAB- FULL- ACCESS- 59f b6e5e

<-- DACL nane matches

CG ID: 127760 <-- The ACL group ID
CCM Feature: [35]
acl-grp

Bind Order: 0

pedople $lises IJozde S 1dsuod (ACL) Idpde,us wpgrd GC IUEILo wldpzeses.

<{froot>

Cat9400#

show platform software fed active acl info acl-grp-cgid 127760 <-- the CGID



HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

#ARARAAAH HARARARRRRRRHH R R A
#ERRRAHH Printing CG Entries HAFHHHAAHAAAA AR
#ARARAAAH HARARARRRRRRHH R R A

HARARARARARBRHR IR B R R R B R R R R R R R F A A AR

ACL CG (

acl -grp/ 127760

):

ACL- ALLOW xACSACLXx- | P- MAB- FULL- ACCESS- 59f b6e5e
: type: IPv4

<-- Goup ID & ACL nanme are correct

Total Ref count 1

region reg_id: 1
subregion subr_id: 0
GCE#:1 #flds: 2 T4:N matchall:N deny:N
Result: 0x04000000

i pv4_src: value = 0x00000000, nmask = 0x00000000
i pv4_dst: val ue = 0x00000000, mask = 0x00000000

GCE#:10 #flds: 2 T4:N matchall:N deny:N
Result: 0x04000000
ipv4_src: value = 0x00000000, mask = 0x00000000
ipv4_dst: value 0x00000000, mask 0x00000000

IJuvsoubess 6. ouvesd Blises IJozdp O IUsuosd (ACL)

sedu o 8998, woulee 1Jzols Luwlisd syslog 29J 1Jzie IJeuwese wol Is 1Jer3908 wsluulos
Ilispo 9,09 IP IU3sluwss. couwow s 2jpo wblod $lises IJozde Wb 19 o9d (ACL) W

<--

Permts

buwld ouwlds yued pedsple 29d Ieies IJs 9226 IJoede. sop ldozde Bs puvess Idyuslsd

IJos op cuvesdol 1Js 9228 Idozdp woluwbésess cedp Idouwzsdidle) Ioede s Huvlsd

syslog.

* ouwlisd pwed Slises Ideede S 1Usuasd € 28908 JSglise IJozde S ldsuesd (ACL)
IJpuwegses Jlghs wozso Idpuwh IUgduus Jdoo IJizlbs (URPF). 909 p3890 Bélb J

RACL.

© wwed Slses Idoede Vs 1dsuosd B logle Ipiz €8 2890 Jdtie IJos Sop lugbliol

PU puwe9s IJoede wldzol;.

« sop ldogzse B IUizo6 9ouwesd 1Usgsd 1Js IJwsulez J3Jd 1l oblug £33 Jus) po

IJze p& ACE IJouosse 19 18 uo 1Uss szess eds Ips Iuwluuss loge OJo sdsu

lJenolez 8l eds pbloys pesd peldze IJzoli 9dl spdu wuwesd zese 1Uzie.



* Couww Ugies Iisds Idos cuvgd $lises Idozde Bs 1d9uesd Bs bog, Huwlds yved
puluiné 9swp wepse Ieip IJoldss eds Woluod powol 556lisd Bud v wbo, Iy swp
wywesdol. wouew Huwlds Iduwed L8e Blises Isuegd: ol 151 JIu &> we lduwele JJzied
s ;B ool sg 0ty IP Jdpussy JJeips: 9823 1deie eu 3J9 1dpuos) IJpumest wol s
IJpr 89,06 B Oe,6 [Ugeuw s3I Iduwlods.

e Jlge >dsd wdssu I._Jirolo lJeuluwe: Cisco I0S XE Jpel 09 p9 oz Os Guwe IUpedsple Slo
IJuods Jdewesd eds wdluosd Jlpds 29d pwdsd uwed Slised IJoede Os 1Usosd
99:89%0.

wved pold PACL:

$9uog 03l IJpeld 2lJs uwldoud: zse Jlsgpd wg Slisesd Idogde S 1dsuesd 9ldddes
Iisuluwss log egl.

<{froot>
9500H#

show access-1lists TEST

Extended IP access 1list TEST
10 permit ip host 10.1.1.1 any

| og <-- Log keyword applied to ACE entry

20 deny ip host 10.1.1.3 any

| og

9500H(config)#

interface twentyFiveG gE 1/0/1
9500H(config-if)#

ip access-group TEST in <-- apply | ogged ACL
Switch Port ACLs are not supported for LOG <-- message indicates this is an unsupported conbi nat

RACL Jpold Iduved GBU2):

<{froot>
9500H#

show access-1lists TEST

Extended IP access 1list TEST
10 permit ip host 10.1.1.1 any

| og <-- Log keyword applied to ACE entry



20 deny ip host 10.1.1.3 any

| og

9500H(config)#

interface vlan 10

9500H(config-if)#

ip access-group TEST in <-- ACL applied to SV

### Orginate |1CWP from10.1.1.3 to 10.1.1.2 (denied by ACE) ###
C9300#

ping 10.1.1.2 source vlan 10 repeat 110

Type escape sequence to abort.

Sending 10, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.3

Success rate is 0 percent (0/110)

9500H#

show access-|ist TEST

Extended IP access 1ist TEST
10 permit ip host 10.1.1.1 any log

20 deny ip host 10.1.1.3 any log (110 matches) <-- Matches increnent in show access-list conmand

9500H#

show platform software fed active acl counters hardware | inc RACL

Ingress IPv4 RACL Drop (0xed000007): 0 frames

Ingress | Pv4 RACL Drop and Log (0x93000009): 110 franes <-- Aggregate command shows hits on

USEC- 6- | PACCESSLOGDP: |ist TEST denied icnp 10.1.1.3 -> 10.1.1.2 (8/0), 10 packets <-- Syslog nessage

ouwesd pold RACL (IJuwel?):
gws luwodsle gobs uved Joslo Iduwelz: oo, eile 9009d el Idwslpz Loed £33 IUzse
IJesuwds.

<ffroot>

C9300#



ping 10.1.1.2 source vlan 10 repeat 5 <-- 5 | CWP Requests are sent

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:
Packet sent with a source address of 10.1.1.1

Success rate is 100 percent (5/5)
, round-trip min/avg/max = 1/1/1 ms

9500H#

show access-1lists TEST
Extended IP access 1list TEST
10 permit ip host 10.1.1.1 any log (10 matches) <-- Hit counter shows 10

20 deny ip host 10.1.1.3 any log (115 matches)

lpwod ol IJIgble 9l odlzol
lzuelssle Slises dopde s 1dyuesd (ACL)

g0 luwod il gble Blises IJozde B 1Jso9d (ACL) sluodlzol Bpu 1J 0,98 o p
Js 956 Bsluw leuolissle Blises IJepde S 1Usuo9d (ACL) wsluwlos Idzols 9pdly Ssluwel.

© Sup opest leurlssle $lises Idopde B 1d9uosd (ACL) eds puwess lzelds 9dsuw
eJs puwe9s ACE.

o Jloosd, Jss Idizojs ledluss Iduwpele JUJ ACE s JJJ 21Js po 2ldle Glises IJopde
S 1dsuo9d (ACL).

© Sop oeesE leuolssle ped 1,00 slduved 9lJzie Ideel> worsool Jogss Ipeldzs
IJpydjsé.

© Sup oesE leuolssle e MAC 5 1PV4 5 IPVE Luvdd pod od.

* show platform software fed switch active acl counters hardware Sp I luwwgsleo Jg) o leuolissle Idogese.

puwt leuolissle Bolise Jozde S 1Jsuosd (ACL)

g3 lpwodld Ieble $lisps Iozde B 1Uguesd (ACL) sluadizol: 8> $dou pu IJpdss puve
esble $lisps IJozdpe Vs 1U9uo9d (ACL) Idpgodds Jdzuoad eds lesh luwlyuss gass0.

* wose Jd ose IUble) puve leuslissle el Blises IJoedp B 1dsuosd (ACL) Jdwlee
9lJlzojé.

c el 0@9p Lluwed il igble izsle plbolu sl olus Blispes IUoede B IJso9J (ACL)
Sluedizele s9u0s weuwe Slises Idozde Ss IUsuesd (ACL) sle 1dueds |ds whbludle
IJg b 1Jigwlws 1Uess6 19 sle 1 oJs.



<tfroot>

clear platformsoftware fed active acl counters hardware

(clears the hardware matched counters)

clear ip access-list counters

(clears the software matched counters - IPv4)

clear ipv6 access-list counters

(clears the software matched counters - IPv6)

p3l sede gudpl sY9y ACL TCAM pu0dl€

Sop wbusd Wolise lJoede B 1suoed (ACL) skispel bs TCAM Il wldizoss. 31 Il
TCAM pwegsel wldVed pu Bod B9lise IJoedpe Vs 1J9uosd (ACL) IJos wpe wdysuol
puvedl Blu slse Idozde B 1dsuesd (ACL) 1Jzas38 Jl wzuad eds pabd Slisesd
IJoede B 1J9ue9d (ACL) Iplbdywé Idpbbdsws Ielbdsws Jduprs.

I3l wpw luolds Blises Idopdp Bs 1J9uesd (ACL) wes luueudh TCAM: sop lyudlb
2pse 1Jzie JJBbu 1dss sep Ll o.

suvpes lple lJlzolb wéslise IJozde S 1dsuesd (ACL) Bs IUwsulez [UEle IJozesd.
g0> w99, 1de9bde szlad 1dpzsd wdllss! wiprzs Olise dopde B 19uesd (ACL) Bs
IJzols. B 2lJ wzle 030 1gbbgé. sop >88 @9lisp IJopdp B 1J9Losd s 1Jizo6 9wl
IJeie Vs lehs IJogzso.

[6 gpdsd woprs Slisps Idezde wldouesd (ACL) IJos swpe zedol woluwbs Ido,ulez 1Js
TCAM o uwpes lglé IJogpsd.

spdu lJgle oppsdllels wppsd PACL g VACL 9 RACL 9 GACL L idd puvedd gu
weweol ldogo.

p&>d luwwodld ACL TCAM

owdl 1slzoé 1Jos sop obusd @lises |.JC;E_=¢JP WO 1Jsue9d (ACL) Idos wpw luolwol
sl Os luwdlb 1Jz5e 2os wuow el Ilzess po9d)s.

Swp 9u2E gpdle Slispes IJoede Vs 1J9uo9d JJwuss IJlpwluuss (GACL) B 9Jlss
UnAuth.

loveodld 9226 peldzs [yuwypele (VCU)



* 9wpes wles 22 LAOPs Iy pu 923le VCU: s89p IJwnvler woudss wopwes Slses
lJoede wldauesd (ACL) ssuyiis beldle ACE 23836 Joudss lgle pdldis x90 [uwegsle

geole VCU.

.« Cpz 239 3J9 $pdy o euowe TCAM p)086 oo 030 Uzl U e ol 6.

Iz bole ACL Syslog

ISl oo pud 09,5 Slisps cedp S 1o (ACL) lelo pgsor Bumsope louble suwlisd syslog
w9lywlos IJuble (1Jglzos: 9 b ds VLAN. gldouwess: 9ol IUs 3JdI 9s5pI0 1o wpodd 1SS p).

Huwldé wed ACL

lJog)swd

lle IUlgue,sls

7ZACL_ERRMSG-4-unload: wpe wg3s6 ldpzed
1: 1J¢ld <ACL> gJs 1Uglzod <interface> g,
ppz s 1Jlzoss 9o lundlb 26 019,
IJoslole.

e lJgle cepsd
L§|.‘._Sfo6 |Joadro
S 1suesd
(ACL) (sl
wol W

0288 o0 pdsluy TCAM. I3|
Jloo idg_u v lJoubly: §p
wlels cuopse Bolse ldoede
9 [Jsuosd (ACL).

<ACL> gJs IUglzos <interface> JJowpso
<label>asic<number>.

lJso9d (ACL)
Esu Idpeeds pu
IJglzos

IJosole?)
e |51Jé
7Z7ACL_ERRMSG-6-Remove: wp wgdsé 71: odsu Blsps o _
: . ) . we |l R lJozdd o O
opo I8 ldodssu es, 1deged JJbEI IJozde Bes e bldo Slspo IJoedp W

IUsue9d (ACL) oldsed. JI
S9z> lwle sew loglo

o OOUSY

e od e dJs g Slisps

/ACL_ERRMSG-6-RELOAD: v IJlu wepsd |Sksps IJcede | eda is s s, (AGL)
l¢ld <ACL> gJs IUslz o6 <interface> |J.s Sslsoesd | k;s noly 3o sorm losls
Jzols JJouwess <label> e asicsnumber>. [(ACL) iy s |1 ° ' 6 I e eed
IUizos6 > 1O
lusle s po
'aJol L§|{5|4c><3
7#ACL_ERRMSG-3-ERROR: wp w98, 71: Jp|ldoedp Vs lds pu sgp oISy Blisps

sop cbosyd cdasy <ACL> IP ACL JJbeld IUsuesd (pod  Ideede B 1dsuosd (ACL).
eJs <interface> Vs |, IJ,lo <number>. dot1x ACL 9Jl swess TCAM 1Jp8sluw
Suid
Jooosw)
#ACL_ERRMSG-6-GACL_INFO: IJpzod 1 |ozwss GACL  |JI ssgpe GACL Iduwedle. [51Js
RO/0: fed: IJowesd €8, p2890 J GACL. eds gsh uved levble ldyved pu GACL.




e wdysyo

7ACL_ERRMSG-6-PACL_INFO: IJpz5J 1
RO/0: fed: IJeywzsd £y p3e9e J PACL.

Ouss Slispd
IJoede Bs
lJsue9d 1Ugl e
CNJpuds
(PACL) gJss
esb uved we
odysuo

Jlwogp Blisps IUogdpe B
NERZIN AN NI RGN PV S
(PACL) IJ_wzJle. L5lJs eoble
lJuwed po PACL.

7ACL_ERRMSG-3-ERROR: IJpeg9d 1 RO/O:
roJéroI !)E_LJ IPv4 PTRIEO ACL
implicit_deny:<name>: Jl swp wlbosy
lJodssu eds Client MAC 0000.0000.

(dot1x) BiJ
L§|$P6 |Joadro
S o9
(ACL) W
Joboss eds
IJp0®s 1Josed

olds ey d8p wI9sy Ylispd
IJozde Bs 1dsuesd (ACL).
9Jl swess TCAM IJp9sluw

wwsubsyole ghez 1desh slplele 1Ulgwe sl

(ACL)

lJuovsobsy 1. sob Slisps IUoede s 1909

lole IUlgwosls

* sop logile Slises ldogde Ss IUsuesd
(ACL) sobos@ol gds 9lgod 19 yvo s
VLAN.

pod luvowodld TCAM.
lJozde B 1s o9 (ACL) s TCAM.

el Blispes IUcpde B 1Us o] (ACL)
B 21Js [Jgle 1oz psd.

2os sop luadle ey d Js.

« Vubd Iyob vuwou Jisb "ghe 1Jessn"

o Jlspdo wypeé s 9zale ACE slgd @lises

e Vs elds lJgle ldoppsd: ouwdb I 2,Js
P23 (wel B 39 e ldozde) eds IUsleod

Sp wlehs wuopse Slispd ldoede O
lJsue9d (ACL) Jogdsd luvegsle TCAM.

IJuwsubss 2. opps) Blisps IJoede B
lJso9d (ACL)

lole [Jlgwe)ol

* sop lugile Slisps vede Bs 1Usuosd
(ACL) gulbusol gds 9lgos Jpl wop

luol86 1Upsss po beldle ACE |Us Glisps

Sp wlehs wuopse Blispd ldoede O
lJso9d (ACL) Jo9dsd luwwesle TCAM.




IJozde B 1dsosd oo loule wlbusdol
gds 1Uslzos (IUslzolw).

I3l Jp sJu TCAM sz9s £Js p9lyde Iy
gpdss ldops) ouvd.

Jl spdo woped ls 9esle ACE slgd §lispesd
IJozde B IUsLo9d (ACL) s TCAM.
wods $lises [Jopde S 1dsosd (ACL)
B zlds [JEle IJezpsd.

O eldo lJgle 1oz psd oundb JJ 2ydle
IJes9) (wel O 3dd 2ip IJozde) eds
lJslzod zus swp luodle [JpuudJs.

Jpl cgivd beldle Slispes [Jogdp O
IJ9u29d (ACL) 1Je92936 WS 2lds |Jgle
lJogesd eos sop luadle o3o 1Jzlds.

IJuwsobiss 3. ACL Re-Bind

lole [Jlgwo)ol

el Holbo Blisps Idoede s Idsuosd
(ACL) o9 IJlz)le 1Jgluo wLsls Slises
IJoede B 1J9ue9d (ACL) Lslzos: wp
LIS Slises cedp B Idsuesd (ACL) i)
o 1Uslzos 290 Buod Slses Iwede
S 1Jsuosd (ACL) IJlsds.

Sop lugile Slses Idozde Os g9l
(ACL) IJlsJss shdl ol wugle.

Sop lugble lksps wedp S 1Jso9d
(ACL) 190,y Lluwe prodd suoBdyw
lJos9e999d (IPVA/IPVE) oo Lod wodw
Iglz0b.

$89p 1Jzol 8o Slises IJopdpe S
lUs oo (ACL) IJisds woele sszlad Ludls
Slisps IJozdp B 1Uso9d (ACL) IUzas6
wodo lJglzos.

131 Jo s TCAM 298 £Js polys Blo
gpdss lebs I,ob ooyl

Jl spIdo wyped ls 9esle ACE slgd Blisps
IJozde B IJsuo9d (ACL) Bs TCAM.
wbd $lises IJozde S 1dsuesd (ACL)
WO gldo [Jgle 1wz psd.

WO eldo lJgle 1oz psd ouwdb JJ 2o
p29) (wpl B 3Jd 2ip Idozdpe) eds 1Uslzod
2os sop luadle IJpgvdds.

Sp wlebs wuopse Slisps IJoedp Bs
lJsue9d (ACL) Jogdsd luwwgsle TCAM.

IJuwsobs 4. sob Slises Idezde Ss 1Usu29d

l2)le IJlgue,sls




(ACL) 1J3L¢s (1J¢1J.s6)

* Sop lugile Slispd cede ldsnsd (ACL)
Jsuw Jol beldle ACE 9o ,ywbol 9lzos.

© S89p IJuble Clogble $lises IJopde S
lJso9d (ACL) o030 slgds! wluwegsle
ouest "ls ACE™ s, ubol Lldslzes s
IJzobs (sop lduwele veese dle 1Upis)
WO oo IJzlJo).

© Gp wwp luols [hgldle ACE |Js Blisped
IJezde wldsuosd (ACL) woduw Idluwe 19
IU8p- s9e IJuble wouoe TCAM s |8p wlebs cuopse Blises IJozde S
lolds JJ ACE. IJs_osJ (ACL) Jeddsd luuegsle TCAM.

o I3l owse p9lys TCAM gus |uolws beldle
ACE: scp uldd 8lisps IJogdp WS
ldsuosd (ACL) s 2lJs [Jgle IJezesd.

* Vs eldo ldgle 1oz psd ouwdb JJ 2yJo
P9 (wpl Bs 3Jd 2ip Idoedp) eds 1Uslzos
2os sop luadle IdpubdJs.

« Jpl o beldle Slisps IUogdp Os
IUs o9 (ACL) 1U 92936 s 21J6 Jgle
IJozesd zos swp luadlz 030 1JzlJs.

IJozdd po Bsluw $lisps IJozdpe s 1dso9d (ACL)

sébs 03l IdGuwe 1dle) Jozass Gsluw $lisps IJozdp B 1d9ue9d sluvegsle TCAM.
pdtuo Slispd IJsuo9d IJs FMAN:

w238 B9lisp IJozde Vs 1Jsuesd (ACL) IJos we wdsuel slzelds g5 ACE JIJJ Slisps
wedp B 1dsuesd (ACL).

<#root>
9500H#

show pl at form software access-list fO sunmary

Access- | i st

Index Num Ref

Num ACEs



1

<-- ACL TEST contains 2 ACE entries

ELSE
DENY

luweesle Blises Idoede B lUso9d (ACL:

<{froot>

9500H#

show platform software fed active acl

usage

=

g

HA####RE
HA####H
HA####RE

Printing Usage Infos

HAHARRRAHAHH R R

HHARBHBHHAHHHRRAAA

HAHARRRAHAHH R R

g g

#H#t###

ACE Software VMR nax: 196608 used: 283

g g

<-- Val ue/ Mask/ Result entry usage

Feature Type

ACL Type

Entries Used

VACL IPV4

<-- Type of ACL Feature,

Ingress

VACL

type of ACL, Direction ACL appli ed,

name of ACL,

4

and nunber of TCAM entries cor

Feature Type
RACL

ACL Type
IPV4

luwwgsle TCAM (17.x):

Dir
Ingress

Name
TEST

Entries Used
5



S209s 1oy luwegsle TCAM gds lpodlVle Jus)d wso Gbble 16.x9 17.x.

<#root>

9500H#

show pl atform hardware fed active fwd-asic resource tcamutilization
Codes: EM - Exact_Match,

I - Input

O - Qut put

, I0 - Input & Output, NA - Not Applicable

CAM Wilization for ASIC [O0]

Table Subtype
Dir
Max
Used
Nsed
V4 V6 MPLS  Other

Security ACL |pv4

TCAM
|
7168

16

0. 22%

16 0 0 0
Security ACL Non Ipv4 TCAM I 5120 76 1.48% 0 36 0 40
Security ACL Ipv4 TCAM

@]
7168 18 0.25% 18 0 0 0

Security ACL Non Ipv4 TCAM 0 8192 27 0.33% 0 22 0 5

<...snip...>

<-- Percentage used and other counters about ACL consunption
<-- Dir = ACL direction (lnput/Qutput AC)



luwwgsle TCAM (16.x):

Se 9 oy luvegsle TCAM gJs odlVle Jus)d wso dblle 16.x9 17.x.

<{froot>
C9300#

show pl atform hardware fed switch active fwd-asic resource tcamutilization

CAM Utilization for ASIC [0]

Table Max Values
Used Val ues

Security Access Control Entries 5120
126 <-- Total used of the Maxi mum

<...snip...>

Sldo bhs Bless wslole 1Jezsd (SDM) ez oo (Igs céuosuo TCAM)

wluwegsle Cisco I0S XE Bengaluru 17.4.1. spdud odoso $ldo b 8lgsé vslule ez
(SDM) pguoue Jpsile Blispes Idozdp W6 1U9uo9d wluwwgsle sdm prefer custom
aclerasecat4000_flash:.

cop wglbss oBlLosd 29d JsI9ss wdssy odo lpesié 9ldepdd pu wogwol B s
oJoisy blhé I uble. Cisco I0S XE Bengaluru 17.4.x (»0z9.JIe Catalyst 9500 Switches).

e pdlebbs weuo £pdsle IJodssy 9ldoedd 1 luwluss Bs o3l UG wp.

lJozdd pu lJe bhé 8lgss wslule 1Jezed (SDM) Idzlds:

<tfroot>
9500H#

show sdm prefer
Showing SDM Template Info

This is the Core tenplate.

Security Ingress |IPv4 Access Control Entries*: 7168 (current) - 7168 (proposed)

Security Ingress Non-IPv4 Access Control Entries®: 5120 (current) - 5120 (proposed)

<- -

<- -

Core SI

| Pvd AC


/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html
/content/en/us/td/docs/switches/lan/catalyst9500/software/release/17-4/configuration_guide/sys_mgmt/b_174_sys_mgmt_9500_cg/configuring_sdm_templates.html

Security Egress IPv4 Access Control Entries®: 7168 (current) - 7168 (proposed)
Security Egress Non-IPv4 Access Control Entries®: 8192 (current) - 8192 (proposed)

<...snip...>

9500H#
show sdm prefer custom user-input

Custom Template Feature Values are not modified

<-- No custom zation to SDM

cexsd Bldo bhs Bless wslole 1Jeesd (SDM) 1Jzl.s:

* 9500H(config)#sdod prs) Blgss wslule [Upzsd (SDM) $lisps IJoede B 1909
(ACL) IJpg 008 : :
9500H(config-sdm-acl)#l>¢ld ACL 26 19J9s6 1 <— wbows 8 Bspes 26K 23856 (IJlsdoss
lJos wpo pulduvool Vs sdsd IJoedssy)
9500H(config-sdm-acl)#ACL-egress 20 priority 2
9500H(config-sdm-acl)#e¢, e
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