o235 DHCP gJ.s ol36 208156 9000 pdelp

lJpzogsle

| 9300

lpobJole Il wl w5

Ipobdole

INPYOL e
leccegle dlo bl o6
lowed il L izble ol o, Jlzol

|Jp 95006

S 03l 90,886 Jsb I sweys DHCP gJs plss 28136 9000 oo le.

lJeobdolo

9008 Cisco Llu oday Jrsd pe,uds Lldpsluose IJoldss:
* Luso Idpzedle Catalyst 9000 Series Switches.
* w9w9d9d wdysu IUluweolws IUssulesdss (DHCP).
IJedsu Idpuweoe
ouvows Idpedsple 1Jgl)o WOs 03l IUpuwews IJs luoshle Idolez sldpdsule 1debse Ioldso:

+ C9200
+ C9300
+ C9500



+ C9400
+ C9600

op qu.uls: |JPEJ3P|U Ugl_).)o -._95 o.>| IJrouuuLp pu IJICoJo I._J,ogag.)o x_9§ R PEPJ~5° aluoo

lJpowele slo IJuoJo

03l 9886 suwebst lsupl Jue luvogede pg 03l 2ol 9urprss LOSES:

e 1pzodle oo lduvduwds Catalyst 3650/3850 p¢ Cisco IOS® XE 16.x.

lweduuld IUigble gl oJlzol

g el ©@89p Lluwoduld Tgble DHCP sl oJlzol ould pedsple olpé szw wldssol Jgid puos)
e dJs. oo Idpop JUEISS suwe ptlol JJubods pu ldpuos) [ds IUgzes sldog,sd eds
lJIz056 1Jpe92936 wswopl 9lxgl)ol.

luwoobl 1Js o030 IJbsly ool Jp)lele spdu leglol Juse Iuweduld 1Jigble 9]l odlzol.

p2sd pdou Jeum) pu IUbo 6 2

B 03l IJwsobss: pu Idpesde lo suwedod 1Upzsd 25eé DHCP 9ses> wzsool 29u ls
oEdSU.

IJglogs 1. wldss puwly 1Uz506.

c oeHId eds I._J_9Iao|=o zse sJyu IJgpsd _?aolj lJgbys lJoldsé wloglo ¢lse DHCP pooJl.
* 2 yvwds VLAN g v dle VLAN IJpole)s.

eold: og B IJlgoul) Idpgbb bolo: zse sYsu IJe psd IUpouod w9lzod
GigabitEthernet1/0/12 Ws LivwJé VLAN 10 eJs pzod C9300 ¢, B8l eds I3 ewslo IP guy
DHCP. IJ DHCP ,ubo olsJ gJs @b gigabitethernet1/0/1 is_ol £ Js VLAN 10.

Gi1/0M2 Gi1/oN
[ _ = ;
VLAN 10 e VLAN 10 %
DHCP client L2 Switch DHCP server

g psd IJpouod weesd po lJbués 2.



odese: Bl dlow 1deuvdds ohe, eds lzoss poess 9ubudle VLAN. igo), gosd sle>
Jlple lpweduold 1Jigble gl oJlzol.

IJg1o96 2. 0288 pu puwh) Idbo$6 2

* I[J VLAN suwés Juo gdiw sugvbe gds ldpvole.

<ffroot>

c9300#show vlan brief

VLAN Name Status Ports



Gii/o/8, Gi1/o0/9, Gil/0/10, Gil/0/11, Gil/0/13
Gi1l/o/14, Gi1/0/15, Gil/0/16, Gil/0/17, Gil/0/18
Gi1/o0/19, Gi1/0/20, Gil/0/21, Gil1/0/22, Gil/0/23
Gil/0/24

10 users active G 1/0/12

1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup

* IJVLAN suwgs Juo gepee eds Idpstd 9ptoe Shu.

<{froot>

interface GigabitEthernetl/0/12
description Client Port

swi tchport access vlan 10

switchport mode access

interface GigabitEthernetl/0/1
description DHCP SERVER

swi tchport node trunk

<#froot>

c9300#show interfaces trunk

Port Mode Encapsulation Status Native vlan
Gil/0/1 on 802.1q trunking 1

Port Vlans allowed on trunk

Gil/0/1 1-4094

Port Vlans allowed and active in management domain

Gil/0/1 1,

10

Por t VI ans in spanning tree forwardi ng state and not pruned
G1/0/1 1,10

* JpBolz suvgs edew I mac guslo pu 1diwsu B IJ VLAN Lozse.



c9300-01#show mac address interface gil/0/12
Mac Address Table

10 7018.a7e8.4f46 DYNAMIC Gil/0/12

e Blop odsso lJobdd sds wy90999d DHCP. Bulds oo wessw 9lzos IJo@8s wuvdJ
wPCSe

lJglogs 3. Jopue IJpdelz suvode IJ DHCP sJo vl job gds Idjwu psuls.

. §pd¢d !u.uc)é_.)ho 1516 lJowlb IJC)P |qubpot3 (EPC).

* Jouodso zip DHCP Wb §p wodssy Blispes wpde Vs IJyue9d (ACL).

c9300(config)#ip access-1list extended DHCP
c9300(config-ext-nacl)#permit udp any any eq 68
c9300(config-ext-nacl)#permit udp any any eq 67
c9300(config-ext-nacl)#end

c9300#show access-1ists DHCP
Extended IP access 1ist DHCP
10 permit udp any any eq bootpc
20 permit udp any any eq bootps

* Bp wodssy Idod@lb 1Uzjeo 9use wuvgsdo W Idlozlo 19y gds pounds IUgpsd.

c9300#monitor capture cap interface GigabitEthernetl/0/12 in access-1ist DHCP
c9300#monitor capture cap start
Started capture point : cap

c9300#monitor capture cap stop

Capture statistics collected at software:
Capture duration - 66 seconds
Packets received - 5
Packets dropped - 0
Packets oversized - 0

Bytes dropped in asic - 0

Stopped capture point : cap

* oYY pU pess IdIde@lb.

c9300#show nonitor capture cap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit



1 0.000000 0.0.0.0 -> 255. 255. 255. 255 DHCP 342 DHCP Di scover - Transaction | D 0x9358003
2 3. 653608 0.0.0.0 -> 255.255. 255. 255 DHCP 342 DHCP Di scover - Transaction | D 0x935800

pdlzbé: Vs IJby98 IUglbss: [l itbo 9226 2plss puwess IJbs (EPC) ws JJI
IJlczlosy gds puds 1Jgpsd Bspdud )86 gpodso DORA pJdopJs.

IUsbos6 4. Sopoe lJpdolz syuud I DHCP 1do e

- oo suwebse B30 duup eds etz psule W loglo gl

c9300#nonitor capture cap interface G gabitEthernetl/0/1 out access-list DHCP
c9300#show noni tor capture cap buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
1 0. 000000 0.0.0.0 -> 255.255. 255. 255 DHCP 342 DHCP Di scover - Transaction | D 0x4bf2a30e
2 0.020893 0.0.0.0 -> 255.255. 255. 255 DHCP 342 DHCP Di scover - Transaction | D 0xe4331741



odese: Joldes I 1o yld DHCP 1Uss swup wreseo B lldodlb soces s
IJepsd 1J3s swp luvedgulo 1JIgble gl odlzolc spdud wlbusy gled o o956
dhcp.hw.mac_addr gJs EPC Uluuogsle sl showHfilter.

g2 030 lJuglos, ol dsol po o 1dpead s89p wlelhs woeso ejp DHCP. 9spJd0 udd luvadold
IJIg bl 9]l odlzol |Js ¢l DHCP.
wp odosu Idpesd Jodsd wesd

Swp luwedsle 9dsd Ideyesd gwsel Jl suwpes IJgpdle 989150 DHCP |Js peld 1o o wo.

g pl subdd ldpulz Jsdsd wyzsd: IUDHCP gxdo job W Urog_éol? J v syuvd pu
5090 Idpdole suos pedspleoe (euslu IP seuslo MAC) IJs I,ob sbhuwde [Js 1Jgbs



lJoldsé vgy |J DHCP ulbhd. swe wozso UCJ{’ lJewedped po ¢lbe DHCP |Js 9dsd IJwesJ
e S89p IJpzad wlehs w9zso 030 ldeip pié s IUs IUgpsd.

olog pg ldpeldis duwsobsy Iduvled: bsol gpsd pouad wlzos GigabitEthernet1/0/12
eds uveds VLAN 10 &, 8 eds IUzuosd eds guslo IP gy DHCP. glJly sg> 1Jpezed C9000
switch IJo9lwo IJlwe,)lsoss Juveds VLAN 10 9sep odysuo Jedsd wrzsd: 9swuad gbe
DHCP _9lz06 GigabitEthernet1/0/1 eJs v Jé VLAN 20.

- Gi1/0/12 :—:E Gi1/0M (—
@ VLAN 10 VLAN 20 .:-ZI
DHCP client L3 Switch DHCP server

IP address: 192,168.20.1
Interface wlan10: 192.168.10.1
IP helper-address: 192.168.20.1

IJepsd IJpouod wezad pu ldbods IJeldes op odssue Jgpsd wizsd.
IJgbo9s 1. elds po 1o 1dpesd sodds Yool DHCP.

© Op voubésd IJodlb 2506 eds 1Uglzed Ides wlzo IUgpsd. bee lds 1Jgbss 3 S
IJovsobess duslod.

lJglb9é 2. ©z2 898 pu wIdysu puwles IP.

* Sgw wedsu gxpsé DHCP.

show run all | in dhcp
service dhcp

« o) puwles IP oo IJ VLAN 10 SVI.

<#root>

interface vl anl0
i p address 192.168.10.1 255. 255.255.0

i p hel per-address 192.168.20.1

IJg 96 3. &2 po IUleuold wislse DHCP.



* Sgv i.;,. sudds ldpvolz louold unicast |Js I DHCP obbd po IJjw9w VLAN. spdud
2ol wluwedsle ool Ulouald.

€c9300- 01#pi ng 192.168. 20.1 source vlan 10

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 192.168.20.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.10.1

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

IJglogé 4. olds po 10 1pesd s89p wlelé wozso zjp DHCP |Us 1Uglbgs Idelss.

© Spdud ouvgsd wVluosd gies ¢ e debug ip dhep.

<#root>

*Feb 2 23:14:20.435: DHCPD: tableid for 192.168.10.1 on Vlanl0 1is O

*Feb 2 23:14:20.435: DHCPD: client's VPN is .

*Feb 2 23:14:20.435: DHCPD: No option 125

*Feb 2 23:14:20.435: DHCPD: No option 124

*Feb 2 23:14:20.435: DHCPD: Option 125 not present in the msg.

*Feb 2 23:14:20.435: DHCPD: using received relay info.

*Feb 2 23:14:20.435: DHCPD: Looking up binding using address 192.168.10.1
*Feb 2 23:14:20.435:

DHCPD: setting giaddr to 192.168. 10. 1.

*Feb 2 23:14:20.435:

DHCPD: BOOTREQUEST from 0170. 18a7. e84f. 46 forwarded to 192. 168. 20. 1.

c IJedlb 2ip ldoslole. spdod [uvessle EPC gJs puwoss lJozde.

monitor capture cap control-plane both access-1ist DHCP
monitor capture cap [start | stop]

» lve suwebse lsuol iB30 Buwzs wso selposo Bs etz psuls.

Monitor session 1 source interface G 1/0/1 tx
Monitor session 1 destination interface [interface | D] encapsulation replicate



pdlebs: Szo wdasu gpsd wozsd sl Wb eds IJpul.

lJeeod 1U3s wpe wdosuo Jgle DHCP
O o3l wsubsy sedds lIdpdole |J DHCP ezld suvdd pedsl.
IJeb9s 1. ©edd pu IJodsse I lusluus.

© Sew luuvle Idogee sodsso Iduveds 98ule IJuve Js 1JS8,e86 9ldeszo IJIG,luos.

ip dhcp pool VLAN1O
network 192.168.10.0 255.255.255.0
default-router 192.168.10.1

¢ Szw wpdsy gple DHCP.



show run all | in dhcp
service dhcp

- sew lu szess Ieesd eds louald 1o Idizhs wlduvodle IJos op odasvel Bs
lJozeslo.

ping 192.168.10.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

* Sew luvouveb gpse souldsu IP IJos we wdssuol vuvdd Slow po ublg ldoges.

i p dhcp excl uded- address 192. 168. 10. 1



pdlebs: Szo wpdso [Ugses DHCP I3l o p wdsso IJpzsd Jglse DHCP Iy 9dsd wizsd-

IJg096 2. 0288 pu lu 1ezed sz eulssy IP.
e luo suvobse luvogpde debug ip dhep obd jub wdLosJ.

pold 1 suuod IJgpsd poluiyé wldezed Catalyst 9000 switch |Uds wp wdyswo Jglspe DHCP
eJds uvwJs VLAN , 3§, 10.



DHCP client

Gi1/oM2

VLAN 10

L3 switch
DHCP Pool VLANT0

IUg psd IUpouod wpzad po ldbuds 3 op odssuo Jglse DHCP.

<tfroot>

Feb 16 19:03:33.828:

DHCPD:. DHCPDI SCOVER recei ved fromclient

0063.6973.6361.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2130.2f31

on interface Vlanl0. DHCPD: Setting only requested paraneters

*Feb 16 19:03:33.828: DHCPD: Option 125 not present in the msg.

*Feb 16 19:03:33.828:

DHCPD: egress Interfce VI anl0

*Feb 16 19:03:33.828:

DHCPD: broadcasti

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

16
16
16
16
16
16
16
16
16

19:
19:
19:
19:
19:
19:
19:
19:
19:

03:
03:
03:
03:
03:
03:
03:
03:
03:

33.
33.
33.
33.
33.
33.
33.
33.
33.

ng BOOTREPLY to client 9c54. 16b7. 7d64.

828:
828:
828:
828:
828:
828:
829:
829:
829:

Option 82 not present
DHCPD: tableid for 192.168.10.1 on Vlanl0 is O
DHCPD: client's VPN 1is .
DHCPD: No option 125
DHCPD: Option 124: Vendor Class Information
DHCPD: Enterprise ID: 9
DHCPD: Vendor-class-data-Ten: 10
DHCPD: Data: 4339333030582D313259

DHCPD: DHCPREQUEST recei ved fromclient

0063.6973.6361.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2130.2f31

on interface Vl anl0



*Feb 16 19:03:33.829: DHCPD: Client is Selecting (

DHCP Request with Requested IP = 192.168.10.2

Server |ID = 192.168.10.1

)

*Feb 16 19:03:33.829: DHCPD: Option 125 not present in the msg.

*Feb 16 19:03:33.829: DHCPD: No default domain to append - abort updateDHCPD: Setting only requested pa
*Feb 16 19:03:33.829: DHCPD: Option 125 not present in the msg.

*Feb 16 19:03:33.829: DHCPD: egress Interfce VlanlO

*Feb 16 19:03:33.829:

DHCPD: broadcasti ng BOOTREPLY to client 9c54. 16b7. 7d64

peld 20 Ul seuad g psd poluing oldpzed Catalyst 9000 switch 1J5s < p odosso Jilse
DHCP.

O o3l Idgwsubsy souad Idgpsd wpzod L3 wp wessuo Juglus el ose 9998 eyzsd:
950p lveouolds tlse DHCP gl pzoJ Catalyst 9000 pzls, £dis uivwds VLAN e 20.

Gilmna | i1/
VLAN 10 | VLAN 20

| L3 Switch
DHCF client Intertace vian10: 192.168.10.1 L% mwiich
IP helpar-address: 192.168.20.1 DHCP Sever IP: 192.168.20.1

DHGP Poal WLAND
Interlace vian20: 192.168.20.2 e

IJepsd sy powod poluing wezad Idbods 31Uss sepd Jebe DHCP.

<#root>

*Feb 16 19:56:35.783: DHCPD:

DHCPDI SCOVER r ecei ved from client
0063.6973.6361.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.230.2f31

through relay 192.168. 10. 1.

*Feb 16 19:56:35.783: DHCPD: Option 125 not present in the msg.

*Feb 16 19:56:35.783: Option 82 not present

*Feb 16 19:56:35.783: Option 82 not present

*Feb 16 19:56:35.783: DHCPD: Option 125 not present in the msg.DHCPD: Setting only requested parameters
*Feb 16 19:56:35.783: DHCPD: Option 125 not present in the msg.

*Feb 16 19:56:35.783: DHCPD:

egress Interfce VIan20



*Feb 16 19:

uni casting

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

16
16
16
16
16
16
16
16
16

19:
19:
19:
19:
19:
19:
19:
19:
19:

56:35.783:

DHCPD:

BOOTREPLY for client 9c54.16b7.7d64 to relay 192.168.10. 1.

56:
56:
56:
56:
56:
56:
56:
56:
56:

35.
35.
35.
35.
35.
35.
35.
35.
35.

785:
785:
785:
785:
785:
785:
785:
785:
785:

DHCPREQUEST r ecei ved

Option
DHCPD:
DHCPD:
DHCPD:
DHCPD:

82 not present

tabTleid for 192.168.20.1 on Vl1an20 is 0
client's VPN 1is .

No option 125

Option 124: Vendor Class Information

DHCPD: Enterprise ID: 9
DHCPD: Vendor-class-data-len: 10
DHCPD: Data: 4339333030582D313259

DHCPD:

fromclient

0063.6973.6367.2d39.6335.342e.3136.6237.2e37.6436.342d.5477.6531.2f30.2f31 on interface Vlan20

*Feb 16 19:56:35.785:

DHCPD:

Client is Selecting (

DHCP Request with Requested IP = 192.168.10.2, Server |ID = 192.168.20.1

)

*Feb 16 19:56:35.
*Feb 16 19:56:35.
*Feb 16 19:56:35.
*Feb 16 19:56:35.
*Feb 16 19:56:35.

DHCPD

785:
785:
785:
785:
785:

DHCPD:
DHCPD:
DHCPD:
DHCPD:

Option 125 not present in the msg.

No default domain to append - abort updateDHCPD: Setting only requested pa
Option 125 not present in the msg.

egress Interfce V1an20

uni casti ng BOOTREPLY for client 9c54.16b7.7d64 to relay 192.168. 10. 1.



pdlebo: Bl wp wdysu IJpzad J¢lp DHCP _9_g¢J.___sJ oyesd Jduveds |Jpedss IUblo,yss
(VLAN) o8 woli Bly gl e DHCP wJyy Jo 1Jlgd9ss.

pedyple dlo Lods

* wJJosy, DHCP
o wdosy lJodlb 1 z;500 | D o006



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/ip/b_1712_ip_9300_cg/configuring_dhcp.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/ip/b_1712_ip_9300_cg/configuring_dhcp.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/nmgmt/b_1712_nmgmt_9300_cg/configuring_packet_capture.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-12/configuration_guide/nmgmt/b_1712_nmgmt_9300_cg/configuring_span_and_rspan.html
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