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Catalyst 6500

Router#configure terminal

Enter configuration commands, one per line. End with
.CNTL/Z

Router (config) #hostname Cat6K

Sets the hostname for the switch. ---!

Cat6K(config) #vlan 2

CatbK (config-vlan) #name VLAN2

CatbK (config-vlan) #vlan 3

CatbK (config-vlan) #name VLAN3

VLAN should be existing in the switch for a ---!
successful authentication. Cat6K(config-vlan)#vlan 10
CatbK (config-vlan) #name RADIUS_SERVER

This is a dedicated VLAN for the RADIUS server. ---!
CatbK (config-vlan) #exit

Cat6K(config-if) #interface fastEthernet3/1

CatbK (config-if) #switchport

CatbK (config-if) #switchport mode access
Cat6K(config-if) #switchport access vlan 10
Cat6K(config-if) #no shut

Assigns the port connected to the RADIUS server to ---!
VLAN 10. !--- Note:- All the active access ports are in
.VLAN 1 by default

Cat6K (config-if) #exit

CatbK (config) #dotlx system-auth-control

Globally enables 802.1x. Cat6K(config)#interface ---!
range fastEthernet3/2-48

Cat6K (config-if-range) #switchport

CatbK (config-if-range) #switchport mode access
Cat6K(config-if-range) #dotlx port-control auto
Caté6K(config-if-range) #no shut

Enables 802.1x on all the FastEthernet interfaces. ---!
CatbK (config-if-range) #exit

CatbK (config) #aaa new-model

Enables AAA. Cat6K(config)#aaa authentication dotlx ---!
default group radius

Method 1list should be default. Otherwise dotlx does ---!
not work. Cat6K(config)#aaa authorization network
default group radius

You need authorization for dynamic VLAN assignment ---!
to work with RADIUS. Caté6K(config) #radius-server host
172.16.1.1

Sets the IP address of the RADIUS server. —---!

CatbK (config) #radius-server key cisco

The key must match the key used on the RADIUS ---!
server. Cat6K(config) #interface vlan 10
CatbK(config-if)#ip address 172.16.1.2 255.255.255.0
Cat6K(config-if) #no shut

This is used as the gateway address in RADIUS ---!
server !--- and also as the client identifier in the
RADIUS server. Cat6K(config-if)#interface vlan 2
CatbK(config-if)#ip address 172.16.2.1 255.255.255.0
Cat6K(config-if) #no shut

This is the gateway address for clients in VLAN 2. ---!
CatbK(config-if) #interface vlan 3

CatbK(config-if)#ip address 172.16.3.1 255.255.255.0
Cat6K(config-if) #no shut

This is the gateway address for clients in VLAN 3. ---!
Cat6K (config-if) #exit

Cat6K(config) #ip dhcp pool vlan2_ clients

CatbK (dhcp-config) #network 172.16.2.0 255.255.255.0




Cat6K (dhcp-config) #default-router 172.16.2.1
This pool assigns ip address for clients in VLAN 2. ---!
CatbK (dhcp-config) #ip dhcp pool vlan3_clients
Cat6K (dhcp-config) #network 172.16.3.0 255.255.255.0
Cat6K (dhcp-config) #default-router 172.16.3.1
This pool assigns ip address for clients in VLAN 3. ---!
CatbK (dhcp-config) #exit
CatbK(config) #ip dhcp excluded-address 172.16.2.1
CatbK(config) #ip dhcp excluded-address 172.16.3.1
Catb6K(config-if) #end
Cat6K#show vlan
VLAN Name Status Ports
default active Fa3/2, 1
Fa3/3, Fa3/4, Fa3/5

Fa3/6,
Fa3/7, Fa3/8, Fa3/9

Fa3/10,
Fa3/11, Fa3/12, Fa3/13

Fa3/14,
Fa3/15, Fa3/16, Fa3/17

Fa3/18,
Fa3/19, Fa3/20, Fa3/21

Fa3/22,
Fa3/23, Fa3/24, Fa3/25

Fa3/26,
Fa3/27, Fa3/28, Fa3/29

Fa3/30,
Fa3/31, Fa3/32, Fa3/33

Fa3/34,
Fa3/35, Fa3/36, Fa3/37

Fa3/38,
Fa3/39, Fa3/40, Fa3/41

Fa3/42,
Fa3/43, Fa3/44, Fa3/45

Fa3/46,
Fa3/47, Fa3/48
VLAN2 active 2
VLAN3 active 3
RADIUS_SERVER active Fa3/1 10
fddi-default act/unsup 1002
token-ring-default act/unsup 1003
fddinet-default act/unsup 1004
trnet-default act/unsup 1005
Output suppressed. !--- All active ports are in ---!
.VLAN 1 (except 3/1) before authentication
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select

User: [user_vlan2 _
Find || add/Edit |

List users beginning with lettar/number:
AEBECDEFGHEIJELHN

List all users |

Remove Dynamic Users J
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User Setup
Edit
User: user_vlan2 (New User)

| ™ Account Disabled

Supplementary User Info ﬂ

Real Name |u'ser_ular12

Description |n:IiEmt in WLAN 2

User Setup ? |

Password Authentication:

|AC5 Internal Database j

CiscoSecure PAP (Also used for CHAP/MS=-CHAP/ARAR, if the
Separate field is not checked.)

Password I-“lu
Confirm
Password I'""
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Default Group j
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Interface # Use group setting
— Mo callback allowed
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"ﬂ' Control T Callback using this number |
= 4 | External User " Dialup client specifies callback number
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— Use Windows Database callback settings
Fosty
Verdation
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ﬁ Frofiles
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Local Area Connection

Lzer nanme: testuses

Pazswaord: seee

Logon domair:

ok | Cancel |
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Internet Protocol (TCP,/IP) Propetrties ilil

General

You can get IP zethings assigned automatically if pour network, supports
thiz capability. Othenwize, you need to azk your network. adminiztrator for
the appropriate [P zettings.

—{" Use the following IP address:
|F address:

Sutnet mask:

[refault gateway:

¥ Obtain DMS server address automatically

™ |ze the following DMS server addreszes:

Ereferred DS servern

Altermate DS senvern

Advanced...

ak. I Cancel
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,E_J Local Area Connection EI

lick here to enter your user name and password for the
network

[N
29,0l 46lS9 pactimall puwl JB5|
aolS9 paiwall pul J351 .2

Local Area Connection ed A

U zer name: uzer_vlans

Pagzword: LTI

Logorn domain:

ak. I Cancel
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Documents and Settinge«Adninizterator>ipeconf ig

Windows 1P Gonf igueation

Ethernet aidapter Wireless
Hedia State . . . . o 2 & & & & .
Ethernet adapter Local Area Connectio
Connection—specific DHE Suffix
IF Addres « s s s -
Subnet Hazk . . . . -
Default Gateway . . -

zwDocumentes and Settings~Adninistrator»ping 172.16.

Pinging 172 16.£.1 with 32 hytes of data:

172

4k MW (MW Llomssd.
Approximate round trip times in milli rcnnd"

Hinimun = Bme, Maximum = Bmz. Ave
“locuments and SettaingssAHdmanistratordpang 1721621 .1
hytez of datat

From 1

from 1%

from 2
From 172.16.

= 4, ped .
1 twip timez in milli-zec
Ainimum = Mns,. Maximum = Hms. Heerage = Hns

sIDocuments and SettingssAdninisteator?ping 172.16.3.2
Finging 172 _ 16.3.2 with 32 hytes of datac:

Frulu irun

.|'!L|'|l:|l
Ping statistics for 172.16.3.2:
FPackets ent = 4. Heceaiwed VR - (e loss b,

Approximate nd trip times in
Hinimumn = 8ne,. Maximum = Bms.
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1) Local Area Connection x|

Windows was unable bto log vou on bo Ehe nebwork

525 PM
90l

Catalyst 6500

2liaall Lo dg> elivo 802.1x JI wuids aumo 09 0l Josiuwo puwly dals] el ol



- S Wl daiall A e el A

Cat6K#show dotlx

Sysauthcontrol = Enabled
Dotlx Protocol Version =1
Dotlx Oper Controlled Directions = Both

Dotlx Admin Controlled Directions = Both

Cat6K#show dotlx interface fastEthernet 3/2

AuthSM State = AUTHENTICATED
BendSM State = IDLE
PortStatus = AUTHORIZED
MaxReq =2

MultiHosts = Enabled

Port Control = Auto
QuietPeriod = 60 Seconds
Re-authentication = Disabled
ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds
TxPeriod = 30 Seconds

Cat6K#show dotlx interface fastEthernet 3/4

AuthSM State = AUTHENTICATED
BendSM State = IDLE
PortStatus = AUTHORIZED
MaxReq =2

MultiHosts = Enabled

Port Control = Auto
QuietPeriod = 60 Seconds
Re-authentication = Disabled
ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds
TxPeriod = 30 Seconds

Cat6K#show dotlx interface fastEthernet 3/1
Default Dotlx Configuration Exists for this interface FastEthernet3/1

AuthSM State = FORCE AUTHORIZED
BendSM State = IDLE

PortStatus = AUTHORIZED
MaxReq =2

MultiHosts = Disabled
PortControl = Force Authorized
QuietPeriod = 60 Seconds
Re-authentication = Disabled
ReAuthPeriod = 3600 Seconds
ServerTimeout = 30 Seconds
SuppTimeout = 30 Seconds
TxPeriod = 30 Seconds

x>l a9sbaonll a=y VLAN S > o g8

Cat6K#show vlan

VLAN Name Status Ports

,default active Fa3/6, Fa3/7, Fa3/8, Fa3/9 1
,Fa3/10, Fa3/11, Fa3/12, Fa3/13
,Fa3/14, Fa3/15, Fa3/16, Fa3/1l7
,Fa3/18, Fa3/19, Fa3/20, Fa3/21
,Fa3/22, Fa3/23, Fa3/24, Fa3/25
,Fa3/26, Fa3/27, Fa3/28, Fa3/29
,Fa3/30, Fa3/31, Fa3/32, Fa3/33



,Fa3/34, Fa3/35, Fa3/36, Fa3/37
,Fa3/38, Fa3/39, Fa3/40, Fa3/41
,Fa3/42, Fa3/43, Fa3/44, Fa3/45

Fa3/46, Fa3/47, Fa3/48

VLAN2 active Fa3/2, Fa3/3 2
VLAN3 active Fa3/4, Fa3/5 3
RADIUS_SERVER active Fa3/1 10
fddi-default act/unsup 1002
token-ring-default act/unsup 1003
fddinet-default act/unsup 1004
trnet-default act/unsup 1005

.Output suppressed ---!

bzl a2y bo @83kas o0 DHCP lay, > o i .2

Router#show ip dhcp binding

IP address Hardware address Lease expiration Type
0100.1636.3333.9c Mar 04 2007 06:35 AM Automatic 172.16.2.2
0100.166F.3CA3.42 Mar 04 2007 06:43 AM Automatic 172.16.2.3
0100.145e.945f.99 Mar 04 2007 06:50 AM Automatic 172.16.3.2
0100.1185.8D9A.F9 Mar 04 2007 06:57 AM Automatic 172.16.3.3

(OIT) 2LVl p=io 6151 paziwl .Show wlol o (1nad usualleNasll) 21,3V a2 4o 51l peas
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.debug ol9l plaziw| 8 zaxaill olol Jo> dngo wlogles JI &>l 1dla>Vo

.dot1x events aole lgw = il decldall olly peuas So,—debug dot1x events -

Cat6K#debug dotlx events
Dotlx events debugging is on
#Cat6K
Debug output for PC 1 connected to Fa3/2. 00:13:36: dotlx-ev:Got a Request from SP to ---!
send it to Radius with id 14 00:13:36: dotlx-ev:Couldn't Find a process thats already
handling the request for this id 3 00:13:36: dotlx-ev:Inserted the request on to list of
pending requests. Total requests = 1 00:13:36: dotlx-ev:Found a free slot at slot: 0
00:13:36: dotlx-ev:AAA Client process spawned at slot: 0 00:13:36: dotlx-ev:AAA Client-
process processing Request Interface= Fa3/2, Request-Id = 14, Length = 15 00:13:36: dotlx-
ev:The Interface on which we got this AAA Request

is FastEthernet3/2
dotlx-ev:MAC Address is 0016.3633.339c :00:13:36
dotlx-ev:Dotlx Authentication Status:AAA AUTHEN_STATUS_GETDATA :00:13:36
dotlx-ev:going to send to backend on SP, length = 6 :00:13:36
dotlx-ev:Sent to Bend :00:13:36
dotlx-ev:Got a Request from SP to send it to Radius with id 15 :00:13:36
dotlx-ev:Found a process thats already handling therequest for :00:13:36

this id 12

dotlx-ev:Username is user_vlan2; eap packet length = 6 :00:13:36
dotlx-ev:Dotlx Authentication Status:AAA AUTHEN_STATUS_GETDATA :00:13:36
dotlx-ev:going to send to backend on SP, length = 31 :00:13:36
dotlx-ev:Sent to Bend :00:13:36
dotlx-ev:Got a Request from SP to send it to Radius with id 16 :00:13:36
dotlx-ev:Found a process thats already handling therequest for :00:13:36

this id 13
dotlx-ev:Username is user vlan2; eap packet length = 32 :00:13:36
dotlx-ev:Dotlx Authentication Status:AAA AUTHEN_ STATUS_PASS :00:13:36
dotlx-ev:Vlan name = VLAN2 :00:13:36
- dotlx-ev:Sending Radius SUCCESS to Backend SM :00:13:37

id 16 EAP pkt len = 4
dotlx-ev:The process finished processing the request :00:13:37


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

will pick up any pending requests from the queue
#Catb6K
#Catb6K
Debug output for PC 3 connected to Fa3/4. 00:19:58: dotlx-ev:Got a Request from SP to ---!
send it to Radius with id 8 00:19:58: dotlx-ev:Couldn't Find a process thats already
handling the request for this id 1 00:19:58: dotlx-ev:Inserted the request on to list of
pending requests. Total requests = 1 00:19:58: dotlx-ev:Found a free slot at slot: 0
00:19:58: dotlx-ev:AAA Client process spawned at slot: 0 00:19:58: dotlx-ev:AAA Client-
process processing Request Interface= Fa3/4, Request-Id = 8, Length = 15 00:19:58: dotlx-
ev:The Interface on which we got this AAA

Request is FastEthernet3/4
dotlx-ev:MAC Address is 0014.5e94.5f99 :00:19:58
dotlx-ev:Dotlx Authentication Status:AAA_AUTHEN_STATUS_GETDATA :00:19:58
dotlx-ev:going to send to backend on SP, length = 6 :00:19:58
dotlx-ev:Sent to Bend :00:19:58
dotlx-ev:Got a Request from SP to send it to Radius with id 9 :00:19:58
dotlx-ev:Found a process thats already handling therequest :00:19:58

for this id 10
dotlx-ev:Username is user_vlan3; eap packet length = 6 :00:19:58
dotlx-ev:Dotlx Authentication Status:AAA_AUTHEN_STATUS_GETDATA :00:19:58
dotlx-ev:going to send to backend on SP, length = 31 :00:19:58
dotlx-ev:Sent to Bend :00:19:58
dotlx-ev:Got a Request from SP to send it to Radius with id 10 :00:19:58
dotlx-ev:Found a process thats already handling therequest :00:19:58

for this id 11
dotlx-ev:Username is user_vlan3; eap packet length = 32 :00:19:58
dotlx-ev:Dotlx Authentication Status:AAA AUTHEN STATUS_PASS :00:19:58
dotlx-ev:Vlian name = 3 :00:19:58
dotlx-ev:Sending Radius SUCCESS to Backend SM - id 10 EAP pkt len = 4 :00:19:58
dotlx-ev:The process finished processing the request :00:19:58

will pick up any pending requests from the queue
#Catb6K

.RADIUS ¢ dayi yoll ologleall o ,2,—debug radius

Cat6K#debug radius

Radius protocol debugging is on

#Catb6K

Debug output for PC 1 connected to Fa3/2. 00:13:36: RADIUS: ustruct sharecount=1 ---!
00:13:36: RADIUS: Unexpected interface type in nas_port_format_a 00:13:36: RADIUS: EAP-
login: length of radius packet = 85 code = 1 00:13:36: RADIUS: Initial Transmit
FastEthernet3/2 id 17 172.16.1.1:1812, Access-Request, len 85 00:13:36: Attribute 4 6
AC100201 00:13:36: Attribute 61 6 00000000 00:13:36: Attribute 1 12 75736572 00:13:36:
Attribute 12 6 000003E8 00:13:36: Attribute 79 17 0201000F 00:13:36: Attribute 80 18
CCEE4889 00:13:36: RADIUS: Received from id 17 172.16.1.1:1812, Access-Challenge, len 79
00:13:36: Attribute 79 8 010D0006 00:13:36: Attribute 24 33 43495343 00:13:36: Attribute 80
18 C883376B 00:13:36: RADIUS: EAP-login: length of eap packet = 6 00:13:36: RADIUS: EAP-
login: got challenge from radius 00:13:36: RADIUS: ustruct sharecount=1 00:13:36: RADIUS:
Unexpected interface type in nas_port_format_a 00:13:36: RADIUS: EAP-login: length of radius
packet = 109 code = 1 00:13:36: RADIUS: Initial Transmit FastEthernet3/2 id 18
172.16.1.1:1812, Access-Request, len 109 00:13:36: Attribute 4 6 AC100201 00:13:36:
Attribute 61 6 00000000 00:13:36: Attribute 1 12 75736572 00:13:36: Attribute 12 6 000003ES8
00:13:36: Attribute 24 33 43495343 00:13:36: Attribute 79 8 020D0006 00:13:36: Attribute 80
18 15582484 00:13:36: RADIUS: Received from id 18 172.16.1.1:1812, Access-Challenge, len 104
00:13:36: Attribute 79 33 010EOO1lF 00:13:36: Attribute 24 33 43495343 00:13:36: Attribute 80
18 0643D234 00:13:36: RADIUS: EAP-login: length of eap packet = 31 00:13:36: RADIUS: EAP-
login: got challenge from radius 00:13:36: RADIUS: ustruct sharecount=1 00:13:36: RADIUS:
Unexpected interface type in nas_port_format_a 00:13:36: RADIUS: EAP-login: length of radius
packet = 135 code = 1 00:13:36: RADIUS: Initial Transmit FastEthernet3/2 id 19
172.16.1.1:1812, Access-Request, len 135 00:13:36: Attribute 4 6 AC100201 00:13:36:
Attribute 61 6 00000000 00:13:36: Attribute 1 12 75736572 00:13:36: Attribute 12 6 000003ES8
00:13:36: Attribute 24 33 43495343 00:13:36: Attribute 79 34 020E0020 00:13:36: Attribute 80
18 E8A61751 00:13:36: RADIUS: Received from id 19 172.16.1.1:1812, Access-Accept, len 124
00:13:36: Attribute 64 6 0100000D 00:13:36: Attribute 65 6 01000006 00:13:36: Attribute 81 8
01564C41 00:13:36: Attribute 88 15 766C616E 00:13:36: Attribute 8 6 FFFFFFFE 00:13:36:



Attribute 79 6 030E0004 00:13:36: Attribute 25 39 43495343 00:13:36: Attribute 80 18
11A7DD44 00:13:36: RADIUS: EAP-login: length of eap packet = 4 Cat6K# Cat6K# !--- Debug
output for PC 3 connected to Fa3/4. 00:19:58: RADIUS: ustruct sharecount=1 00:19:58: RADIUS:
Unexpected interface type in nas_port_format_a 00:19:58: RADIUS: EAP-login: length of radius
packet = 85 code = 1 00:19:58: RADIUS: Initial Transmit FastEthernet3/4 id 11
172.16.1.1:1812, Access-Request, len 85 00:19:58: Attribute 4 6 AC100201 00:19:58: Attribute
61 6 00000000 00:19:58: Attribute 1 12 75736572 00:19:58: Attribute 12 6 000003E8 00:19:58:
Attribute 79 17 0201000F 00:19:58: Attribute 80 18 0001AC52 00:19:58: RADIUS: Received from
id 11 172.16.1.1:1812, Access-Challenge, len 79 00:19:58: Attribute 79 8 010B0006 00:19:58:
Attribute 24 33 43495343 00:19:58: Attribute 80 18 23B9C9E7 00:19:58: RADIUS: EAP-login:
length of eap packet = 6 00:19:58: RADIUS: EAP-login: got challenge from radius 00:19:58:
RADIUS: ustruct sharecount=1 00:19:58: RADIUS: Unexpected interface type in
nas_port_format_a 00:19:58: RADIUS: EAP-login: length of radius packet = 109 code =1
00:19:58: RADIUS: Initial Transmit FastEthernet3/4 id 12 172.16.1.1:1812, Access-Request,
len 109 00:19:58: Attribute 4 6 AC100201 00:19:58: Attribute 61 6 00000000 00:19:58:
Attribute 1 12 75736572 00:19:58: Attribute 12 6 000003E8 00:19:58: Attribute 24 33 43495343
00:19:58: Attribute 79 8 020B0006 00:19:58: Attribute 80 18 F4C8832E 00:19:58: RADIUS:
Received from id 12 172.16.1.1:1812, Access-Challenge, len 104 00:19:58: Attribute 79 33
010CO01F 00:19:58: Attribute 24 33 43495343 00:19:58: Attribute 80 18 45472A93 00:19:58:
RADIUS: EAP-login: length of eap packet = 31 00:19:58: RADIUS: EAP-login: got challenge from
radius 00:19:58: RADIUS: ustruct sharecount=1 00:19:58: RADIUS: Unexpected interface type in
nas_port_format_a 00:19:58: RADIUS: EAP-login: length of radius packet = 135 code =1
00:19:58: RADIUS: Initial Transmit FastEthernet3/4 id 13 172.16.1.1:1812, Access-Request,
len 135 00:19:58: Attribute 4 6 AC100201 00:19:58: Attribute 61 6 00000000 00:19:58:
Attribute 1 12 75736572 00:19:58: Attribute 12 6 000003E8 00:19:58: Attribute 24 33 43495343
00:19:58: Attribute 79 34 020C0020 00:19:58: Attribute 80 18 37011E8F 00:19:58: RADIUS:
Received from id 13 172.16.1.1:1812, Access-Accept, len 120 00:19:58: Attribute 64 6
0100000D 00:19:58: Attribute 65 6 01000006 00:19:58: Attribute 81 4 0133580F 00:19:58:
Attribute 88 15 766C616E 00:19:58: Attribute 8 6 FFFFFFFE 00:19:58: Attribute 79 6 030C0004
00:19:58: Attribute 25 39 43495343 00:19:58: Attribute 80 18 F5520A95 00:19:58: RADIUS: EAP-
#login: length of eap packet = 4 Cat6k
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