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set gos enable




This enables QoS. set gos policer aggregate ---!
udp_lmbps rate 1000 burst 13 drop !--- This defines a
policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. set gos acl ip

udp_gos_port dscp 0 aggregate udp_lmbps udp any any eq

111 !--- This creates QoS ACL to select traffic and
attaches !--- the policer to the QoS ACL. commit gos acl
all !--- This compiles the QoS ACL. set gos acl map
udp_gos_port 2/8 !--- This maps the QoS ACL to the

.switch port

iSais ) 8/2 ddiall _oaiiy VLAN dSaiiny plaiall 30,1 poii (Jliall 138 (9 3 go9 tamis o _JuI Jliall
VLAN 20
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set gos enable

This enables QoS. set gos policer aggregate ---!
udp_lmbps rate 1000 burst 13 drop !--- This defines a
policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. set gos acl ip

udp_gos_vlan dscp 0 aggregate udp_lmbps udp any any eq

111 !--- This creates the QoS ACL to select traffic and
attaches !--- the policer to QoS ACL. commit gos acl all
!--- This compiles the QoS ACL. set port gos 2/8 vlan-
based !--- This configures the port for VLAN-based QoS.
set gos acl map udp_gos_vlan 20 !--- This maps QoS ACL
.to VLAN 20

S Jawl lgle dole gio DSCP 32 plasiwl, el dlo oo &Ll 053l blaw] o Ya, w3 a9
(552l Jiasl) O doys, DSCP
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set gos enable

This enables QoS. set gos policer aggregate ---!
udp_lmbps rate 1000 burst 13 policed-dscp !--- This
defines a policer. For the calculation of rate and
burst, !--- refer to Calculate Parameters. set gos acl

ip udp_gos_md trust-ipprec aggregate udp_lmbps udp any
any eq 111 dscp-field 32 !/--- Note: The above command
should be on one line. !--- This creates the QoS ACL to
select traffic and attaches !--- the policer to the QoS
.ACL

commit gos acl all

This compiles the QoS ACL. set gos policed-dscp-map ---!
32:0 !--- This modifies the policed DSCP map to mark
down DSCP 32 to DSCP 0. set port gos 2/8 vlan-based !---
This configures the port for VLAN-based QoS. set gos acl
.map udp_qgos_md 20 !--- This maps the QoS ACL to VLAN 20
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set gos enable

This enables QoS. set gos policer aggregate ---!
egress_10mbps rate 10000 burst 20 drop !--- This defines
a policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. set gos acl ip egress_pol

trust-ipprec aggregate egress_10mbps ip any any /---
This creates the QoS ACL to select traffic and attaches
!--- the policer to the QoS ACL. commit gos acl all !/---
This compiles the QoS ACL. set gos acl map egress_pol 3
output !/--- This maps the QoS ACL to VLAN 3 in the
.output direction

W 6532a)l DSCP dla, 5> o ,=) show qoS maps runtime policy-dscp-map easiwl
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Cat6k> (enable) show gos statistics 1l3stats
Packets dropped due to policing: 1222086

IP packets with ToS changed: 27424

IP packets with CoS changed: 3220

Non-IP packets with CoS changed: 0

ZJoy||lD Plilwi‘h§J2J|L§§Aﬂ|olbr;cAgLﬁcﬂlbp sl

Cat6k> (enable) show mls entry gos short
Destination-IP Source-IP Port DstPrt SrcPrt Uptime Age

:IP bridged entries

192.168.10.200UDP 63 6300:22:02 00:00:00 239.77.77.77
Stat-Pkts : 165360

Stat-Bytes : 7606560

Excd-Pkts : 492240

Stat-Bkts : 1660

239.3.3.3192.168.11.200UDP 888 77700:05:38 00:00:00
Stat-Pkts : 42372

Stat-Bytes : 1949112

Excd-Pkts : 126128

Stat-Bkts : 1628

Only out of the profile MLS entries are displayed
(Cat6k> (enable

plhio JS wlwl ule ozl i cliba>] Lo ,e diSoy (O uinall J,=0) Supervisor Engine Il plaziwl
.show qoS statistics aggregate-policer oV plasiwl
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Cat6k> (enable) show gos statistics aggregate-policer udp_lmbps

:Q0S aggregate-policer statistics

Aggregate policerAllowed packet Packets exceed Packets exceed
count normal rate excess rate

udp_1mbps58243997321089732108

Cat6k> (enable) show gos statistics aggregate-policer udp_lmbps

:Q0S aggregate-policer statistics

Aggregate policerAllowed packet Packets exceed Packets exceed
count normal rate excess rate

udp_1mbps58250497331989733198
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mls gos
This enables QoS. mls gos aggregate-policer ---!
udp_lmbps 1000000 2000 conform-action transmit exceed-

action drop !--- Note: The above command should be on
one line. !--- This defines a policer. For the
calculation of rate and burst, !--- refer to Calculate
Parameters. !--- Note: The burst is 2000 instead of

.1518, due to hardware granularity

access-list 111 permit udp any any eq 111

This defines the ACL to select traffic. class-map ---!
match-all udp_gos match access-group 111 !--- This
defines the traffic class to police. policy-map
udp_policy class udp_gos police aggregate udp_lmbps !---
This defines the QoS policy that attaches the policer to
the traffic class. interface GigabitEthernet2/8
switchport service-policy input udp_policy !--- This
.applies the QoS policy to an interface
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mls gos

This enables QoS. access-list 111 permit udp any ---!
any eq 111 !--- This defines the ACL to select traffic.
class-map match-all udp_gos match access-group 111 !/---
This defines the traffic class to police. policy-map
udp_policy class udp_gos !--- This defines the QoS
policy that attaches the policer to the traffic class.
police 1000000 2000 2000 conform-action transmit exceed-
action drop !--- This creates a per-interface aggregate
!--- policer and applies it to the traffic class.
interface GigabitEthernet2/8 switchport service-policy
input udp_policy !--- This applies the QoS policy to an

.interface
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mls gos

This enables QoS. access-list 1 permit 192.168.2.2 ---!
!-——- This defines the access list to select traffic from
host 192.168.2.2. class-map match-all host_2_2 match
access-group 1 !--- This defines the traffic class to
police. policy-map host class host_2_2 !--- This defines
the QoS policy. police flow 100000 2000 conform-action
transmit exceed-action drop !--- This defines a
microflow policer. For the calculation of rate and !---
burst, refer to Calculate Parameters. police 500000 2000

2000 conform-action transmit exceed-action drop !/---
This defines the aggregate policer to limit !--- traffic
from the host to 500 kbps aggregate. interface fad/11
mls gos vlan-based interface fa4d/12 mls gos vlan-based
!-—— This configures interfaces in VLAN 2 for VLAN-based
QoS. interface vlan 2 service-policy input host ![---
.This applies the QoS policy to VLAN 2
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This enables QoS. access-list 111 permit ip any any ---!
!-—- This defines the ACL to select traffic. All IP
traffic is subject to policing. class-map match-all
cl_out match access-group 111 !/--- This defines the
traffic class to police. policy-map pol_out class cl_out
police 100000 3000 3000 conform-action transmit exceed-
action drop !--- This creates a policer and attaches it
to the traffic class. interface GigabitEthernet8/6 ip
address 3.3.3.3 255.255.255.0 service-policy output
.pol_out !--- This attaches the policy to an interface
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This enables QoS. access-list 111 permit ip any any ---!
!-—- This defines the ACL to select user traffic. class-
map match-all cl_out match access-group 111 !/--- This
defines the traffic class for policing. policy-map
pol_out class cl_out police flow mask src-only 1000000
32000 conform-act transmit exceed-act drop

Only the source IP address 1is considered for flow ---!
creation !--- on interfaces with this policy attached.
interface gigabit 1/1 !--- 1/1 is the uplink toward the
users. service-policy input pol_out !--- Traffic comes
in from users, so the policy is attached !--- in the
input direction. class-map match-all cl_in match access-
group 111 policy-map pol_in class cl_in police flow mask
dest-only 5000000 32000 conform-act transmit exceed-act

drop

Only the destination IP address is considered for ---!
flow creation !--- on interfaces with this policy
attached. interface gigabit 1/2 !--- 1/2 is the uplink

to the Internet. service-policy input pol_in

Lol 138 closiwl giloiwy il «puais a8l 00

bratan# show mls qgos

QoS is enabled globally

Microflow policing is enabled globally

:QoS global counters

Total packets: 10779

IP shortcut packets: 0

Packets dropped by policing: 2110223

IP packets with TOS changed by policing: 0

IP packets with COS changed by policing: 0
Non-IP packets with COS changed by policing: 0

bratan# show mls gos ip gigabitethernet 2/8
.In] Policy map is udp_policy [Out] Default]

(QoS Summary [IP]: (* - shared aggregates, Mod - switch module

Mod Dir Class-map DSCP AgId Trust F1Id AgForward-Pk AgPoliced-Pk

Gi2/8 1 In udp_gos 0 1* NoO 127451 2129602

bratan# show mls gos ip gigabitethernet 2/8
.In] Policy map is udp_policy [Out] Default]
(QoS Summary [IP]: (* - shared aggregates, Mod - switch module

Mod Dir Class-map DSCP AgId Trust F1Id AgForward-Pk AgPoliced-Pk

Gi2/8 1 In udp_gos 0 1* NoO 127755 2134670
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:show mis ip detail oVl pasiwl L2all PUI §93] pubas o lila>y

Orion# show mls ip detail

IP Destination IP Source Protocol L4 Ports Vlan Xtag L3-protocol
o B e e it R tom o o —
192.168.3.33192.168.2.2udp555 / 5550 lip

192.168.3.3192.168.2.2udp63 / 630 lip

IN/OUT] Ports Encapsulation RW-Vlan RW-MACSourceRW-MACDestinationBytes]

o - o — Fom e +—————— e o —
Fa4/11 - ----ARPA3 0030.7137.1000 0000.3333.33333145438

Fa4/11 - ----ARPA3 0030.7137.1000 0000.2222.2222314824

Packets Age Last SeenQoS Police Count ThresholdLeak

o o Fom - o o +-————- o
18:50:090x80 34619762*2"5 3*270 36 6838

18:50:090x80 34669562*2"5 3*270 36 6844

Drop Bucket Use-Tbl Use-Enable

Fomm - tomm tomm +-——=
YES 1968 NONO
YES 1937 NONO
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