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ACL_ERRMSG-4-UNLOADED: 1 fed: Output IPv4 L3 ACL on interface V1215%
.for label 19 on asic255 could not be programmed in hardware and traffic will be dropped

ACL_ERRMSG-4-UNLOADED: 1 fed: Output IPv4 L3 ACL on interface V1216%
.for label 20 on asic255 could not be programmed in hardware and traffic will be dropped

ACL_ERRMSG-4-UNLOADED: 1 fed: Output IPv4 L3 ACL on interface V1218%
.for label 22 on asic255 could not be programmed in hardware and traffic will be dropped
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3850#show platform tcam utilization asic all
CAM Utilization for ASIC# 0

Table Max Values Used Values
Unicast MAC addresses 32768/512 85/22
Directly or indirectly connected routes 32768/7680 125/127
IGMP and Multicast groups 8192/512 0/16
QoS Access Control Entries 3072 68
Security Access Control Entries 3072 1648
Netflow ACEs 1024 15
Input Microflow policer ACEs 256 7
Output Microflow policer ACEs 256 7
Flow SPAN ACEs 256 13
Control Plane Entries 512 195
Policy Based Routing ACEs 1024 9
Tunnels 256 12
Input Security Associations 256 4
Output Security Associations and Policies 256 9
SGT_DGT 4096/512 0/0
CLIENT_LE 4096/64 0/0
INPUT_GROUP_LE 6144 0
OUTPUT_GROUP_LE 6144 0

:TCAM 8 auiall (ACL) Jguogll 9 pSxill pilgd 6)'@>_i > oo i -

? 3850#show platform acl info acltype
all Acl type
ipvd Acl type
ipve Acl type
mac Acl type

3850#show platform acl info acltype all
HA#HAHHHA S H AR H AR H SRS AR

HHESHH R RS SHH HHHHHHAHH
HHESHH R RS SHH HHHHHHAHH
HHASHHH RS RRAH Printing ACL Infos HHEHSHHHH
HHESHH R RS SHH HHHHHHAHH

FHEHHH R HH SRR R

IPv4 ACL: Guest-ACL
aclinfo: 0x52c41030
ASIC255 Input L3 labels: 4
ipv4d Acl: Guest-ACL Version 16 Use Count 0 Clients 0x0
permit udp any 8 host 224.0.0.2 eqg 1985 10
permit udp any 8 any eqg bootps 20
permit ip 10.100.176.0 255.255.255.0 any 30
<snip>

3850#show platform acl info switch 1
HA#HAHHH A H AR H AR H SRS H AR H A

HHESHH R RS AHH HHHHHHAHH
HHESHH R RS AHH HHHHHHAHH
HHASHHH RS RRAH Printing ACL Infos HHEHSHHHH
HHESHH R RS SHH HHHHHHAHH

FHEHHH R HH SRR R



IPv4 ACL: Guest-ACL
aclinfo: 0x52c41030
ASIC255 Input L3 labels: 4
ipv4d Acl: Guest-ACL Version 16 Use Count 0 Clients 0x0
permit udp any 8 host 224.0.0.2 eqg 1985 10
permit udp any 8 any eq bootps 20
permit ip 10.100.176.0 255.255.255.0 any 30
<snip>

{(ACL) Jsuoally aSxidl pilgd aljl/cais pi LolS (ACL) Jaogll aSxill dasld &lasl oMz oo gl -

3850#show mgmt-infra trace messages acl-events switch 1
UTC 3a8 5692] START Input IPv4 L3 label_id 22 21:35:34.877 04/22/15]
asic3 num_les 1 old_unload 0x0, cur_unloaded 0x0, trid 236 num_vmrs 11

UTC 3a9 5692] Trying L3 1if_id 0x104608000000100 21:35:34.877 04/22/15]
input base FID 14

UTC 3aa 5692] Input IPv4 L3 label_id 22 hwlabel 21:35:34.878 04/22/15]
asic3 status 0x0 old_unloaded 0x0 cur_unloaded 0x0 trid 236 22

UTC 3ab 5692] MAC: 0000.0000.0000 21:35:35.939 04/22/15]
Adding Input IPv4 L3 acl [Postage-Printer] BO 0xl to leinfo le_id 29on asic 255

UTC 3ac 5692] MAC: 0000.0000.0000 Rsvd 21:35:35.939 04/22/15]
label 0 --> New label 23, asic255

UTC 3ad 5692] START Input IPv4 L3 label_id 23 21:35:35.939 04/22/15]
asic3 num_les 1 old_unload 0x0, cur_unloaded 0x0, trid 237 num_vmrs 5
<snip>

:Joog)l L9 pSxidl doild seixay dwoll (CAM) agill dlall 6,513l dclo -

C3850-1#show platform acl cam
========= (ACL TCAM (asic 0 ========
(Printing entries for region ACL_CONTROL (135

:TAQ-4 Index-0 Valid StartF-1 StartA-1 SkipF-0 SkipA-0

Entry allocated in invalidated state

Maskl 00£00000:00000000:00000000:00000000:00000000:00000000:00000000:00000000
Keyl 00400000:00000000:00000000:00000000:00000000:00000000:00000000:00000000
AD 90220000:2£000000

TAQ-4 Index-1 Valid StartF-0 StartA-0 SkipF-0 SkipA-0

Maskl 00£00000:0£000000:00000000:00000000:00000000:00000000:00000000:00000000
Keyl 00400000:01000000:00000000:00000000:00000000:00000000:00000000:00000000
AD 00a00000:00000000

{(ACL) Jsuoslly pSxxill dosls) dhaiall WMoYy Jguoell wlslae dclb -

C3850-1#show platform acl counters hardware switch 1

Ingress IPv4 Forward (280) : 397555328725 frames
Ingress IPv4 PACL Drop (281) 147 frames
Ingress IPv4 VACL Drop (282) 0 frames
Ingress IPv4 RACL Drop (283) 0 frames
Ingress IPv4 GACL Drop (284) : 0 frames
Ingress IPv4 RACL Drop and Log (292) 3567 frames
Ingress IPv4 PACL CPU (285) 0 frames
Ingress IPv4 VACL CPU (286) 0 frames



Ingress IPv4 RACL CPU (287) : 0 frames
Ingress IPv4 GACL CPU (288) : 0 frames
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